West Lothian College
Audit Committee

Meeting Date: Tuesday 9 September 2025, 9.30am — 12.00pm
Venue: Meeting Room 2, No 1 on the Square
Teams meeting link included in meeting invitation
Ref | Agenda Item Paper | Lead
Presentation: Cross-college Systems Review Group (30 minutes)
Bill Dunsmuir, Head of Information Systems and Digital Infrastructure
1 Committee Administration
1.1 | Welcome and Apologies Verbal | SSt
1.2 | Declaration of any Conflicts of Interest Verbal | SSt
1.3 | Minutes of previous meeting of Tuesday 10 June 2025 1 SSt
1.4 | Matters Arising from meeting of Tuesday 10 June 2025 2 SSt
2 Matters for Board Approval
2.1 | Digital Strategy 3 BD
3 Matters for Attention
3.1 | Information Systems and Digital Infrastructure Report 4 BD
3.2 | Health and Safety Quarterly Report 5 EP
3.3 | Health and Safety Annual Report 6 EP
3.4 | Internal Audit Progress Update 7 HB
3.5 | Progress in Implementing Previously Agreed Internal Audit 8 JMcL
Recommendations
3.6 | Complaints Report 9 BB
4 Review of Risks
4.1 | Strategic Risk Register 2025-26: Review of Risks owned by 10 HB
Audit Committee
4.2 | Risk 6.1: Infrastructure and Security Verbal | SSt
4.3 | Strategic Risk Register Review: Verbal | SSt
Audit Committee overall quarterly review of risks
5 Matters for Information
5.1 | FOI and GDPR Update 2024-25 11 BD
5.2 | Audit Committee Remit/Terms of Reference 12 | JS
6 Any Other Business (AOB)
7 Date of Next Meeting: Tuesday 25 November 2025 at 9.30am | Verbal | Chair
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Audit Committee
Meeting of 10 June 2025

Present:

Sue Stahly (Chair of Audit Committee and Non-executive member)
Shelagh Fraser (Support Staff member)

Chris Wood (Trade Union Member)

Lesley McGiffen (Non-executive Board Member)

In attendance:

Jackie Galbraith (Principal)

Tony Sharkey (Vice Chair of the Board of Governors)

David Eardley (Azets Internal Auditors)

Jessica Watkinson (Azets Internal Auditors)

Brian Battison (Audit Scotland)

Hazel Brady (Vice Principal, Learning and Attainment)

Jennifer McLaren (Vice Principal, Finance and Estates)

Beth Brownlee (Head of Student Experience and Improvement)
Bill Dunsmuir (Head of Information Systems and Digital Infrastructure)
Emily Purdie (Health and Safety Officer)

Jenny Stalker (Board Secretary and Governance Advisor)

Apologies:

Rehela Hussain (Non-executive member)

Kevin Hentges (Non-executive member)

Simon Earp, (Vice Principal, People, Performance and Improvement)

1 Committee Administration

1.1  Welcome

The Chair welcomed everyone to the meeting.
1.2  Declarations of Conflicts of Interest

There were no declarations of conflicts of interest noted.
1.3  Minutes of the Previous Meeting of 11 March 2025

The minutes of the meeting of 11 March 2025 were accepted as a
correct record.
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1.3

There was a question from committee on the section on risk:

Risk management: the committee asked for clarification on the review
of all strategic risks and queried whether the register should have been
included as a paper for this meeting.

The principal clarified a fully completed version of this year’s register
will go to the Board on 17 June and the new process will commence
September 2025. A flow chart of roles and responsibilities will be
produced for the September 2025 meeting.

It was also confirmed that the Chairs Committee will not be a forum for
discussions on risk.

Matters Arising

Action 1: complete
Action 2: complete
Action 3: complete

All actions are included in the agenda for this meeting.

2 Matters for Approval

There were no matters for approval.

3 Matters for Attention

3.1

Information Systems and Digital Infrastructure Report

The Head of Information Systems and Digital Infrastructure introduced
the report and noted highlights.

The continuation of CISOaas into 2025-26 was noted by the
committee. The Security Operations Centre (SOC) contract and
managed SIEM was discussed. The committee asked about the
variation on the contract terms, reported as a 5-year contract in the
paper to the Finance and General Purposes Committee but reported to
Audit Committee as a 3-year contract. The committee received
clarification that the contract is a 3-year contract, plus 1-year, plus 1-
year.

A discussion took place on the governance process relevant to larger
contract awards which are discussed and approved at the Finance and
General Purposes Committee but the detailed rationale of the award
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falls to another board committee. The committee noted this contract
significantly progresses the college’s cyber security systems and was
assured that due diligence had been carried out regarding contract
procurement through the Higher Education and Further Education
Shared Technology Information Services (HEFESTIS) and the APUC
procurement system.

The committee queried whether there is any protection within the
contract to minimise any risks the college may experience.

Action 1: Head of Information Systems and Digital Infrastructure
To review the conditions of contract and report back on protections to
the next meeting of Audit Committee.

The committee noted the Student Records Information Systems
contract has been agreed for renewal from August 2025. It was noted
that Finance and General Purposes Committee had been asked to
approve but committee members had not been aware of discussions at
Audit Committee. The committee discussed the governance process
relating to contract awards and agreed the process should be
reviewed.

The committee discussed the college control systems around contract
fraud. The committee noted the relationship with the supply chain sits
with APUC and all college contracts go through the APUC framework.
The Vice Principal, Finance and Estates clarified the internal ceilings
on contract sums that are signed off internally and confirmed that all
purchase orders go through the Procurement Officer who is contracted
to APUC and holds an impartial position.

Action 2: Vice Principal, Finance and Estates

To review the process on the presentation of contract awards for
approval by the Finance and General Purposes Committee over which
other committees have strategic oversight.

The committee discussed the re-evaluation of the timetabling project.
The committee noted it would be useful for the project plan to be
presented at each Audit Committee meeting to inform understanding of
project progress. It was confirmed that project plan reviews are carried
out regularly through the cross-college Systems Review Group. The
committee requested an update from this group at a future meeting.
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Action 3: Vice Principal, People, Performance and Improvement
To include the operational project plan in Audit Committee papers from
September 2025.

Action 4: Vice Principal, People, Performance and Improvement
To include a presentation from the cross-college Systems Group on the
September meeting agenda.

3.2 Health and Safety Quarterly Update Report

The Health and Safety Officer gave an overview of the report and
noted the increase in accidents reported were as a result of the
introduction of the new system. The committee noted all accidents had
been dealt with and there were no concerns raised.

The committee noted that Martyn’s Law has now been given Royal
Assent and that colleges now await guidance documents.

Discussion took place on the installation of the new dust extraction
system in the largest Built Environment workshop which will take place
during the summer period. The committee noted we are compliant with
health and safety requirements.

The committee noted we should be clearer where and how health and
safety mitigations impact on strategic risk 6.1 (see Action 8 below).

The committee was given assurance on the timeline for updating
Health and Safety Policies and Procedures. The committee noted the
roll out of the SMARTLOG system included in Appendix 4 and thanked
the Health and Safety Officer for a comprehensive report.

3.3 Internal Audit Progress Update

The Vice Principal, Finance and Estates noted that the Internal Audit
Plan is complete for 2024-25. Azets, the college’s internal auditors
confirmed the college can expect a clean audit opinion.

The committee was given an overview of the audit reports presented
on Staff Wellbeing and Core Financial Systems. The committee
discussed the recommendations from the audits.

The committee was content the Staff Wellbeing Report gives
assurance that staff wellbeing remains a high priority for the college
and staff are well supported. It was noted the college continues to liaise
with staff on workload issues through a variety of methods and actively
acts on feedback from staff.
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The committee noted the Core Financial Systems Report did not raise
any concerns and is a favourable report overall. The committee was
content with the level of assurance the Core Financial Systems audit
provides.

The committee was content to note both reports.

3.4 College Rolling Audit Action Plan
The committee discussed and noted the College Rolling Audit Action
Plan. It was agreed the covering paper should be reviewed to make
clear progress in implementing recommendations and to aid committee
understanding.
Action 5: Vice Principal, Finance and Estates
To review presentation of the rolling audit action plan for improved
clarity.

3.5 Complaints Report Quarterly Update
The committee noted the number of complaints remains stable, with a
very low number of complaints overall. The committee discussed the
higher number of complaints within two faculties. It was noted these
are from the largest faculties with higher numbers of students and more
students with diverse needs.
The committee noted the report.

3.6 External Audit Update: Audit Plan 2024-25
Audit Scotland introduced the paper and discussed the plan for
2024-25. Timescales for the audit process were discussed. The
committee discussed areas of risk that will be covered in the audit
process. The committee noted the audit plan for 2024-25.

4 Review of Risks
4.1 Risk 6.1: Infrastructure and Security

The committee agreed the risk appetite for 6.1 should remain as
Green. The Head of Information Systems and Digital Infrastructure
confirmed this risk is currently scored as Amber due to elements of
work in progress.
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4.2

The committee requested an update on the business continuity event
held on 28 May 2025 during which the management team participated
in a table-top exercise on cyber-security and a rehearsal of a lock-
down procedure related to implementation of Martyn’s Law. It was
agreed to bring an update to the next meeting of Audit Committee.

Action 6: Vice Principal, People, Performance and Improvement
To update the September Audit Committee on business continuity in
the context of a Martyn’s Law type of incident.

Strategic Risk Register Review

The committee heard verbal updates on risks discussed at the
Learning and Teaching Committee and Finance and General Purposes
Committee.

It was noted the Learning and Teaching Committee was content on
management of related risks and had discussed the recent cyber-
attack in West Lothian schools and the shared learning we can take
from this.

The Finance and General Purposes Committee was content with
management of related risks, with two changes to the risk register for
2025-26:

3.1: to be split out into two risks: 3.1: income (Green rating) and
3.2: expenditure (Green rating)

5.1: split out into two risks: 5.1 maintenance of the building (Green
rating) and 5.2: improving the student experience (Amber rating)

The committee acknowledged that there is a new risk process,
requested that there should be a clearer line of sight from the content
of committee papers to relevant risks, and agreed to review as an
ongoing item.

Action 7: Vice Principal, People, Performance and Improvement
To review the relation of risk to articulate aspects of the role of health
and safety within the strategic risk register.

5 Matters for Information

There were no matters for information.

6 Any Other Business

There was no other business.
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7 Date of Next Meeting

The date of the next meeting will be Tuesday 9 September 2025 at 09.30 am.
Note: There were no matters discussed during the meeting, during which Members
declared any conflict of interest, or the Board Secretary and Governance Advisor

was aware from the Register of Interests that discussion could give rise to such a
conflict.
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MATTERS ARISING / ACTION UPDATE FROM THE AUDIT COMMITTEE
MEETING OF 10 JUNE 2025

Action 1: Head of Information Systems and Digital Infrastructure
To review the conditions of contract and report back on protections to the next
meeting of Audit Committee.

Action status: Update provided in the Information Systems and Digital Infrastructure
paper.

Action 2: Vice Principal, Finance and Estates

To review the process on the presentation of contract awards for approval by the
Finance and General Purposes Committee over which other committees have
strategic oversight.

Action status: Will be implemented for contract awards going forward.
Action 3: Vice Principal, People, Performance and Improvement

To include the operational project plan in Audit Committee papers from September
2025

Action status: Included in the Information Systems and Digital Infrastructure paper.
Action 4: Vice Principal, People, Performance and Improvement

To include a presentation from the cross-college Systems Review Group at the
September meeting.

Action status: Presentation on the agenda for the September meeting.

Action 5: Vice Principal, Finance and Estates
To review presentation of the rolling audit action plan for improved clarity.

Action status: Complete.

Action 6: Vice Principal, People, Performance and Improvement
To update the September Audit Committee on business continuity in the context of a
Martyn’s Law type of incident.

Action status: Update provided in the Health and Safety Quarterly Report paper.
Action 7: Vice Principal, People, Performance and Improvement

To review the relation of risk to articulate aspects of the role of health and safety
within the strategic risk register.

Action status: Included in the controls and mitigations for risk 6.1 which will be
discussed at the September meeting.
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Audit Committee
DIGITAL STRATEGY
Purpose

To seek approval from the Audit Committee to streamline the main aims and content
of the strategy.

Review

The Digital Strategy was approved by the board on 20 June 2023. Since then,
members of the College Leadership Team worked alongside members of the Systems
Review Group to review the content of strategy to remove repetition and complexity,
and to better align with other college strategies.

The review resulted the revised strategy outlined in Appendix 1. Strategies that
underwent a similar review process were approved by the board in June 2025 and
included the People Strategy, Learning and Teaching Strategy and Finance Strategy.
Action

The Audit Committee is invited to approve the revised Digital Strategy.

Bill Dunsmuir

Head of Information Systems and Digital Infrastructure

9 September 2025

(on behalf of Simon Earp, Vice Principal, People, Performance and Improvement)
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At West Lothian College, our vision is to deliver a highly skilled, enterprising and resilient workforce, embedded with our commitment to ignite a lifelong passion for
learning, and equip our students with the skills and knowledge necessary to excel in today's rapidly revolving world. Our strategies are aligned with the college’s

four strategic goals to ensure we deliver exceptional educational experiences and foster a supportive, thriving community for staff and students.



DIGITAL STRATEGY

We aim to provide a tailored learning experience for
every student, underpinned by an equality of access to
digital resources residing on a robust, secure, and agile
digital infrastructure.

Every member of staff has a specific role to play in making
the experience of learning, teaching, assessment and skills
development high quality and a success, underpinned by

digital skills and access to digital resources.

We inspire, include and engage our staff and students by
delivering trusted and innovative technology and services,
and by providing digital solutions that are mobile, intuitive

and remove barriers to learning.

The digital revolution is well underway, with artificial
intelligence at the forefront of this transformation. By
adopting this digital strategy, we will ensure our college
prepares our students and staff for success in a rapidly

evolving world by remaining at the forefront of further and

higher education development.



Our digital strategy has six strategic aims aligned to the college’s goals.

1. Ensure data
protection, cyber

security and
infrastructure resilience

Comply with Cyber Essentials and
Cyber Essentials plus and embed

effective governance frameworks.

Work in partnership to maintain,
review and upgrade the core
digital infrastructure, business
applications and all endpoints
connected to it.

Promote cyber security training
and awareness using staff and
student communication platforms,
the college website and social

media channels.

Ensure all data is stored, accessed
and secured relevant to statutory

bodies and prevailing legislation.

SIX STRATEGIC AIMS

2. Provide services that
facilitate, inspire and
enable success for all

Embed digital safeguarding in all

college services.

Engage with our digital community,
ensuring that digital service
developments and practices are
shaped to meet the needs of our

users.

Make accessibility and ease of

use as core design principles of

secure and trusted digital services.

3. Use data at the core
of business decisions

Develop the culture of a data
driven college, by embedding
data science and analytics into
our business operations, helping

optimise positive outcomes,

Commit to data integrity through
appropriate management, security

and control measures.

Invest in providing simple,
intuitive, high-speed dynamic
business intelligence tools that
allow users to use data to gain
insights that support evidence-
based decision making.

Use data in ways that are ethical,
sound and fundamentally of
benefit to our students and staff.

4. Develop and use
digital systems to
drive effectiveness
and efficiency

Encourage and support our
users to engage actively

in process improvement
and systems development
to drive more effective

and efficient use of digital

services.

Embed the process of
continuous improvement and
self-evaluation led by our
users and use a business
impact approach when
developing and assessing

projects

5. Integrate Artificial
Intelligence in learning
and support

Use Al-powered learning platforms
to deliver personalised learning

experiences.

Use Al to streamline administrative
tasks such as enrolment,
timetabling and assessment,
enabling staff to invest more

time on supporting and enabling

student success.

Provide training on the ethical
implications of Al use in education,
focusing on issues such as data

privacy and algorithmic bias.

6. Deliver sustainahle
digital development

Implement energy-efficient
practices in the use of digital

learning technologies.

Examine the intelligent campus
model to aid monitoring of our
target of Net Zero Carbon by
2040.
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Audit Committee
INFORMATION SYSTEMS AND DIGITAL INFRASTRUCTURE REPORT
Introduction

This paper provides an update on key projects either completed or currently in
progress during the first quarter of the 2025-26 academic year, aligning these
activities with the strategic objectives outlined in the refreshed Digital Strategy.

Aim 1 — Ensure data protection, cyber security, and infrastructure resilience
Aim 2 — Provide services that facilitate, inspire, and enable success for all
Aim 3 — Use data at the core of business decisions

Aim 4 — Develop and use digital systems to drive effectiveness and efficiency
Aim 5 — Integrate artificial intelligence in learning and support

Aim 6 — Deliver sustainable digital development

DIGITAL INFRASTRUCTURE (DI)

Aim 1 - Ensure data protection, cyber security, and infrastructure resilience
Chief Information Security Officer as a service (CISOaas)

An initial meeting took place on 11 August with our partner Barrier Networks to

discuss a revised statement of works for 2025-26 and to review progress in 2024-25
(see below).

Service Progress

Gantt Overview: CISO-as-a-Service Deliverables and Timeframe
Service Period: August 24 — August 25

Percentage Progress: 100%
Month
WILC CISO-as-a-Service

Cyber Incident Response Plan Review Complete

Tabletop Exercises Complete [ |
Security Maturity Assessment Complete
Controls Effectiveness Complete
Risk Register Review Complete

Risk Workshops Complete
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It is worth noting that all six core service delivery elements were successfully
executed over the past twelve months and are expected to form the foundation of the
statement of works once again for the forthcoming year.

Managed SOC (Security Operations Centre) and SIEM (Security Information
and Event Management)

Initial meetings took place with the Academia account manager over the summer on
the supply of the new SOC and its configuration across the college network. Further
information with be shared once the operational implementation has been
completed. Agents are currently being deployed to test groups across the college
network and devices are now becoming visible in the SIEM.

We will report back to the committee on whether protections exist within the contract
to minimise any risks the college may experience. Such protections are built into the
APUC Call-Off Contract No. ITS4042SU (SLRA) for the supply of Software and/or
Services under Lot 5 (other), where a range of call-off KPls were agreed with the
supplier, including provision to terminate or extend the contact itself beyond the initial
3-year period.

Contract End Date | Means:
(Cl.1.1)
31% March 2028

+ [Extension option - The Customer shall be entitled to extend the term of the
Contract by giving not less than (ninety) (90) days' notice prior fo the end
of the then current term in writing to the Supplier by a period or periods

Although the formal schedule for service reviews in 2025-26 is yet to be finalised,
the proposed format will incorporate performance evaluation, alongside ongoing
monitoring and compliance reporting.

Server Infrastructure Renewal

Due to changes in the availability of Education Software Solutions (ESS) engineers
to support the migration, the full upgrade of the server infrastructure supporting the
student records system and associated tools (Staff Advantage, e-Portfolio,
MyCollege for applications and enrolments etc) is now planned for the non-teaching
week of 20-24 October.

Unlike previous years where individual servers were upgraded, this project will
replace the entire infrastructure. All servers will be upgraded with improved hardware
and the latest versions of server software to enhance performance, stability and
cyber resilience.

AC/09092025/Sharepoint 2



Action: For Attention Agenda Item 3.1

Paper 4
West Lothian College
9 September 2025

The rescheduled migration does not alter the cyber strategic risk to the college or
impact operations, given that the migration will take place during a non-teaching
week.

Aim 4 - Develop and use digital systems to drive effectiveness and efficiency
Teams Telephony

Further to the conclusion of a technical and commercial assessment of the six bids
received for the telephony contact, an award was made to Gamma for the delivery
the solution. The timetable below is still on track and due to go live by 27 October,
with a letter of authority to port the existing college numbers from Quantum
Communications over to Gamma our new supplier has been drafted to start the
process.

th - th
Evaluation of Tenders e

June 2025
T8C if
Presentations/Bid Clarification meetings (if required) Date. el
required
Contract Award Notification 9™ July 2025
Contract Award Date 9™ July 2025

14* July 2025 15*

Implementation Period October 2025

Go-Live /Contract Commencement date 27™ October 2025

INFORMATION SYSTEMS (IS)

Aim 3 - Use data at the core of business decisions

Credits and Student Funds Audit

Preparations are well underway for the annual review for 2024-25 of credits and
student funds, with audit testing and fieldwork scheduled for the weeks beginning 1
and 8 September. The deadline for submission of the audited Further Education
Statistics (FES) return to the Scottish Funding Council (SFC) is 3 October.

Aim 4 - Develop and use digital systems to drive effectiveness and efficiency
Student Records — Management Information System (MIS) — contract renewal

The college's Student Records MIS contract is now in place for a period of five years,
with the renewal taking effect from 1 August 2025. The direct award under the APUC

framework was concluded with our existing supplier Education Software Solution
(ESS), with the contract award signed by both parties on 13 May 2025.
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Timetabling Project

This project remains a strategic priority for the college, with the plan to revisit it later
in 2025-26, focusing on re-evaluating options with ESS and exploring potential
collaborations with other colleges to share costs and resources.

The scale and cost of the project combined with consultant availability at ESS may
mean that full testing and implementation within 2025-26 may not be feasible,
however a pilot implementation in selected areas may be possible and is scheduled
for Q4 within the IS development roadmap (see Appendix 1).

E-Portfolio Replacement

Since the initial implementation of the e-Portfolio system at the end of November
2024, work has continued in collaboration with ESS to refine and enhance its
functionality. Regular updates and feedback from assessors have been instrumental
in identifying areas for improvement.

The candidate roll-out continues to progress well, with a considerable number of
users now actively uploading evidence as guided by their assessors, as we move
into the 2025-26 year.

Construction candidates, who had previously never been on an e-portfolio system
due to technical limitations, are being added to the new system with year-one
candidates being added in quarter 1 of 2025-26.

Learning and Development System

Work on high-fidelity prototypes and user flows has completed, which will be tested
with focus groups to gather user feedback and ensure the system meets user needs
and is intuitive to use. A detailed development specification in collaboration with the
Human Resources and People Development team is currently being developed to be
shared with ESS.

The Quality Officer has supported early data-cleansing of staff qualification records
to prepare for system input and provide valuable data for accurate testing.

ActiveSync - Student Account and Microsoft (MS) Teams Creation

Subsequent to the successful completion of a six-month proof of concept
(encompassing the design, technical specification, and rigorous testing of a complex
in-house solution) we have implemented the automation of key onboarding
processes, thereby facilitating streamlined access to college systems for our
students in 2025-26.
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Once a student has had their enrolment confirmed as part of the induction process,
the new solution executes two stages of account creation automatically.

1. Teams Creation and Staff Assignment — Course MS Teams are created with
lecturing staff assigned as owners, immediately connecting staff with students
within the MS learning environment.

2. Active Directory and Office 365 Account Creation — the system creates Active
Directory (AD) network logins and Office 365 accounts for students, sending an
SMS message securely with login credentials.

ActiveSync is designed to mirror the information held in our core Student Records

system, meaning that changes such as course name updates, student transfers, or

new units being added to courses will automatically be reflected in Teams.

Link to Strategic Risk Register 2024-25

The contents of this paper demonstrate action to mitigate the following risk:

e Risk 6.1: There is a risk of failure to react to a major cyber incident due to
inadequate infrastructure or sub-optimal business continuity planning, resulting in
a major interruption to service.

Action

The committee is asked to note the updates provided in the paper.

Bill Dunsmuir

Head of Information Systems and Digital Infrastructure
9 September 2025
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Appendix 1 Information Systems development roadmap - 2024/25 to 2027/28

KEY: - Plan Duration - % Complete

2024/25 2025/26 2026/27 2027/28
Aim -
Project/Activity Frequency Type Cost Digital
Strategy 1 2
Student Records System Procurement 5 Yearly Systems £72k pa 4
development
S_chgqls Portal development - allowing Annual Care & Systems
individual schools to access student . £10k 4
. . Maintenance development
information
Accessibility review for all web portals and Annual Care & Systems
. . . £3k 4
interactions from staff Maintenance development
E-portfolio (SVQ assessment application) Anr_mual Care & Systems £5k 4
Maintenance development
Online Services for Organisations - allows Annual Care & Systems
student employers/sponsors to access . £5k 4
Maintenance development
performance data for employees
New online services site that allows staff to Svsterns
access and update their learning and New development y £5k 4
development
development records
Timetabling Solutions New development Systems £50k 4
development
Curriculum planning and Building Tool Anpual Care & Systems £3k 4
Maintenance development
Annual Care & Systems
FES Student Support Funds upgrade Maintenance development £7k 4
Server Restructure and Improvements  New development Systems £5k 4
development
Enhancements to the Student Application Annual Care & Systems
. £10k 4
process Maintenance development
Malntalr.lencel of Staff Advgntage (the main Annual Care & Systems
Portal in which our lecturing staff access . £5k 4
Maintenance development
student data)




2025/26

2024/25
Aim -
Project/Activity Frequency Type Cost Digital
Strategy 1 2 6
Bring course contept from Website into New development .Systems £10k 4
Unit-E integration
. o Systems
Tracking & Monitoring Upgrades New development development £3k 4
CRM System within Unit-E New development Systems £15k 4
development

Please note the cost values marked in
bold are funded from Core Consultancy
within the annual ESS contract, plus an
estimate of internal staffing costs.

Page 2 of 2

2026/27

2027/28




Appendix 1 Digital Infrastructure development roadmap - 2024/25 to 2027/28
KEY: - Plan Duration . % Complete
2024/25 2025/26 2026/27 2027-28
Project/Activity Frequency Type Cost A';]t;alt);g;:al 9 10 11 12 |13 14 15 16
Health &Safety New Systems
. £2k 4
announcements in Teams  development development
Teams Telephony New Business
procurement and - £30k 4
. development  Continuity
Implementation
Helpdesk for Information New Systems
£3k 4
Systems development development
Microsoft Windows 11 roll out As Required Usablllty and £10k 1
(staff) security
Windows Defender rolling Annual Infrastru_cture £k 1
updates security
Microsoft Intune - enonmt Annual Infrastru_cture £3K 1
management solution security
Microsoft Campus Agreement Annual Licencing ca5K 5
Renewal
Upgrading wrtugl and physical 5 Year Cycle Infrastrugture 0 1
server Operating Systems security
Aligning Cisco Security Annual Infrastructure £10k 1
products inc CCTV upgrades maintenance security
Anti-Virus patches and Annual Infrastructure
. . £15k 1
upgrades maintenance security
Patching for Finance servers Annual Infrastrupture £3.5k 1
maintenance security
Procure and implement
managed SI_EM (Security 5 Year Cycle Infrastrugture £50k 1
Information Event security
Management)
New Epos (Electronic Point of New Systems
£13k 4
Sale) system development development
. New Systems
Replacing School Data Sync development  development £10k 4
Audio Visual Upgrade Annual Asset register £10k 2
PC Refresh Annual Asset register £88k 2
Replacing Firewalls 5 Year Cycle Infrastrugture £30k 1
security
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Audit Committee
HEALTH AND SAFETY QUARTERLY REPORT
Introduction

This report covers the period April to June 2025. In addition to the usual operational
responsibilities, health and safety activities in this quarter involved training new first
aiders, providing staff training on the use of Smartlog and continuing to review and
test lockdown systems as appropriate to enable us to comply with Martyn’s Law.

Accidents, Incidents, Near Misses and Investigations

The monitoring, recording and reporting of accidents, incidents and near misses is a
legal requirement for all that we actively promote across the campus. In addition, it
allows identification of where and how risks arise and allows us to make
improvements to mitigate risks.

The college now records accidents, incidents and near misses on the Smartlog
health and safety management system. There were 9 forms returned in this period,
compared to 18 in 2024. There was one RIDDOR report this period. The accident
was investigated and reported to Health and Safety Executive (HSE).

In all cases, following an entry on Smartlog, each report is fully investigated by the
college Health and Safety Officer. The Smartlog management system is used to
record investigations, updates, hold photographs and assigns actions for follow up.

Month Number
April
May
June
TOTAL

OIN Wb

Record Type Number
Minor accident/injury

Pre-Existing condition/iliness
Unsafe act/condition/incident

Loss time serious accident-RIDDOR
Near miss

Minor accident/injury

Pre-Existing condition/iliness
Unsafe act/condition/incident

OIOO|IO|=]0O|ION
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Accident Type Number
Non-accident first aid 1
Pre-existing health conditions 5
Slip/trip/fall on same level 0
Burns/scold/hot surface/hot liquid 1
Incident 0
Collisions 0
No injury sustained 0
Sporting injury 0
Contact with hot surface 0
Hand tool injury 0
Misc 0
Struck by falling object 0
Act of violence 0
Contact with sharp object glass/metal/tools 2
Status Count
Student 5
Staff 1
Under 16 0
Members of Public 3

Scheduled Events

Along with the Health and Safety Manager from Ayrshire College, our Health and
Safety Officer is now a joint chair of the College Development Network Health and
Safety Network The chairs were asked to represent colleges on the Ash Scotland
Education Advisory group which has been newly formed. The first meeting was
attended by the Ayrshire representative and attendance will be in turns thereafter.

Health and Safety Management

The following arrangements are in place to control health and safety risks in order to

meet the legal requirements and show commitment to all stakeholders:

Health and Safety Committee

committee

Last Health and Safety Committee meeting was held on |2 June 2025
Minutes from meeting have been posted on SharePoint |Yes
Actions raised at Health and Safety |12 Action

points

against

AC/09092025/Sharepoint 2
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Health and
Safety
Officer
Outstanding | 0
Next meeting scheduled for 22 September 2025
Employer’s Liability Insurance
Aviva Employers Liability Insurance Expires on 31 July 2026
Interventions
HSE Inspections in the last 12 months 0
Improvement Notices issued in last 12 months 0
Prohibition Notices issued in last 12 months 0
Improvements issued by Fire Service in last 12 months |0

Prevent National referral

reporting a concern to police Scotland under Prevent— |0
where there is a concern a person is susceptible to
radicalisation

Risk assessments

Number of risk assessments (RA) due for review All RA from faculties will
be on Smartlog by end of
2025 which will proactively
highlight if not reviewed
Number of new Risk Assessments 1 x vehicle and pedestrian
RA movement reviewed

1 x reasonable
adjustment created

First Aid Risk Assessment Completed December
2024

Fire Risk Assessment Completed December
2024

Health and Safety Policy

Policy Statement approved by Jackie Galbraith

Next Review date June 2026

Responsibilities currently unassigned 0

Health and Safety Policies and Procedures Next Review due date

Accident, Incident and lll-Health Reporting Procedure May 2028

Adverse Weather Policy April 2028

College Closure Policy April 2028

Lone Working Procedure June 2028

Inspection and Auditing Procedure May 2028

Emergency Evacuation Procedure August 2028

Work Placement Procedure July 2028

AC/09092025/Sharepoint 3
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Day Trips, Overseas Trips and Residential Procedure |May 2028
Counter Terrorism Procedure May 2028

Risk Assessment Procedure April 2028
COSHH Procedures June 2028

First Aid Procedures January 2028
Lock out/Tag out Procedure June 2028
Noise at Work Procedure and Guidance June 2028
Business Continuity Policy Framework August 2028
Fire Safety Actions

Outstanding actions related to fire inspection 0

Overdue actions related to fire inspection 0

Last emergency evacuation drill (daytime) 13 March 2025
Last emergency evacuation drill (evening) 11 March 2025
Next emergency evacuation drill (daytime) September 2025
Next emergency evacuation drill (evening) September 2025

Health and Safety Training

Three new first aiders were trained in this period through a three-day First Aid at
Work course, after which they were added to the first aid Teams page and given an

internal presentation on equipment, process and rotas.

Six new fire marshals volunteered and were given Fire Awareness training including
fire extinguisher use. They were then given an internal training session on what
areas they would be checking and issued their fire marshal vests.

Changes to Legislation/Guidance

HSE has published extensively revised guidance on managing bloodborne virus

(BBV) hazards in workplaces. The guidance has been refreshed following feedback

from the National AIDS Trust and other topic experts. It will help employers identify if
BBV hazards exist in their workplace and provides practical tips on risk assessment.
The updated guidance also:

e outlines simple preventative measures

e explains actions to take following accidental workplace exposure

¢ includes information for specific groups of workers that may be exposed to BBVs
due to the use of sharps, such as those working in healthcare, beauty and
tattooing.

Content not directly relevant to workplace settings has been removed and the
revised guidance now features a streamlined structure for easier navigation, and
references to authoritative clinical sources, including the NHS and UK Health
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Security Agency. A review of the Bloodborne Virus risk assessment and safe
working is currently taking place to incorporate this updated guidance.

CONTEST and Prevent

As a reminder, CONTEST is the UK’s counter-terrorism strategy which aims to
reduce the risk from terrorism through four strands — Prevent, Pursue, Protect and
Prepare. Prevent is part of CONTEST and aims to stop people from becoming
terrorists or supporting terrorism.

The college attends the quarterly Lothian and Borders CONTEST meeting. The remit
of the group is:

e Safer and Stronger, Live Our Lives Free from Crime and Disorder
e Strong, resilient, and supportive communities
e Tackle significant inequalities.

Martyn’s Law

As a reminder, Martyn’s Law is the informal name for The Terrorism (Protection of
Premises) Act 2025 which requires publicly accessible venues and events to take
steps to prepare for and prevent terrorist attacks.

Following demonstrations and quotes from various companies on lockdown alerting
systems, the college has purchased a lockdown tannoy from Alertek. The company
supplied sample sounders which were tested by our Estates team to ensure that the
sounders were in the correct locations across the campus and these have now been
ordered. Once received, Estates will proceed with installation, after which the system
will be tested jointly by Estates and Health & Safety to ensure functionality and
compliance.

The Business Continuity Group has agreed on the final wording of the messages
and materials are currently in production and expected to be delivered in September.
After successful testing and training, supporting documentation will be provided to
staff and students. Once training is complete, we plan to conduct a live test of the
system and a date for this will be identified once plans have been finalised.

All managers received a presentation on the agreed alerting system and proposed
procedures. Managers then reviewed plans of their areas on campus to see how
these would work. The roll out of installation, training and testing will take place early
in the 2025-26 academic year.

Once installed, the college will be fully compliant with the requirements of Martyn’s
Law, two years in advance of the required date.
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There were two ‘ACT in a Box’ training sessions delivered to Estates and front facing
staff on how to deal with a marauding weapon attack. The feedback from staff on this
training was very positive.

Continuous Improvement

Regular training sessions and meetings have continued to happen with all faculties
on the roll out of Smartlog. The Care, Health and Sport Faculty was able to add all
their risk assessments onto the system. All college assets have also been added and
the schedule for further rollout is attached in Appendix 1.

Action

The Audit Committee is asked to note this report.

Emily Purdie
Health and Safety Officer
9 September 2025
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Appendix 1: Smartlog Rollout Plan

| Topic extra infolexpected roll out Rolled out to Dept
Wholecollege Estates CEBE CHS BCE AES Support dept H&S

Check & Test Mar-253 Aug-25| Aug-25 n/a Jan-25
Lateral Flow Tests n/a nia nia n/a nia n/a nia n'a
PCRH tests nia nia n/a n/a nia n/a nia n'a
Track and Trace n/a n/a n/a n/a n/a n/a n/a n'a
COSHH Sept/Oct 25
Rizsk assessment Sept/0d 25 M ar-25 b b
fire risk assessment Nowv-24 i b b b vi b b
maternity asessment Augustizept 25

first aiders logged onto app to record W W W b b M
Accident R eporting on phones Aug-24
Asz=et M anagement Jun-25 I Apr-25 Jul25| May-25
Audits M ar-25 v v v v v v
Contract M anagement Sep-25
Document Library Sep-25

topdesk helpdesk system being used

by estates and this faculity only being
Help Desk used by CEBE n/a nia August  [nia n.a n/a nia n'a
Individual Health Care Plan (IHC P} Sep-23
M edical Tracking n/a n/a n/a nia august |n/a na
Perzonal Emergency E vacuation Plan (Peep) Sep-25

Fire wardens/first aide rs/safeguarding A o b o b o o
Information team names Sep-24
Policies and Procedures copies uploaded Jul-25
M anagement Inform ation
O fliste Activity drips Augustizept 25 august
Rizk Register siill to be decided howto moll out

all mandatory training and elearning
Training on another platfom n/a n/a n/a n/a n/a n/a n/a nva
DSE Aug-25
AC/09092025/Sharepoint 7
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Introduction

At West Lothian College we are clear that there is a link between promoting health
and wellbeing alongside health and safety and achievement of a safe working
environment. This context is key to ensuring that our staff can be safe and well at
work and our students are provided with a safe and inspiring environment to achieve
success every day. This annual report captures the diversity of the activity that takes
place across the college whilst providing data which has been analysed by the
Health and Safety Officer to monitor trends and highlight learning points.

We continued to report on the following on a quarterly and annual basis:

Accidents, Incidents, Near Misses and Investigations
Health and Safety Management

Policies and Procedures

Scheduled events

Equipment and Plant Maintenance

Display Screen Equipment - Homeworking

Changes in Legislation/Guidance

Building Improvements

Consultations and Internal Audits or Walk rounds.
Staff training delivered by our Health and Safety Officer
Continuous improvement.

Accidents, Incidents, Near Misses and Investigations

The college continually monitors the effectiveness of the measures we have in place
to control the risks in the workplace. As part of this monitoring we report on all
accidents, incidents and near misses which are fully investigated to ensure that
corrective action is taken, learning is shared and any necessary improvements are
put in place.

Between August 2024 and July 2025 there were 138 forms completed in relation to
accidents/incidents and near misses.

Accidents by incident type (01/08/2024 - 31/07/2025)

) Pre-existing candition/fliness
Incident type Caunt e b

Mimar Accident | |mjuny 8

Pre-existing conditioniliness B4 ||.5.-_- Miss

Umnsafe Act or Condition § incident
o5 Time / Serious Accident | ingury

Minar Accident / Injur
Hear Miss v
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Accidents by person status (01/08/2024 - 31/07/2025) @

Status

Shudent

Employes

Member of the public
Mo pearsan Fvolved

Under 16 (report i schools)

Empleyes

Mambar of the public
He pericn Fvalved

Under 1& (report to
schools)

Student—"

Accidents by location (01/08/2024 - 31/07/2025) E

Location

Building Mo 1
Building Mo 5
Building Mo 2
Building Mo 3
Dutsice
Oiffsile
Building Mo 4

‘Wes1 Lathian Colege

This year saw an increase in reporting unsafe conditions and near misses which

.......

Baiiding Mo 2 -

were owing to the new Smartlog reporting system.

The Reporting of Injuries, Diseases and Dangerous Occurrences Regulations

(RIDDOR) require employers to report to the relevant enforcing authority and keep

records of:

o« work-related deaths

o work-related accidents which cause certain specified serious injuries to workers,
or which result in a worker being incapacitated for more than seven consecutive

days;

o cases of those industrial diseases listed in RIDDOR
« certain ‘dangerous occurrences’ (near-miss accidents)

« injuries to a person who is not at work, such as a member of the public, which are

caused by an accident at work and which result in the person being taken to
hospital from the site for treatment.
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During this period there were five RIDDOR reports to HSE compared to four the

previous year.

Annual Data Collection 2020-2024

2020 2021 2022 2023 2024
Injured during sports activity 4 2 6 8 8
Slips, Trips and falls 6 6 7 16 19
Handling (cuts, burns etc.) 12 5 14 26 22
Struck by Equip/Object/Vehicle | 3 6 4 10 11
Pre-existing condition or iliness | 32 22 21 52 14
lliness 0 0 0 0 28
Chemical/Substance 3 3 3 0 4
Contact with Electricity 0 0 0 0 0
Violence - threat 0 0 0 1 0
Violence - injury 0 1 3 0 1
Accidents outwith College 0 0 4 0 0
Unfamiliarity of Process or 0 0 0 1 1
Equipment
Mental health/self-harm 0 0 0 8 1
overdose
Others 1 5 14 3 11
Unsafe conditions 0 0 0 0 8
Manual handling 0 0 0 0 2
Near miss 0 0 0 0 1
incident 0 0 0 0 7
TOTALS 61 50 76 125 138

Note: There were significantly lower numbers of students and staff on campus in 2020, 2021 and

2022 due to pandemic restrictions

Health and Safety Management

The college is required to ensure the health, safety and welfare of its staff, students
and visitors. Failure to comply with the Health and Safety at Work Act 1974 and its
associated regulations could lead to potential harm and the possibility of criminal
proceedings or other enforcement action. The following arrangements are in place to
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control health and safety risks in order to meet these legal requirements and show
commitment to all stakeholders:

1. Policies and Procedures

It was agreed that all policies and procedures will be reviewed every three years
unless legislation changes before this time.

2. Health and Safety Committee Meetings

Four health and safety committee meetings took place during this period, 39 actions
were raised and closed by the committee. This involves a cross-section of staff
including trade unions, this helps ensure that all perspectives are considered and
that the college remains proactive in addressing health and safety concerns.

3. Fire Drill Practice Evacuations

Four fire drill practice evacuations were carried out in March 2024, September 2024
by regularly conducting and learning from fire drills, we can ensure that everyone is
prepared, aware, and capable of taking appropriate actions in the event of a real fire
emergency. This also gives the college staff an opportunity to feed back on the
effectiveness of the evacuations and any issues that may need addressing. The
introduction of a fire evacuation video that allows the sound of the alarm to be heard
was created and will be rolled out for inductions.

4. Scheduled events/meetings
Scheduled Events attended or arranged by Health and safety officer

e Construction site visit with CEBE students and staff
e Board presentation on staff experience and wellbeing initiatives.

5. Scheduled meetings
College Development Network Health Safety and Wellbeing Quarterly Meetings

The Health and Safety Officer became joint chair of the Colleges Development
Network Health and Safety Group. The chairs were invited to represent the newly
formed ASH Scotland Education Advisory Group, contributing to national health
education efforts.

The network can also email the group out with these meetings on share net and ask
questions from others relating to advice and best practice. The health and safety
officer created a team’s channel where all conversations were arranged by topic to
prevent repetition and provide an archive of materials to refer to.

Association of Colleges Health and Safety Quarterly Meetings

Aligns college practices with national health and safety standards and offers a
platform to influence health and safety policies at a national level. The previous chair

AC/09092025/Sharepoint
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has left from Langlees college England and a new chair from Glasgow Clyde College

has taken over.

Lothian and Borders Contest Group and Lothian Council Contest Group Quarterly

Meetings Attended:

Focuses on local co-ordination on safety issues and emergency preparedness and
facilitates the exchange of critical safety information and resources. This information
is fed back to Business Continuity Planning meetings in the college

Health Protection Scotland HE/FE Quarterly Meetings Attended:

Health Guidance: Provides updates on health protocols and best practices.
Crisis Management: Coordinates responses to health crises, ensuring colleges are

prepared.

All of the above meetings are crucial to enable us to maintain a safe and compliant

environment by keeping everyone informed and aligned in their efforts.

6. Equipment and Plant Maintenance

To comply with the Provision and Use of Work Equipment Regulations 1998
(PUWER Regs) inspections of all plant and most equipment are carried out to
ensure they are fit for use. Any corrective action is completed before it results in a
health and safety risk. Not all work equipment needs formal inspection to ensure
safety and, in many cases, a quick visual check before use will be sufficient.
However, inspection is necessary for any equipment where significant risks to health
and safety may arise from incorrect installation, reinstallation, deterioration or any
other circumstances. The need for inspection and inspection frequencies should be

determined through risk assessment.

Estates have also started using Smartlog and all statutory and planned maintenance
is recorded on the system which shows history and external reports as checks and
test. This can be audited and a full trail of history can be seen

Statutory Checks Carried Out During 2024-25*:

Statutory Check Description Building | Completed
Fixed Wiring Test Five Yearly Inspection and Test 1 01.09.2024
Kitchen Equipment Six Monthly Testing All 05.11.2024
Lighting Protection System Annual Inspection and Testing | All 08.11.2024
Intruder Alarms Annual Maintenance and Service All 22.11.2024
Lifting Hoist 6 Monthly Inspection and Testing 3 14.01.2025
Air Conditioning Six Monthly Inspection and Test All 14.01.2025
Heating Plant Six Monthly Inspection and Service 2,4 14.01.2025
Latchway System Annual Inspection 1 14.01.2025
Heating Plant Six Monthly Inspection and Service All 14.01.2025
Lab Gas Annual Inspection 3 15.01.2025
Roller and Automatic Door All 15.01.2025
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Bread Oven Annual Inspection 5 15.01.2025

Power Factor All 16.07.2025

* Date checks completed were the dates these were logged on Smartlog, so may not reflect
the actual dates completed.

Display Screen Equipment (DSE)

DSE assessments continued to be sent periodically by our Workrite system during
this period. New starts were added and sent training links and if staff move or
change circumstances e.g. pregnancy (along with the new pregnant mothers
training) they are sent a new training link for at home and in the office. The old
Workrite system is no longer in use from July 2025 and all DSE assessments from
August 2025 onwards will be sent using the Smartlog Health and Safety
management system.

Legislation and Guidance Updates

Staying current with HSE guidance ensures legal compliance and proactive risk
management.

Summary of changes made on campus because of changes to legislation or
guidance:

e Updated Bloodborne Virus guidance reviewed and incorporated into risk
assessments.

¢ Annual review of college stress risk assessment.

e Focus on MSDs with planned manual handling assessments.

o Attended Martyn’s Law awareness sessions; gained Royal Assent April 2025 and
reviewed lockdown procedures on campus.

Training and Development

Training ensures staff are competent to manage risks, respond to emergencies, and
fulfil legal duties under the Health and Safety at Work Act 1974 and the Management
of Health and Safety at Work Regulations 1999.

In summary:

Three new first aiders trained and added to first aid day and evening rota.
Six new fire marshals trained in fire awareness and extinguisher use.
Specialist training delivered: risk assessments, lone working, maternity, IOSH,
cancer screening champions.

e Refresher training for evening cleaners and duty managers.
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Consultations and Internal Audits or Walkarounds
During this period, a Walkaround Audit of Building 2 took place.
These included:

Construction workshops
Electrical workshops
Motor Vehicle workshops
Engineering workshop.

Safety walkarounds help identify risks and reinforce safety culture. These activities
support compliance with workplace safety standards and provide practical learning
opportunities

Contest and Prevent

Regular attendance at quarterly Lothian and Borders Contest and Prevent

meetings.

¢ Lockdown alerting system selected and tested; rollout planned.

e “Actin a Box” table top, marauding weapon attack training delivered to front-
facing staff.

e One Prevent referral submitted to Police Scotland.

These activities support the college’s duty under the Counter-Terrorism and Security
Act 2015/Martyn’s law. Participation in regional meetings and emergency response
training shows a strong commitment to safeguarding.

Continuous Improvement

e Roll out of the Smartlog Health and Safety Management System expected to be
completed by end of 25/26- rollout timetable given in quarterly reports

e LEV planning meetings for summer 2025 installation.

e Hospitality electrical testing documentation improved.

e Attend CEBE staff meetings as well as technician meetings to keep health and
safety on the agenda.

The Smartlog rollout and documentation enhancements demonstrate accountability
and improved reporting.

Health and Safety - Future developments
In the year ahead, health and safety activities will focus on:

Continue with implementation and training of staff on Smartlog
Hand Arm Vibration (HAV) testing on equipment.

Air and noise sampling of workshops

Manual handling training
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e Lockdown system - create lockdown training video and instruction posters as well
as testing with staff and students

e |dentifying staff training and reviewing the different delivery models in conjunction
with the new Learning and Development Officer

e Working with unions representatives to carry out health and safety walkaround
audits now a health and safety rep has been nominated for EIS for Building
Number 3 and Building Number 5

e Continue to network with other colleges and networks and carry out more site
visits.

Recommendation

The Audit Committee is asked to note this report.

Emily Purdie
Health and Safety Officer
9 September 2025
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Audit Committee

INTERNAL AUDIT UPDATE

2024-25 Internal Audit Programme

Review of Learner Retention and Attainment

A review of learner retention and attainment took place in May 2025 and the report is
attached to this paper. The conclusion of the report is that the college has made clear,
positive efforts and progress in implementing the new Tertiary Quality Enhancement
Framework, taking cognisance of guidance provided by the Scottish Funding Council.
Two development opportunities have been recommended to strengthen the existing
controls. These have been accepted by the college and responses are provided in the
report.

The internal audit programme for 2024-25 is now complete.

2025-26 Internal Audit Programme

The Audit Committee was advised in September 2024 that the college would be
taking up the option of a final 12-month extension to the internal audit contract with

Azets in 2025-26.

Details of the new contract plus a draft programme for 2025-26 will be provided at
the November 2025 meeting of the Audit Committee.

Strategic Risk Register 2025-26

This paper provides the committee with assurance in relation to mitigation of risks in
the college’s strategic risk register for 2025-26:

e Risk 2.1 —the college fails to deliver high quality learning and teaching due to not
focusing on continuous improvement resulting in lower student retention and
success rates

Action

The Committee is asked to comment on the findings from the review of Learner
Retention and Attainment and note the position for 2025-26

Jennifer McLaren

Vice Principal, Finance and Estates
9 September 2025
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Executive Summary

Conclusion

West Lothian College (WLC) has made clear, positive efforts and progress in implementing the new
Tertiary Quality Enhancement Framework (TQEF), taking cognisance of guidance provided by the
Scottish Funding Council (SFC). A TQEF Steering Group has been developed and comprised of staff
and students from across the college, with an associated clear self-evaluation and action plan
(SEAP).

The SEAP describes progress made by the College in 2023/24, and how continued improvement in
2024/25 will be pursued and achieved against each of the four TQEF key principles. With regards to
the Excellence in Learning, Teaching and Assessment principle, narrative provided within the SEAP
is supported by key statistics to evidence the College’s progress. Implementation of the framework
is ongoing, and we acknowledge that the College is proactively considering what further measures
are required to ensure full implementation and optimise impact.

We have identified two development opportunities which, if addressed, would further strengthen the
existing controls:

i. Considering any further actions to be implemented to address the key themes of the
Excellence in Learning, Teaching and Assessment principles, and identifying the method
by which these activities will be monitored, reviewed and reported upon to ensure
progression.

iii. Consulting with the Board and wider internal stakeholders to determine the format,
frequency and content of the TQEF updates it expects to receive, to optimise the nature,
extent and timeliness of scrutiny.

Background and scope

High quality learning and teaching is key for the tertiary education sector to ensure positive retention,
attainment and progression for students. It's important that West Lothian College maintains a focus on
continued improvement in this space and complies with relevant quality frameworks.

Scotland’s Tertiary Quality Enhancement Framework (TQEF)! is the new approach to quality assurance and
enhancement. It consists of a shared set of principles, delivery mechanisms and outputs that can be applied to
give assurance on academic standards, quality of student experience and accountability for public investment.
There are six key principles, designed to put students at the heart of the framework, as follows:

Excellence in learning, teaching and assessment;
Enhancement & Quality Culture;

Supporting student success;

Externality;

Student engagement & partnership; and

Data & evidence.

1
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https://www.sfc.ac.uk/assurance-accountability/learning-quality/scotlands-tertiary-quality-enhancement-framework/

The framework will be implemented from academic year 2024-25, with a seven year external peer review cycle
(year one being a development and implementation year).

In accordance with the 2024/25 Internal Audit Plan, we have reviewed the College’s approach to learner
retention, attainment and progression, with a focus on the frameworks in place to drive forward improvements
in pedagogical approaches. Specifically, we focused on the new TQEF (the ‘Excellence in learning, teaching
and assessment’ principle) and the extent to which the College is applying the requirements of framework and
the impact on retention, attainment and progression.
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Control assessment

= 1. The requirements of the new TQEF have been subject
to internal review with an overt consideration for the impact
on learner retention, attainment and progression. This
includes the completion of the self-evaluation and action
plan (SEAP)

2. Activities are in place at the College that addresses the
key themes within the Excellence in learning, teaching and
assessment principle of the framework. Gaps identified
have a clear action plan in place with associated
timescales and owners assigned.

m 3. There is a clear process for monitoring and reporting on
progression against implementation of the TQEF, including
a focus on the impact on learner retention, attainment and
progression

2 - Yellow

Improvement actions by type and priority

B Grade 4
3 Grade 3
Grade 2
2
H Grade 1
1 B Advisory
0

Control Design Control Operation

One improvement action and one advisory point has been identified from this review. See Appendix A for
definitions of colour coding.
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Key

findings

Good practice

WLC has created a clear Self Evaluation and Action Plan (SEAP), broadly in compliance with guidance
set by the Scottish Funding Council (SFC).

A Tertiary Quality Enhancement Framework (TQEF) Steering Group has been created to oversee the
delivery of the College’s response to the new TQEF, to identity and oversee projects in support of
understanding and compliance with the Framework, and to design and deliver training and
communication on the Framework to all stakeholders. The group meets fortnightly and has been critical
in driving forward progress for TQEF implementation, particularly when some elements of guidance has
not been fully and readily available.

The TQEF Steering Group is comprised of a range of staff and students, to ensure input from across
the College is obtained to aid implementation of the framework.

SFC has reviewed the College’s SEAP, and this was positively received. The SEAP was stated to be
well written and easy to follow. The minor improvement points identified were consistent with the
general feedback provided to the other Colleges and Universities.

Consideration has been given to the activities currently in place, and planned to be implemented to
address the key themes of the Excellence in Learning, Teaching and Assessment principle. WLC is
pulling together documentation to identify these actions, and is setting out clear roles and
responsibilities and lines of reporting for all identified actions in line with efforts to improve the College’s
succession planning arrangements.

Clear and consistent reporting to date has been demonstrated across key forums and Committees,
including the TQEF Steering Committee and L&T Committee on work and action to date. This has been
confirmed through analysis of each relevant reporting and associated minutes.

Areas for improvement

We have identified a minor area of improvement and an advisory point for consideration which, if addressed,
would strengthen West Lothian College’s control framework:

Reviewing the TQEF guidance and considering completion of further gap analysis to determine if the
current and planned actions sufficiently address the key themes identified under the Excellence in
Learning, Teaching and Assessment. Management should also demonstrably consider who is best
placed to monitor progression of these actions, and the method by which action progress will be
reported.

Engaging with internal stakeholders to determine the most appropriate method, and content by which
they will receive updates on TQEF implementation and progress of the SEAP.

These are further discussed in the Management Action Plan below.
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Impact on risk register

The West Lothian College corporate risk register (dated September 2024) included the following risks relevant
to this review:

Risk 2.1: There is a risk that the college fails to deliver high quality learning and teaching due to not
focussing on continuous improvement resulting in poor retention, attainment and progression for
students (score: 20)

Risk 2.2: There is a risk of less effective student voice due to limited engagement with students
resulting in a reduction in satisfaction and retention (score: 12)

Risk 3.1: There is a risk that the college is not able to achieve break-even by 2026-27 due to the public
sector funding crisis, resulting in us not being financially sustainable (score: 20)

Our audit fieldwork has highlighted that WLC has a made clear and positive efforts to implement the new TQEF
and its associated actions, including the creation of the institutional SEAP. We have identified minor areas for
improvement which would further strengthen the existing controls
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Management Action Plan

Control Objective 1: The requirements of the new
TQEF, and specifically the principle on ‘Excellence
in learning, teaching and assessment, have been
subject to internal review with an overt
consideration for the impact on learner retention,
attainment and progression. This includes the
completion of the self-evaluation and action plan
(SEAP).

No reportable weaknesses identified

WLC has created a Self-Evaluation Action Plan (SEAP) in cognisance of the Scottish Funding Council’s (SFC)
guidance.

A new Tertiary Quality Education Framework (TQEF) Steering Group has been developed. The terms of
reference state that the remit of the group is to oversee delivery of the College’s response to the new TQEF,
and to identify and oversee projects in support of understanding and compliance with the framework. The group
is chaired by the Vice Principal, Performance and Improvement, and comprised of a range of staff members
including:

Head of Student Experience and Improvement
Faculty Director

Learning and Skills Manager

Quality Officer

Student Association Presidents

Student Association Development Officer

Management have noted that the creation of the Steering Committee was vital to their efforts in TQEF
implementation, particularly given elements of uncertainty from available guidance provided. The group took
ownership of the creation of the SEAP and sought to ensure input was received from all members.

In consideration of the Excellence in Learning, Teaching and Assessment principle, a review of key areas was
undertaken, and narrative was provided to describe progress made to learner retention, attainment and
progression in a number of ways. The group utilised the SFC guidance to provide a report on WLC'’s existing
self-evaluation activities to create a concise description of key themes from the previous academic year. This
narrative was supported by key statistics and data including recruitment data against the national average, the
percentage of students who had achieved qualification in 2023-24, and student satisfaction score as a result of
the Student Satisfaction and Engagement Survey.
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SFC reviewed the SEAP submission and noted that it has been positively received and was well written and
easy to follow, conveying the strengths of the College very well. The feedback notes that no major concerns
were raised, however the following minor improvement areas were identified:

Making the action plan more detailed, and ensuring that there is always a link between the narrative in
the self-evaluation, and the actions within the plan.

Ensuring that when data is utilised, it is provided with a three year trend period. This was not
consistently done within the self-evaluation.

When pushed for wordcount, rather than detailing information and statistics, the SEAP could link out to
other existing relevant documents via hyperlink if applicable (i.e. previous policies and reporting that
discuss the relevant information in further detail).

We note that the feedback also provided an update on general feedback to Colleges and Universities on the
initial SEAP submissions. The areas for improvement identified were broadly consistent with those observed
across the other institutions, suggesting that these are common early-stage challenges associated with the
implementation of the new framework, rather than issues unique to WLC.

Management confirmed that this feedback was reported back to the TQEF Steering Committee for discussion,
and have stated that the feedback is scheduled to be taken to the next Board meeting in June.
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Control Objective 2: There are activities in place at

the College that addresses the key themes within Yellow
the ‘Excellence in learning, teaching and

assessment’ principle of the framework. Any gaps

identified have a clear action plan in place with

associated timescales and owners assigned.

2.1 Monitoring and review of key theme actions

The TQEF Excellence in Learning, Teaching and Assessment principle is underpinned by the following eight
key themes:

Learning
environment, resources
and technologies

Academic standards and Strategic leadership of Curriculum planning,

learning and teaching design and delivery

awarding

Peer review and
evaluation of learning,
teaching and assessment

Professional Currency of learning and
development teaching

Innovation in learning,
teaching & assessment

The Vice Principal, Learning and Attainment has created a draft Excellence Learning and Teaching
Assessment document that notes four of the above key themes, and the current and planned actions in place to
demonstrate the College’s work towards each theme. This includes:

- Strategic leadership of learning and teaching

*  Curriculum planning design and delivery

*  Currency of learning and teaching

* Innovation in learning, teaching and assessment

We queried with management how the remaining four themes had been considered; as a result, management
have now expanded the consideration and have already updated the draft Learning and Teaching Assessment
document to include identified actions for all eight themes. We understand from discussion with management
that the approach to TQEF and how all colleges — including WLC — approach, understand, interpret and
respond to TQEF is relatively new and evolving. Management has commented that part of the value of this
audit has helped them to focus and understand/prepare the College for TQEF and related future review (and
indeed, management were keen to proceed with this audit to identify such developmental and evolving issues).

Additionally, we understand that the College has not yet fully considered and documented the method by which
these identified actions will be monitored and reported. Management noted that whilst there a number of
committees involved with the various oversight of these actions, this is not formally signed off/recorded.
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Further, the roles and responsibilities assigned to the management of each action, and the format and
frequency by which the action should be monitored and reported, are not overtly clear.

Management has acknowledged that they are keen to ensure clear roles and responsibilities and lines of
reporting are established in line with the College’s overall business continuity arrangements, and specifically
their efforts to improve upon succession planning.

Risk

There is a risk that the College has not fully considered all key themes within the TQEF, and has not yet
defined a clear process for monitoring and reviewing the actions identified to address these themes. This could
result in staff being unclear as to their role and responsibilities in monitoring and reviewing the progress of said
actions, leading to non-compliance with the framework, and an inability from the College to effectively
demonstrate efficient and effective progress and assurance to key stakeholders and the Board.

Recommendation

Management should review the current TQEF guidance and consider if further gap analysis should be
completed in order to determine what actions are currently in place, and those required to be implemented in
order to comprehensively address the eight key themes set out under the Excellence in Learning, Teaching and
Assessment principle.

Management should more overtly consider the method by which the identified actions will be monitored and
reviewed and on what “SMART” basis, and the individuals responsible for reviewing their progress.

Grade 2

Management Action (Design)

The draft document for Excellence in Learning will be formally presented to CLT on a monthly basis by
Vice Principal of People, Performance, and Improvement to monitor and review progress, commencing in
September 2025.

Action owner: Vice Principal of People, Performance, and Improvement Due date: September 2025
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Control Objective 3: There is a clear process for
monitoring and reporting on progression against
implementation of the TQEF, including a focus on the
impact on learner retention, attainment and
progression

3.1 Board oversight of TQEF implementation

We acknowledge that the TQEF implementation is ongoing and as such, we sought to understand what the
expected monitoring and reporting process for the implementation of framework would be. Through discussions
with the Vice Principal, Learning and Attainment and the Head of Student Experience and Improvement, we
understand that reporting currently takes the following format:

The TQEF Steering The Board

Committee

The Learning and
Teaching Commitee

*Meets quarterly and
recieves updates on TQEF
implementation via the
Learning and Teaching
Commitee minutes, and
the Student Experience
and Improvement report.

*Meets quarterly and
formally reports to the
Board. A copy of the

«Reports to the ELT and meeting minutes form the
the Learning and basis of this report.
Teaching Committee. *The Head of Student

Experience and

Improvement produces a

report for each meeting

that includes updates on
the TQEF implementation.

\_ J . J \_ J

*Meets fortnightly and
oversee implemetation
of the TQEF

We understand that the SEAP was taken to the Board in March 2025 for scrutiny, and the feedback on the
SEAP received from the SFC is scheduled to be taken to the next Board meeting in June. Discussion around
progress of the implementation of both the SEAP and the TQEF overall are regularly asserted within the
Student Experience and Improvement report and is the format by which the Board has received updates on the
TQEF since its introduction.

Once implementation of the TQEF moves into the post-development/established phase, there is opportunity to
reflect further and engage with stakeholders within the College to discuss, agree and schedule the nature,
extent, frequency and type of updates and reporting expected by the various groups and forums to support
oversight, scrutiny and challenge.

Risk

There is a risk that updates on the TQEF implementation and progress of the SEAP does not meet internal
stakeholder expectation or needs. This could impair oversight, challenge, provision of assurance, and delays in
decision making.

Recommendation
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Management should reflect further and engage with stakeholders within the College to discuss, agree and
schedule the nature, extent, frequency and type of updates and reporting expected by the various groups and
forums to support oversight, scrutiny and challenge regarding TQEF implementation, including progress
updates on the SEAP.

Advisory
Management Action

(Operation)

The TQEF Steering Group to identify the nature, extent, frequency and type of updates required by
internal stakeholders and the board. The Vice Principal of People, Performance, and Improvement to
present to CLT in October 2025.

Action owner: The Vice Principal of People, Performance, and Improvement  Due date: October
2025
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Appendix A — Definitions

Control assessments

Fundamental absence or failure of key controls.

Control objective not achieved - controls are inadequate or ineffective.

Y Control objective achieved - no major weaknesses but scope for improvement.

/

Control objective achieved - controls are adequate, effective and efficient.

/

Management action grades

4 *Very high risk exposure - major concerns requiring immediate senior
attention that create fundamental risks within the organisation.

*High risk exposure - absence / failure of key controls that create
significant risks within the organisation.

2 *Moderate risk exposure - controls are not working effectively and
efficiently and may create moderate risks within the organisation.

Limited risk exposure - controls are working effectively, but could be
strengthened to prevent the creation of minor risks or address general
house-keeping issues.
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Action: For Attention

West Lothian College

Agenda Item 3.5

Paper 8

9 September 2025

Audit Committee

PROGRESS IN IMPLEMENTING PREVIOUSLY AGREED INTERNAL AUDIT

RECOMMENDATIONS

The table below shows progress in implementing previously agreed internal audit
recommendations.

Area
reviewed

Report
Date

Recommendation

Deadline for
implementing

Status

Core
Financial
Systems

June 2025

1.

Management should issue a
guidance note to all staff
reinforcing the requirement
that any additional income
generated must be identified
and information shared with
the finance team to ensure full
transparency over all the
income that the college is
receiving (and anticipating).

July 2025

Implemented

Management should update
the outstanding debts
procedures to clearly define
timeframes for each stage of
the process and ensure that
all necessary steps are
documented.

July 2025

Implemented

Management should ensure
that the cashflow procedure is
documented in the Finance
Procedures Manual to outline
the process, the frequency,
and key roles and
responsibilities.

July 2025

Implemented

Staff
Wellbeing

June 2025

. A Terms of Reference should

be established for the
Wellbeing Group to capture its
role and responsibilities in
relation to staff wellbeing.

August 2025

Implemented

The use and completeness of
the Team Planner should be
reviewed. This should be
considered in line with
establishing terms of
reference.

August 2025

Implemented
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Action: For Attention Agenda Item 3.5

Paper 8

West Lothian College
9 September 2025

Action
The Committee is asked to note progress in implementing previously agreed

recommendations.

Jennifer McLaren
Vice Principal, Finance and Estates
9 September 2025
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Action: For Attention Agenda Item 3.6

Paper 9

West Lothian College
9 September 2025

Audit Committee
COMPLAINTS REPORT

The report provides the latest complaint statistics and trend analysis for the period
from 1 May 2025 to 31 July 2025, the final period of academic year 2024-25.

Background

All public sector organisations in Scotland follow Scottish Public Sector
Ombudsman's (SPSO) guidelines for handling complaints. In line with this
requirement, we view complaints as opportunities to address matters that our
stakeholders are unhappy with, aiming to resolve these promptly and to learn from
these for future improvement.

Most recently, we have undertaken SPSO training to help us make our complaints
process more child-friendly, in line with the 2024 law about children's rights.

This report fulfils the SPSO’s reporting requirement to share complaints information
quarterly and in this quarter, we also provide an annual report which is then recorded
on the college website.

Complaints also give us useful information about the college culture and how we are
doing. This is one of the reasons why complaints reporting is now included in the
yearly Self-Evaluation Action Plan, part of the new Tertiary Quality Enhancement
Framework.

The number of complaints remains very low compared to the number of students
enrolled.

Complaints Received 1 May 2025 to 31 July 2025

Table 1: Complaints showing level complaint is dealt with and whether upheld or not,
Quarter 4 2024-25

Upheld Part Not Resolved/ Open Total
Upheld Upheld | Withdrawn
Level 1 2 2 2 1 1 8
Level 2 1 0 0 0 5 6
Total 3 2 2 1 6 14

Even if a complaint is not upheld, most people are satisfied with how it is resolved. If
they are not happy with the outcome, we always direct them to the SPSO for an
independent review.
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Action: For Attention Agenda Item 3.6

Paper 9

West Lothian College
9 September 2025

Detail of Complaints in Q4 2024-25

The tables and charts below present more detailed information about the complaints
that have arisen in the fourth quarter of the year.

Table 2: Complaints showing category and whether upheld or not, Quarter 4 2024-25

Category Upheld Part Not Resolved/ | Open Total
Upheld | Upheld | Withdrawn

_ 1 1 1 0 0 3
Communication
Learning delivery 1 0 1 1 4 7
staff action
Standard of 1 0 0 0 1 2
service
Support staff 0 1 0 0 1 2
action
Total 3 2 2 1 6 14

The following chart shows the number of complaints by college department.

Q4 Total Complaints By Faculty or Service

N

=

0 . .

Access Employability Business Creative and Computing Engineering Care Health and Sport Finance
and Schools Enterprise and Built Environment
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Action: For Attention Agenda Item 3.6

Paper 9
West Lothian College
9 September 2025

Comparison to Quarter 3 2023-24

In the same Quarter 4 period in 2023-24, only seven complaints were raised, half the
number in the quarter this year.

Comparison to Previous Years

Table 3: Yearly and Quarterly Comparison of Number of Complaints

2020-21 2021-22 | 2022-23 | 2023-24 | 2024-25
Q1 Aug-Oct 5 14 13 11 11
Q2 Nov-Jan 8 12 13 22 13
Q3 Feb-Apr 15 24 17 12 12
Q4 May-Jul 18 8 18 7 14
Total 46 58 61 52 50

Complaints to Ombudsman

In this quarter, we are not aware of any complaints which have been escalated to the
Ombudsman. This option is open to all who have gone through the Complaints
process.

Conclusion

The number of complaints in Quarter 4 was broadly in line with previous quarters
and from fewer than 0.1% of currently enrolled students.

Action
The committee is asked to note this report.
The committee can read the Principal’s regular updates for positive feedback on staff

and the college from students and stakeholders.

Beth Brownlee

Head of Student Experience and Improvement

(on behalf of Simon Earp, Vice Principal - People, Performance and Improvement)
9 September 2025
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APPENDIX 1: Complaints Report
Item 3.6

Paper 9
9 September 2025

........ . ........
o .

west lothian
college

Annual Complaints Handling
Summary Report
2024-25



Introduction

This report is published in response to requirements by the Scottish Public Sector
Ombudsman (SPSO) to reporting complaints against defined indicators and
publicising complaints information. As obliged by legislation, we follow the SPSO
Model Complaints Handling Procedure (MCHP) in dealing with all complaints.

The report includes mandatory reporting and publishing of complaints performance
statistics, complaints trends and outcomes, and actions taken to improve services.

In addition to meeting our statutory reporting requirement, the report illustrates the
importance we attach to complaints and our commitment to improve our services
through learning from complaints and other feedback which we continually seek

In addition to this annual report, which is published annually on our website, we also
report on complaints to the Board of Governors Audit Sub-Committee on a quarterly
basis.

Indicator One: The total number of complaints received
The sum of the number of complaints received at Stage 1 (this includes escalated

complaints as they were first received at Stage 1), and the number of complaints
received directly at Stage 2.

Level Upheld Part Not Resolved | Open | Withdrawn | Total
Upheld | Upheld

Level 1 12 11 11 2 0 1 37

Level 2 2 2 4 2 1 2 13

TOTAL 14 13 15 4 1 3 50

Indicator Two: The number and percentage of complaints at each stage that
were closed in full within the set timescales of five and 20 working days

The number of complaints closed in full at stage 1, stage 2 and after escalation
within MCHP timescales as percentage of all stage 1, stage 2 and escalated
complaints responded to in full.

Criteria Measure
Level 1 Complaints 37

Level 1 Closed within 5 days deadline 62%
Extended Level 1 deadline 11

Level 2 Complaints 13

Level 2 Closed within 20 days deadline 69%
Number Escalated Level 1 to Level 2 1
TOTAL 50
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Indicator Three: The average time in working days for a full response to
complaints at each stage

The average (mean) time in working days to respond at stage 1, stage 2 and after
escalation.

Average (mean) response time

Level 1 Complaints 6.9 days

Level 2 Complaints 27.6 days

Escalated Complaints Still open due to annual leave

Where complaints are not met within the deadlines, these were dealt with
proactively, but they exceeded deadlines due to delays in complainants responding
to emails or staff absence including annual leave.

Indicator Four: The outcome of complaints at each stage
The number of complaints upheld, partially upheld, not upheld and resolved at

stage 1, stage 2 and after escalation as % of all complaints closed at stage 1,
stage 2 and after escalation.

2024-2025 % Closed at | % Closed at % Escalated Number of
Level 1 Level 2 Level 1to Level 2 | Complaints
Upheld 32% 16.6% 0% 14
Part Upheld 30% 16.6% 0% 13
Not Upheld 30% 33.6% 0% 15
Resolved 5% 16.6% 0% 4
Open 0% 0% 100% 1
Withdrawn 3% 16.6% 0% 3
Number of 37 12 1 50
Complaints

Complaints Trends and Resulting Actions

The following table summarises complaints to the college across time. With well over
8,000 student enrolments at college in each academic year, it is evident that the
number of complaints reflects a very small percentage of all interactions that
students and other stakeholders have with the college.

Nonetheless, we take our responsibilities seriously and aim to deal with complaints
promptly and to the complainant’s satisfaction.

Number of Complaints

2019-20

2020-21

2021-22

2022-23

2023-24

2024-25

Total

46

58

61

50
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Learning from Complaints — Annual Review of Reasons

The college actively participates in annual self-evaluation, always seeking to improve
our services, and proactively using feedback from students and stakeholders.

Based on the complaints which were upheld or partly upheld, we note the following
actions from the main categories of complaint and which improvement actions arose
from these. Please note that in every case, complainants were satisfied with the

outcomes reached.

Reason for Complaint Total Upheld/ Improvement Actions
Part-Upheld

Communication 5 3 Feedback to individual or team
provided, action taken to improve
communication and recorded in
self-evaluation.

Course Related 2 0 N/A

Learning delivery staff 23 12 Coaching provided to individual

actions staff.

Funding 1 1 Feedback to individual or team
provided and action taken to
improve communication.

Management action 1 0 This was not upheld.

Parking 3 3 Communication and adjustments
made to disabled parking.

Other 1 0 N/A

Standard of Service 2 1 Feedback to the individual or team
provided, action taken to improve
service and recorded in self-
evaluation.

Student behaviour 5 2 Student behaviour is addressed
where necessary through Student
Positive Behaviour and Disciplinary
Procedure.

Support staff behaviour 7 5 Coaching provided to individual
staff.

Total 50 27

Conclusion

The college follows the Scottish Public Sector Ombudsman Model Complaints
Handling Policy and promotes awareness of this to staff, students and visitors.

The number of complaints received by the college is low and all were handled
proactively and to complainant’s satisfaction.
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We use the information gathered during the complaints handling process to inform
continuous improvement in real time, as well as reflecting on these for self-
evaluation purposes.

From 2024-25, complaints were also included in the college annual Self-Evaluation
and Action Plan (SEAP) reporting to the Scottish Funding Council.

Always striving for better, the college also promotes positive feedback on staff and
the college from students and stakeholders, as well as changes and improvements
resulting from this via its website, on social media and reporting awards where sector
leading practice has been recognised.
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Action: For Information Agenda Item 4.1

Paper 10

West Lothian College
9 September 2025

Audit Committee

STRATEGIC RISK REGISTER

Purpose

This paper provides a summary update on the status of the strategic risk for which
the Audit Committee has lead responsibility. Members are asked to note the current
scores and mitigations.

Action from June Audit Committee

The previous Audit Committee asked for health and safety mitigations to be reflected
in the Strategic Risk Register. Option 1 below would amend risk 6.1 to include

emergency physical incidents. Option 2 would split risk 6.1 into two risks, with one
focusing on cyber security and the other on a major physical incident on campus.

Option 1
Strategic Risk Risk Current
Appetite Score
6.1 | There is a risk of failure to react to a significant 1-8 6
physical or cyber incident due to inadequate
infrastructure or sub-optimal business continuity
planning, resulting in a major interruption to service.
Option 2
Strategic Risk Risk Current
Appetite Score
6.1 | There is a risk of failure to react to a significant cyber | 1-8 6

incident due to inadequate infrastructure or
sub-optimal business continuity planning, resulting in
a major interruption to service.

6.2 | There is a risk of failure to react to an emergency 1-8 6
incident on campus due to inadequate infrastructure
or sub-optimal business continuity planning, resulting
in @ major interruption to service.

Mitigating actions for the two separate risks are included in Appendix A. If the
Committee chooses to retain one risk, the controls and mitigations from 6.2 would be
incorporated into 6.1.
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Action: For Information Agenda Item 4.1

Paper 10

West Lothian College
9 September 2025

Recommendation

The Committee is invited to agree which option it prefers for future reporting on
strategic risks relating to cyber security and emergency incidents on campus.

The Committee is asked to note the update(s) to the strategic risk(s) detailed in this

paper which will be included in the overall Strategic Risk Register to be discussed at
the Board of Governors meeting on 16 September.

Hazel Brady
Vice Principal — Learning and Attainment
9 September 2025

(on behalf of Simon Earp, Vice Principal — People, Performance and Improvement)
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Action: For Information
Agenda ltem 4.1

Paper 10

West Lothian College
9 September 2025

APPENDIX A — AUDIT COMMITTEE STRATEGIC RISKS

Risk 6.1 — Improved on previous score

Risk Risk Owner Controls and Mitigations Appetite Score
Lead Committee
Strategic Goal(s)

6.1 There is a risk of failure to | Vice Principal People Current and Ongoing 6
react to a significant cyber | Performance and e  Monthly Cyber security scorecard (August 2025) report classified as A (91%). Cyber Essentials "L
incident due to inadequate | Improvements Plus accreditation underway and due in October 2025. 372
infrastructure or sub- e Endpoint and patch management system implemented for full visibility of all assets connected
optimal business continuity | Audit Committee to the college infrastructure to be secured and patched automatically
planning, resulting in a ¢ Positive outcomes from monthly cyber security table-top exercises with our Chief Information
major interruption to Aligned to strategic goal: Security Officer.
service. e Inspire and enable e Annual Business Continuity Planning exercise undertaken with all college managers on 28 May

success for all 2025

e A managed Security Operations Centre and Security Information and Event Management
contract award with Acumen Cyber, Higher Education and Further Education Shared
Technology and Information Services, and Academia is now in operation, monitoring, detecting,
investigating and responding to cybersecurity threats 24/7, 365 days a year (see Paper 4)

e All staff complete mandatory training on cyber security

Future

e A complete upgrade of our server infrastructure supporting the student records system and
associated tools is planned for October 2025.

e  Further reviews and updates of cyber incident and IT policies undertaken by our Chief
Information Security Officer.

¢ Business Continuity Plan Oversight Group meets quarterly to ensure staff know what actions to
take in the event of emergencies and that we learn lessons and provide required training.

e 3-year rolling plan for information systems and digital infrastructure updated annually to help
reduce the risk of a cyber incident.

e Review digital infrastructure staffing model to respond to environmental, statutory and
legislative changes related to cyber security.
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Action: For Information
Agenda ltem 4.1

Paper 10

West Lothian College
9 September 2025

Risk 6.2 — New risk

Risk Risk Owner Controls and Mitigations Appetite Score
Lead Committee
Strategic Goal(s)

6.2 There is a risk of failure to | Vice Principal People Current and Ongoing 6
react to an emergency Performance and e Annual Business Continuity Planning exercise undertaken with all college managers on 28 May I"L
incident on campus due to | Improvements 2025 372
inadequate infrastructure . Health & Safety Officer participates in quarterly Lothian and Borders CONTEST meetings
or sub-optimal business Audit Committee o When appropriate, college managers engage in formal meetings of the Prevent Multi-Agency
continuity planning, Partnership (this includes Police Scotland, West Lothian Council’s Youth Justice team and
resulting in a major Aligned to strategic goal: NHS professionals).

interruption to service. Robust Safeguarding policy and procedures in place

All staff complete mandatory training on safeguarding, Prevent, and health and safety

Targeted training for specific staff teams every two years

Lockdown alerting system being installed with training delivered to staff and students in autumn

2025 (see Paper 5)

o Business Impact Assessment completed annually, reviewed each academic year, and held on
the Smartlog system.

e Inspire and enable
success for all

Future
e Business Continuity Plan Oversight Group meets quarterly to ensure staff know what actions to
take in the event of emergencies and that we learn lessons and provide required training.
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Action: For Information Agenda ltem 5.1

Paper 11

West Lothian College
9 September 2025

Audit Committee
FOI AND GDPR UPDATE 2024-2025
GDPR

There were no significant GDPR (personal data breaches) in 2024-25 and none
required to be reported to the Information Commissioner’s office.

Freedom of Information (FOI), Data Subject and Third-Party Data Requests

The table below shows the number of FOI, data subject access and third-party data
requests received during 2024-25. Comparative figures are provided for 2023-24.

2024-25 | 2023-24
FOls 31 31
Data subject access requests 4 3
Third Party Data Protection Requests from other agencies 3 23
(e.g. Police Scotland)

Whistleblowing

There were no whistleblowing or public interest disclosures in 2024-25.
Action

The Committee is asked to note the position for 2024-25.

Bill Dunsmuir

Head of Information Systems and Digital Infrastructure

9 September 2025

(on behalf of Simon Earp, Vice Principal - People, Performance and Improvement)
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Action: For Approval Agenda Iltem 5.2

Paper 12

West Lothian College
9 September 2025

Audit Committee
REVIEW OF COMMITTEE REMIT

The Audit Committee is asked to review and approve the Committee Remit for
2025-26.

Changes to the previous year’s remit are:

e Normal attendance to include only the Vice Principal, Finance and Estates

e Revision of review and scrutiny of strategic risks

e Reporting on the effectiveness of risk management to the Board of Governors.
Action

The Learning and Teaching Committee is asked to approve the changes to the remit.
Jenny Stalker

Board Secretary and Governance Advisor
9 September 2025
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AUDIT COMMITTEE

COMMITTEE REMIT 2025-26

Author: Jenny Stalker

Date: Approved by the Audit Committee: 9 September 2025
Approved by the Board of Governors: 16 September 2025
Review date: September 2026
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1 Terms of Reference

The Board has established an Audit Committee as a Committee of the Board
to support them in their responsibilities for issues of risk, control and
governance and associated assurance through a process of constructive
challenge.

2 Membership

2.1 Members of the Audit Committee and its Chair are appointed by the
Board and will consist of Board Members with no executive
responsibility for the management of the College.

2.2  Atleast one Committee Member should have recent, relevant financial
or audit experience but membership should not be drawn exclusively
from people with such a background. It is desirable that one member of
the Audit Committee should hold an accountancy qualification.

2.3  The Chair of the Board of Governors must not be a member of the
Audit Committee.

2.4  The Principal (Accountable Officer) will normally attend the Audit
Committee but is not a voting member.

3 Reporting

3.1 The Audit Committee will formally report to the Board after each
meeting. A copy of the minutes of the meeting will be the basis of the
report.

3.2  The Audit Committee will provide the Board with an Annual Report,
timed to support finalisation of the accounts and the governance
statement, summarising its conclusions from the work it has done
during the year.

4 Responsibilities

4.1 The Audit Committee will advise the Board on:

4.1.1 the strategic processes for risk, control and governance and
the governance statement.

4.1.2 overall effectiveness of risk management subject to findings

reported from individual committees, who will review relevant
risks as a standing agenda item.
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4.2

4.3

4.4

4.5

4.6

The Board of Governors will have overall responsibility for
scrutiny of the Strategic Risk Register tolerances, mitigations
and scores.

4.1.3 the accounting policies, the accounts and the annual report of
the college, including the process for review of the accounts
prior to submission for audit, levels of error identified, and the
letter of representation to the external auditors.

4.1.4 The planned activity and results of both internal and external
audit.

4.1.5 The adequacy of management response to issues identified by
audit activity, including external audit’s management
letter/report.

4.1.6 The effectiveness of the internal control environment and of
external audit.

4.1.7 Assurances relating to the corporate governance requirements
for the organisation.

4.1.8 Proposals for tendering for internal audit services or for
purchase of non-audit services from contractors who provide
audit services.

The Committee will review relevant reports from the Scottish Funding
Council, Audit Scotland and other organisations.

The Committee will review the college’s key performance indicators,
including Complaints, Freedom of Information and GDPR.

The Committee will ensure that the college has systems and
procedures to achieve value for money and is economical, efficient and
effective in its use of public funding. This may require identifying
specific value for money studies.

The Committee will provide assurances to the Board that the college
has in place appropriate policies and procedures to promote and
safeguard the health and safety of staff, students and all stakeholders
and satisfies current legislation.

The Committee will review and approve relevant documents and
recommend these to the Board for final approval.
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4.7

4.8

The Committee will review policies and information provided on anti-
fraud and whistleblowing through Freedom of Information reports.

The Committee will also periodically review its own effectiveness and
report the results of that review to the Board.

5 Rights

The Audit Committee may:

5.1 Co-opt additional members for a period not exceeding a year to provide
specialist skills, knowledge and experience
5.2  Procure specialist ad-hoc advice at the expense of the organisation,
subject to budgets agreed by the Board.
6 Access
6.1 Internal Auditors and External Auditors will have free and confidential

access to the Chair of the Audit Committee.

7 Meetings

The procedure for meetings is:

71

7.2

7.3

7.4

7.5

7.6

The Audit Committee will meet at least four times per year. The Chair
of the Audit Committee may convene additional meetings as deemed
necessary.

A quorum shall be one half of the members entitled to vote upon the
question before the meeting.

Audit Committee meetings will normally be attended by a
representative of Internal Audit, the Vice Principal, Finance and Estates
and a representative from appointed External Auditors.

The Audit Committee may ask any other officials of the organisation to
attend or assist it with its discussions on any particular matter.

The Audit Committee may ask any or all of those who normally attend
but who are not members to withdraw to facilitate open and frank
discussion of particular matters.

The Committee shall meet with the internal and external auditors
without the executive team present at least annually.
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7.7  The Board may ask the Audit Committee to convene further meetings
to discuss particular issues on which they want the Committee's
advice.

7.8  Committee members are encouraged to attend Board Strategy Events.

8 Information Requirements
For each meeting, the Audit Committee will be provided with:

8.1 A report summarising any significant changes to the organisation’s risk
register.

8.2  Areport from Internal Audit summarising:

e key issues emerging from Internal Audit work

e management response to audit recommendations

¢ significant changes to the audit plan

e any resourcing issues affecting the delivery of Internal Audit
objectives

8.3 A quarterly report on Health and Safety
When appropriate, the Audit Committee will also be provided with:

o Proposals for the Terms of Reference of Internal Audit

. The Internal Audit Strategy

o Internal Audit’s Annual Opinion and Report

o External Audit Planning Memorandum

o Draft Annual Financial Statements

o External Audit Management Report/Letter

o Report on any proposals to tender for Internal Audit functions

The above suggests minimum requirements for inputs to be provided to the
Audit Committee. In some cases, more may be provided.

9 Review of Audit Committee Remit

This remit shall be reviewed on an annual basis. The next review will be
September 2026.
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