West Lothian College
Audit Committee

Meeting Date: Tuesday 25 November 2025, 9.30am — 12.00pm
Venue: Meeting Room 2, No 1 on the Square
Teams meeting link included in meeting invitation
Ref | Agenda Item | Paper | Lead
Presentation: Cyber Security (30 mins), Brian Smillie, Digital Infrastructure Manager
1 Committee Administration
1.1 | Welcome and Apologies Verbal | MS
1.2 | Declaration of any Conflicts of Interest Verbal | MS
1.3 | Minutes of previous meeting of Tuesday 9 September 2025 1 MS
1.4 | Matters Arising from meeting of Tuesday 9 September 2025 2 MS
2 Matters for Board Approval
2.1 | Annual Report to the Board of Governors and Auditor General for 3 JMcL
Scotland 2024-25
2.2 | Annual Report and Financial Statements 4 JMcL
2.3 | Letter of Representation 5 JMcL
3 Matters for Committee Approval
3.1 | Audit Committee Annual Report to the Board of Governors 6 JMcL
3.2 | Internal Audit 7 JMcL
3.3 | Governance Effectiveness Review 8 JS
4 Matters for Attention
4.1 | Information Systems and Digital Infrastructure Report 9 BD
4.2 | Health and Safety Quarterly Report 10 EP
4.3 | Progress in Implementing Previously Agreed Internal Audit 11 JMcL
Recommendations
4.4 | Complaints Report 12 BB
4.5 | Internal Audit Report 2024-25 Review of Student Funds and EMA 13 JMcL
4.6 | Internal Audit Report 2024-25 Review of Credits Return 14 JMcL
5 Review of Risks
5.1 | Strategic Risk Register 2025-26: Review of Risks owned by Audit 15 SE
Committee
5.2 | Strategic Risk Register Review: Verbal | MS
Audit Committee overall quarterly review of risks 158 | JS/KH
6 Matters for Information
No matters for information
7 Any Other Business (AOB)
8 Date of Next Meeting: 10 March 2026 at 9.30am Verbal | Chair
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Action: To Approve Agenda Item:1.3

Paper 1

West Lothian College
25 November 2025

Audit Committee

Meeting of 9 September 2025

Present:

Lesley McGiffen (Vice Chair of Audit Committee and Non-executive Member)
Chris Wood (EIS Trade Union Member)

Rehela Hussain (Non-executive Member)

Kevin Hentges (Non-executive Member)

In attendance:

Sue Cook (Chair of the Board of Governors)

Tony Sharkey (Vice Chair of the Board of Governors)

David Eardley (Azets Internal Auditors)

Hazel Brady (Vice Principal, Learning and Attainment)

Beth Brownlee (Head of Student Experience and Improvement)

Bill Dunsmuir (Head of Information Systems and Digital Infrastructure)
Emily Purdie (Health and Safety Officer)

Jenny Stalker (Board Secretary and Governance Advisor)

Apologies:

Jackie Galbraith, Principal and CEO

Sue Stahly (Chair of Audit Committee and Non-executive member)
Jessica Watkinson (Azets Internal Auditors)

Brian Battison (Audit Scotland)

Shelagh Fraser (Support Staff member)

Simon Earp, Vice-Principal People, Performance and Improvement
Jennifer McLaren (Vice Principal, Finance and Estates)

Presentation: Cross-college Systems Review Group from the Head of Digital
Infrastructure and Information Systems Manager

The committee heard a presentation detailing how the Digital Strategy is supporting
attainment of the college strategic aims. The Digital Strategy is part of the suite of
college strategies which have been re-developed and aligned.

The committee heard that the Systems Review Group has been operating formally
for five years with the aim of overseeing the college’s Digital Strategy and to improve
college systems and processes. The group has a rolling plan of development
reflected in a roadmap which feeds into current developments.

The Head of Digital Infrastructure gave an overview of server and operating systems
projects which are aligned to supporting the developments required in the
Information Systems area. The committee noted that key migrations are completed
during periods such as holiday weeks to minimise downtime and impact on students
and staff.
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The committee noted that development planning includes budgetary approval as part
of the annual budget cycle and appropriate business cases are presented for
scrutiny by Executive Leadership Team.

The committee thanked the Head of Digital Infrastructure and Information Systems
Manager for the informative presentation.

1 Committee Administration

1.1 Welcome

The Chair welcomed everyone to the meeting. It was noted that the
Chair of the Board will attend future committee meetings.

1.2 Declarations of Conflicts of Interest
There were no declarations of conflicts of interest noted.
1.3  Minutes of the Previous Meeting of 10 June 2025

The minutes of the meeting of 10 June 2025 were accepted as a
correct record.

1.3  Matters arising from 10 June 2025

Action 1: Complete. Updated in the Information Systems and Digital
Infrastructure paper

Action 2: Complete. Contract award process has been reviewed and
agreed. TS bringing F and GP view to Audit Committee.

Action 3: Complete. Operational project plan included in Information
Systems and Digital Infrastructure paper.

Action 4: Complete. Presentation on the agenda for 9 September
2025 meeting.

Action 5: Complete.

Action 6: Complete. Update provided in the Health and Safety
Quarterly Report paper.

Action 7: Complete. Included in the controls and mitigations for risk
6.1 which will be discussed at the September meeting.
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2 Matters for Board Approval

Digital Strategy

The committee noted the presentation had included discussion on the six key
aims for the Digital Strategy. It was noted that all college strategies have been
aligned and are now presented in a standardised format. The committee was

informed all strategies will be officially launched after the Board meeting on 16
September 2025.

The committee was content to recommend approval of the Digital Strategy to
the Board.

3 Matters for Attention

3.1

Information Systems and Digital Infrastructure Report

The Head of Information Systems and Digital Infrastructure introduced
the report and discussed continuous improvements to cyber security.

The Managed Security Operations Centre service was discussed. The
committee noted this is a very important part of managing cyber
security for the college and was pleased to note that implementation
has commenced successfully. The committee was pleased to note the
extract included in the report, highlighting the introduction of call off
KPlIs that supported the decision to award the contract to Academia.

The committee discussed the delay in progressing the timetabling
project with ESS due to a lack of consultancy resource with ESS and
the consideration of funding options. The committee expressed
concern that we are dependent on this supplier. The committee was
content the delay will not impact negatively on the continuing work of
the college and remains a strategic priority for the college. The current
timetabling system will remain in place.

The committee discussed the direct award that was made through the
APUC framework to Education Software Solutions (ESS) for the Unit-E
student record system and discussed the potential impact of supplier
dependency. It was noted that a risk assessment was carried out to
explore a potential move to a new supplier and that this had raised
significant concerns about the negative impact for bespoke bolt-on
products and increased costs overall.
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The committee was assured the APUC procurement process provides
transparency for contract awards but reflected that more detail is
required to give comfort the college does not become supplier
dependent.

Action 1: Head of Information Systems and Digital Infrastructure
To provide the committee meeting of 25 November 2025 with a
supplier information table covering IT/Digital Supplier Contracts

The committee thanked the Head of Information Systems and Digital
Infrastructure for his informative input and was content to note the
report.

3.2 Health and Safety Quarterly Update Report

The Health and Safety Officer presented on key developments for
health and safety across the college.

The committee noted that six new Fire Marshalls have been trained in
fire safety.

The committee noted the CONTEST and Prevent threat level is still
high and was pleased to note the college is recognised as sector
leading on this work. It was noted that an Alert System, to reflect the
implementation of Martyn’s Law, has been procured to be installed and
tested. The committee noted the system is audio and visually enabled
to address individual needs.

The committee noted the training completed with front line college staff
through ACT in a Box to enable staff to deal with a weapons attack. A
roll out of this training to other staff is being considered.

The committee discussed whether the RIDDOR incident reported could
have been prevented and noted that procedures in the faculty have
been reviewed as a result.

The committee also discussed incidents involving members of the
public and was content to note there was no concern about college
procedures or actions in these cases.

The committee discussed the high number of students with mental
health issues and noted that all students are supported through the
Student Mental Health Agreement and risk assessments.
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3.3

The committee asked what is done to prevent accidents when students
are new to college and learning to use equipment. It was noted that
students are given health and safety training as part of induction and
through front loading of health and safety in the curriculum.

The committee noted the report.

Health and Safety Annual Report
The Health and Safety Officer introduced the Annual Report.

It was noted the Health and Safety Officer attends as many meetings
with faculty teams as possible to review health and safety. The
committee heard the new extraction system has been installed in the
Computing, Engineering and Built Environment faculty and that this has
made a significant improvement to the working and learning
environment. The committee was invited to view the system in practice
after the meeting.

The committee noted the Health and Safety Officer is now joint Chair of
the College Development Network Health and Safety Group which
brings improved information back to the college and is instrumental in
sharing best practice across the sector. The committee congratulated
the Health and Safety Officer on this appointment.

Annual data collection statistics were queried. It was noted the figures
are skewed due to the increased reporting of near misses and illness
now being captured in the system. It was noted that recording near
misses is positive and is used to work towards preventing future
accidents.

The committee noted that statutory checks are automatically logged
through Smart Log and requested that due date and the actual date
when a check is completed be included in the report.

Action 2: Vice Principal, People, Performance and Improvement
To add a column reflecting due and actual dates to the statutory check
table.

The committee thanked the Health and Safety Officer for her input and
noted the report.
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3.4

3.5

3.6

Internal Audit Progress Update

Azets reported that the final review for 2024-25 programme has been
completed. The 2025-26 programme update will be presented to 25
November 2025 meeting and the Committee noted Azets is content
with progress on internal audit.

The committee discussed progress being made towards the college’s
first external review under the revised quality framework.

The audit report gives assurance that the college is well positioned with
regard to implementation of the Tertiary Quality Enhancement
Framework (TQEF). Two recommendations were made to strengthen
existing controls which included consultation with the Board of
Governors on reporting expectations.

It was noted the Self Evaluation Action Plan (SEAP) is presented to the
Learning and Teaching Committee but that no SEAP is required as we
are in a review year. The committee reflected on whether the SEAP
report should be presented to Audit Committee or should be reported
on solely through Learning and Teaching Committee.

The committee thanked Azets for their work and noted the paper.

Progress in Implementing Previously Agreed Internal Audit
Recommendations

The committee discussed the paper and noted the update on
completion of internal audit recommendations.

Complaints Report Quarterly Update
The Head of Student Experience and Improvement introduced the
report and noted there were no areas of concern.

The committee noted the positive report and the very low numbers
involved but queried why the Faculty of Care, Health and Sport are
experiencing more issues. It was noted that this area attracts a higher
proportion of students who experience difficulties and that there is a
current trend for more input from parents.

The committee discussed the levels contained in the report and agreed
it would be useful to improve committee understanding of how
complaints are progressed through the levels.
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Action 3: Head of Student Experience and Improvement
To add detail on the criteria for complaints to future Complaints
Reports.

The committee thanked the Head of Student Experience and
Improvement for a comprehensive paper and noted the report.

4 Review of Risks

4.1

4.2

Strategic Risk Register 2025-26: Review of Risks owned by Audit
Committee

The committee discussed the paper on Committee response to risk
which reflected discussion and scrutiny at the Learning and Teaching
and Finance and General Purposes Committee meetings.

It was noted that risk 1.1 is owned by Finance and General Purposes
Committee so should be removed from Learning and Teaching
Committee response and that risk 3.3 should be included under the
response from Finance and General Purposes Committee.

The Audit Committee agreed that the wording of risks 1.1 and 3.1
should be reviewed within the Strategic Risk Register to differentiate
more clearly between them.

Action 4: Vice Principal, Finance and Estates
To propose to Audit Committee to remove risk 1.1 from the register

Audit Committee Response to Risk:

The committee discussed options 1 and 2 presented and agreed that
option 2, 6.1 and 6.2, most clearly represents the owners of risk and
risk mitigations.

It was agreed to recommend option 2 to the Board.

With regard to scrutiny of risk 6.1/6.2, the Audit Committee had heard a
detailed presentation at the start of the meeting and had engaged in
detailed discussion through the papers. The committee was content
with risk mitigations in place.

The committee reflected that the presentation of risk controls and
mitigations in the risk register appendix is not clear and that this should
be discussed at the Board meeting of 16 September 2025.
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Action 5: Vice Principal, People, Performance and Improvement
To propose option 2, 6.1 and 6.2, to the Board of Governors and to
review wording of controls to reflect how the cause of risk is detailed
along with mitigation controls.

5 Matters for Information

5.1 FOI and GDPR Update

The committee asked why FOI requests have remained static and
agreed more commentary around the number of FOI requests would
be useful to aid committee understanding.

Action 6: Vice Principal, People, Performance and Improvement
To include a thematic breakdown of requests in future reports.

The committee noted the paper.
5.2 Audit Committee Remit
The committee approved the revised remit.
6 Any Other Business
There was no other business.
7 Date of Next Meeting
The date of the next meeting will be Tuesday 25 November 2025.
Note: There were no matters discussed during the meeting, during which Members
declared any conflict of interest, or the Board Secretary and Governance Advisor

was aware from the Register of Interests that discussion could give rise to such a
conflict.
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MATTERS ARISING / ACTION UPDATE FROM THE AUDIT COMMITTEE
MEETING OF 9 SEPTEMBER 2025

Action 1: Head of Information Systems and Digital Infrastructure
To provide the committee meeting of 25 November 2025 with a supplier information
table covering IT/Digital Supplier Contracts

Action status: Table included in IS and DI report.
Action 2: Vice Principal, People, Performance and Improvement
To add a column reflecting due and actual dates to the statutory check table.

Action status: This table is in the Annual Report, so the next report will have these
columns. This will come to the committee in September 2026.

Action 3: Head of Student Experience and Improvement

To add detail on the criteria for complaints to future Complaints Reports.

Action status: An appendix has been added to the Complaints Report for the
November committee with a short explanation of the criteria.

Action 4: Vice Principal, Finance and Estates

To propose to Audit Committee to remove risk 1.1 from the register
Action status: On F&GP agenda to discuss recommendation.
Action 5: Vice Principal, People, Performance and Improvement

To propose option 2, 6.1 and 6.2, to the Board of Governors and to review wording
of controls to reflect how the cause of risk is detailed along with mitigation controls.

Action status: Option 2 proposed and approved by the Board of Governors at the
meeting of 16 September 2025. Review of wording of controls is in progress.

Action 6: Vice Principal, People, Performance and Improvement
To include a thematic breakdown of requests in future annual reports.

Action status: This will be added to future reports.
ACTIONS CARRIED FORWARD FROM PREVIOUS COMMITTEE MEETINGS:

There were no matters arising actions carried forward to the meeting of 9 September
2025.
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INTERNAL AUDIT

Purpose

The purpose of this paper is to ask the Audit Committee to:

e comment on the internal audit annual report for 2024-25
e approve the internal audit plan for 2025-26 and note the position with regard to
the Governance Effectiveness Review.

INTERNAL AUDIT ANNUAL REPORT 2024-25

The internal audit annual report for 2024-25 is attached to this paper. In the

opinion of Azets, the college has a framework of governance, risk management

and controls that provides reasonable assurance regarding the effective and efficient
achievement of objectives.

INTERNAL AUDIT PROGRAMME 2025-26
Background

The Audit Committee was advised in September 2024 that the college would be
taking up the option of a final 12-month extension to the internal audit contract with
Azets in 2025-26.

Following discussion between the Executive Leadership Team and internal auditors
a draft internal audit plan has been prepared and is attached to this paper.

As a Governance Effectiveness Review is to be carried out during 2025-26 and the
cost has not been provided for in the 2025-26 budget, it is proposed that five days
of the internal audit programme are put towards the review. This would still allow the
programme below to be carried out in 2025-26.

Whilst the five days would not be sufficient to carry out the full review it would help
reduce the additional cost as budget provision of £3,262 has been made for these
five days (see separate paper on Governance Effectiveness Review proposal and
costs).

If the Audit Committee approves the plan the proposed reporting is set out below
although dates have still to be firmed up with key personnel:
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Review Audit Committee meeting

Budget monitoring and purchasing and payables | March 2026

Cyber Security June 2026

Cash handling and stock procedures June 2026

Risk management workshop May 2026
Governance Effectiveness Review — Date TBC

Action
The Committee is asked to:
e comment on the internal audit annual report for 2024-25; and

e approve the internal audit plan for 2025-26 and note the position with regard to
the governance effectiveness review.

Jennifer McLaren
Vice Principal, Finance and Estates
25 November 2025
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Introduction

The Global Internal Audit Standards (GIAS) state that:

“The chief audit executive must communicate the results of internal audit services to the board and senior
management periodically and for each engagement as appropriate.

The results of internal audit services can include

Engagement conclusions.
Themes such as effective practices or root causes.
Conclusions at the level of the business unit or organisation.”

To meet the above requirements, this Annual Report summarises our conclusions and key findings from the
internal audit work undertaken at West Lothian College (“the College”) during the year ended 31 July 2025,
including our overall opinion on the College’s internal control system.

We have also included at Appendix 4 the 2025/26 forward programme of internal audit work, as per the Strategic
IA Plan previously presented to and approved by the Audit Committee.

Acknowledgement

We would like to take this opportunity to thank all members of management and staff for the help, courtesy and co-
operation extended to us during the year.
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Overall internal audit opinion

Basis of opinion

As the Internal Auditor of West Lothian College, we are required to provide the Audit Committee with assurance on
the whole system of internal control. In giving our opinion it should be noted that assurance can never be absolute.
The most that the internal audit service can provide is reasonable assurance that there are no major weaknesses
in the whole system of internal control.

In assessing the level of assurance to be given, we have taken into account:

All reviews undertaken as part of the 2024/25 internal audit plan.

Any scope limitations imposed by management.

Matters arising from previous reviews and the extent of follow-up action taken including in year audits.
Expectations of senior management, the Audit Committee and other key stakeholders.

The extent to which internal controls address the client’s risk management /control framework.

The effect of any significant changes in the College’s objectives or systems; and

The internal audit coverage achieved to date.

In my professional judgement as Chief Internal Auditor, sufficient and appropriate audit procedures have been
conducted and evidence gathered to support the basis, and the accuracy of the conclusions reached and
contained in this report. The conclusions are based on the conditions as they existed at the time of the audit. The
conclusions are only applicable for the entity examined. The programme of work undertaken and evidence
gathered is compliant with the relevant Internal Audit Standards and is sufficient to provide senior management
with appropriate assurance from the work of internal audit.

Internal Audit Opinion

In our opinion, West Lothian College has a framework of governance, risk management and controls that provides
reasonable assurance regarding the effective and efficient achievement of objectives.

Azets
September 2025



Internal audit work performed

Scope and responsibilities

Management

It is management’s responsibility to establish a sound internal control system. The internal control system
comprises the whole network of systems and processes established to provide reasonable assurance that
organisational objectives will be achieved, with particular reference to:

risk management.

the effectiveness of operations.

the economic and efficient use of resources.

compliance with applicable policies, procedures, laws and regulations.

safeguards against losses, including those arising from fraud, irregularity or corruption; and
the integrity and reliability of information and data.

Internal auditor

The Internal Auditor assists management by examining, evaluating and reporting on the controls in order to provide
an independent assessment of the adequacy of the internal control system. To achieve this, the Internal Auditor
should:

analyse the internal control system and establish a review programme.

identify and evaluate the controls which are established to achieve objectives in the most economic and
efficient manner.

report findings and conclusions and, where appropriate, make recommendations for improvement.
provide an opinion on the reliability of the controls in the system under review; and

provide an assurance based on the evaluation of the internal control system within the organisation as a
whole.

Conformance with Internal Audit Standards

We confirm that our internal audit service conforms to the relevant Internal Audit Standards. This is confirmed
through our quality assurance and improvement programme, which includes cyclical internal and external
assessments of our methodology and practice against the standards.

A summary of the results of our most recent external assessment is provided at Appendix 2. This EQA was
undertaken in February 2023 against GIAS at that point in time.

Independence

IA Standards require us to communicate on a timely basis all facts and matters that may have a bearing on our
independence.

We can confirm that the staff members involved in each 2024/25 internal audit review were independent of the
College and their objectivity was not compromised in any way.
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Planning process

Our strategic and annual internal audit plans are designed to provide the Audit Committee with assurance that the
College’s governance, risk management and internal control system is effective in managing the key risks. The
plans are therefore informed by WLC’s risk management system and linked to the Risk Register.

The Strategic Internal Audit Plan was agreed in consultation with senior management and formally approved by the
Audit Committee.

The Annual Internal Audit Plan is subject to revision throughout the year to reflect changes in the College’s risk
profile. No changes were made to the 2024/25 plan.

We planned our work so that we have a reasonable expectation of detecting significant control weaknesses.
However, internal audit can never guarantee to detect all fraud or other irregularities and cannot be held
responsible for internal control failures.

Cover achieved

The 2024/25 Internal Audit Plan comprised 49 days of audit work (including all credits, student funds and EMA
work) and we completed the full programme. A comparison of actual coverage against the 2024/25 plan is
attached at Appendix 1.

We confirm that there were no resource limitations affecting our ability to meet the full audit needs of the College
and no restrictions were placed on our work by management.

We did not rely on the work performed by a third party during the period.

Reports

We prepared a report from each review and presented these reports to the Audit Committee. The reports are
summarised in the table below.

Where relevant, all reports contained action plans detailing responsible officers and implementation dates. The
reports were fully discussed and agreed with management prior to submission to the Audit Committee. We made
no significant recommendations that were not accepted by management.

Summary of reports by control assessment and action grade

Review Control objective No. of issues per grading
assessment

] : : : Advisory
L L Pereseseresesssrasessarasessarasnnsnsa e, R RN e Feresen

Core Financial Systems ‘




Review Control objective No. of issues per grading

assessment

Learner Retention,

Attainment and - - 1 - 1
Progression : ; ; : :

Credits, Student Funds i

and EMA N/A - L T R -

Risk Management : : : : : :
Workshop N/A - Po- - Poo- -

Progress in implementing previous internal audit actions

Management have continued to make progress in implementing agreed actions from internal audit reports, with no
particular concerns arising in this regard.

Key themes from audit work in 2024/25

Relatively moderate-to-minor findings were raised over 2024/25, summarised as follows:
Core Financial Systems
We identified three areas for improvement to strengthen the control framework:

e Issuing a guidance note to all staff reinforcing the requirement that any additional income generated must
be agreed upon and signed off by the Finance team to ensure full transparency over all the income that the
College is anticipating/receiving.

e Updating the outstanding debts procedures to clearly define timeframes for each stage of the process and
ensure that all necessary steps are documented.

o Ensuring that a formal cashflow forecasting procedure is documented in the Finance Procedures Manual
to outline the cashflow forecasting process, the frequency in which the cashflows must be completed, and
key roles and responsibilities.

Staff Wellbeing

We identified two lower risk areas for improvement to support the evolution and continuous improvement in
West Lothian College’s control framework:

o Defining and documenting certain roles and responsibilities for staff wellbeing with terms of reference for
the Wellbeing Group to capture its role in staff wellbeing in the wider College context; and

e The use and completeness of the Team Planner should be reviewed.
Learner Retention, Attainment and Progression

We identified a minor area of improvement and an advisory point for consideration to strengthen West Lothian
College’s control framework:
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Reviewing the TQEF guidance and considering completion of further gap analysis to determine if the
current and planned actions sufficiently address the key themes identified under the Excellence in
Learning, Teaching and Assessment. Management should also demonstrably consider who is best placed
to monitor progression of these actions, and the method by which action progress will be reported.

Engaging with internal stakeholders to determine the most appropriate method, and content by which they
will receive updates on TQEF implementation and progress of the SEAP.



Appendix 1 — Planned v actuals 2024/25

Ref and Name of report Delivered

Core Financial Systems v v
Staff Wellbeing v N
Learner Retention, Attainment and Progression v v
Credits V4 v
Student Funds v v
Educational Maintenance Allowances (EMAs) v v
Risk Management Workshop v v
Audit needs assessment, management, annual planning, committee v N
attendance, follow up, contingency/flex

Total : 49 49
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Appendix 2 — Summary of Quality
Assurance Assessment

As part of our regular quality assessment procedures, we commissioned an external quality assessment (EQA)
against the Institute of Internal Auditors (lIAs) International Professional Practices framework (IPPF) and, where
appropriate, the Public Sector Internal Audit Standards (PSIAS).

We are pleased to disclose the outcome of this assessment as we believe it is important to provide you with
assurance that the service you receive is of a high quality and fully compliant with internal audit standards.
Outlined below are extracts from our most recent external quality assessment undertaken in February 2023.

External Quality Assessment summary
Executive Summary

| am pleased to report that there are no material governance, methodology or practical issues that are impacting
Azets Risk Assurance’s overall conformance with the Institute of Internal Auditors (lIAs) International Professional
Practices framework (IPPF).

Internal Audit have achieved the highest level of conformance with the Standards, as well as the Definition, Core
Principles, and the Code of Ethics, which form the mandatory elements of the IPPF, the global standard for quality
in Internal Auditing. The Institute describe this as “Generally Conforms”.

This is an excellent result and is based on an extensive EQA covering the team’s approach, methodology,
processes, and an extensive sample of engagement files. The EQA assessor is an experienced, former Chief
Assurance Officer and current Audit Committee Chair.

Conformance Opinion

The IPPF/PSIAS includes the Mission and Definition of Internal Auditing, the Core Principles, Code of Ethics, and
International Standards. There are 64 fundamental principles to achieve, with 118 points of recommended practice.

I am delighted to confirm that Azets Risk Assurance generally conform with 62 of these 64 fundamental principles.
This is an excellent result. Furthermore, there are no areas of ‘partial’ or ‘non-conformance’ with any of the
remaining fundamental principles.

The overall assessment resulting from the EQA is that Azets Risk Assurance “generally conforms to the
International Professional Practices Framework™. The term “generally conforms” is used by the lIA to represent
the highest level of achievement and performance.

I include a summary of Azets Risk Assurance’s conformance to these fundamental principles below. Overall, |
believe that Azets Risk Assurance has achieved an excellent performance given the breadth of the IPPF, and the
diverse work and activity the team undertakes.



Summary of IIA Conformance Standards N/A - Partially | Generally | Total
Conforms | Conforms
Definition of IA and Code of Ethics Rules of 12 12
conduct
Purpose 1000 - 1130 8 8
Proficiency and Due Professional 1200 - 1230 4 4
Care
Quality Assurance and Improvement 1300 - 1322 1 6 7
Programme
Managing the Internal Audit Activity 2000 - 2130 12 12
Engagement Planning and Delivery 2200 - 2600 1 20 21
Total 2 0 0 62 64

Our response

The review identified a number of areas for future consideration to further enhance our internal audit practices. We
welcome these findings and as such, a detailed action plan has been put into place addressing the areas for
further development. Quality has also been improved further by our work to ensure compliance against new GIAS.

Update: this has since been advanced, as part of quality improvement and continuous development arrangements
we have in place.

azets.co.uk
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Appendix 3 — Definitions

Control objective assessment definitions

Fundamental absence or failure of key controls.

Control objective not achieved - controls are inadequate or ineffective.

Control objective achieved - no major weaknesses but scope for
improvement.

Y
¢ Control objective achieved - controls are adequate, effective and efficient.

Management action prioritisation definitions

4 *Very high risk exposure - major concerns requiring immediate senior
attention that create fundamental risks within the organisation.

+High risk exposure - absence / failure of key controls that create
significant risks within the organisation.

2 +Moderate risk exposure - controls are not working effectively and
efficiently and may create moderate risks within the organisation.

+Limited risk exposure - controls are working effectively, but could be
1 strengthened to prevent the creation of minor risks or address general
house-keeping issues.



Appendix 4 — 2025/26 I1A Programme
Strategic IA Planning

Internal audit standards require the Chief Internal Auditor to produce a risk-based plan, which takes into account
West Lothian College’s (the College) risk management framework, its strategic objectives and priorities, and the
views of senior managers and the Audit Committee. The objective of audit planning is to direct audit resources in
the most efficient manner to provide sufficient assurance that key risks are being managed effectively and value for
money is being achieved.

Audit Committee action

The Audit Committee input to, reviewed and approved a three-year internal audit plan for the period covering 2024
to 2027. We have since reviewed and reflected on that plan further, and the following reflects the comments
provided by Executive Leadership Team colleagues. The Audit Committee is asked to review and approve the
updated forward plan for 2025/26, based on the previously-approved Strategic IA Plan and refreshed as follows:

e The 5 days initially assigned to undertake a review of Equality, Diversity & Inclusion will instead be
allocated to the Board Effectiveness Review, given the EDI area will be covered in IIP and quality reviews
next year, and

e The ESG sustainability review will be replaced by a review of the College’s stock and cash handling
procedures; this proposed audit will be an in-depth review and meeting with relevant managers as the
procedures have recently been updated.

The plan will remain flexible to react to the College’s emerging needs. Any changes to the plan will be agreed with
management and the Audit Committee.
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Proposed Programme 2025/26

Audit area

Days

Outline scope

Review the budget monitoring arrangements in place, to

Budget monitoring 3 inform monitoring, scrutiny and challenge.
Evaluate procedures in place for non-pay expenditure and
P . 3 related payments. To consider including analytics on range
urchasing and payables . .
and type of purchasing, with focus on volume of
recurring/lower-value items.
Review of the College’s stock and cash handling
St . S procedures; this audit will be an in-depth review and
ock and cash handling ; ; X
meeting with relevant managers, with the procedures have
recently been updated.
Supporting the risk management process, through a
9] facilitated risk workshop/risk support with key college
Ri personnel. Also helps demonstrate Board engagement with
isk Management . . ; .
and compliance in relation to good practice and related
guidance, including Scottish Public Finance Manual
requirements on risk management.
Time allocated to the Board Effectiveness Review, being a
Board Effectiveness Review S piece of work required by SFC for all FE Colleges in
Scotland.
We will review the effectiveness of the processes and
8] controls to help ensure the College is appropriately and
Cyber Security reasonably positioned — both proactively and reactively — to
potential cyber threats which could cause harm to College
operations and delivery of strategic goals.
Follow Up of previous 15 To assess progress in implementing outstanding internal
recommendations audit recommendations.
Credits, Student Funding,
Educational Maintenance 14 SFC requirements
Allowance Returns
Audit Management 2
Audit Annual Planning & 1
Reporting
Audit Committee attendance, 25
preparation and liaison
Total 47
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Audit Committee
GOVERNANCE EFFECTIVENESS REVIEW
Introduction

The Code of Good Governance for Scotland’s Colleges requires the college to
appoint an appropriate, independent auditor to undertake an externally facilitated
governance effectiveness review (GER).

Our next full review is due to take place in March 2026.

The full review will take a minimum of five days to complete and attracts a cost to the
college. An indicative cost of £7,500 was received from College Development
Network. A subsequent meeting was held with Azets Internal Auditors to obtain a
proposal and costing for the review. This proposal is attached for consideration.

The college may decide to approach other independent organisations, or individuals,
who may be suitable to carry out the GER and seek alternative quotations. However,
it is likely that another firm of auditors, or an independent consultant, will attach a
similar cost to this work. It is also important to appoint on the basis that the auditor
is:

e suitably qualified to undertake the audit

e experienced in college sector governance requirements

e sufficiently experienced in college sector financial reporting to assess the quality
of financial oversight exercised by the Board and Finance and General Purposes
Committee.

Given recent public sector governance failings that have recently been highlighted,
this will be an important review for the college and one which needs to provide high
quality evidence to support future reporting to the Scottish Funding Council.

Azets Internal Auditors: Proposal

The proposal submitted by Azets Internal Auditors sets out the scope of the review
and presents a cost of £5987 +VAT. It is proposed that this cost can be offset by
utilising three of the days from the internal audit plan, minimising impact on the
college budget.

Azets have wide experience of the college sector and governance requirements. Our
interim governance effectiveness review was carried out by Azets in February 2024.

The Azets proposal also takes account of the recommendations for the college
sector set out in the recent Gillies Report.
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Action

The Audit Committee is asked to review the proposal and approve the appointment
of Azets Internal Auditors to undertake the Governance Effectiveness Review in
March 2026.

Jenny Stalker
Board Governance Advisor
25 November 2025
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Introduction

The Code of Good Governance for Scotland’s Colleges (“the Code”, 2022) sets out the principles of good
governance expected from colleges. Observation of the Code is a requirement for all colleges who receive
funding from the Scottish Funding Council (SFC).

Under the Code, colleges are required to conduct periodic externally-validated reviews of the effectiveness of
the Board. SFC produced guidance setting out the expectations and suggested methodologies for undertaking
such a review.

March 2025 saw the Scottish Funding Council commission an independent investigation to determine the
causes and contributing factors to the deterioration of the University of Dundee’s financial position. This was a
significant and high profile issue in the Scotland education sector, and has given rise to a number of
governance and board effectiveness issues and wider reflections across the sector. The University of Dundee
investigation was led by Professor Pamela Gillies. The report (“the Gillies Report”) detailing the investigation’s
findings was published in June 2025.

Scope

We has been commissioned by West Lothian College (“the College”) to undertake an externally-facilitated
review of its Board effectiveness, against agreed aspects of the Code. Our approach takes full cognisance of
and complies with SFC’s guidance.

With reference to the Gillies Report, the forward iterations of such Board effectiveness reviews are expected to
take cognisance of outcomes and findings, as relevant to each individual institute in question. We understand
that SFC expects that the individual institution reviews will incorporate issues highlighted in the Gillies Report,
including taking cognisance of actions which the Board will be taking in response to recommendations made.

Our approach

Our approach to delivering this work is as follows:

Initial planning communication primarily via the Vice Principal — Finance & Estates and seeking input
from the Chair, Principal and senior management to agree the approach to our review and the focus of
our activity. This has been broadly based on looking at specific areas in more detail, rather than a
broader review in less depth. This translates into focus on the areas perceived as most useful to the
College, and taking particular account of issues and themes in the Gillies Report.

Validation and review by Azets of the College’s self-assessment exercise against the agreed areas, to a
range of supporting documentation and evidence. This may give rise to observations, exceptions, and/or
recommendations to support continuous improvement.

Surveying all Board Members to ascertain their views and perceptions.

One to one interviews with a range of Board Members, including the Chair, Audit Committee Chair, staff
and student representatives, the Principal, and other Members.

Observing an agreed Board meeting, and potentially a Finance and/or Audit Committee meeting.

azets.co.uk
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Discussing our work with Board Members during an Board meeting/session.

We anticipate this work taking place over a few weeks (including given the respective Board/Committee
scheduling), for a fee of £5,987 plus VAT (based on the prevailing day rate as per the August 2025 contract
extension). Like the exercise from a few years previous, this is proposed to be covered from a mix of some IA
days per rolling plan and wider funding; this should help optimise the overall impact to the College.

The work will involve a high skill mix, commensurate with the nature and strategic importance of the area and
the issues arising.

azets.co.uk



SFC, the Code and Good Governance

Governance is fundamental to give direction, structure and robust control as organisations pursue agreed
strategic and operational objectives. Effective governance leads to effective, focussed and coordinated activity
that helps to support long-term success.

The Code outlines that the “overarching purpose of good governance for Scotland’s Colleges is to:
e Lead the college and set its strategic direction and values;

¢ Ensure effective management and financial controls to support the student experience within a
framework of public accountability and transparency; and

¢ Deliver high quality of learning and outcomes.”

The Code was developed collaboratively, with representatives including from the SFC, colleges, teaching staff
and students. The Code states that it “has been written in a way that is mandatory and anticipates
compliance”. It defines five dimensions good governance within colleges, as follows:

e Leadership and strategy

e Quality of student experience
e Accountability

o Effectiveness

e Relationships and collaboration.

Compliance with “the spirit of the Code”

SFC-funded colleges must comply with the Code as a condition of grant funding, including “the spirit of the
Code”." This requirement means accountability covers both the code wording as expressed, as well as the
underlying ethos and principles. In effect, this means colleges should act in a way perceived as being in
keeping with the Code, even where some aspects may have limited or no overt guidance.

Azets has strong and long-standing credentials in FE and wider public sector governance best practice. The
principles-based approach to the FE Code requires sound professional judgement and we are always available
to act as a trusted advisor to support our clients in this area.

" Code of Good Governance for Scotland’s Colleges

azets.co.uk



Areas of focus: The Code and The Gillies
Report

From review of the Code, the Gillies Report, and the planning discussions undertaken with West Lothian
College colleagues, the areas of focus proposed for this review and against which the College will be assessed
are as set out below.

The approach will be for the College to consider it's position against the undernoted areas/expectations, set out
a position statement in response, and provide relevant evidence/documentation to back up this asserted
position. Azets will then review and assess this, as part of the wider range of review approaches and
techniques as set out earlier in this document.

Dimension: Leadership and strategy

1.

The board is responsible for overseeing the negotiation of its outcome agreement with SFC and make
best use of available funding, consistent with national strategy (with) effective engagement with all
relevant stakeholders. It should monitor performance in achieving the agreed outcomes.

The board must ensure that a comprehensive performance measurement system is in place which is
clearly linked to the regional strategic framework and identifies key performance indicators. It must
ensure that it scrutinises performance measures and reports these on their website in a manner that is
both timely and accessible to stakeholders. This will allow the board to determine whether or not the
vision and mission of the region or the college are being fulfilled and that the interests of stakeholders
are being met.

Dimension: Quality of student experience

3.

The board must consider the outcome of student surveys and other student engagements and monitor
action plans that could impact on the quality of the student experience.

The college board must encourage a strong and autonomous students’ association and ensure that the
students’ association is adequately resourced.

Dimension: Accountability

5.

7.

azets.co.uk

The board may delegate responsibilities to committees for the effective conduct of board business. As
a minimum the committees required are Audit, Remuneration, Finance and Nominations/Appointments.
Delegation of responsibilities from and matters reserved to the board and its committees must be set
out in a scheme of delegation including the functions delegated by the board to the chair, committees,
the principal and the governance professional (and any other members of staff). Incorporated college
boards and regional boards have no powers to delegate functions 8 to an individual board member
(except the chair who has no authority to act out with their delegated powers).

The board must ensure every board committee has a specified member of the management team to
provide objective, specialist advice to support it to discharge its remit, including by explaining in an
accessible way the matters under discussion and the possible implications of different options.

The board must ensure that:



o funds are used as economically, efficiently and effectively as possible
o effective monitoring arrangements are in place

o college staff report relevant financial matters to it.

Dimension: Effectiveness

8. The board and its committees must have the appropriate balance of skills, experience, independence
and knowledge of the body to enable them to discharge their respective duties and responsibilities
effectively.

9. The college board must ensure there is an open and transparent recruitment process for the
appointment. Students and staff must have an opportunity to contribute to the recruitment process.

10. The board must ensure its governance professional:
o has suitable skills, knowledge and behaviours to carry out their role effectively

o receives appropriate induction, and if new to the role, is mentored by a more experienced
governance professional for at least their first year

o has adequate time and resources available to undertake their role effectively

11. The board must ensure that new committee members receive a committee induction and have their
specific training needs assessed and met.

Dimension: Relationships and collaboration

12. The board must ensure effective partnership working with local and national bodies including
businesses, public and third sector organisations to develop commonly agreed priorities following the
principles of effective collaborative working.

Gillies Report

We will seek to review and consider the College’s own extant reflections on - and response to - the Gillies
Report as part of this work.

From review of the Gillies Report outcomes and particularly consideration of SFC’s “s Expectations of Good
Governance” Report from September 2025 which discussed and summarised “the lessons for sector
governance”, the following have been identified as key areas arising.

As part of this proposal, we have included (in sub-bullets, after each of the following bullets) how this cross-
references to the specific areas of the Code selected as above for WLC’s review; this shows how Gillies has
been proactively considered and embedded in the proposed work (in addition to Azets reviewing the College’s
own initial reflections/responses to the Gillies Report).

o Effective governance relies not only on systems and processes, there is critical importance of a culture
that values questioning and critical appraisal at all levels, without fear, and encourages curiosity and
engagement to uncover risks and issues worthy of debate.

azets.co.uk
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o Addressed in this proposed work via dimension refs 2, 3, 5-8

The importance of transparency and accountability and that supports evidence-based decision-making,
integrity, and openness to challenge

o Addressed in this proposed work via dimension refs 2, 4, 5-11

The need for regular updates on sensitive matters, clear communication, and unbiased minutes that
reflect challenges and decision-making processes

o Addressed in this proposed work via dimension refs 2, 5-8, 10

The importance of the Audit Committees maintaining independence and objectivity, avoiding overlap
with other committees to prevent bias.

o Addressed in this proposed work via dimension refs 2, 5-8, 11
Papers being provided sufficiently in advance of meetings to ensure informed decision-making

o Addressed in this proposed work via enquiry/evidence and via attendance/observation of
meeting(s)

Overlapping attendance, whether or not formal memberships, between Finance Committee and Audit
Committee, which can undermine the crucial independence of the Audit Committee.

o Addressed in this proposed work via dimension refs 5-6, 8 and enquiry/evidence and via
attendance/observation of meeting(s)



© Azets 2025. All rights reserved.
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Audit Committee
INFORMATION SYSTEMS AND DIGITAL INFRASTRUCTURE REPORT
Introduction

This paper provides an update on key projects either completed or currently in
progress to the end of the calendar year 2025, aligning these activities with the
strategic objectives outlined in the refreshed Digital Strategy.

Aim 1 — Ensure data protection, cyber security, and infrastructure resilience
Aim 2 — Provide services that facilitate, inspire, and enable success for all
Aim 3 — Use data at the core of business decisions

Aim 4 — Develop and use digital systems to drive effectiveness and efficiency
Aim 5 — Integrate artificial intelligence in learning and support

Aim 6 — Deliver sustainable digital development.

As requested at the meeting on 9 September, a list of current suppliers is included in
Appendix 1.

DIGITAL INFRASTRUCTURE (DI)
Aim 1 - Ensure data protection, cyber security, and infrastructure resilience
Server Infrastructure Renewal

During the October holiday week commencing 20 October, the college - working in
collaboration with our shared service partners at West Lothian Council and our
software provider, Education Software Solutions (ESS) - completed the migration of
student records and associated server infrastructure from the legacy setup to a new,
enhanced configuration.

As part of this migration, all our Unit-e servers were upgraded with improved
hardware and the latest server software versions, delivering significant
improvements in performance, stability, and cyber resilience.

Performance monitoring and routine surveillance of the revised infrastructure will
continue in the coming months to ensure optimum balancing of the servers and to
provide ongoing resilience and business continuity.

Supporting diagrams (over) illustrate the legacy and current infrastructure layouts,

highlighting the installation of six new servers and substantial upgrades to two
existing servers.
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An API (Application Programming Interface) is a defined set of rules and protocols that enables different software systems
to interact with one another. It acts like a formal agreement between systems—allowing one system to request specific

actions or data from another and receive a response—without needing to understand the internal workings of the other

system.
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Chief Information Security Officer as a service (CISOaas)

An initial welcome and project scoping meeting took place on the 23 October with
the colleges new CISO Peter Villiers. Detailed discussion took place around the
deliverables for 2025-26 and project plan will be shared for the March 26 committee.

Cyber Essential plus (CE) Accreditation

Our annual CE accreditation has begun, with a huge amount of work undertaken by
our DI team to achieve, working where required with our external partners and West
Lothian Council. The self-assessment for this year is with the assessors Barrier
Networks. Once complete a technical assessment will be carried out for the CE+
certification.

Managed SOC (Security Operations Centre) and SIEM (Security Information
and Event Management)

Initial meetings took place with the Academia account manager over the summer on
the supply of the new SOC and its configuration across the college network. The
agents have been deployed, and the Security Operations Centre uses advanced
automation and analytics to monitor our entire digital infrastructure endpoints, and
networks 24/7. By filtering millions of log events into actionable insights, Acumen
ensures rapid identification and mitigation of threats, significantly enhancing our
security posture. Using advanced automation and Al-driven analytics, Acumen filters
this data to identify anomalies, potential threats, and indicators of compromise.

Although the formal schedule for service reviews in 2025-26 is yet to be finalised,
the proposed format will incorporate performance evaluation, alongside ongoing
monitoring, and compliance reporting. At present we meet weekly with Acumen to
discuss rollout and fine tune reporting.

Microsoft Campus Agreement

The college has gone through a procurement exercise for a Microsoft Campus
Agreement to support strategic digital transformation. This agreement will provide
comprehensive licensing for Microsoft software and services, including Microsoft 365
and Teams telephony, which are integral to teaching, collaboration, and
administrative operations.

The rationale for the procurrent exercise was:
e Infrastructure Modernisation: The college is replacing its unsupported analogue

telephone system with Microsoft Teams telephony, in preparation for the UK-wide
PSTN switch-off by 2027.
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e Operational Efficiency: A Campus Agreement streamlines license management,
ensures compliance, and enables predictable budgeting through a single annual
payment.

e Sustainability Alignment: Cloud-based services reduce reliance on physical
infrastructure, lower electronic waste, and support remote working, contributing to
the college’s environmental goals.

e User Familiarity: Microsoft applications are already widely used by staff and
students, minimising training requirements and ensuring seamless adoption.

e Strategic Enablement: The agreement ensures access to the latest Microsoft
technologies, enhancing security, productivity, and digital capability across the
college.

This procurement is essential to ensure continuity, scalability, and future-readiness
of the college’s digital services which will inspire and enable success for all.

By procuring Microsoft applications through a Campus Agreement the college can
effectively manage software licenses whilst receiving benefits that support the
college through its digital transformation ensuring efficient use and financial
transparency.

Benefits for Staff:

e Simplified application: One vendor for all products

e Improved packages: All packages feature improvement road maps

e Reduced reliance on additional applications supports remote working without
needing additional software.

e Familiar interface: Staff already use Microsoft 365 daily, reducing training needs.

e Better integration: Seamless connection with other Microsoft 365 products.

As the estimated contract value is £135k excluding vat over 3 years (£45K excluding
vat per annum) committee approval is required.

Aim 4 - Develop and use digital systems to drive effectiveness and efficiency
Teams Telephony

Following a comprehensive technical and commercial assessment of the six bids
received for the telephony contract, Gamma has been selected as the preferred
provider for the new solution. A revised go-live date of 15 November has been
agreed, and the Letter of Authority to transfer the college’s existing numbers from
QUANTUM Communications to Gamma has now been completed.

To ensure continuity of service during the transition, a crossover period will be

maintained with QUANTUM. This approach will help facilitate a smooth migration as
college staff begin using the new Teams-based telephony system.
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INFORMATION SYSTEMS (IS)
Aim 3 - Use data at the core of business decisions
FES (Further Education Statistics) and Credits audit 2024-25

The annual audit of Credits and Student Funds took place over two weeks, which
commenced on 1 September with audited submissions sent to SFC ahead of the due
date on 3 October.

Eight risk areas covered in the audit returned one very minor issue — not credit
related — and for the sixth year running no credits were identified for clawback,
with an extract from the audit report shown below.

Data Dashboard Project

Enhancements to the Data Portal, our integrated ecosystem of connected Power Bl
reports, continue to progress. The 2025-26 academic year marks the second year of
full deployment of the Credits dashboard—a strategic tool designed to help
management forecast the college’s final credit outcomes. By utilising real-time data
alongside historical trends in early withdrawals, the dashboard aims to deliver the
most accurate predictions of target achievement.

As outlined earlier in this paper, upgrades to the college’s server infrastructure are
laying the groundwork for further innovation. These improvements provide increased
computing capacity, supporting ongoing efforts to advance data analytics for the
benefit of both staff and students.

Aim 4 - Develop and use digital systems to drive effectiveness and efficiency
Surveys

Now in its fourth full year of operation, the survey platform at West Lothian College
has delivered greater consistency and enabled structured, centralised storage of
feedback data.

The system now supports in-depth trend analysis, with a new suite of tools in
development to automate year-on-year comparisons—highlighting both areas of
progress and those requiring further attention.

Each survey is linked to a dedicated dashboard within the Data Portal, giving staff
real-time access to student responses. These dashboards feature interactive,
filterable visualisations, allowing insights to be explored down to the course level,
whilst preserving anonymity.

AC/25112025/Sharepoint 5



Action: For Attention Agenda Item 4.1

Paper 9
West Lothian College
25 November 2025

E-Portfolio Replacement

Since its initial implementation in November 2024, the college has continued to work
closely with ESS to refine and enhance the functionality of the e-Portfolio system.
Regular feedback from assessors has been instrumental in guiding updates and
identifying areas for improvement.

The candidate roll-out is progressing, with a growing number of users actively
uploading evidence under the direction of their assessors.

To support this expansion, the changes to the server infrastructure previously
outlined will improve system performance and reliability. Additionally, we will be
introducing Single Sign-On (SSO) using Azure Active Directory, allowing candidates,
external verifiers, and assessors to log in with their Microsoft 365 accounts. This will
include Multi-Factor Authentication (MFA) for enhanced security.

Aim 6 — To integrate artificial intelligence in learning and support

Predictive and Prescriptive Analytics

Work on predictive analytics continues, focusing on researching accurate predictors

of student attainment and discussing the ethical and practical implementation of such

tools.

The college is actively exploring machine learning to develop predictive models for

identifying students at risk. By using application data, these tools will enable staff to

provide targeted support to improve student outcomes.

Link to Strategic Risk Register 2025-26

The contents of this paper demonstrate action to mitigate the following risk:

e Risk 6.1: There is a risk of failure to react to a major cyber incident due to
inadequate infrastructure or sub-optimal business continuity planning, resulting in
a major interruption to service.

Action

The committee is asked to note the updates provided in the paper.

Bill Dunsmuir
Head of Information Systems and Digital Infrastructure
25 November 2025
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Appendix 1

List of suppliers as requested by Audit Committee at the meeting held on

9 September.
Supplier Name

Software and
Services

Barrier Networks
Jisc

Insight

West Lothian Council

Darktrace

Sophos

SHI

KickICT

Unit-E (ParentPay)
Bright Signals
Synergy Learning
isalon

Vodafone

Acumen Cyber
Microsoft (Phoenix)
Gamma

Global Payments
CFC

Hardware
Hewlett Packard
XMA

4MS

GVAV
Academia

AC/25112025/Sharepoint

Service Provided

Cybersecurity and Network Security
Janet Network and Cybersecurity
Network, WiFi, Firewall, VLAN
Shared Service agreement - general support/infrastructure
Threat Detection and Al Security
Endpoint Protection

Infrastructure Solutions

Sun Systems, B4B, Q and A

MIS System

College Website

Moodle LMS

Salon Management system
Telephony and Connectivity
Managed Security Operations Centre
Microsoft Campus Agreement
Teams Telephony

Till System

Cyber insurance.

Computing Hardware and peripherals
Workspace and Infrastructure
Network Solutions

Audio Visual Solutions

Technology Procurement.
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HEALTH AND SAFETY REPORT

Introduction

This report covers the period July to September 2025. In addition to the usual
operational responsibilities, Health and Safety activities in this quarter involved staff
training on the use of Smartlog and continuing to review and testing lockdown
systems and Custr digital sign in for visitors.

Accidents, Incidents, Near Misses and Investigations

The monitoring, recording and reporting of accidents, incidents and near misses are
a legal requirement for all that the college actively promotes across the campus. As

well as meeting the college’s legal obligation, it allows identification of where and
how risks arise and allows us to make improvements to mitigate risks.

The college records accidents, incidents and near misses now on the Smartlog
health and safety management system. There were 18 forms returned in this period,

compared to 29 in 2024.

There were two RIDDOR events reported in this period. The accidents were
investigated and reported to Health and Safety Executive (HSE). These were hand
tool incidents and it was required to complete a RIDDOR report as both needed

hospital treatment.

In all cases, each report is fully investigated by the college Health and Safety Officer.
The Smartlog management system is used to record investigations, updates, hold

photographs and assigns actions for follow up.

AC/25112025/Sharepoint

Month Count Record Type Count Accident Type Count

July 0 Minor accident/ 9 Non-accident first | 0
injury aid

August 9 Pre-Existing 5 Pre-existing 4
condition/iliness health conditions

Sept 9 Unsafe act/ 2 Slip/trip/fall on 0
condition/incident same level

Total 18 Loss time serious 2 Burns/scold/hot 1
accident-RIDDOR surface/hot liquid
Near miss 0 Incident 0

Role Count Minor accident/ 0 Collisions 0
injury

Student 15 Pre-Existing 0 No injury 1
condition/illness sustained

Staff 1 Unsafe act/ 0 Sporting injury 3
condition/incident

Under 16 0 Contact with hot 1

surface/materials
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Member of 1 Hand tool injury 6
public

No person 1 Misc. 1
involved

Struck by falling 0
object

Act of violence

Contact with 0
sharp object
glass/metal/tools

Manual handling 0

Mental health 0

Scheduled Events

e Health and Safety Officer chaired the College Development Network
Management of Health and Safety Network quarterly meeting. The following
discussions points were on the agenda:

HSE update

e Education Advisory Group on Tobacco and Vaping update

e Martyn’s Law updated

e Share-net discussion threads:

i)

ii)
iii)
iv)
v)

Midazolam administration

RAAC

National Benchmarking Exercise
Staff ID/Security Teams
Paediatric first aid/under 16

¢ College member updates
e HSE Visit /Drug and Alcohol testing
e Students /Evacuation teams

e The first aid meeting was chaired by the Health and Safety Officer who
coordinates the first aiders, plans rotas, ensures supplies and equipment is
available and requests additional training. All first aiders attended, many of
whom are new to the team. The meeting covered the following points:

Smartlog (H & S management system) recording
Rota Review (September Onwards)

Telephones and Availability

Lunchtime Cover

Evening Cover

Review of First Aid Incidents
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« Ambulance Procedures
» First Aid Supplies
* Training.

A visit was carried out by the Health and Safety Manager from Borders
College, prompted by a recommendation by Counter Terrorism Police
Scotland that a visit would be beneficial. The college was recommended by
Police Scotland because of it's proactive and effective approach to site
security and counter-terrorism preparedness. The purpose of the visit was to
observe current practices and discuss future plans relating to health, safety
and security across the campus. Key areas covered was the implementation
of security measures aligned with the Protect Duty (Martyn’s Law).

The visiting manager was particularly interested in how we integrate digital
systems like Smartlog into daily operations and how the college plans to
further enhance its safety protocols. They took away several ideas to consider
for their own institution, highlighting the value of cross-college collaboration
and shared learning.

The Health and Safety Officer attended the Construction, Engineering and
Built environment (CEBE) Faculty team meeting and department meetings on
lecturers return in August. The emphasis was on the new Helpdesk
functionality on Smartlog following work which had taken place over the
summer to set it up so that lecturers could start using immediately.
Attendance to monthly technicians’ meetings will also take place where health
and safety is top of the agenda.

Prior to students return in August, the Health and Safety Officer conducted a
walk around with EIS union rep to ensure any works or activity over the
summer hadn’t added any significant risk to staff or students. There were a
couple of minor issues discussed with staff at the time.

Health and Safety Management

The following arrangements are in place to control health and safety risks in order to
meet the legal requirements and show commitment to all stakeholders:

Health & Safety Committee

Last H & S Committee meeting was held on 2 June 2025
Minutes from meeting have been posted on SharePoint | Yes
Actions raised at H & S committee 12 Action points 4

against health &
safety officer

Outstanding 0
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Next meeting scheduled for

17 November 2025

Employer’s Liability Insurance

Aviva Employers Liability Insurance

Expires on 31 July 2026

Interventions

HSE Inspections in the last 12 months

Improvement Notices issued in last 12 months

Prohibition Notices issued in last 12 months

Improvements issued by Fire Service in last 12 months

[ellelle]le]

Prevent National Referral

Reporting a concern to Police Scotland under Prevent
where there is a concern a person is susceptible to
radicalisation

Risk assessments

Number of risk assessments (RA) due for review

All RA from faculties will be on
Smartlog by end of 2025 which
will then highlight where these
have not been reviewed and
trigger reminders for staff

Number of new Risk Assessments

e 1 x manual handling

e 3 Personal Emergency
Evacuation Plans

e 3 Care Plans on Smartlog

First Aid Risk Assessment

Completed Dec 2024

Fire Risk Assessment

Completed Dec 2024

Health and Safety Policy

Policy Statement approved by

Jackie Galbraith

Next Review date October 2025
Responsibilities currently unassigned 0

Health and Safety Policies and Procedures Next Review due date
Accident, Incident and lll-Health Reporting Procedure May 2028
Adverse Weather Policy April 2028
College Closure Policy April 2028

Lone Working Procedure November 2025
Inspection and Auditing Procedure May 2028
Emergency Evacuation Procedure August 2028
Work Placement Procedure July 2028

Day Trips, Overseas Trips and Residential Procedure | May 2028
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Counter Terrorism Procedure May 2028
Risk Assessment Procedure April 2028
COSHH Procedures June 2028
First Aid Procedures January 2028
Lock out/Tag out Procedure June 2028
Noise at Work Procedure and Guidance June 2028
Business Continuity Policy Framework August 2028
Fire Safety Actions

Outstanding actions related to fire inspection 0

Overdue actions related to fire inspection 0

Last emergency evacuation drill (daytime)

10 September 2025

Last emergency evacuation drill (evening)

11 September 2025

Next emergency evacuation drill (daytime)

March 2026

Next emergency evacuation drill (evening)

March 2026

Health and Safety Training

The Health and Safety Officer has been working with all faculties delivering training
on Smartlog, the college health and safety management system. As each faculty had
different activities, the training was tailored to each area. Training has been delivered
on risk assessments creation, asset management, machine maintenance, mandatory
checks and tests, setting up a helpdesk for lecturers to raise work tickets on these
assets so that a full maintenance history is registered. A checklist for machine and
vehicle checks has also been added to the asset register. Display Screen Equipment
(DSE) staff training and risk assessment have been created and tested to be sent to
all staff shortly.

Two new fire marshals volunteered. As they were previously received Fire
Awareness training including fire extinguisher use, they only had to be given an
internal training session on what areas they would be checking.

One evening duty manager was trained on evening procedure.

The Estates team and one new fire marshal was given evacuation chair training.

Changes to Legislation

There were no legislation changes in this period

Contest and Prevent

Attendance at the quarterly Lothian and Borders Contest meeting at the Civic Centre
was an in-person event to allow good networking. The college was asked to share
our progress of implementing a lockdown system with other parties. This was also an
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event to plan for the Lothian & Borders Tabletop Exercise Shopboard event taking
place in November 2025. The aim of this tabletop exercise is to enhance the Lothian
and Borders Contests multi-agency preparedness in responding to and recovering
from a terrorist related incident with the objectives being as follows.

. To ensure understanding of the Command & Control structures that would be
established in response to a terrorist incident occurring in the CONTEST/LRP
area.

o To promote awareness of the complexities surrounding a terrorist incident
occurring in Scotland, and the role of the Scottish and UK Governments.

o To provide the opportunity to test partners response and recovery
arrangements (the emphasis being on the key elements of recovery).

o To provide all partners with an opportunity to consider the response and
recovery structures and resources required to deal with a terrorist incident in
their area.

o To consider the role of partners’ public communications teams and others in the
response to and recovery from a terrorist related event affecting your area.

. To consider how Warning & Informing would be structured in response to a
terrorist incident; (Run, Hide, Tell) Protect UK?

o To consider the longer-term recovery issues associated with a terrorist incident
including engagement with community/business and support for victim of
terrorism.

West Lothian College will be represented at the tabletop event by Emily Purdie, the
Health and Safety Officer and Brian Smillie, the Digital Infrastructure Manager.

Continuous Improvement

A new digital sign-in system, Custr, initially configured by the Information Systems
team, has now been taken over by the Learning Centre in collaboration with Health &
Safety. The system is designed to replace the existing paper-based sign-in process
with an electronic method, allowing visitors, external lets, and evening class
attendees to sign in via QR code, iPad, or through the SharePoint landing page.

The system has been tested and set up and has now been rolled out following the
relocation of the Information Point to the Learning Centre.

During this period, we were also arranging the purchase of a system to use to fulfil

our responsibilities under Martyn’s Law and more details of this will be provided in
the next quarterly report.
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Recommendation

The Audit Committee is asked to note this report.

Emily Purdie
Health and Safety Officer
25 November 2025
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Audit Committee

PROGRESS IN IMPLEMENTING PREVIOUSLY AGREED INTERNAL AUDIT

RECOMMENDATIONS
The table below shows progress in implementing previously agreed internal audit
recommendations.
Area Date Recommendation Deadline for Implemented/
reviewed report implementing | Ontrack/
reviewed Extension
by Audit requested
Committee
Learner September | 1. Management should | September Point 1
Retention, 2025 review the current 2025 Implemented
Attainment TQEF guidance and
and consider if further gap Point 2 is
Progression analysis should be currently

completed in order to
determine what
actions are currently
in place, and those
required to be
implemented in order
to comprehensively
address the eight key
themes set out under
the Excellence in
Learning, Teaching
and Assessment
principle.

2. Management should

more overtly consider
the method by which
the identified actions
will be monitored and
reviewed and on what
“SMART” basis, and
the individuals
responsible for
reviewing their
progress.

under review
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Area
reviewed

Date
report
reviewed
by Audit
Committee

Recommendation

Deadline for
implementing

Implemented/
Ontrack/
Extension
requested

The TQEF Steering
Group to identify the
nature, extent, frequency
and type of updates
required by internal
stakeholders and the
board. The Vice Principal
of People, Performance,
and Improvement to
present to CLT in
October 2025.

October 2025

Implemented

Action

The Committee is asked to note progress in implementing previously agreed
recommendations.

Jennifer McLaren
Vice Principal, Finance and Estates
25 November 2025
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Audit Committee
COMPLAINTS REPORT

The report provides an update to the committee on the complaint statistics and trend
analysis for the period running from 1 August 2025 to 31 October 2025, Quarter 1 of
academic year 2025-26.

Background

All public sector organisations in Scotland are required to adhere to the Scottish
Public Sector Ombudsman’s (SPSO) guidance on complaints handling.

In accordance with this obligation, we regard complaints as valuable opportunities to
address concerns raised by our stakeholders, with the aim of resolving issues
promptly and using the insights gained to inform continuous improvement.

In line with recent legislative developments concerning children's rights, we have
undertaken SPSO training to enhance the accessibility and child-friendliness of our
complaints process and have now adopted this into our practice.

This report satisfies the SPSO’s requirement to publish quarterly complaints data.

Complaints provide important insights into the culture of the college and our overall
performance. For this reason, complaints reporting is now part of the evidence and
data provided to Quality Assurance Agency Scotland (QAA Scotland) for annual
Self-Evaluation Action Plans (SEAP) and in this academic year, this information will
also be reviewed as part of the Tertiary Quality Enhancement Review (TQER) which
is taking place in April 2026.

The volume of complaints remains very low in proportion to the total number of
enrolled students.

Action from 9 September Meeting

An overview of the criteria for Level 1 and Level 2 Complaints has been provided in
Appendix 1.
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Complaints Received 1 August 2025 to 31 October 2025

A summary of complaints received during this period is presented below in Table 1.
These are differentiated into Level 1 (suitable for Frontline Resolution) and Level 2
(requires Internal Investigation):

Table 1: Complaints showing level complaint is dealt with and whether upheld or not,
Quarter 1 2025-26

Upheld Part Not Resolved/ | Open Total
Upheld Upheld Withdrawn
Level 1 2 3 2 0 2 9
Level 2 0 1 0 0 1 2
Total 2 4 2 0 3 11

Even if a complaint isn't upheld, most people are satisfied with how it's resolved. If
they're not happy with the outcome, we always direct them to the SPSO for an
independent review.

Detail of Complaints in Q1 2025-26

The tables and charts below present more detailed information about the complaints
that have arisen in the fourth quarter of the year.

Table 2: Complaints showing category and whether upheld or not, Quarter 1 2025-26

Category Upheld Part Not Resolved/ | Open Total
Upheld Upheld Withdrawn

Communication | 1 1 2 0 0 4

Delivery staff 0 0 0 0 1 1

action

Standard of 1 1 0 0 0 2

Service

Student action 0 2 0 0 2 4

Grand Total 2 4 2 0 3 11
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The following chart shows the number of complaints by college department.

Q1 Number of Complaints Received by College Department

BCE

Comparison To Quarter 1 2024-25

CEBE

In the same Quarter 1 period in 2024-25, 11 complaints were raised, the equivalent
to the quarter this year.

Comparison To Previous Years

Table 3: Yearly comparison

Number of Complaints
2021-22 2022-23 2023-24 2024-25 2025-26
Q1 14 13 11 11 11
Aug-Oct
Q2 12 13 22 13
Nov-Jan
Q3 24 17 12 12
Feb-Apr
Q4 8 18 7 14
May-Jul
Total 58 61 52 50 YTD 11

Complaints To Ombudsman

In this quarter, we are not aware of any complaints which have been escalated to the
Ombudsman, although this option is open to all who have gone through the
complaints process.
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Conclusion

The number of complaints in Quarter 1 was broadly in keeping with the numbers for
quarter 1 in previous years and these low numbers are consistent in that they
represent fewer than 0.1% of enrolled students.

Strategic Risk Register 2025-26

This paper provides the committee with assurance in relation to mitigation of risks in
the college’s strategic risk register for 2025-26:

o Risk 2.2: There is a risk of a less effective student voice due to limited
engagement with students resulting in a reduction in satisfaction, retention and
attainment.

Action

The committee is asked to note this report.

The committee is encouraged to read the college survey results and Principal’s

regular updates for positive feedback on staff and the college from students and
stakeholders.

Simon Earp
Vice Principal, People, Performance and Improvement
25 November 2025
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Appendix 1 — Criteria for Level 1 and Level 2 Complaints

We are required to use the Scottish Public Sector Ombudsman (SPSO) Model
Complaints Handling Policy (MCHP) to deal with all complaints.

The college Complaints Policy and Procedure mirror the MCHP. In this document,
the different levels are differentiated as follows:

Level 1 Complaint Criteria — Frontline Resolution

Frontline resolution should aim to resolve minor and straightforward complaints at the
first point of contact and as quickly as possible. Any member of staff may be faced
by a complaint from a student or a member of the public. For minor complaints, the
member of staff is responsible for resolving the complaint or referring it to their line
manager if they feel unable to resolve the complaint there and then.

Level 2 Complaint Criteria — Internal Investigation

Certain issues will need to be investigated and resolved through more rigorous and
formalised procedures. These include situations where:

¢ Frontline resolution was attempted, but the complainant remains dissatisfied. This
may happen immediately when the decision at the frontline stage was
communicated, or sometime later

e The complainant refuses to engage with the frontline resolution process

e The issues raised are complex and will require detailed investigation

e The complaint relates to issues that have been identified as serious, high
risk or high profile.

The committee can read more detail in the policy on the college website.
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Audit Committee

INTERNAL AUDIT REPORT 2024-25 — REVIEW OF STUDENT FUNDS AND EMA
(EDUCATION MAINTENANCE ALLOWANCE)

The audit examined the procedures and controls over the preparation of the 2024-25
Student Funding, HE Discretionary and EMA returns, together with audit testing to
ensure the accurate calculation of the returns.

This testing was undertaken in line with the Scottish Funding Council’s (SFC)
‘Student Support Fund Audit Guidance 2024-25’ and 'Education Maintenance
Allowance (EMA) audit guidance 2024-25’; as well as SFC’s ‘FE Student Support
Discretionary Funding Academic Year 2024-25’.

There are no management action points arising from the 2024-25 student funding
work. In the opinion of the auditors, funds had been disbursed in accordance with
SFC conditions.

Jennifer McLaren
Vice Principal, Finance and Estates
25 November 2025
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on any information or opinions contained herein or in any other communication in connection with this report.
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Executive Summary

Conclusion

During our testing we identified no findings that affect the controls and processes in scope during
the Student Support Fund and EMA audit.

Background and scope

During September 2025, we audited the student funding returns for West Lothian College. The audit
examined the procedures and controls over the preparation of the 2024-25 Student Funding, HE
Discretionary and EMA returns, together with audit testing to ensure the accurate calculation of the
returns. This testing was undertaken in line with the SFC’s ‘Student Support Fund Audit Guidance
2024-25" and 'Education Maintenance Allowance (EMA) audit guidance 2024-25; as well as SFC" ‘FE
Student Support Discretionary Funding AY 2024-25’.

The SFC has set no requirement to provide a detailed report in respect of this work, however we
report any findings identified within the audits to management. There are no management action
points arising from the 2024-25 student funding work. We have reported to SFC that the information
set out in the Student Support Funds Data Return agreed to the underlying records, and that in our
opinion funds had been disbursed in accordance with SFC conditions.

Our fieldwork was carried out by an experienced auditor, was subject to a detailed quality assurance
review by our credits audit management lead, and a further overall review by the audit director. Our
audit approach included the following:

e Examination of the procedures and controls relevant to the collection and recording of
student data;

e Evaluation of the adequacy of these controls in complying with SFC guidance and ensuring the
accuracy of the data;

e Testing of the key controls to ensure they were operating satisfactorily;

e Examination, on a test basis, of evidence relevant to the figures recorded in the data return;
and

e Further detailed testing where necessary, including checking of the data return.

All required submissions have been made to the relevant funding bodies. We have nothing further to
report to the College in relation to our 2024-25 work in this area.

Page 3 of 4 azets.co.uk



© Azets 2025. All rights reserved.

Registered to carry on audit work in the UK and regulated for a range of investment business activities by the Institute of
Chartered Accountants in England and Wales.

Page 4 of 4 azets.co.uk



Action: For Attention Agenda Item 4.6

Paper 14

West Lothian College
25 November 2025

Audit Committee

INTERNAL AUDIT REPORT 2024-25 - REVIEW OF CREDITS RETURN

An audit of funding statistics was carried out in accordance with the guidance issued
by the Scottish Funding Council (SFC), including the “2024/25 data return for funding
purposes (FES return) and audit guidance for colleges” and “Credit Guidance:
Student Activity Data Guidance for Colleges in Academic Year 2024/25.”

In the auditors’ opinion, controls over the collection of data and the preparation of the
credits return are generally well designed and effective.

One minor improvement action has been raised in relation to the processing of
student withdrawals.

Actual Credits claimed for 2024-25 were 45,421 against a target of 44,605. The
College has therefore overperformed in achieving its allocation by 1.83%.

Action

The committee is asked to note the findings from the audit.

Jennifer McLaren
Vice Principal, Finance and Estates
25 November 2025
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Executive Summary

During September 2025 we audited the funding statistics for West Lothian College. The audit
examined the procedures and controls over the preparation of the 2024/25 Credits return, together
with audit testing to ensure the accurate calculation of the return. This testing was undertaken in line
with relevant guidance from SFC, as cited below.

Conclusion

In our opinion, controls over the collection of data and the preparation of the Credits returns are
generally well designed and effective. We have raised one minor improvement action in relation to
the processing of student withdrawals. A copy of the audit certificate is included in Annex A of this
report.

Actual Credits claimed for 2024/25 were 45,421 against a target of 44,605. The College has
therefore overperformed in achieving its allocation by 1.83%.

Background and scope

We performed our audit in accordance with the guidance issued by the SFC, including the “2024/25
data return for funding purposes (FES return) and audit guidance for colleges” and “Credit Guidance:
Student Activity Data Guidance for Colleges in AY 2024/25.”

Approach

Our fieldwork was carried out remotely by our audit team, subject to a detailed quality assurance
review by our credits audit manager and a further overall review by the audit partner.

Our audit involved the following:

e Examination of the procedures and controls relevant to the collection and recording of
student data;

e Evaluation of the adequacy of these controls in complying with SFC guidance and ensuring the
accuracy of the data;

e Testing of the key controls to ensure they were operating satisfactorily;

e Examination, on a test basis, of evidence relevant to the figures recorded in the student data
returns;

e Review of the risk areas as highlighted in the audit guidance for 2024/25;

e Analytical review utilising current year and prior year Credits data;

e Further detailed testing where necessary, including checking of the Credits return; and

e Follow up of prior year recommendations.

Samples
Our initial samples were derived by:

e Applying Azets’ approved sampling methodology; and
e Applying professional judgement.
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We did not find any significant errors and therefore it was not necessary for our samples to be
extended.

Key Contacts and Audit Team

Bill Dunsmuir, Head of Information Systems & David Eardley, Audit Partner

Digital Infrastructure Rachel King, Audit Manager

Aaron McKay, Information Systems Officer Emily Mclintosh, Internal Auditor

Holly Fleming, Information Systems Officer

Roxanne Clarke, Student Funds Officer

Acknowledgement

We would like to take this opportunity to thank all members of management and staff for the help,
courtesy and co-operation extended to us during the year.
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Detailed Findings

Our review centred on review of procedures and controls, testing College data on a sample basis and -
where appropriate - consulting with staff and senior management for explanation and further
explanation/evidence. This was performed to provide assurance that all of the key risk areas set out in
Annex C of the audit guidance note referred to above had been satisfactorily addressed and that the
fundamentals of compiling Credits data were subject to appropriate controls.

General Systems Review
The accuracy of the data on which the Credits return is calculated depends on appropriate controls
and systems over enrolment and attendance and the timely clearing of errors on the FES report.

Over the course of the audit we observed that West Lothian College has several well-designed
controls that were operating effectively to ensure credits recorded and claimed are accurate and
appropriate. We also acknowledge the regular monitoring and review of any soft errors/anomalies in
the data which is carried in collaboration with the SFC throughout the year. We have provided details
of the specific controls in place and the testing performed over the controls in the ‘key risk areas’
section below.

Follow up

Our previous Credits return work led to carry forward of one low risk recommendation regarding short course
attendance. A control has been implemented to ensure attendance is correctly recorded.

Key Risk Areas

The results of our audit work are summarised below against each of the 8 key risk areas highlighted by SFC in
Annex C of the document “2024/25 data return for funding purposes (FES return) and audit guidance for
colleges”.

Risk Area 1 — The average credits claimed for full time students exceeds levels indicated in credit
guidance

Expected Control - College should have procedures in place to monitor the average credit claim for
full-time (FT) students and demonstrate clear movement towards the levels set in the 2024-25 Credit
Guidance (17 for FT FE and 15 for FT HE).

On at least a monthly basis, the College reviews exception reports which detail the following:

e Any instances where the maximum number of credits for part-time and full-time students
have been exceeded;

e Any instances where the maximum number of credits at a course level have been exceeded;
and

e Anyinstances where the national fee waiver level has been breached.

The College is required to report on any exceptions via the FES Online system, which are then subject
to inspection by the SFC. The above controls ensure that the risk of credits being claimed for students
exceeding full time limits is minimised.

Risk Area 2 — Incorrect credit value is claimed for collaborative provision
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Expected Control - Some courses are funded from multiple sources. In these situations the SFC Credit
claim should be reduced accordingly. Colleges should not claim funding from two sources for the
same activity. Colleges should have procedures in place to identify students part funded from
multiple sources and to ensure that Credit claims are reduced to reflect the funding from other
sources. This could mean that the student is not eligible for SFC funding as the amount from other
funding streams covers the cost of delivery.

Where courses are delivered in collaboration with another institution, the College agrees the funding
position at the outset of the arrangement and ensures sufficient arrangements are in place to adhere
to the SFC guidance, including that courses are subject to the College’s quality assurance processes.

No courses were identified as being delivered in 2024/25 in collaboration with another institution and
falling under this specific context, and therefore no further testing was required in relation to this risk.

Risk Area 3 — Fee Waivers and students with multiple enrolments

Expected controls - SFC will only pay for one full time fee waiver in a single academic year. Students
can however enrol on more than one course in a single year (full time plus additional part time
enrolments or multiple part time courses). Colleges should have processes in place to monitor
students with more than one enrolment and correctly code their eligibility for a fee waiver for each
course. Students enrolled on courses that span academic years may end up claiming more than one
fee waiver in a single year. Guidance explaining the circumstances in which colleges may claim fee
waiver grant is on the SFC website: Fee Waiver Policy AY 2024-25.

The College does not offer fee waivers to any student unless they are full time, Price Group 5, or part
time but are coming from school for a couple of hours a week. Most fee waivers related to a course
being full time FE. For any entitlement that requires evidence, this is checked by staff and noted at
the time when the source of funding is recorded. Therefore, it is not possible to record a student as
being funded by Fee waiver without either: automated consistency checking preventing an incorrect
funding source being recorded, or recording that eligibility has been checked. This will also help
prevent multiple full-time fee waivers being recorded.

We reviewed a sample of 24 students and no reportable issues were identified.

Risk Area 4 — Spanning courses

Expected Control - Where students are enrolled on courses that span academic years, the colleges
should have appropriate processes in place to ensure Credits are only claimed at the end of the
course year.

No instances of courses spanning academic years were identified for 2024/25. No further
work/testing was therefore required in relation to this risk area.

Risk Area 5 — Non-fundable courses or students

Expected Control - Colleges should have procedures in places to ensure that no credits are claimed
for ineligible students. This would include students who do not meet the residency criteria or who
withdraw before the funding qualifying date. They should also have processes in place to ensure
they do not claim credits for non-fundable courses (full cost recovery).

Courses are prepared by the Centre and sent to an approver who conducts a quality check on the
information entered to ensure that it meets the guidelines. This data is then sent to the MIS team to
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be input into Unit-E, including details relevant to the specified course such as: duration, hours per
week, outcome, superclass and the awarding body.

We selected a sample of 15 courses to assess the criteria of the courses against the 2024/25 credit
eligibility flow chart and confirmed that they all satisfied the following criteria:

e The course leads to a recognised qualification or meets the employers’ needs;
e The delivery of the provision is under direct management of the College; and
e The course will be completed within the academic year (non-spanning).

Classification of programmes

Programmes are classified as Higher Education (HE) or Further Education (FE), and by mode of
provision. The curriculum planning process is used to identify that the correct classification of courses
has been distinguished between HE, FE, full-time and part-time.

Courses are classified by department heads in-line with SFC guidance based on the content and
qualification that it achieves, level of study required, number of units and the appropriate amount of
credits awarded to it.

For the same sample of 15 courses we confirmed correct classification and mode of provision in
student records attached to the course.

Allocation of correct superclass

The College allocates the superclass and relevant price group to each course as part of development
of the curriculum plan.

For the same sample of 15 courses, we confirmed that the appropriate superclass had been allocated
to the course in accordance with SFC credits guidance in all cases.

Calculation of credit value

The credit value claimed for courses is based upon the College’s enrolment records and the
programme’s credit value, which is as determined by curriculum staff as part of the curriculum
planning process. The proposed curriculum information is reviewed by the Centres, approved by the
Centre Head, and finally reviewed by the MIS team for accuracy.

We tested the same sample of 15 programmes to confirm the credits claimed were calculated
correctly as per the guidance on eligibility for credit funding for colleges.

Calculation of required date

The start date and end date are updated on Unit-E following on from the outcome of the curriculum
planning stage. The required date is then calculated for each programme using a formula held in
excel. The formula uses the start date and end date to identify the number of working days which the
course runs over, the formula identifies the holidays which fall between these dates, and removes this
from the total working days. The required date is then calculated as 25% of teaching days. This is
subsequently input into Unit-E by a member of the student support team.

We tested a sample of 15 courses to confirm that start, end and required dates had all been
calculated correctly. As part of our sample of 24 students below we also tested to confirm that the
required date had been met by the students. No reportable issues were identified.
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Fundable students

Identifying fundable students is determined through the application and enrolment process as the
enrolment form has been developed to obtain all the relevant information about the students so that
they can be assessed against the SFC funding criteria. This is carried out by members of staff within
student records, and secondary checks are performed by members of staff within the information
systems team. Following this, the modules and credits the student is enrolled in are also checked to
confirm accuracy.

We tested a sample of 24 students from the compiled FES data, against the SFC 2024/25 eligibility
criteria to ensure that the students were eligible and found no issues. We also tested a sample of 24
withdrawn students to check:

A withdrawal form is in place (or withdrawal procedures have otherwise been complied with)
Evidence of attendance is in place up until the withdrawal date (which is beyond the required
date) and

3. The withdrawal date on the form matches the FES date

We found for one student where the withdrawal was incorrectly processed by the lecturer, and the
student was removed from the incorrect course. The withdrawal forms completed by the lecturers
are checked and processed by the MIS team, in this case, the MIS team has not identified the error in
this checking process. The college has been made aware of this error.

Risk
There is a risk that students and their credits claimed are being misstated and in non-compliance with
SFC guidance.

Recommendations

Lecturers should be reminded to 1 A revision will be carried to the | Head of
ensure students are withdrawn  [l{@JelslErilelad | instruction note (withdrawal Information
from the correct course, in the request form) to clarify the Systems and
context of the importance of requirement to check the Digital
accurately completing the course details supplied by the Infrastructure
withdrawal forms. The MIS team course tutor. A further cross — by 315t
should remain vigilant when check will be added to the October 2025
completing the checks over withdrawal report - used by MIS
these forms to identify and and the wider Information
correct errors. Systems department - to
identify and rectify exceptions in
year.

Risk Area 6 — Distance Learning

Expected Control - Colleges should have procedures to agree the likely duration of study, set time
related milestones and review progress. Students not meeting milestones may not be eligible for
funding.
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A Learning Agreement is put into place once Open/Distance learning students have enrolled. Any
milestones or reviews are determined locally with the course. Assessment grades are used to monitor
progress.

For this year, there were no Open/Distance learning students enrolled, hence testing was not
required.

No reportable issues were identified.

Risk Area 7 — Infill students

Expected Control - Colleges should have procedures in places to ensure that the correct credits are
claimed for students only studying part of a course. Infill students may sit in the same class as other
students but will not study all subjects. The Credits claimed should reflect the active subjects.

The College has set up separate course codes for infill students to ensure credits are only claimed for
the modules completed by those students and additional credits are not claimed in respect of the
programme(s) being in-filled.

We reviewed a sample of 7 students completing infill courses to confirm separate course codes were
created for these students and that the credits claimed were appropriate based on the modules
completed by the student.

No reportable issues were identified.

Risk Area 8 — Non-accredited placements

Expected Control - Colleges can claim a Credit for 80 hours of non-accredited placements. Colleges
should have procedures in place to identify students undertaking non-accredited placements and to
set a reasonable duration of non- accredited work experience/placement for these students.
Colleges should be able to justify the level of credits claimed for the placement element as well as
the overall claim for the student.

Where a course involves an element of non-accredited work experience or placement, the College
determines the duration and credit value of this activity as part of the curriculum planning process
based upon the required hours of attendance. Attendance at work experience or on placement is
monitored in a number of ways depending on the nature of the placement, and the placement
provider. The student may carry an attendance sheet which is signed by the placement provider and
then passed to the relevant lecturer to update the attendance system. Additionally, an attendance
report may be sent to the College by the placement provider and the lecturer responsible will record
the attendance on staff advantage.

The Head of Information Systems and Digital Infrastructure explained that the non-accredited work
experience is only allocated for full time courses. We tested the full population of students who have
undergone non-accredited work experience. We obtained a report from the Unit-E system which
shows a list of all students who attended non-accredited work experience for each course. This report
also provides details of the agreed duration of the work experience and the attendance record for
each student. For 2024/25, there were a total of 5 courses where students have undergone non-
accredited work experience. Credits are claimed as part of the overall course credits and we
confirmed that for these courses the credits have been claimed correctly as per the FES guidance.

No reportable issues were identified.
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Adjustments

We have not identified any issues which require adjustments to the College’s Credits claim.
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Annex A

Credits Audit Certificate for AY 2024-25

AUDITOR’S REPORT TO THE MEMBERS OF THE BOARD OF GOVERNORS OF WEST LOTHIAN COLLEGE

We have audited the FES return which has been prepared by West Lothian College under the ‘Credits’
Guidance issued 26 June 2024 and which has been confirmed as being free from material
misstatement by the College’s Principal in her Certificate dated 03 October 2025. We conducted our
audit in accordance with guidance contained in the 2024/25 audit guidance for colleges. The audit
included an examination of the procedures and controls relevant to the collection and recording of
student data. We evaluated the adequacy of these controls in ensuring the accuracy of the data. It
also included examination, on a test basis, of evidence relevant to the figures recorded in the student
data returns. We obtained sufficient evidence to give us reasonable assurance that the returns are
free from material misstatement.

In our opinion:

e The student data returns have been compiled in accordance with all relevant guidance.
e Adequate procedures are in place to ensure the accurate collection and recording of the data.
e We can provide reasonable assurance that the FES return is free from material misstatement.

Signature:

Date: 03/10/2025

Name of audit firm: Azets

Contact Name: David Eardley, Partner

Contact telephone number: 0131 473 3500

Date FES returned: 01/10/2025
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© Azets 2025. All rights reserved.

Registered to carry on audit work in the UK and regulated for a range of investment business activities by the Institute of
Chartered Accountants in England and Wales.
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ANNEX A

COLLEGE CERTIFICATE

Scottish Funding Council
Apex 2

97Haymarket Terrace
Edinburgh

EH12 SHD

| confirm that the FES return contains details of all Credits claimed in respect of
fundable programmes relating to college activity in AY 2024-25.

| also confirm that | am satisfied that the information supplied in the FES return is free
from material misstatement.

I confirm that the figures include, where appropriate, any adjustments identified from
our auditors' review.

The total number of Credits claimed is as follows:

Threshold Claimed

Total Credits 44,605 45,421

College name: West Lothian College

College Principal's signature:

i, COMOraii

Date: 2 October 2025
Please return your completed form to:

SFC Data Returns datareturns@sfc.ac.uk by 3 October 2025.
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Audit Committee

STRATEGIC RISK REGISTER

Purpose

This paper provides a summary update on the status of the strategic risk for which
the Audit Committee has lead responsibility. Members are asked to note the current
scores and mitigations.

Action from Sept Audit Committee

The Board meeting held on 16 September ratified the decision to split the strategic

risk which the Audit Committee has lead responsibility for into two, and this is
reflected in this current paper and going forward.

Strategic Risk Risk Current
Appetite Score
6.1 | There is a risk of failure to react to a significant 1-8 6

cyber incident due to inadequate infrastructure or
sub-optimal business continuity planning,
resulting in a major interruption to service.

6.2 | There is a risk of failure to react to an emergency | 1-8 6
incident on campus due to inadequate
infrastructure or sub-optimal business continuity
planning, resulting in a major interruption to
service.

Mitigating actions for the two separate risks are included in Appendix A.
Recommendation
The Committee is asked to note the update(s) to the strategic risk(s) detailed in this

paper which will be included in the overall Strategic Risk Register to be discussed at
the Board of Governors meeting on 2 Dec.

Simon Earp
Vice Principal — People, Performance and Improvement
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APPENDIX A — AUDIT COMMITTEE STRATEGIC RISKS
Risk 6.1 — No change

Risk Risk Owner Controls and Mitigations Appetite | Score
Lead Committee
Strategic Goal(s)

6.1 There is a risk of failure to | Vice Principal People Current and Ongoing 6
react to a significant cyber | Performance and =
e . 3*2
incident due to inadequate | Improvements e Monthly Cyber security scorecard (October 2025) report classified as A (91%).

infrastructure or sub-
optimal business continuity | Audit Committee
planning, resulting in a

e  Cyber Essentials Plus accreditation underway and due early December 2025.
Endpoint and patch management system implemented for full visibility of all assets connected
to the college infrastructure to be secured and patched automatically.

jor int tion t i i . Iy . . . . .
;nearj\j?(r:én efruption fo Aligned to strategic goal: | o positive outcomes from monthly cyber security table-top exercises with our Chief Information
' * Inspire and enable Security Officer.
success for all e Annual Business Continuity Planning exercise undertaken with all college managers took place

on 28 May 2025.

e A managed Security Operations Centre and Security Information and Event Management
contract is now in operation, monitoring, detecting, investigating and responding to
cybersecurity threats 24/7, 365 days a year.

e All staff complete mandatory training on cyber security and incremental and tailored short
training packages via Boxphish.

e The upgrade of our server infrastructure supporting the student records system and associated
tools was implemented as panned during the October holiday week and is now under ongoing
monitoring in terms of server performance.

Future

e Further reviews and updates of cyber incident and IT policies undertaken by our Chief
Information Security Officer.

e Business Continuity Plan Oversight Group meets quarterly to ensure staff know what actions to
take in the event of emergencies and that we learn lessons and provide required training.
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e 3-year rolling plan for information systems and digital infrastructure updated annually to help
reduce the risk of a cyber incident.

e Review digital infrastructure staffing model to respond to environmental, statutory and
legislative changes related to cyber security.

Risk 6.2 — No change

Risk Risk Owner Controls and Mitigations Snietichy|pScas
Lead Committee
Strategic Goal(s)

6.2 There is a risk of failure to | Vice Principal People Current and Ongoing 6
react to an emergency Performance and e Annual Business Continuity Planning (BCP) exercise undertaken with all college managers :Is,;
incident on campus due to | Improvements took place on 28 May 2025

inadequate infrastructure
or sub-optimal business Audit Committee
continuity planning,

. Health & Safety Officer participates in quarterly Lothian and Borders CONTEST meetings
¢ When appropriate, college managers engage in formal meetings of the Prevent Multi-Agency
Partnership (this includes Police Scotland, West Lothian Council’s Youth Justice team and

resulting in a major Aligned to strategic goal: NHS professionals).
interruption to service. e Inspire and enable ¢ Robust Safeguarding policy and procedures in place, with refresher events taking place in the
success for all first two weeks of November

All staff complete mandatory training on safeguarding, Prevent, and health and safety

e Targeted training for specific staff teams, most recently first responder training for members of
front facing teams

e First phase of the lockdown alerting system has been installed in all 5 buildings with the final
phase currently being scheduled. Training will commence in December and the first campus
test planned for February.

e Business Impact Assessment completed annually, reviewed each academic year, and held on
the Smartlog system.

Future

e Business Continuity Plan Oversight Group meets quarterly to ensure staff know what actions to
take in the event of emergencies and that we learn lessons and provide required training.

e Annual BCP planned for May 2026 with a focus on health and safety
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AUDIT COMMITTEE MEETING 25 November 2025
REPORT ON COMMITTEE REVIEW OF STRATEGIC RISKS
LEARNING AND TEACHING COMMITTEE REVIEW
MEETING 10 November 2025
Strategic Risk Risk Current S¢
Appetite

1.2 | There is a risk that the student experience is worsened due to 9-15 4

industrial action resulting in a drop in attainment rates.
1.3 | There is a risk that we fail to meet our national equality obligations | 1-8 6

due to a lack of strategic focus.
2.1 | There is a risk that the college fails to deliver high quality learning | 1-8 4

and teaching due to not focusing on continuous improvement
resulting in lower student retention and success rates.

2.2 | There is a risk of a less effective student voice due to limited 9-15 6
engagement with students resulting in a reduction in satisfaction,
retention and attainment.

Learning and Teaching Response to Risk:
The committee noted there was no change to any of the risks and was content with

the current scores against all risks.

FINANCE AND GENERAL PURPOSES COMMITTEE REVIEW
MEETING OF 11 NOVEMBER 2025

Strategic Risk Risk
Appetite
9-15

Current
Score

1.1 | There is a risk that the college is unable to meet demand
due to insufficient funding resulting in not addressing the
needs of the region.

1.4 | There is a risk that the college fails to deliver actions in
our Net Zero Plan due to a lack of funding resulting in not
achieving our net zero targets.

3.1 | There is a risk that the college is not able to achieve 9-15 9
break-even in 2026-27 due to insufficient income resulting
in a decline in learning and service delivery

3.2 | There is arisk that the college is not able to achieve 9-15 9
break-even in 2026-27 due to spiralling costs resulting in a
decline in learning and service delivery
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3.3 | There is a risk that the college is financially unsustainable
due to unaffordable and unfunded national pay awards,
resulting in continued cost-cutting.
4.1 | There is a risk of not being able to maintain high levels of | 9-15 6

staff retention, wellbeing, productivity and engagement
due to the impact of perpetual change resulting in a
decline in motivation and service delivery

5.1 | There is a risk that the college is unable to maintain our 9-15 6
buildings due to a lack of funding resulting in a poorer
work environment

Finance and General Purposes Response to Risk:

The Finance and General Purposes Committee noted there was no change to the
risks and was content to note the current scores.

The committee discussed the removal of risk 1.1 is out with the college’s control.
The committee supported the removal of risk 1.1, subject to approval by Audit
Committee. The risk will be retained in the register until removal is approved by the
Board. There was further discussion about the removal of risk 3.3 but it was agreed
this risk should be retained within the register.

The committee also discussed changing the Board risk appetite for risks 4.1 and 5.1.
It was agreed the risk appetite should not be changed at this point. Risk appetite will
be part of the agenda for the Board Development day in May 2026 when new risk
appetite scores will be established for the next academic year.

AUDIT COMMITTEE MEETING 25 NOVEMBER 2025

Strategic Risk Risk Current
Appetite Score
6.1 | There is a risk of failure to react to a significant 1-8 6

cyber incident due to inadequate infrastructure or
sub-optimal business continuity planning,
resulting in a major interruption to service.

6.2 | There is a risk of failure to react to an emergency | 1-8 6
incident on campus due to inadequate
infrastructure or sub-optimal business continuity
planning, resulting in a major interruption to
service.




Action: For information Agenda Item: 5.2

West Lothian College
Paper: 15B

Audit Committee Response to Risk:
To be discussed at the meeting

Articulation of risks was discussed at the Audit Committee meeting of 9 September
2025.

It was agreed that an exemplar articulation of risk would be submitted to the meeting
of 25 November 2025 for discussion.

Exemplar risk for discussion:

2.1 | There is a risk that the college fails to deliver high 1-8 4
quality learning and teaching due to not focusing on
continuous improvement resulting in lower student
retention and success rates.

Current and Ongoing Mitigations for risk 2.1

e Preparations for engagement with the new Tertiary Quality Enhancement Frame-
work are well underway.

e Ongoing focus on improving student success, in particular in curriculum areas
with student outcomes below the college average.

e Progress on 3-year implementation plan to embed meta skills in all courses.

e Drive forward and monitor General Teaching Council (Scotland) registration of
eligible staff, ensuring that lecturers adhere to professional standards.

e Learning and Quality Champions promoting high quality learning, teaching, as-
sessment, quality assurance and enhancement.

e All staff engaged in learning, teaching or assessment meet every three weeks to
share good practice, enabling teams to address challenges collectively while ex-
changing strategies to enhance overall performance.

e Course tutors in place for all full-time courses to monitor student retention and
attainment.

e All new initiatives are evaluated with a focus on impact, value for money and
continuous improvement.

Discussion points :

e Does the risk reflect the cause?
e Do all mitigation statements reflect the who, what, when, why?

Jenny Stalker
Board Secretary and Governance Advisor
25 November 2025
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