West Lothian College
Audit Committee

Meeting Date: Tuesday 10 March 2026, 0930 — 1200 hrs
Venue: Meeting Room 2, No 1 on the Square
Teams meeting link included in meeting invitation
Ref | Agenda Item Paper | Lead
Presentation: Marketing Team - 30 mins
Louise Byrne, Marketing Manager, Pippa Smith, Marketing Officer and Jade Redpath,
Marketing Assistant
1 Committee Administration
1.1 | Welcome and Apologies Verbal | MS
1.2 | Declaration of any Conflicts of Interest Verbal | MS
1.3 | Minutes of previous meeting of 25 November 2025 1 MS
1.4 | Matters Arising from meeting of 25 November 2025 2 MS
1.5 | Minutes of Extraordinary meeting of 4 February 2026 3 MS
1.6 | Matters Arising from Extraordinary meeting of 4 February 2026 4 MS
2 Matters for Board Approval
2.1 | Whistleblowing Policy and Procedure January 2026 S} JS
3 Matters for Attention
3.1 | Information Systems and Digital Infrastructure Report BD
3.2 | Health and Safety Quarterly Update Report EP
3.3 | Complaints Report SE
4 Review of Risks
4.1 | Strategic Risk Register 2025-26: Review of Risks owned by 9 SE
Audit Committee
4.2 | Strategic Risk Register Review: Verbal | MS
Audit Committee overall quarterly review of risks
Matters for Information
Any Other Business (AOB)
Date of Next Meeting: 2 June 2026 at 09.30 am Verbal | MS
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10 March 2026

Audit Committee
Meeting of 25 November 2025

Present:

Mark Sheridan (Chair of Audit Committee and Non-executive Member)

Lesley McGiffen (Vice Chair of Audit Committee and Non-executive Member) (Online
Attendance)

Rehela Hussain (Non-executive Member)

Kevin Hentges (Non-executive Member)

Shelagh Fraser (Support Staff member)

Chris Wood (EIS Trade Union Member)

In attendance:

Sue Cook (Chair of the Board of Governors)

Seonaid Crosby (Chair of Finance and General Purposes Committee)
David Eardley (Azets Internal Auditors)

Hazel Brady (Vice Principal, Learning and Attainment)

Jennifer McLaren (Vice Principal, Finance and Estates)

Simon Earp (Vice Principal, People, Performance and Improvement)
Beth Brownlee (Head of Student Experience and Improvement)

Bill Dunsmuir (Head of Information Systems and Digital Infrastructure)
Brian Battison (Audit Scotland)

Emily Purdie (Health and Safety Officer)

Jenny Stalker (Board Secretary and Governance Advisor)

Apologies:

Jackie Galbraith (Principal and CEQO)

Tony Sharkey (Vice Chair of the Board of Governors)
Todd Lumsden (Head of Faculty, Care Health and Sport)

Presentation: Cyber Security
Brian Smillie, Digital Infrastructure Manager, Nikki Main, ICT Technician, Jay
Pound, Systems and Network Officer

The Head of Digital Infrastructure introduced members of the Digital Infrastructure
Team and gave a presentation on cyber security development for the college.

The committee heard the college was the first to adopt the Acumen Cyber Managed
Service which allows cyber security threats to be continuously monitored. The
committee was given an insight into the benefits of the managed service.

It was noted that Al presents an additional threat to email security. The Head of

Digital Infrastructure explained how the college is using Boxphish training to inform,
train and update staff and students on cyber security and IT use.

AC/10032026/sharepoint 1



Action: To Approve Agenda Item:1.3

Paper 1

West Lothian College
10 March 2026

The committee asked what difference has been made as a result of the approach to
cyber security training. The Head of Digital Infrastructure noted the training has
successfully raised staff awareness and that the training has a good completion rate,
although there is still work to do. The committee noted that students are also
required to use MFA for college work.

The Vice Principal, Learning and Attainment highlighted the Head of Digital
Infrastructure’s positive leadership and noted this should be recognised.

The committee noted the dedication and commitment of the team and applauded the
work the whole team does to mitigate the impact of potential threats to the college.

1 Committee Administration
1.1  Welcome
The Chair of the Board welcomed the Chair of Audit Committee to his
first meeting as Chair of the committee.
The Chair of Audit Committee welcomed everyone to the meeting.
1.2  Declarations of Conflicts of Interest

Azets Internal Auditors left the meeting at the point where the Azets
proposal to carry out the college Governance Effectiveness Review
(GER) was discussed.

1.3  Minutes of the Previous Meeting of 9 September 2025

The minutes of the meeting of 9 September 2025 were accepted as a
correct record.

1.2  Matters arising from 9 September 2025

All actions were completed. Action 5 to review the articulation of risk
controls was addressed as part of the agenda.

2 Matters for Board Approval

The committee noted that agenda papers 3, 4, 5 and 6 had not been finalised
due to continuation of the external audit.

The committee raised a point of concern about the delay in presenting papers
to committee and the need for members to approve papers which committee
has not had sufficient time to peruse.
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The Vice Principal, Finance and Estates apologised for the lateness of papers
and confirmed it had been agreed with Audit Scotland that it would be
beneficial to send out the papers in their current draft form to facilitate
discussion on the basis that it was unlikely there would be material changes to
the results. It was also confirmed the Audit is still going on.

It was agreed that a joint meeting of Finance and General Purposes and Audit
Committees be held immediately before the Board of Governors meeting
between 1500-1600 pm on 2 December 2025 to enable approval of the
finalised papers for recommendation to the Board. It was confirmed Audit
Scotland will attend this meeting.

The Chair of the Board noted that Finance and General Purposes and Audit
Committee meeting dates have been pushed forward in academic year 2026-
27 to ensure such a delay does not arise in future.

2.1 Annual Report to the Board of Governors and Auditor General for
Scotland 2024-25

Audit Scotland discussed the draft Annual Audit Report and confirmed
that it expected to issue an unqualified opinion but would confirm once
the audit was complete.

The committee was content with the draft report and the assurance that
there are no matters of concern highlighted.

2.2 Annual Report and Financial Statements

The committee noted Audit Scotland’s comments on the success of
actions taken to achieve a positive year-end adjusted operating
position.

The Vice Principal, Finance and Estates confirmed the adjusted
operating position is positive and represents overall strong
performance for the year.

The committee heard a detailed explanation on how the actual
adjusted operating position figure was arrived at and agreed the draft
Annual Report and Financial Statements present an extremely positive
picture of a resilient and well managed college. The committee agreed
the explanation was helpful.
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The key performance indicators were discussed and noted as reflecting
the college’s continued high performance across almost all modes of
study despite considerable financial challenges.

The committee commented positively on the detail in the report which
reflects the college’s positive commitment to the Scottish Government’s
Fair Work Policy.

The Chair of Audit Committee confirmed that approval of the Annual
Report and Financial Statements will be deferred until the joint meeting
between Finance and General Purposes and Audit Committees on 2
December 2025.

2.3 Letter of Representation
To be approved subject to finalisation of the audit.
3 Matters for Committee Approval
3.1  Audit Committee Annual Report to the Board of Governors

The Vice Principal, Finance and Estates discussed the Audit
Committee Annual Report to the Board of Governors and confirmed the
report is prepared in line with Scottish Funding Council guidance.

The committee noted the report was in draft form at this stage and
noted previous discussion on the positive adjusted operating position.

The committee was content with the draft content but deferred approval
and recommendation to the Board until after the extraordinary joint
meeting of Finance and General Purposes and Audit Committees has
taken place on 2 December 2025.

3.2 Internal Audit
The committee noted the internal audit report and the opinion provided.

The proposed Internal audit programme for 2025-26 was discussed
and changes to the original programme were approved by the
committee.

3.3 Governance Effectiveness Review (GER)
Azets introduced the proposal and discussed the requirements of the

Scottish Government for the review of good governance. Azets noted
the Gillies report which is the biggest point of change for governance
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processes within the college context and discussed how the
recommendations from this report can be addressed by the college.

Azets Internal Auditors left the meeting at this point and the Audit
Committee went on to discuss the proposal to approve Azets to
conduct a Governance Effectiveness Review in March 2026.

The committee discussed the proposal presented and the potential
costs involved. The committee noted the maijority of college reviews
are carried out by College Development Network but queried whether
we should be looking at obtaining a third quote to ensure value for
money.

It was agreed we should seek three proposals for Audit Committee
consideration before making a decision to appoint. Audit Committee
will be consulted for approval via email.

Action 1: Board Secretary and Governance Advisor
To prepare a proposal request and seek three proposal submissions,
to be presented for Audit Committee consideration via email.

4 Matters for Attention

4.1

Information Systems and Digital Infrastructure Report

The Head of Information Systems and Digital Infrastructure discussed
highlights from the report.

The committee noted the strategic review of server migration with West
Lothian Council and that the college has received a 6t clean review of
credit audit. The Teams Telephony implementation was noted as
slightly delayed but with no material impact to business continuity.

The committee noted the Microsoft campus agreement had been
brought to Finance and General Purposes Committee and Audit
Committee approval was now being sought.

The Audit Committee was content to give approval to proceed with the
campus agreement.

The committee requested that roadmap updates be brought to every
Audit Committee meeting to assist with discussion on resourcing
projects at a strategic level.

AC/10032026/sharepoint 5



Action: To Approve Agenda Item:1.3

Paper 1
West Lothian College
10 March 2026

Action 2: Head of Information Systems and Digital Infrastructure
To include a summary of roadmap progress to each meeting.

The Audit Committee noted the informative and detailed report.
4.2 Health and Safety Quarterly Report

The Health and Safety Officer spoke to the report, highlighting key
developments. It was noted that a comparison of accident rates across
the sector will be presented, if available, in the next report.

It was noted that Borders College has visited the college to explore
best practice in implementing health and safety developments.

The committee thanked the Health and Safety Officer for the inclusion
of additional commentary on RIDDOR events. A rolling update on the
number of risk assessments uploaded to SMARTLOG was suggested
for inclusion in future reports.

Action 3: Health and Safety Officer
To include a rolling update on risk assessments uploaded to
SMARTLOG

It was confirmed the Health and Safety Policy is now with the Executive
Team for sign-off.

The committee noted the paper and thanked the Health and Safety
Officer for her input.

4.3 Progress in Implementing Previously Agreed Internal Audit
Recommendations

This paper was covered as part of the Internal Audit Report.
The Audit Committee noted the paper.
4.4 Complaints Report

The Head of Student Experience and Improvement highlighted the
number of complaints remains consistently low and we continue to
meet public sector reporting requirements.

The committee noted the report.
4.5 Internal Audit Report 2024-25: Review of Student Funds and EMA

The committee noted the college is compliant with Scottish Funding
Council requirements and noted the report.
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4.6

Internal Audit Report 2024-25: Review of Credits Return

The committee noted the report.

5 Review of Risks

5.1

5.2

Strategic Risk Register 2025-26: Review of Risks owned by Audit
Committee

The Vice Principal, People, Performance and Improvement noted the
mitigations in place for risk 6.1. The committee noted the mitigations
were discussed in detail as part of the Cyber Security presentation
given to the meeting.

The removal of risk 1.1 was discussed at Finance and General
Purposes Committee and brought to Audit Committee for approval. The
committee agreed this risk should be removed from the register on the
basis that the college has no control over mitigating against the risk.

The Audit Committee approved recommendation of the removal of Risk
1.1 to the Board of Governors.

Action 4: Vice Principal, Finance and Estates
To remove risk 1.1 from the Strategic Risk Register after Board
approval is given on 2 December 2025.

Audit Committee Response to Risk:

The Chair of Audit Committee introduced a discussion on the risks
owned by committee.

The committee noted the risks and risk scoring has not changed and
was content to accept current risk scoring.

A further discussion took place on articulation of risks in the strategic
risk register, informed by an exemplar provided by the Board.

It was noted that it is for the Executive Team to discuss and feed these
controls into the register to be discussed at the May Strategy Event.
This will inform articulation of risks in the Strategic Risk Register for
2026-27.

The committee agreed that we should not seek to make risks and
controls even more detailed but we should improve clarity based on the
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exemplar. It was also noted the addition of colour coding and
escalation/de-escalation arrows would support articulation.
6 Matters for Information
There were no matters for information
7 Any Other Business
There was no other business.
8 Date of Next Meeting
The date of the next meeting will be Tuesday 10 March 2026.
Note: There were no matters discussed during the meeting, during which Members
declared any conflict of interest, or the Board Secretary and Governance Advisor

was aware from the Register of Interests that discussion could give rise to such a
conflict.
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Audit Committee

MATTERS ARISING / ACTION UPDATE FROM THE AUDIT COMMITTEE
MEETING OF 25 NOVEMBER 2025

Action 1: Board Secretary and Governance Advisor, Governance Effectiveness
Review (GER)

To prepare a proposal request and seek three proposal submissions, to be
presented for Audit Committee consideration via email.

Action status: Complete

Action 2: Head of Information Systems and Digital Infrastructure, Information
Systems and Digital Infrastructure Report

To include a summary of roadmap progress to each meeting

Action status: Complete. Roadmaps are included as appendices 1 and 2 in the
Information Systems and Digital Infrastructure report.

Action 3: Health and Safety Officer, Health and Safety Quarterly Report

To include a rolling update on risk assessments uploaded to SMARTLOG

Action status: Complete. SMARTLOG update in Health and Safety Quarterly

report.

Action 4: Vice Principal, Finance and Estates, Strategic Risk Register 2025-26:
Review of Risks owned by Audit Committee

To remove risk 1.1 from the Strategic Risk Register after Board approval is given on
2 December 2025

Action status: Complete
ACTIONS CARRIED FORWARD FROM PREVIOUS COMMITTEE MEETINGS:

There were no matters arising actions carried forward to the meeting of 10 March
2026
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Audit Committee

Extraordinary Meeting of 4 February 2026

Present:

Mark Sheridan (Chair of Audit Committee)
Shelagh Fraser (Support Staff member)
Rehela Hussain (Non-executive member)
Kevin Hentges (Non-executive member)

In attendance:

Sue Cook (Chair of the Board of Governors

Tony Sharkey (Vice Chair of the Board of Governors)
Jenny Stalker (Board Secretary and Governance Advisor)

Apologies:
Chris Wood (EIS Trade Union Member)
Lesley McGiffen (Non-executive Board Member)

1 Committee Administration

1.1  Welcome
The Chair welcomed everyone to the meeting.
1.2  Declarations of Conflicts of Interest
There were no declarations of conflicts of interest noted.

2 Matters for Approval: Governance Effectiveness Review
Procurement process

The Chair confirmed the one agenda item for this meeting was the approval of
an independent reviewer, based on proposals received, to conduct the
Governance Effectiveness Review.

The Chair confirmed that steps were taken to address concerns raised by
members at the Audit Committee meeting of 25 November 2025 to ensure the
contract for this work is awarded through the correct procurement process.

The Board Secretary and Governance Advisor confirmed that four

organisations were invited to submit proposals for the work and that two
proposals had been received.
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The committee was assured that APUC guidelines have been met and that
the contract, being low value, has devolved approval through Audit Committee
and the Vice-Principal, Finance and Estates.

The committee was content to agree that the correct process has been
followed.

Governance Effectiveness Review Proposals

The committee discussed the detail and merits of the two proposals received
from College Development Network and Azets Internal Auditors.

Members agreed that both proposals are particularly good and provided
broadly similar detail in terms of cost and ability to provide an independent
review of governance effectiveness. It was noted the College Development
Network cost was not inclusive of expenses. The committee expressed a
concern that these costs could escalate to an unacceptable level.

Committee members noted that College Development Network is a reviewer
of choice for the sector and has wider expertise that could provide a more
rounded review. The committee agreed the College Development Network
proposal gives more assurance that the review would result in a robust Board
development plan which would meet the Scottish Funding Council’s
expectations from the Governance Effectiveness Review. It was noted the
Azets proposal did not contain any detail on the actual reviewers themselves,
making it difficult to judge the level of expertise to be brought to the review.

It was agreed that College Development Network should be approached for
confirmation that the review can be completed for a total cost of £7500,

inclusive of expenses.

Subject to a confirmed cost of £7500, the committee agreed the contract
should be awarded to College Development Network.

Action 1: Board Secretary and Governance Advisor
To seek written confirmation from College Development Network that the
contract can be delivered at a cost of £7500 inclusive of expenses.

3 Any Other Business

There was no other business for this meeting.
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4 Date of the Next Meeting

The date of the next Audit Committee meeting will be Tuesday 10 March 2026
at 09.30 am.

Note: There were no matters discussed during the meeting, during which Members
declared any conflict of interest, or the Board Secretary and Governance Advisor
was aware from the Register of Interests that discussion could give rise to such a
conflict.

AC/10032026/Sharepoint



Action: To Note Agenda Iltem 1.6

Paper 4

West Lothian College
10 March 2026

Audit Committee

MATTERS ARISING / ACTION UPDATE FROM THE EXTRAORDINARY AUDIT
COMMITTEE MEETING 4 FEBRUARY 2026

Action 1: Board Secretary and Governance Advisor
To seek written confirmation from College Development Network that the contract
can be delivered at a cost of £7500, inclusive of expenses.

Action status: Completed
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Audit Committee Meeting
WHISTLEBLOWING POLICY AND PROCEDURE JANUARY 2026
Introduction

The Whistleblowing Policy and Procedure of October 2020 has been reviewed and
updated.

There have been no changes to Public Disclosure legislation and the Whistleblowing
Policy and Procedure remains largely unchanged. There are two amendments to
note:

e The Whistleblowing Policy and Procedure has been reviewed to ensure the use
of inclusive language.

e The procedure reflects the introduction of confidential Whistleblowing email
account to receive qualifying disclosures.

A qualifying disclosure sent to the whistleblowing@west-lothian.ac.uk account is
visible to the Board Secretary and Governance Advisor, who is the designated
person for the Board of Governors and, at the same time, is visible to the Chair of
the Board of Governors and the Chair of Audit Committee. The aim is to ensure
any disclosures are considered by the appropriate person within the policy
timescale.

An Equalities Impact Assessment was undertaken by the Board Secretary and
Governance Advisor and was approved by the Head of Human Resources.

Action

The Audit Committee is asked to consider the revisions and to approve the revised
Whistleblowing Policy and Procedure January 2026.

Jenny Stalker
Board Secretary and Governance Advisor
10 March 2026
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west lothian
college

Whistleblowing Policy and
Procedure

Public Interest Disclosure

January 2026

Author: Jenny Stalker

Approved by the Board of Governors: date

Review date: January 2029

Equality Impact Assessment date: 16 December 2025
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History of Changes

Version

Description of Change

Authorised by

Date

1.1

Revision of Oct 2020 Policy
and Procedure to change
text to reflect inclusive
language.

There are no legislative
changes to be taken into
account.

Process remains the same
as previous version.

A confidential
Whistleblowing email
account has been set up to
receive disclosures.

ELT

Board of
Governors

Statement of Inclusiveness

West Lothian College is an inclusive organisation and all policies, procedures,
strategies, plans, provisions, criteria, functions, practices and activities, including

decisions and the delivery of services are assessed to consider the impact on staff
and students covered by the Equalities Act 2010 by the completion of an Equalities
Impact Assessment (EIA). Protected characteristics are defined as age, disability,
gender reassignment, marriage or civil partnership (in employment only), pregnancy

and maternity, race, religion or belief, sex, sexual orientation.
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1 Introduction

1.1 Individuals may at one time or another have concerns about what is
happening at work. Generally, these concerns are easily resolved.
However, when they are about serious malpractice, like fraud or
financial irregularities, corruption, bribery, dishonesty, acting contrary to
staff codes of conduct, criminal activities, or creating or ignoring a
serious risk to health, safety or the environment, it can be difficult to
know what to do.

1.2  Staff may be worried about raising such issues or may want to keep
concerns to themselves, feeling it is none of their business, or that it is
only suspicion, or that raising the matter would be disloyal to
colleagues, managers or the organisation. The college has therefore
introduced this policy and procedure to deal with legitimate concerns
received from and about workers, Board members, contractors, agency
workers and all those associated with the college.

1.3  West Lothian College is committed to high standards of openness,
probity and accountability and to conducting its affairs in a responsible
manner. This policy and procedure is applied to cases covered by
legislation including the Public Interest Disclosure Act 1998 (PIDA), the
Bribery Act 2010 and the Enterprise and Regulatory Reform Act 2013.

1.4  The policy offers protection to any individual who discloses concerns,
provided the disclosure is made in the reasonable belief by the
individual making the disclosure that it intends to show malpractice.
The protection does not extend to those who choose not to raise their
concerns under this policy.

Whistleblowers will be protected from suffering any detriment including
disciplinary action, bullying or harassment as a result of making their
concerns known.

2 Scope and Purpose

2.1 The purpose of this document is to outline the process by which issues
of serious concern to members of staff can be appropriately and
constructively raised and addressed without detriment to the individual
raising the issue or to the college, its reputation or interests.

2.2 The process outlined within this document defines the framework within
which public interest disclosure issues will be administered for all staff
employed by the Board of Governors of West Lothian College. This
includes seconded staff, contractors, consultants and others working
on behalf of the college and to members of the Board of Governors.

3 Context
3.1 Public Interest Disclosure Act

The Public Interest Disclosure Act 1998 provides legal protection for
any worker making a qualifying disclosure of wrongdoing by their
employer.
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3.2 Qualifying Disclosures

The Public Interest Disclosure Act 1998 identifies those specific
instances where a public disclosure would be protected under law.
These instances are as follows:

where a criminal offence is being committed

where a person is failing to meet a legal obligation

where a miscarriage of justice is occurring

where the health and safety of an individual is being endangered
where the environment is being damaged

where information concerning the above is being deliberately
concealed

Disclosure in these circumstances should be made through the
appropriate process detailed below.

3.3 The college recognises and supports the right of staff to raise qualifying
disclosure issues and also to raise issues concerning failures in
governance, management, academic integrity, or financial propriety.

The college operates a zero-tolerance approach to bribery of any form.

3.4 This policy is not intended to afford an alternative mechanism for
employees to blow the whistle about breaches of their employment
contract. Such matters should be dealt with through the college’s
internal grievance procedure.

3.5 The Human Resources department is available to provide, in
confidence, information on the policy and procedure to any individual
who has a matter of concern and will, if required, offer advice and
support.

4 How to proceed:
41 Anonymous Disclosures

The college would normally expect that any qualifying disclosures are
made in an open and transparent manner and that individuals would
put their name to any disclosures they make. All disclosures will be
treated as confidential.

However, it is recognised that some staff may feel concerned about
raising issues and may prefer to raise issues anonymously. In these
circumstances, the process will still apply but it should be recognised
that the college’s ability to investigate and communicate on progress
may be limited as a result.

4.2 Initial Steps:

In deciding the scope of the investigation, the following will be taken
into account:
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e the seriousness of the issues raised
e the credibility of the concerns; and
¢ the likelihood of confirming the allegation from attributable sources.

4.3 Anindividual should make a public interest disclosure, marked ‘Private
and Confidential’, to the designated person. The designated person is
the Board Secretary and Governance Advisor:

The disclosure should be submitted in writing, to:

The Board Secretary and Governance Advisor
West Lothian College

Almondvale Crescent

Livingston

West Lothian

EH54 7TEP

A confidential email address for disclosures is noted below:
Email address: whistleblowing@west-lothian.ac.uk

4.4 If the disclosure is about the Board Secretary and Governance Advisor,
then the disclosure should be made in writing, marked ‘Private and
Confidential’, to the Principal and Chief Executive:

The Principal and Chief Executive
West Lothian College
Almondvale Crescent

Livingston

EH54 7TEP

A confidential email address for disclosures to the Principal and Chief
Executive is noted below:

Email address: execadministration@west-lothian.ac.uk

4.5 If the individual does not wish to raise the matter with either the
designated person or the Principal and Chief Executive, they may send
the written disclosure, marked ‘Private and Confidential’ to the Chair of
Audit Committee, if the issue falls within the remit of that committee, or
to the Chair of the Board of Governors as follows:

Chair, Audit Committee
West Lothian College
Almondvale Crescent
Livingston

EH54 7TEP

Chair, Board of Governors
West Lothian College
Almondvale Crescent
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4.6

Livingston
EH54 7EP

A confidential email address for disclosures to the Chair of Audit
Committee or the Chair of the Board of Governors is noted below:

Email address: whistleblowing@west-lothian.ac.uk

A disclosure made to the whistleblowing@west-lothian.ac.uk mailbox is
immediately visible to the Chair of the Board of Governors, the Chair of
Audit Committee and the designated person.

In cases involving financial malpractice, the designated person will
normally act throughout in close consultation with the Principal and
Chief Executive Officer as the Accounting Officer for the college.

5 Process

5.1

5.2

5.3

5.4

5.5

The designated person will consider the information available to them
and decide the form the investigation should take. The decision may
be:

e To investigate internally, or
¢ To refer the matter to the police, or
e To call for an independent or external investigation

If the decision is that the investigation should be conducted by one or
more of these means, the designated person will ensure they are
satisfied that such a course of action is warranted, notwithstanding the
possibility of double jeopardy. Any investigation of a criminal complaint
by the police or procurator fiscal, however, will be given precedence.

Where the matter is to be the subject of an internal inquiry, the
designated person will then consider how to conclude whether there is
a prima face case to answer. This consideration will include
determining whether the matter raised is sufficiently material, well-
founded, credible and substantial to justify investigation. A ruling of “no
case to answer” should not be taken lightly because, at first sight but
without investigation, the matter raised appears to be trivial or of
personal rather than wider public concern.

Recourse to an official external body will only be used when internal
procedures have been exhausted or would be inappropriate. For
example, an external investigation might well be necessary if the
complaint is one made against the Principal and Chief Executive and/or
the Chair of the Board of Governors.

If the person about whom the disclosure is made is alleged to have
committed an act of gross misconduct (as detailed in the college’s
Disciplinary Procedures), it may be necessary to suspend the member
of staff during the period of the investigation. The designated person
will consult the Principal and/or the HR and People Development
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Manager on the relevancy and implementation of the disciplinary
procedures for this purpose.

6 Investigation

6.1

6.2

6.3

6.4

6.5

6.6

Any investigation will be conducted as sensitively and speedily as
possible, taking account of the wider public interest, the interests of the
discloser, the person(s) alleged to have committed wrongdoing or
malpractice and the college.

The investigation will not be carried out by the person(s) who will reach
a decision on the matter. The designated person will appoint an officer
of the college to carry out an investigation and report their findings to
the designated person, unless it is immediately obvious that the matter
should be referred to an external authority for investigation, such as the
college’s internal or external auditors, the SFC (Scottish Funding
Council), Audit Scotland or the Police.

The designated person will advise the Chair of the Board of Governors
and the Chair of the Audit Committee that an investigation is taking
place, by whom the investigation is being carried out, and when it is
expected to report any findings or recommendations.

The college will treat disclosures in a confidential and sensitive
manner. The identity of the individual making the disclosure will be kept
confidential provided it does not hinder or frustrate the investigation.
However, the investigation process may need to reveal the source of
the information and the individual making the disclosure may need to
provide a statement as part of the evidence required. The individual
will be consulted prior to this being implemented.

The person about whom a disclosure is made will be informed of the
nature of the disclosure and of the supporting evidence and will be
allowed to comment, as part of the investigation.

The designated person will consider the findings of the investigation, in
consultation with the Chair of the Board of Governors and the Chair of
the Audit Committee, who will make a collective decision.

7 Feedback

71

7.2

The designated person has a duty to ensure that the disclosure is
investigated as sensitively and expeditiously as possible. Timescales
will vary, however, and will depend upon the nature of the allegation
and whether an external organisation is to be involved in the
investigation.

Upon receipt of a disclosure, the designated person will send
confirmation of receipt, in writing, within 5 working days, to the person
making the disclosure. They will inform the discloser as soon as is
practically possible, and ensuring confidentiality, of what action, if any,
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is to be taken and will keep the discloser informed regularly thereafter
of progress, at least every 28 days.

7.3  After an initial investigation, other internal procedures may be invoked
by the designated person, such as:

disciplinary procedures

grievance or complaints procedures
harassment procedures, or

a further, more detailed “special” investigation

7.4 |If action is taken and the disclosure is upheld, a review of the nature of
the disclosure will be undertaken to minimise the chances of a
reoccurrence of the disclosed behaviour.

7.5 If no action is to be taken, then the individual concerned should be
informed of the reason for this and allowed the opportunity to remake
the disclosure to another appropriate person who will consider all the
information presented and the procedures which were followed. The
second person will be a senior member of college staff, not involved in
the initial investigation. The outcome of this would be either to confirm
that no further action should be taken or that further investigation is
required.

8 Malicious Allegations

8.1  When raising a concern, an individual must declare any personal
interest in the matter. Any false and malicious accusations will be dealt
with under the college’s Disciplinary Procedures. Disciplinary action will
be considered only if there is clear evidence that an individual has:

e used the policy to raise false or malicious complaints

e used the policy to make a complaint for personal gain

e justified complaints or accusations inappropriately through public
forums such as social media or newspapers

9 Reporting of Outcomes

9.1 Areport of all disclosures and any subsequent actions will be made by
the designated person who will retain such reports for 5 years. In all
cases, a report of the outcomes of any investigation will be made to the
Audit Committee, in detail where the issue falls within its purview, and
in summary in other cases, as a means of allowing the Audit
Committee and the Board of Governors to monitor the effectiveness of
the procedure.

10 Review

This policy and procedure will be reviewed every 3 years or earlier in the event of
a change to legislation.
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Wesi .Io.thiah
college

Equality Impact Assessment

Before carrying out an EIA, you should familiarise yourself with the college’s EIA Policy
Statement and Guidance, along with further information and resources which are available
on iShare

EIA covers strategies, policies, procedures, plans, provisions, criteria, functions,
practices and activities, including decisions and the delivery of services, but will be
referred to hereinafter as ‘policy/practice’.

Policy/Practice (name or

brief d iption):
rief description) Whistleblowing Policy and Procedure December 2025

Strategy/Policy includes
Equalities Statement of

Inclusiveness? Yes/No Yes, statement included

Reason for Equality Impact Asessment (choose from the following options):

e Proposed new
policy/practice

e Proposed change to an
existing policy/practice

e Undertaking a review of
an existing
policy/practice

e Other (please give
detail):

Review of existing policy and procedure

Person responsible for the policy area or practice:
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Name: Jenny Stalker

Job title: Board Secretary and Governance Advisor

An Equality Impact Assessment must be carried out if the policy/practice:

o affects operational or strategic functions of the college
e is relevant to the promotion of equality (in terms of the Public Sector Equality Duty
‘needs’ as set out in the Policy and Guidance)

Why the EIAis being To ensure the college is compliant with legislation related to
carried out Public Interest Disclosure.

Equality Groups

Relevant to the Policy/Practice, identify which of the undernoted equality groups are
impacted upon:

o Age

o Disability

e race (including

ethnicity and

nationality)

religion or belief

sex

sexual orientation

gender

reassignment

e pregnancy and
maternity

e marriage or civil
partnership

All groups

Draft/BSGA/161225 11



Record your assessment against the following statements:

Statement

Equality assessment

Detail the evidence of the needs of
the identified equality groups and
any gaps in information

Will application of this
policy/practice lead to
discrimination (direct or indirect),
harassment, victimisation, less
favourable treatment for particular
equality groups?

No, the aim of the procedure is to ensure all
workers, regardless of background are treated fairly
and equally with regard to public disclosures.

If yes, how will the policy/practice
be changed to contribute to
advancing equality of opportunity

Text has been changed to reflect use of appropriate
pronouns.

State how this policy/practice will
foster good relations:

Supports the college’s open and transparent
approach to staff relations

Will the policy/practice create any
barriers for any other groups?

No

If yes, how will the policy/practice
be changed to contribute to
advancing equality of opportunity

The policy will be reviewed in 3 years and will take
account of identified changes

Which equality groups or
communities have been consulted
in the development and review of
this policy/practice?

Best practice advice was sought from the college
Development Network and other colleges.

Equality Impact Assessment Outcome

Select one of the four options below to indicate how the development/review of the

policy/practice will be progressed and
options that do not apply):

state the rationale for the decision. (Delete the

Option 1: No change required — the
assessment is that the policy/practice
is/will be robust.

Option 2

Draft/BSGA/161225
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Option 2: Adjust the policy or
practice — this involves taking
steps to remove any barriers, to
better advance equality and/or to
foster good relations.

Option 3: Continue the policy or
practice despite the potential for
adverse impact, and which can be
mitigated

Option 4: Stop the policy or
practice as there are adverse
effects cannot be
prevented/mitigated against.

Monitoring

When will the policy/practice next be
reviewed?

Publication of EIA

Can this EIA be published in full,
now? Please state Yes or No

If No — please specify when it may be
published or indicate restrictions that

apply:

No

Policy and procedure is to be approved by
Executive Leadership Team and by Audit
Committee in March 2026

Approval by the Board of Governors is required
before publication

Sign-off

EIA undertaken by
Name:

Date:

Accepted by person responsible for
the policy/practice named above:

D O’Sullivan, HR & People Development
Manager
16 December 2025

Name: Jenny Stalker, Board Secretary and Governance
Date: Advisor
16 December 2025
Draft/BSGA/161225 13




Approved by Equalities Committee

Date:

Retain a copy of this form for your own records and send a copy to Ibyrne@west-
lothian.ac.uk
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Audit Committee
INFORMATION SYSTEMS AND DIGITAL INFRASTRUCTURE (IS&DI) REPORT
Introduction

This paper provides an update on key projects either completed or currently in
progress to the end of the first quarter of 2026, aligning these activities with the
strategic objectives set out in the Digital Strategy.

Aim 1 — Ensure data protection, cyber security, and infrastructure resilience
Aim 2 — Provide services that facilitate, inspire, and enable success for all
Aim 3 — Use data at the core of business decisions

Aim 4 — Develop and use digital systems to drive effectiveness and efficiency
Aim 5 — Integrate artificial intelligence in learning and support

Aim 6 — Deliver sustainable digital development.

DIGITAL INFRASTRUCTURE (DI)
Aim 1 - Ensure data protection, cyber security, and infrastructure resilience
Server Infrastructure Renewal

The migration of the student records and the associated server infrastructure,
completed in October 2025, continues to be monitored closely by DI staff in
partnership with West Lothian Council, as part of the IT Shared Services
arrangement.

Performance testing of the core database and routine monitoring of application
servers are ongoing to ensure the environment remains optimally configured and
maintains service reliability for all users, including students and staff accessing
online services.

With all key deliverables achieved, including substantial enhancements to account
management processes that have strengthened cyber security across the revised
infrastructure, the project has now transitioned to a care and maintenance footing.
Chief Information Security Officer as a service (CISOaas)

A second, quarterly, service review of the academic year was held on 4 February

2026, with our service partner, Barrier Networks. A service progress map is shown
below.
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Service Progress

Gantt Overview: CISO-as-a-Service Deliverables and Timeframe
Service Period: Oct 25 - Sep 26

WLC CISO-as-a-Service Status 10 11
Barrier Matrix Deliverables (and prereqs) WIP
CIRP Review WIP
X WIP
NIST Assessment To Do
Risk Workshop To Do
Reporting To Do

A programme of cyber—Tabletop Exercises (TTXs) has been planned through to the
end of September 2026, coinciding with our annual contract review, with the latest
exercise successfully completed on 17 February 2026.

Cyber Essential plus (CE) Accreditation

The annual Cyber Essentials (CE) accreditation process is now underway.
Significant preparatory work has been undertaken by the DI team, with support from
external partners and West Lothian Council where required.

The accreditation timeline is as follows:

o January 2026: Preparation and evidence gathering completed by the DI team.

e February 2026: CE self-assessment submitted to Barrier Networks.

« February—March 2026: Review, clarification requests, and additional evidence
submission (if required).

o April 2026: Final assessment and accreditation outcome expected.

o A follow-up penetration test is scheduled, with scope agreed for critical
infrastructure.

Managed SOC (Security Operations Centre) and SIEM (Security Information
and Event Management)

Ongoing meetings with the Academia account manager and relevant staff are
helping to refine the requirements for the new SOC and its configuration across the
College network. Deployment of the agents is now complete, allowing the Security
Operations Centre to deliver round-the-clock monitoring of all digital infrastructure,
endpoints, and network activity using advanced automation and analytics.
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A recent low-level security incident illustrates the value and effectiveness of the
college’s enhanced cyber-surveillance capabilities. At 17:43 on 17 December 2025,
the SOC identified potential masquerading activity and suspicious execution via the
Windows Subsystem for Linux (WSL) on a college web application server. Within
three minutes, the affected server was isolated, and containment and remediation
actions were initiated. The swift detection and response prevented escalation and
mitigated any risk of further compromise.

A short, contained service interruption occurred on the affected systems, with no
indication of movement to other servers on the infrastructure, or communication with
any malicious external sources.

Remediation and Next Steps

« Continue strengthened monitoring across the digital infrastructure.

o Complete a review of user access levels and server configurations.

o Deliver further staff security awareness training, including ongoing use of
BoxPhish modules.

« Introduce tighter controls on WSL usage and software installation.

Detection Summary

A summary of the most prominent detections for December 2025 can be found
below, with these 73 detections resulting in four incidents, which were escalated to
the college for review.

A detection is a flagged event generated when security tools or analysts identify
behaviour that matches known indicators of attack, compromise, or abnormal
activity, e.g. anomalies detected on inbound or outbound email like phishing
campaigns.

Deteaiicns Installed Agents Inactive Agents

73 1285 108

Trend of Elastic Incidents

18 16

16

14

12

10 9

a

o] @] &)

N & @

July August September October MNovember December
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Aim 4 - Develop and use digital systems to drive effectiveness and efficiency
Teams Telephony

The implementation of Microsoft Teams telephony was completed on 15 December
2025. The crossover period with QUANTUM Telecom, the previous ISDN provider,
which was maintained to ensure continuity of service during the transition, has now
concluded.

Benefits of the new telephony solution include:

« Full integration with Microsoft Teams, enabling staff to make and receive calls
from any device, supporting flexible and hybrid working.

« Improved call quality and resilience, with cloud-based failover ensuring greater
service continuity for users.

« Reduced operational overhead, simplified number management, automated
updates, and centralised administration through the Microsoft 365 environment.

« Lower long-term costs, through consolidation of services and retirement of
legacy telephony infrastructure.

« Enhanced user experience, with features such as voicemail to email, call
queues, hunt groups, and improved accessibility options.

« Futureproof scalability, allowing rapid addition or reallocation of numbers,
supporting future reorganisation.

INFORMATION SYSTEMS (IS)

Aim 3 - Use data at the core of business decisions

Data Dashboard Project

Enhancements to the Data Portal, our integrated ecosystem of connected Power Bl
reports, continue to progress. The 2025-26 academic year marks the second year of
full deployment of the credits dashboard, a strategic tool designed to help
management forecast the college’s final credit outcomes. By using real-time data
alongside historical trends in early withdrawals, the dashboard aims to deliver the
most accurate predictions of target achievement.

Aim 4 - Develop and use digital systems to drive effectiveness and efficiency

Development roadmaps

Appendices 1 and 2 provide a quarterly update on a range of rolling development
and care and maintenance projects, over the next three academic years.
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The college is entering a phase where new development projects need to be
identified and prioritised, using a revised approach informed by lessons learned from
the Systems Review Group (SRG), particularly drawing on the e-Portfolio project.

The process is led by the College Leadership Team (CLT) and follows three stages:

o Stage 1: CLT members propose potential development projects using a short
proforma. These are submitted in advance of a CLT meeting, where sponsors
give a brief one-minute pitch. An initial sift is then conducted to decide which
projects progress.

o Stage 2: Selected projects are reviewed in more detail through a triage process
involving the development team and project sponsors. This clarifies scope,
outcomes, scale, and indicative resource requirements. Smaller items may be
absorbed into business-as-usual activity rather than treated as formal projects.

o Stage 3: Triaged projects are presented back to CLT for further consideration,
prioritisation, and decision-making.

Learning and Development System

Work on the specification is complete and ready for the next phase. Progress has
been paused while we evaluate two potential delivery routes: commissioning the
system through Education Software Solutions (ESS), our existing student records
supplier, or developing it in-house as a pilot project.

The in-house option would leverage recent upskilling within the team, building
internal capability to develop and support bespoke systems. We are currently
assessing both approaches against cost, timescales, and long-term sustainability
before proceeding.

We expect to confirm the delivery approach within the next month and will provide a
further update at the next meeting.

Surveys

Now in its fourth full year of operation, the college's survey platform has collected
over 376,000 actionable data points from students, providing a robust foundation for
trend analysis and evidence-based decision making. The 2025-26 academic year
has seen the successful delivery of both the Induction and SPARKLE surveys, each
achieving an average response rate of 60%. The Student Satisfaction and
Engagement Survey is scheduled for launch in March 2026.
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E-Portfolio System

Since implementing the e-Portfolio system in November 2024, we have worked
closely with ESS to refine functionality based on regular assessor feedback.

The candidate rollout is now complete, with all candidates actively able to be using
the system. The project groups meet on a fortnightly basis and have overseen
changes and improvements to address identified issues, for example further updates
to the Internal Verification (IV) elements have been scheduled for late February.

The previously outlined server infrastructure changes have been completed to
improve performance and reliability, with complications resolved through
collaborative work with ESS, the council as our partner and our DI team. We are still
experiencing some intermittent issues with performance and stability which are
currently being investigated.

Single Sign-On using Azure AD remains planned for future implementation, which
will enable candidates, external verifiers, and assessors to log in with their Microsoft
365 accounts and MFA for enhanced security.

Aim 6 — To integrate artificial intelligence in learning and support
Predictive and Prescriptive Analytics

Work on predictive analytics continues, with the team actively consulting with data
professionals across the college sector to share approaches and align on desirable
goals for predictive modelling. Provisional work has demonstrated that proof of
concept is achievable, suggesting that application data may serve as a useful
indicator of student attainment. This early progress supports the longer-term aim of
enabling staff to provide earlier, more targeted support to improve student outcomes.
Discussions are also underway around utilising cloud-based processing to support
the machine learning workloads, which are computationally intensive.

Link to Strategic Risk Register 2025-26
The contents of this paper demonstrate action to mitigate the following risk:
e Risk 6.1: There is a risk of failure to react to a major cyber incident due to

inadequate infrastructure or sub-optimal business continuity planning, resulting in
a major interruption to service.
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Action

The committee is asked to note the updates provided in the paper.

Bill Dunsmuir

Head of Information Systems and Digital Infrastructure
10 March 2026
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Information Systems development roadmap - 2024/25 to 2027/28
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Audit Committee
HEALTH AND SAFETY REPORT
Introduction

This report covers the period October to December 2025. In addition to the usual
operational responsibilities, Health and Safety activities in this quarter involved staff
training on the use of Smartlog and continuing to review and test Lockdown systems.

Accidents, Incidents, Near Misses and Investigations

The monitoring, recording and reporting of accidents, incidents and near misses are
a legal requirement for all the college’s activities and operations. As well as meeting
the college’s legal obligation, it allows identification of where and how risks arise and
allows us to make improvements to mitigate risks.

The college records accidents, incidents and near misses now on the Smartlog
health and safety management system. There were 25 forms returned in this period,
compared to 44 in 2024. The unsafe act was investigated and reported to Health and
Safety Executive (HSE). In all cases, each report is fully investigated by the college
Health and Safety Officer. The Smartlog management system is used to record
investigations, updates, hold photographs and assigns actions for follow up.

Month Count Record Type Count Accident Type Count
Oct 11 Minor accident/ 18 Non-accident first aid 5
injury
Nov 10 Pre-Existing 6 Sporting injury 5
condition/illness
Dec 4 Unsafe act/ **1 Contact with sharp 4
condition/incident object
Total 25 Near miss 0 Existing health 3
conditions
RIDDOR 0 Slips/trip/fall on same 2
level
Status Count Burns/scold/hot 1
surface/hot liquid
Staff 1 Contact with moving 1
machinery
Student 22 Incident 1
Member of *1 Struck by falling object | 1
public
No person 1 Dangerous occurrence | 1
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*This was a school student on a trip to college taking part in a sporting activity and
was hit on the head with a ball.

** Unsafe Act - A machine was being moved with a hired forklift truck which then
during the operation falling onto Local Exhaust Ventilation (LEV) ducting. The
following investigation found the machine had not been made stable. Damage was
caused to pipework but no other damage or injury sustained. The investigation
outcome recognised that there was no detailed planning carried in accordance with
Lifting Operations and Lifting Equipment Regulations (LOLER). A review of area risk
assessments and safe systems of work was carried out and a lifting permit was
created. The Executive Leadership Team was given a full debrief which included
lessons learnt and actions to be taken.

Scheduled Events

College Development Network (CDN) Management of Health and Safety
Network quarterly meeting:

The college Health and Safety Officer co-chaired the meeting covering the following
discussion points:

e HSE Update: Discussions around Reporting of Injuries, Diseases and Dangerous
Occurrences Regulations (RIDDOR) and trigger points for HSE visits. HSE visit
types, e.g. Reactive visits and Targeted inspection campaigns. Mental wellbeing
and stress are not currently featured

e Education Advisory Group on Tobacco and Vaping update: The West Lothian
College Health and Safety officer attended to represent the CDN group. There is a
new bill that is currently waiting on Royal Assent but with no confirmed date as to
when this will happen. This proposes that from January 2027 it will be illegal to
sell tobacco products, vapes and any associated products to anyone born after 1
January 20009.

e Association of Colleges (AoC) Benchmarking survey update: Statistics are
currently being prepared, and these will hopefully be shared with participating
colleges early in 2026. (At time of writing these are still not available to be
included into the report.)

e Martyn’s Law discussion: Members took part in a discussion about colleges’
varied approaches and their state of preparation and planning in relation to this
legislation following a short introductory presentation by one of the chairs.

e |tis recognised that colleges are still awaiting additional sector-specific guidance
for colleges/education establishments in Scotland, and the network will advise
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members when we receive an update from Scottish Government as to when this
may become available. It should be noted that we are fully aware of the
requirements of Martyn’s Law. We decided to go ahead with installing a lockdown
communication system, developed a procedure, produced training materials, and
delivered initial training during the February development week to catering,
learning centre and reception staff. The training programme will be rolled out to all
remaining teams in the coming months. Any guidance produced by the Scottish
Government will only explain how organisations in Scotland, such as colleges, are
expected to comply with the Act. We believe we are meeting these expectations
through the measures we are putting in place.

e Smartlog Demonstrations: A visit was requested by the new Health and Safety
Manager from Kelvin College who wanted to see how this has integrated into our
daily operations and how we plan to use it to further enhance its safety protocols.
They took away several ideas to consider for their own institution, again
highlighting the value of cross-college collaboration and shared learning. A
separate request from Ayrshire College also asked for a demonstration of how we
were using Smartlog to control assets. They had purchased they system before us
but are only using part of it. The Health and Safety Officer was able to
demonstrate the good work that had been done with the Computing, Engineering
and Built Environment faculty in setting up the system to its full use.

Construction, Engineering & Built environment (CEBE) fortnightly technicians
meeting:

The Health and Safety Officer currently attends these meetings to support ongoing
use of Smartlog which has been implemented into the faculty. This means that
scheduled maintenance and broken equipment can be reviewed, trends observed
and agree any escalations to managers where these are not progressing.

Association of Colleges Quarterly Meeting

The quarterly Association of College meeting took place with the Health and Safety
Officer in attendance and the following agenda points were discussed:

AG Lockdown Presentation
Drone Risk Assessment
Benchmarking exercise
Registration of pesticide use.

Health and Safety Management

The following arrangements are in place to control health and safety risks, in order to
meet the legal requirements and show commitment to all stakeholders:

AC/10032026/Sharepoint 3



Action: For Attention

West Lothian College

Agenda ltem 3.2

Paper 7

10 March 2026

Health & Safety Committee

H & S Committee meetings during this
period

17 November 2025

Minutes from meeting have been posted | Yes
on teams/SharePoint
Actions raised at H & S committee 12 Action 6
November meeting points
against
Health &
Safety
Officer
Outstanding | 1

Next meetings

4 February 2026
25 May 2026

Employer’s Liability Insurance

Aviva Employers Liability Insurance

Expires on 31 July 2026

Interventions In Last 12 Months

HSE Inspections

Improvement Notices

Prohibition Notices

Improvements issued by Fire Service

o0 |0|0o

Prevent National Referral

Reporting a concern to Police Scotland
under Prevent — where there is a
concern a person is susceptible to
radicalisation

Risk Assessments

Number of risk assessments (RA) due
for review

All faculty risk assessments are now on
Smartlog. This means these will now
highlight where these have not been
reviewed and trigger reminders for staff

Number of new Risk Assessments
created by H & S Officer

0

First Aid Risk Assessment

Completed Dec 2024

Fire Risk Assessment

Work in progress Feb 2026

Health and Safety Policy

Policy Statement approved by

Jackie Galbraith

Last Reviewed October 2025
Next Review date October 2026
Responsibilities currently unassigned 0
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Health and Safety Policies and
Procedures

Next Review due date

Accident, Incident and lll-Health May 2028
Reporting Procedure

Adverse Weather Policy April 2028
College Closure Policy April 2028
Lone Working Procedure June 2028
Inspection and Auditing Procedure May 2028
Emergency Evacuation Procedure August 2028
Work Placement Procedure July 2028
Day Trips, Overseas Trips and May 2028
Residential Procedure

Counter Terrorism Procedure May 2028
Risk Assessment Procedure April 2028
COSHH Procedures June 2028
First Aid Procedures January 2028
Lock out/Tag out Procedure June 2028
Noise at Work Procedure and Guidance | June 2028
Business Continuity Policy Framework August 2028
Fire Safety Actions

Outstanding actions related to fire 0

inspection

Overdue actions related to fire 0

inspection

Last emergency evacuation drill
(daytime)

10 September 2025

Last emergency evacuation drill
(evening)

11 September 2025

(evening)

Next emergency evacuation drill March 2026
(daytime)
Next emergency evacuation drill March 2026

Health and Safety Training

Internal Training (Health and Safety Officer)

e Onsite training for two new first aid volunteers was carried out, showing
processes, equipment including first aid rooms and rotas.
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e COSHH training with Catering team leader on Safety Data Sheets and
completing COSHH was carried out in addition to a webinar hosted by an
external company.

e Training for new fire marshal, walkaround of areas to be checked, procedure and
equipment.

e Overview of Health and Safety with new Learning and Skills manager for Care
Health and Sport faculty.

e Training this manager in the procedure for evening duty manager.

e Thirty Smartlog training sessions with various staff and faculties across college.

External Delivery

Epilepsy Scotland delivered training to a range of staff
including some first aiders, after further work with the Health Epilepsy
and Safety Officer on an award agreement were awarded the S bl
epilepsy friendly award for the second time.

W

Changes to Legislation
There were no legislation changes in this period
Contest and Prevent

e Attendance to the West Lothian Council Quarterly Contest meeting and Lothian
and Borders Contest meetings took place.

e Recording of Lockdown training video with Marketing which will complement the
fire video we already use at induction. This allows users to hear the lockdown
alarm and see process for doing this for themselves.

e Lockdown alarms were installed throughout the college and tested by Estates.

e Lothian and Borders Tabletop “Exercise Shopboard” event was hosted by
Borders College and attended by the organisations who attend the Contest
meetings and their extended colleagues. The college was represented by the
Health and Safety Officer and the scenarios used was a festival in the Borders
which demonstrated how the multi-agencies would respond to and recover from a
terrorist related incident. The objectives were as follows:

e To ensure understanding of the Command and Control structures that would
be established in response to a terrorist incident occurring in the
CONTEST/LRP area.

e To promote awareness of the complexities surrounding a terrorist incident
occurring in Scotland, and the role of the Scottish and UK Governments.

e To provide the opportunity to test partners response and recovery
arrangements (the emphasis being on the key elements of recovery).
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e To provide all partners with an opportunity to consider the response and
recovery structures and resources required to deal with a terrorist incident in
their area.

e To consider the role of partners’ public communications teams and others in
the response to and recovery from a terrorist related event affecting your
area.

e To consider how Warning and Informing would be structured in response to a
terrorist incident; (Run, Hide, Tell) Protect UK.

e To consider the longer-term recovery issues associated with a terrorist
incident including engagement with community/business and support for
victim of terrorism.

This exercise provided an opportunity for similar organisations, such as colleges, to
come together and discuss the potential impact of a terrorist incident at a large public
event. It allowed us to consider how such an event would affect our students and
staff, the likely duration of any police investigation, and the wider aftermath. We were
also able to explore what recovery might look like, both for the affected area and for
the college as we work to return to normal operations.

Continuous Improvement
Smartlog

One of the key pieces of work already undertaken by Computing, Engineering and
Built Environment faculty is the upload of asset details into Smartlog. This allows
lecturers to raise helpdesk tickets directly against a specific asset, ensuring all
repair-related activity is recorded and tracked. The full paper trail, including
assessments, contractor actions, and completion notes will be visible within the
system, and updates are communicated back to the lecturer so they are kept
informed of the asset’s status.

Each asset also has scheduled safety checks built in. These checks will
automatically generate alerts, including notifications to lecturers when a machine is
taken out of service. All servicing records and maintenance history will be stored
against the individual asset, providing a comprehensive picture to support
purchasing decisions, lifecycle cost analysis, and time/resource planning for
management.

Work is also underway to complete the uploads of all current risk assessments and
COSHH and then transfer these to the Smartlog templates. Some faculties are
already creating new risk assessments for students including Care Plans and
Personal Emergency Evacuation Plans. The plan is to have all staff trained, ready to
use these from A/Y 2026-27.
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Health and Safety Training Videos

The college currently purchases safety care videos covering health and safety topics
and, with the introduction of the Learning Academy, the Health and Safety Officer
has been working with the Learning and Development Officer and the Moodle
Learning Technologist to develop these into a set area that can be accessed for
health and safety e-learning. Once completed, this will be advertised to staff and can
be self-enrolled for any topic.

Recommendation

The Audit Committee is asked to note this report.

Emily Purdie
Health and Safety Officer
10 March 2026

AC/10032026/Sharepoint 8



Action: For Attention

West Lothian College

Agenda Item 3.2

Paper 7

10 March 2026

Appendix 1: SmartLog Progress

| Topic |extra info lexpected roll out Rolled out to Dept
Whole college  Estates CEBE CHS BCE AES Support dept H&S

Check & Test Aug-26 Mar-25| Aug-25| Aug-25 n'a Jan-25
Lateral Flow Tests n/a n'a n/a n/a n‘a n'a nia n'a
PCR tests n/a n'a n'a n/a n‘a n'a n/a n'a
Track and Trace n/a n‘a n'a n'a n‘a n'a n'a n'a
COSHH Aug-26 na na na
Risk assessment Uploaded Feb-26 3 N v N v
Risk assessments onto smartlog RA template Aug-26 vl
fire risk assessment Mov-24 N N
matemity asessment Aug-26
Accident Reporting first aiders logged onto app to record onphones  |Aug-24 N ~./ v W v N N

Including maintence, checklist, helpdesks
Asset M anagement associated with assets Aug-26 Apr-25 Juk25| May-25| Jan-26|n/a

cumertly used by H&S but can be used by anyone |l ar-25 N N
Audits across college- further discussion required

To be discuss postential to be used across college
Contract M anagement and could be adapted for work palcements

RA and docs can be set up inthis category to be
Document Library read and a read receipt given Sep-25

topdesk helpdesk system being used by estates

and whole college- this is just for lecturr to raise
Help Desk tickets to technicians to fix equipment Aug-25 n/a n'a Aug-25|n/a na na n'a na
Individual Heath Care Plan (IHCP) Aug-26 Sept Sep-25
Medical Tracking we don't issue medicines na na n'a na n'a n'a n'a
Personal Emergency Evacuation Plan (Peep) Aug-26 Sep-25 Sep-25

v v v v v v v v

Information Fire wardens/first aiders/safeguarding team names |Sep-24
Policies and Procedures Jul-25
Offiste Activity -rips August/sept 26
Risk Register stil to be decided how to roll out

toolbox talks and mentoring type traiing can be
Training added to system Sep-26
DSE New starts automatically added M ar-26
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Report on Number of Risk Assessments on Smartlog, 18 February 2026

Department Count
All departments 2
All locations 3
Estates and Sustainability 112
Access, Employability and Schools 15
Business, Creative and Enterprise 227
Computing, Engineering and Built Environment 171
Care Health and Sport 178
Executive 1
Student Experience and Improvement 6
Grand Total 715

These are the number of risk assessments which are currently uploaded to Smartlog. Some are uploaded documents which were
previously on Sharepoint and these are gradually being transferred over to Smartlog templates. This means there is currently some

duplication in the numbers, but this shows progress at the date of production.
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Audit Committee

COMPLAINTS REPORT

This report provides the latest complaint statistics and trend analysis for the period
from 1 November 2025 to 31 January 2026, the second quarter of academic year
2025-26.

Background

The college is obliged to follow the Scottish Public Sector Ombudsman's (SPSO)
guidance for complaints handling. In line with the spirit of the guidance, we see
complaints as opportunities to learn and continually improve the stakeholder
experience.

Also, through the model complaints handling process, we are expected to share
complaints information quarterly. This report fulfils that expectation.

In this period, we have also provided reports to the Quality Assurance Agency
Scotland (QAAS) as part of the Advanced Information Set for scrutiny in our Tertiary
Quality Enhancement Review (TQER).

The number of complaints remains very low compared to the number of students
enrolled.

Complaints Received 1 November 2025 to 31 January 2026

Table 1: Complaints showing level complaint is dealt with and whether upheld or not,
Quarter 2 2025-26

Upheld Part Not Resolved/ Open Total
Upheld Upheld | Withdrawn
Level 1 1 3 2 2 1 9
Level 2 1 0 1 1 0 3
Total 2 3 3 3 1 12

Even if a complaint is not upheld, most people are satisfied with how it is resolved. If
they are not happy with the outcome, we always direct them to the SPSO for an
independent review.
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Detail of Complaints in Q2 2025-26

The tables and charts below present more detailed information about the complaints
that have arisen in the second quarter of the year.

Table 2: Complaints showing category and whether upheld or not, Quarter 2 2025-26

Category Upheld Part Not Resolved/ | Open Total
Upheld | Upheld | Withdrawn

Learning delivery 0 0 3 1 1 5

staff action

Standard of 1 1 0 0 0 2

service

Support staff 1 0 0 1 0 2

action

Student 0 1 0 1 0 2

Behaviour

Other 0 1 0 0 0 1

Total 2 3 3 3 1 12

Figure 1: The following chart shows the number of complaints in Quarter 2 by college
department.

Q2 Total Complaints by Faculty or Service

RN

2 I
0 I I I I I

Access, Business, Computing, Care, Health Equality Estates N/A None
Employability Creative and Engineering and Sport
and Schools Employability and Built
Environment
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Comparison to Quarter 2 2024-25

In the same Quarter 2 period in 2024-25, 13 complaints were raised, about the same
as in the quarter this year.

Comparison to Previous Years

Table 3: Yearly and Quarterly Comparison of Number of Complaints

Number of 2021-22 2022-23 | 2023-24 | 2024-25 | 2025-26
Complaints

Q1 14 13 11 11 11
Aug-Oct

Q2 12 13 22 13 12
Nov-Jan

Q3 24 17 12 12

Feb-Apr

Q4 8 18 7 14

May-Jul

Complaints to Ombudsman

In this quarter, we are not aware of any complaints which have been escalated to the
Ombudsman. This option is open to all who have gone through the Complaints
process.

Conclusion

The number of complaints in Quarter 2 was broadly in line with previous quarters
and from fewer than 0.1% of currently enrolled students.

Action
The committee is asked to note this report.
The committee can read the principal’s regular updates for positive feedback on staff

and the college from students and stakeholders.

Simon Earp
Vice Principal - People, Performance and Improvement)
10 March 2026

AC/10032026/Sharepoint 3



Action: For Attention Agenda Item 4.1

Paper 9

West Lothian College
10 March 2026

Audit Committee

STRATEGIC RISK REGISTER

Purpose

This paper provides a summary update on the status of the strategic risk for which
the Audit Committee has lead responsibility. Members are asked to note the current
scores and mitigations.

Action from September Audit Committee

The Board meeting held on 16 September ratified the decision to split the strategic

risk which the Audit Committee has lead responsibility for into two, and this is
reflected in this paper.

Strategic Risk Risk Current
Appetite Score
6.1 | There is a risk of failure to react to a significant 1-8 6
cyber incident due to inadequate infrastructure or
sub-optimal business continuity planning, =
resulting in a major interruption to service.
6.2 | There is a risk of failure to react to an emergency | 1-8 6
incident on campus due to inadequate -

infrastructure or sub-optimal business continuity
planning, resulting in a major interruption to
service.

Mitigating actions for the two separate risks are included in Appendix A.
Recommendation
The Committee is asked to note the update(s) to the strategic risk(s) detailed in this

paper which will be included in the overall Strategic Risk Register to be discussed at
the Board of Governors meeting on 17 March.

Simon Earp
Vice Principal — People, Performance and Improvement
10 March 2026
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APPENDIX A — AUDIT COMMITTEE STRATEGIC RISKS
Risk 6.1 — No change

Risk Risk Owner Controls and Mitigations Appetite Score
Lead Committee
Strategic Goal(s)

6.1 There is a risk of failure to | Vice Principal People Current and Ongoing 6
react to a significant cyber I*L
J y Performance and e Monthly Cyber security scorecard (February 2026) report classified as A (90%). 3*2

incident due to inadequate | Improvements
infrastructure or sub-
optimal business continuity | Audit Committee
planning, resulting in a
major interruption to Aligned to strategic goal: | *
service. e Inspire and enable
success for all.

e  Cyber Essentials Plus accreditation underway and due April 2026.

e Endpoint and patch management system implemented for full visibility of all assets connected

to the college infrastructure to be secured and patched automatically.

Positive outcomes from monthly cyber security table-top exercises with our Chief Information

Security Officer, with the last event taking place on 17 February.

¢ A managed Security Operations Centre and Security Information and Event Management
contract is now in operation, monitoring, detecting, investigating and responding to
cybersecurity threats 24/7, 365 days a year.

¢ All staff complete mandatory training on cyber security and incremental and tailored short
training packages via Boxphish.

e The upgrade of our server infrastructure supporting the student records system and associated
tools was implemented during the October holiday week and monitoring continues in terms of
server performance.

Future

e Further reviews and updates of cyber incident and IT policies undertaken by our Chief
Information Security Officer.

e Business Continuity Plan Oversight Group meets quarterly to ensure staff know what actions to
take in the event of emergencies and that we learn lessons and provide required training.

e 3-yearrolling plan for information systems and digital infrastructure updated annually to help
reduce the risk of a cyber incident.

e Review digital infrastructure staffing model to respond to environmental, statutory and
legislative changes related to cyber security.
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Risk 6.2 — No change

Risk Risk Owner Controls and Mitigations Appetite Score
Lead Committee
Strategic Goal(s)

6.2 There is a risk of failure to | Vice Principal People Current and Ongoing 6
react to an emergency Performance and e Annual Business Continuity Planning (BCP) exercise undertaken with all college managers :Is,;
incident on campus due to | Improvements took place on 28 May 2025.
inadequate infrastructure Health and Safety Officer participates in quarterly Lothian and Borders CONTEST meetings. =

or sub-optimal business Audit Committee

continuity planning, When appropriate, college managers engage in formal meetings of the Prevent Multi-Agency

Partnership (this includes Police Scotland, West Lothian Council’s Youth Justice team and

resulting_ ina major' Aligned to strategic goal: NHS professionals).
interruption to service. e Inspire and enable e Robust Safeguarding policy and procedures in place, with refresher events taking place in the
success for all. first two weeks of November.

o All staff complete mandatory training on safeguarding, Prevent, and health and safety.
Targeted training for specific staff teams, most recently first responder training for members of
front facing teams.

e The lockdown alerting system has been installed in all 5 buildings, testing is currently being
carried out by Estates staff. Training commenced in February and will be completed in advance
of the first campus test planned for June.

e Revised Business Impact Assessment (BIA) template to be presented to all managers on
25 February for completion by the end of June. All BIAs once, completed and reviewed, are
held on Sharepoint.

Future

e Business Continuity Plan Oversight Group meets quarterly to ensure staff know what actions to
take in the event of emergencies and that we learn lessons and provide required training.

e Annual BCP planned for May 2026 with a focus on health and safety.
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