West Lothian College
Audit Committee

Meeting Date: Tuesday 2 June 2026: 09.30am — 12.00pm
Venue: Meeting Room 2, No 1 on the Square
Teams meeting link included in meeting invitation

Ref Agenda Item Paper | Lead
Presentation: Sustainability Week - Caroline Jarvis and Lisa Macbrayne

1 Committee Administration

1.1 Welcome and Apologies Verbal | Chair

1.2 Declaration of any Conflicts of Interest Verbal | Chair

1.3 Minutes of previous meeting of 10 March 2026 1 Chair

1.4 Matters Arising from meeting of 10 March 2026 2 Chair

1.5 Minutes of the Extraordinary meeting of 17 March 2026 3 Chair

1.6 Matters Arising from Extraordinary meeting of 17 March 2026 4 Chair

2 Matters for Board Approval

21 Whistleblowing Policy and Procedure April 2026 5 JS

3 Matters for Committee Approval
No matters for approval

4 Matters for Attention

4.1 Information Systems and Digital Infrastructure Report 6 BD

4.2 Health and Safety Quarterly Update Report 7 EP

4.3 Internal Audit Report 2025-26 Budget Monitoring and 8 JMcL
Purchasing and Payables

4.4 External Annual Audit Plan 2025-26 9 JMcL

4.5 Progress in Implementing Previously Agreed Internal Audit 10 JMcL
Recommendations

4.6 Complaints Report 11 SE

5 Review of Risks

5.1 Strategic Risk Register 2025-26: Review of Risks owned by 12 SE
Audit Committee

5.2 Risk 6.1: Failure to react to cyber Verbal | LM
Risk 6.2: Failure to react to emergency

5.3 Strategic Risk Register Review: 13 Chair
Audit Committee overall quarterly review of full risk register 1JS

6 Matters for Information

7 Any Other Business (AOB)

8 Date of Next Meeting: Tuesday 29 September 2026 at 9.30am | Verbal | Chair

AC/02062026/Sharepoint




Action: To Approve Agenda Item:1.3
West Lothian College Paper 1

2 June 2026

Audit Committee
Meeting of 10 March 2026

Present:

Mark Sheridan (Chair of Audit Committee)

Lesley McGiffen (Vice Chair of Audit Committee and Non-executive member)
Shelagh Fraser (Support Staff member)

Kevin Hentges (Non-executive member)

In attendance:

Hazel Brady (Principal/CEQ (Interim))

Tony Sharkey (Vice Chair of the Board of Governors)

Simon Earp, (Vice Principal, People, Performance and Improvement)
Brian Battison (Audit Scotland)

Patrick Joyce (Azets Internal Auditors)

Beth Brownlee (Head of Student Experience and Improvement)
Emily Purdie (Health and Safety Officer)

Jenny Stalker (Board Secretary and Governance Advisor)

Apologies:

Jennifer McLaren (Vice Principal, Finance and Estates)

Chris Wood (Trade Union Member)

Rehela Hussain (Non-executive member)

David Eardley (Azets Internal Auditors)

Bill Dunsmuir (Head of Information Systems and Digital Infrastructure)

Presentation: Marketing Team, Louise Byrne (Marketing Manager), Pippa Smith
(Marketing Officer) and Jade Redpath (Marketing Assistant)

The Marketing Team gave an informative and interesting presentation which
included an overview of the wide range of activities the team is involved in to brand
the college, maximise course recruitment and promote the college in the wider
community.

The committee was interested to learn about the work the team does to promote the
college to prospective students and also to employers. The team are important to
managing the college’s social media platforms which are a key tool for course
recruitment but are also widely used by the team to promote wider college activities
and student events. The team have a background in journalism and marketing and
get involved in guest speaking to student groups across the college to help students
understand how to apply their learning in practice.

The committee learned how the team designed and delivered marketing campaigns

such as the Cyberdrive campaign, Rookie Barber room, EcoHouse branding and
promotion and the Meta Skills Integrative Project.
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The committee noted that student feedback had been used to create directional
graphics for the gym for new students and congratulated the team on their very
positive collaboration with the Student Association.

The committee congratulated the team on their excellent work and, in particular, the
success of the college Graduation Ceremony year-on-year.

1 Committee Administration

1.1  Welcome

The Chair welcomed everyone to the meeting.
1.2  Declarations of Conflicts of Interest

There were no declarations of conflicts of interest noted.
1.3  Minutes of the Previous Meeting of 25 November 2025

The minutes of the meeting of 25 November 2025 were accepted as a
correct record.

The committee asked if draft minutes can be provided for review at an
earlier date. The Chair agreed that it would be beneficial to circulate
minutes well in advance of committee meetings. Formal approval of the
minutes would continue to take place at the next committee meeting as
is current practice.

Action 1: Board Secretary and Governance Advisor
To pilot an earlier circulation of draft minutes of all committee meetings.

1.4  Matters Arising from the meeting of 25 November 2025

Action 1: complete

Action 2: complete. Included in Information Systems and Digital
Infrastructure Report

Action 3: complete

Action 4: complete

1.5 Minutes of the Extraordinary Meeting of 4 February 2026

The minutes of the Extraordinary Meeting of 4 February 2026 were
approved as a correct record.

1.6  Matters Arising from the Extraordinary Meeting of 4 February 2026

Action 1: complete
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The Audit Committee asked if there was further information on the
review process available at this time. The Board Secretary and
Governance Advisor confirmed a planning meeting has been
scheduled for 12 March 2026.

Action 2: Board Secretary and Governance Advisor
To circulate the review timeline for the GER to Audit Committee when
available.

2 Matters for Board Approval

21

Whistleblowing Policy and Procedure January 2026

The Board Secretary and Governance Advisor introduced the
Whistleblowing Policy and Procedure and highlighted amendments
made.

There was a detailed discussion relating to the process of reporting
qualifying disclosures and the role of the Designated Person.

The Audit Committee agreed the process is appropriate and can be
approved but that the policy wording is too formal and technical. It was
agreed to review the wording used by other organisations and to adopt
best practice as appropriate.

Action 3: Board Secretary and Governance Advisor
To review document wording and re-submit to Audit Committee for
approval.

The committee noted that the policy and procedure was out of date
when reviewed and asked if there was a tracked system to ensure all
policies and procedures are kept up to date. The committee was
assured that functional areas of the college own policies and
procedures relevant to that function and that there is operational
tracking in place. College strategies are approved and tracked at
committee level.

3 Matters for Attention

31

Information Systems and Digital Infrastructure Report

The Vice Principal, People, Performance and Improvement introduced
the report.
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3.2

The committee noted a recent low-level security incident had been
detected through the college’s work to enhance cyber-surveillance and
which would not have been picked up without the managed SIEM
system. The committee noted that this is a good example of the
benefits of this investment and that the Board should be made aware of
the return on investment.

The committee noted that a revised methodology has been adopted to
identify new projects brought to the systems review group. The
timetabling project was given as an example of a project that will be put
through this new approach which will assess current needs, costs,
potential efficiency savings and the priority of this project as compared
to other potential projects.

The committee discussed the high number of projects that are
underway and sought assurance that financial resourcing is well
planned. The committee highlighted the apparent lack of progress on
many of the projects and asked for further detail. The Vice Principal,
People, Performance and Improvement confirmed there is no risk to
the college from any of the projects not progressing and that a project
may be paused in order to transfer resources to enable progress on
another.

The committee noted that the road map presented is very helpful.
However, the committee considered the roadmap could better reflect
where projects are paused, progress is being made or confident to be
completed.

The committee requested an adjustment to the roadmap to include a
traffic light approach which clearly flags project progress.

Action 4: Vice Principal, People, Performance and Improvement
To amend the road map report to clarify project progress through a
traffic light approach.

The committee noted the comprehensive report.

Health and Safety Quarterly Report
The committee welcomed the Health and Safety Officer to the meeting.
The Health and Safety Officer spoke to the report and highlighted the

main areas of progress. The committee was pleased to note we are
sector leading in the introduction of Martyn’s Law and the introduction
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of the SMARTLOG system and that other colleges are seeking to share
our best practice.

The committee noted the roll out of SMARTLOG across the college is
well underway and was pleased to note the improvements this will
make to recording and reviewing health and safety data. It was noted
the system will provide improved risk assessment recording and
monitoring. It was noted that risk assessments are being transferred
gradually from the current manual system onto SMARTLOG.

The Health and Safety Officer confirmed that extensive training is being
rolled out on First Aid, SMARTLOG and Lockdown Training and that
training is also available as online training modules which have been
developed in collaboration with the Learning and Development Team.

The committee was pleased to note the college has been awarded the
Epilepsy Friendly award for a second time.

The Health and Safety Officer reported that a comprehensive table-top
Business Continuity Exercise was completed for CONTEST and
PREVENT, the outcomes of which have been reported to the Business
Continuity Team. It was noted the college will conduct a Business
Continuity Test in June 2026.

The committee congratulated the Health and Safety Officer on her work
and noted the report.

Update on the College Response to Safeguarding Incident

The Chair referred to a recent safeguarding incident that had occurred
on the college campus and is now being dealt with by Police Scotland.
The committee was assured there is no on-going risk either to students
or staff. It was confirmed the Chair of the Board has been kept
informed to ensure appropriate oversight and governance.

The Principal confirmed that mitigation actions have been put in place
as a result of the incident and that the college could not have done
anything to prevent the incident. The incident has been shared at a
high level with college staff and the marketing team is continuing to
monitor social media.

The Audit Committee was assured that safeguarding procedures had
been followed and risk mitigations were put in place immediately. The
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Principal highlighted the positive relationships staff have with their
students and the excellent response from the Safeguarding Team.

The committee was content the college had taken all possible steps to
address the incident and that the college has taken Police Scotland
advice. Staff and students have been supported throughout.

The committee noted appreciation for the college’s timely and
appropriate communications and was content to note the update.

3.3 Complaints Report
The Vice Principal, People, Performance and Improvement introduced
the report, highlighting the low level of complaints which are in line with
recent trends. It was confirmed there are no areas of concern to be
noted.
The committee sought and received clarification on the type of
complaint included in the “standards of service” category.
The committee was content to note the report.

4 Review of Risks

41  Strategic Risk Register 2025-26: review of risks owned by Audit
Committee
The Vice Principal, People, Performance and Improvement reported
the two risks owned by Audit Committee are green and unchanged
from the last review.
The committee was content with the scores for the risks owned by
Audit Committee.

4.2 Audit Committee overall quarterly review of risks

The committee discussed an escalated risk concern brought to Audit
Committee from the Finance and General Purposes Committee
meeting of 3 March 2026.

The committee noted the risk register paper had been circulated too
late and with insufficient information for the Audit Committee to make
an informed recommendation to the Board.
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The committee agreed the risk concern should be brought to the March
meeting of the Board of Governors and that further information should
be provided to the committee to enable a recommendation to be made.

Action 5: Board Secretary and Governance Advisor
To provide a paper to the Audit Committee in advance of the Board
meeting of 17 March 2026.

The committee discussed the revised process of reporting on the risk
register to Audit Committee and agreed there is a discrepancy in the
timeline that needs to be addressed.

It was agreed the process could be re-examined through discussion at
the Board Risk Strategy event in May 2026.

5 Matters for Information
There were no matters for information.

6 Any Other Business (AOB)
There was no other business.

7 Date of Next Meeting
The date of the next meeting will be 2 June 2026 at 09.30 am.

Note: There were no matters discussed during the meeting, during which Members
declared any conflict of interest, or the Board Secretary and Governance Advisor
was aware from the Register of Interests that discussion could give rise to such a
conflict.
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MATTERS ARISING / ACTION UPDATE FROM THE AUDIT COMMITTEE
MEETING OF 10 MARCH 2026

Action 1: Board Secretary and Governance Advisor

To pilot an earlier circulation of draft minutes of all committee meetings.

Action status: Complete

Action 2: Board Secretary and Governance Advisor

To circulate the review timeline for the GER to Audit Committee when available.
Action status: Complete

Action 3: Board Secretary and Governance Advisor

To review Whistleblowing document wording and re-submit to Audit Committee for
approval.

Action status: Complete

Action 4: Vice Principal, People, Performance and Improvement

To amend the road map report to clarify project progress through a traffic light
approach.

Action status: Complete. Reflected in the DI/IS report.

Action 5: Board Secretary and Governance Advisor

To provide a paper on the finance risk to the Audit Committee in advance of the

Board meeting of 17 March 2026.

Action status: Complete.

ACTIONS CARRIED FORWARD FROM PREVIOUS COMMITTEE MEETINGS:

There were no matters arising actions carried forward to the meeting of 2 June 2026
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Audit Committee
Extraordinary Meeting of 17 March 2026

Present:

Lesley McGiffen (Non-executive Board Member)
Kevin Hentges (Non-executive member)
Shelagh Fraser (Support Staff member)

Chris Wood (EIS Trade Union Member)

In attendance:

Tony Sharkey (Vice Chair of the Board of Governors)
Hazel Brady, Principal/Chief Executive Officer

Jenny Stalker (Board Secretary and Governance Advisor)

Apologies:
Mark Sheridan (Chair of Audit Committee)
Rehela Hussain (Non-executive member)

1 Committee Administration

1.1  Welcome
The Chair welcomed everyone to the meeting.
1.2  Declarations of Conflicts of Interest
There were no declarations of conflicts of interest noted.

2 Matters for Approval:

Recommendation to the Board of Governors: addition to the Strategic
Risk Register

The Vice Chair of Audit Committee introduced the agenda item for discussion.
The committee discussed the issues and challenges that gave rise to the
concerns that the strategic risk register did not adequately reflect the lack of
capacity in the finance function and the resulting negative impact on the

production of management accounts.

The committee discussed the paper that had been presented and agreed the
paper was sufficiently clear and detailed.
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It was agreed the introduction of Risk 4.2 to the strategic risk register was the
correct action to take.

The committee discussed the mitigating actions detailed in the paper and
agreed these are the right actions for the college to take. The Principal
confirmed the mitigating actions only apply to the finance team.

The potential impact of not putting the mitigating actions in place was
discussed along with the potential risk to the college reputation.

The committee noted that the lack of capacity in finance and the negative
impact on the timely presentation of management accounts had been raised
previously.

The committee suggested that an evaluation of the financial structures and
systems in other college sector organisations could be beneficial. The
committee queried whether our own structure is the right size for business
needs and noted a concern around the use of linked spreadsheets within our
current finance system. It was agreed that consideration of other finance
systems may identify potential actions for improvement.

It was agreed that resource and capacity for the finance function would benefit
from assessment and potentially strengthened. The committee highlighted this
is a live risk and stressed that actions should be progressed as quickly as
possible.

Action 1: Principal/Chief Executive Officer
To add resource and capacity planning into the mitigating actions for Risk 4.2

A suggestion was made to explore the introduction of internships for current
HND Accounting students as recruiting interns could potentially alleviate
workload for the current team as well as providing excellent work experience
for our students.

Action 2: Principal/Chief Executive Officer
To explore the introduction of finance internships for HND Accounting
students.

The Audit Committee agreed to recommend the introduction of risk 4.2, with
the inclusion of resource and capacity planning, to the Board of Governors.

3 Any Other Business

There was no other business for this meeting.
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4 Date of the Next Meeting

The date of the next Audit Committee meeting will be Tuesday 2 June 2026 at
09.30 am.

Note: There were no matters discussed during the meeting, during which Members
declared any conflict of interest, or the Board Secretary and Governance Advisor
was aware from the Register of Interests that discussion could give rise to such a
conflict.
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Audit Committee

MATTERS ARISING / ACTION UPDATE FROM THE EXTRAORDINARY AUDIT
COMMITTEE MEETING OF 17 MARCH 2026

Action 1: Principal/Chief Executive Officer

To add resource and capacity planning into the mitigating actions for Risk 4.2.
Action status: Complete

Action 2: Principal/Chief Executive Officer

To explore the introduction of finance internships for HND Accounting students.

Action status: In Progress
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Audit Committee Meeting
WHISTLEBLOWING POLICY AND PROCEDURE APRIL 2026
Introduction

The updated Whistleblowing Policy and Procedure was considered at the Audit
Committee meeting of 10 March 2026.

The committee was content to approve the process and the introduction of a
confidential Whistleblowing email account to receive qualifying disclosures.
However, the committee considered the language used, while updated for
inclusiveness, was too formal and not sufficiently user-friendly.

The wording has been further reviewed to present the Policy and Procedure in
simpler and personal language. There has been no change to the process.

Action
The Audit Committee is asked to consider the revision to language and to approve

the Whistleblowing Policy and Procedure for recommendation to the Board.

Jenny Stalker
Board Secretary and Governance Advisor
2 June 2026
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west lothian
college

Whistleblowing Policy and
Procedure

Public Interest Disclosure

April 2026

Author: Jenny Stalker

Approved by the Board of Governors: 9 June 2026
Review date: April 2029

Equality Impact Assessment date: 22 April 2026
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History of Changes

Version

Description of Change

Authorised by

Date

1.1

Revision of Oct 2020 Policy
and Procedure to change
text to reflect inclusive and
plain English language.

There are no legislative
changes to be taken into
account.

Process remains the same
as previous version.

A confidential
Whistleblowing email
account has been set up to
receive disclosures.

ELT

Board of
Governors

Statement of Inclusiveness

West Lothian College is an inclusive organisation and all policies, procedures,
strategies, plans, provisions, criteria, functions, practices and activities, including

decisions and the delivery of services are assessed to consider the impact on staff
and students covered by the Equalities Act 2010 by the completion of an Equalities
Impact Assessment (EIA). Protected characteristics are defined as age, disability,
gender reassignment, marriage or civil partnership (in employment only), pregnancy

and maternity, race, religion or belief, sex, sexual orientation.

We also acknowledge our responsibilities under The Human Rights Act 1998 to

protect and promote fundamental human rights and freedoms, such as the right to

life, personal liberty, an education, freedom of expression, and the prohibition of

torture.
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1

Introduction

1.1

1.2

1.3

All of us may at one time or another have concerns about what is
happening at work. Generally, these concerns are easily resolved.
However, when they are about unlawful conduct, like fraud or financial
irregularities, corruption, bribery, dishonesty, acting contrary to staff
codes of conduct, criminal activities, or creating or ignoring a serious
risk to health, safety or the environment, it can be difficult to know what
to do.

You may be worried about raising such issues or may want to keep
concerns to yourself, feeling it is none of your business, or that it is only
suspicion, or that raising the matter would be disloyal to colleagues,
managers or the organisation. You may decide to say something but
have spoken to the wrong person or raised the issue in the wrong way
and don’t know what to do next.

If you think something should be raised, please use this procedure to
let us know about it. If you are aggrieved about your personal position,
please use the Grievance Policy.

This policy offers protection to you if you wish to raise a concern,
provided you do so in the reasonable belief that it intends to show
malpractice.

You will be protected from suffering any detriment including disciplinary
action, bullying or harassment as a result of making your concerns
known.

Scope and Purpose

2.1

2.2

The purpose of this document is to outline the process by which issues
of serious concern to you can be appropriately and constructively
raised and addressed without detriment to you on raising the issue or
to the college, its reputation or interests.

The process outlined within this document tells you how a public
interest disclosure issue will be administered for all staff employed by
the Board of Governors of West Lothian College. This includes
seconded staff, contractors, consultants and others working on behalf
of the college and to members of the Board of Governors.

Context

3.1

3.2

Public Interest Disclosure Act

The Public Interest Disclosure Act 1998 provides legal protection for
any member of staff making a qualifying disclosure of wrongdoing by
their employer.

Qualifying Disclosures

The Public Interest Disclosure Act 1998 identifies the categories where
a public disclosure would be protected under law. These instances are
as follows:
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where a criminal offence is being committed

where a person is failing to meet a legal obligation

where a miscarriage of justice is occurring

where the health and safety of an individual is being endangered
where the environment is being damaged

where information concerning the above is being deliberately
concealed

Disclosure in these circumstances should be made through the
appropriate process detailed below.

3.3 The college recognises and supports your right to raise qualifying
disclosure issues and to raise issues concerning failures in
governance, management, academic integrity, or financial propriety.

The college operates a zero-tolerance approach to bribery of any form.

3.4 The Human Resources department is available to provide, in
confidence, information on the policy and procedure to you if you have
a matter of concern and will, if required, offer advice and support.

4 How to proceed
4.1  Anonymous Disclosures

The college would normally expect that any qualifying disclosures are
made in an open and transparent manner and that you will put your
name to any disclosures you make. All disclosures will be treated as
confidential and we will protect your identify if you ask us to do so. If
the situation arises where we are not able to resolve the concern
without revealing your identity (for example, because your evidence is
needed in court) we will discuss with you whether and how we can
proceed.

However, it is recognised that you may feel concerned about raising an
issue and may prefer to raise the issue anonymously. In these
circumstances, the process will still apply but you should be aware that
it is much more difficult for us to look into the matter, protect your
position or give you feedback if you do not tell us who you are.

4.2 Initial Steps:

In deciding the scope of the investigation, the following will be taken
into account:

e the seriousness of the issues raised
e the credibility of the concerns; and
¢ the likelihood of confirming the allegation from attributable sources.

4.3  You should make the disclosure, marked ‘Private and Confidential’, to
the designated person. The designated person is the Board Secretary
and Governance Advisor:
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The disclosure should be submitted in writing, to:

The Board Secretary and Governance Advisor
West Lothian College

Almondvale Crescent

Livingston

West Lothian

EH54 7EP

A confidential email address for disclosures is noted below:
Email address: whistleblowing@west-lothian.ac.uk

4.4 If the disclosure is about the Board Secretary and Governance Advisor,
then the disclosure should be made in writing, marked ‘Private and
Confidential’, to the Principal and Chief Executive:

The Principal and Chief Executive
West Lothian College
Almondvale Crescent

Livingston

EH54 7TEP

A confidential email address for disclosures to the Principal and Chief
Executive is noted below:

Email address: execadministration@west-lothian.ac.uk

4.5 If you do not wish to raise the matter with either the designated person
or the Principal and Chief Executive, you may send the written
disclosure, marked ‘Private and Confidential’ to the Chair of Audit
Committee, if the issue falls within the remit of that committee, or to the
Chair of the Board of Governors as follows:

Chair, Audit Committee
West Lothian College
Almondvale Crescent
Livingston

EH54 7TEP

Chair, Board of Governors
West Lothian College
Almondvale Crescent
Livingston

EH54 7TEP

A confidential email address for disclosures to the Chair of Audit
Committee or the Chair of the Board of Governors is noted below:

Email address: whistleblowing@west-lothian.ac.uk
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4.6

A disclosure made to the whistleblowing@west-lothian.ac.uk mailbox is
immediately visible to the Chair of the Board of Governors, the Chair of
Audit Committee and the designated person.

In cases involving financial malpractice, the designated person will
normally act throughout in close consultation with the Principal and
Chief Executive Officer as the Accounting Officer for the college.

5 Process

5.1

5.2

5.3

5.4

5.5

The designated person will consider the information available to them
and decide the form the investigation should take. The decision may
be:

e To investigate internally, or
e To refer the matter to the police, or
e To call for an independent or external investigation

If the decision is that the investigation should be conducted by one or
more of these means, the designated person will ensure they are
satisfied that such a course of action is warranted. We will tell you who
is handling the matter and how we propose to handle it.

Where the matter is to be the subject of an internal inquiry, the
designated person will then consider whether there is sufficient
evidence to support a case to answer. This consideration will include
determining whether the matter raised is sufficiently material, well-
founded, credible and substantial to justify investigation.

We will only approach an official external body when internal
procedures have been exhausted or would be inappropriate. For
example, an external investigation might be necessary if the complaint
is one made against the Principal and Chief Executive and/or the Chair
of the Board of Governors.

If the person about whom the disclosure is made is alleged to have
committed an act of gross misconduct (as detailed in the college’s
Disciplinary Procedures), it may be necessary to suspend the member
of staff during the period of the investigation. The designated person
will consult the Principal and/or the HR and People Development
Manager on the relevancy and implementation of the disciplinary
procedure for this purpose.

6 Investigation

6.1

6.2

Any investigation will be conducted as sensitively and speedily as
possible, taking account of the wider public interest, your interests as
the discloser, the person(s) alleged to have committed wrongdoing or
malpractice and the college.

The investigation will not be carried out by the person(s) who will reach
a decision on the matter. The designated person will appoint an officer
of the college to carry out an investigation and report their findings to
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6.3

6.4

6.5

6.6

the designated person, unless it is immediately obvious that the matter
should be referred to an external authority for investigation, such as the
college’s auditors, the SFC (Scottish Funding Council), Audit Scotland
or the Police.

The designated person will advise the Chair of the Board of Governors
and the Chair of the Audit Committee that an investigation is taking
place, by whom the investigation is being carried out, and when it is
expected to report on any findings or recommendations.

The college will treat disclosures in a confidential and sensitive
manner. Your identity will be kept confidential provided it does not
hinder or frustrate the investigation. However, the investigation
process may need to reveal the source of the information and you may
need to make a statement as part of the evidence required. You will be
consulted prior to this being implemented.

The person about whom a disclosure is made will be informed of the
nature of the disclosure and of the supporting evidence and will be
allowed to comment, as part of the investigation.

The designated person will consider the findings of the investigation, in
consultation with the Chair of the Board of Governors and the Chair of
the Audit Committee, who will make a collective decision.

7 Feedback

71

7.2

7.3

7.4

The designated person has a duty to ensure that the disclosure is
investigated as sensitively and as quickly as possible. Timescales will
vary, however, and will depend upon the nature of the allegation and
whether an external organisation is to be involved in the investigation.

Upon receipt of a disclosure, you will be sent confirmation of receipt, in
writing, within 5 working days. You will be informed as soon as is
practically possible, and ensuring confidentiality, of what action, if any,
is to be taken and you will be kept informed regularly thereafter of
progress, at least every 28 days.

After an initial investigation, other internal procedures may be called
upon by the designated person, such as:

disciplinary procedures

grievance or complaints procedures
harassment procedures, or

a further, more detailed “special” investigation

If action is taken and the disclosure is upheld, a review of the nature of
the disclosure will be undertaken to minimise the chances of the
disclosed behaviour happening again.
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7.5 If no action is to be taken, then you will be informed of the reason for
this and allowed the opportunity to remake the disclosure to another
appropriate person who will consider all the information presented and
the procedures which were followed. The second person will be a
senior member of college staff, not involved in the initial investigation.
The outcome of this would be either to confirm that no further action
should be taken or that further investigation is required.

8 Malicious Allegations

8.1 When raising a concern, you must declare any personal interest in the
matter at the outset. Any false and malicious accusations will be dealt
with under the college’s Disciplinary Procedures. Disciplinary action will
be considered only if there is clear evidence that you have:

e used the policy to raise false or malicious complaints

e used the policy to make a complaint for personal gain

e justified complaints or accusations inappropriately through public
forums such as social media or newspapers

9 Reporting of Outcomes

9.1  Areport of all disclosures and any subsequent actions will be made by
the designated person who will retain such reports for 5 years. In all
cases, a report of the outcomes of any investigation will be made to the
Audit Committee, in detail where the issue falls within its remit, and in
summary in other cases, as a means of allowing the Audit Committee
and the Board of Governors to monitor the effectiveness of the
procedure.

10 Review

This policy and procedure will be reviewed every 3 years or earlier in the event of
a change to legislation.
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Equality Impact Assessment

Before carrying out an EIA, you should familiarise yourself with the College’s EIA
Policy Statement and Guidance, along with further information and resources which

are available on SharePoint

EIA covers strategies, policies, procedures, plans, provisions, criteria,
functions, practices and activities, including decisions and the delivery of
services, but will be referred to hereinafter as ‘policy/practice’.

Policy/Practice (name
or brief description):

Whistleblowing Policy and Procedure April 2026

Strategy/Policy
includes Equalities
Statement of
Inclusiveness?

Yes/No

Yes, Statement of Inclusiveness included in the
Policy and Procedure

Reason for Equality Impact Assessment (choose
from the following options):

e Proposed new
policy/practice

e Proposed change to
an existing
policy/practice

e Undertaking a review
of an existing
policy/practice

e Other (please give
detail):

The existing Whistleblowing Policy and Procedure has
been reviewed and updated.

Person responsible for the policy area or practice:
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Name: Jennifer Stalker

Job title: Board Secretary and Governance Advisor

An Equality Impact Assessment must be carried out if the policy/practice:

o affects operational or strategic functions of the College
e s relevant to the promotion of equality (in terms of the Public Sector Equality
Duty ‘needs’ as set out in the Policy and Guidance)

Why the ElAis being To ensure the college is compliant with legislation related
carried out to Public Interest Disclosure and that the public sector
equality duties are promoted throughout the business of
the Board of Governors.

Equality Groups

Relevant to the Policy/Practice, identify which of the undernoted equality groups are
impacted upon:

o Age

e Disability

¢ Race (including

ethnicity and

nationality)

Religion or belief

Sex

Sexual orientation

Gender

reassignment

e Pregnancy and
maternity

All groups

Record your assessment against the following statements:

Statement Equality assessment

Which equality groups or The review of the Whistleblowing Policy and
communities have been Procedure has included consultation with the
consulted in the development | College Development Network; Board members
and review of this from diverse backgrounds; Internal and External
policy/practice? Auditors and the Student Association.
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Detail the evidence of the
needs of the identified equality
groups and any gaps in
information

There is no evidence of specific needs for any
equality group. The aim of the policy and procedure
is to afford equal and fair treatment of any
qualifying disclosure regardless of the background
of the individual or group making the disclosure.

Will application of this
policy/practice lead to
discrimination (direct or
indirect), harassment,
victimisation, less favourable
treatment for particular
equality groups?

No

If yes, how will the
policy/practice be changed to
contribute to advancing
equality of opportunity

n/a

State how this policy/practice
will foster good relations:

Good relations will be fostered by providing a forum
for a member of staff to bring forward a qualifying
disclosure without fear of detriment.

The document supports the college’s open and
transparent approach to staff relations.

Will the policy/practice create
any barriers for any other
groups?

No

Considering The Human
Rights Act 1998, does this
policy/practice impact upon
any of the following rights:
The right to life

The right not to be tortured or
treated in an inhuman way
The right to protection of
property

The right to education

The right to private and family
life

The right to personal liberty
and security

The right to a fair trial

The right to freedom of
religion and belief

No
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The right to freedom of
expression

The right to non-discrimination
in connection with human
rights

If yes, how will the
policy/practice be changed to
contribute to advancing
equality of opportunity

n/a

Equality Impact Assessment Outcome

Select one of the four options below to indicate how the development/review of the
policy/practice will be progressed and state the rationale for the decision. (Delete
the options that do not apply):

Option 1: No change required — | Option 2
the assessment is that the
policy/practice is/will be robust.

Option 2: Adjust the policy or
practice — this involves taking
steps to remove any barriers, to
better advance equality and/or to
foster good relations.

Option 3: Continue the policy or
practice despite the potential for
adverse impact, and which can be
mitigated

Option 4: Stop the policy or
practice as there are adverse
effects cannot be
prevented/mitigated against.

Monitoring

When will the policy/practice next | 3-yearly review or as required
be reviewed?
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Publication of EIA

Can this EIA be published in full,

now? Please state Yes or No No

If No — please specify when it may

be published or indicate Full approval of the Board of Governors will be

restrictions that apply: required.
Sign-off

EIA undertaken by

Name: Derek O’Sullivan
Date: April 2026

Accepted by person responsible
for the policy/practice named

above:

. Jennifer Stalker
Name:
Date: April 2026

Approved by Equalities Committee
(by exception)

Date:

Once completed, updated documents should be agreed with the Executive
Leadership Team then uploaded to the college website and Sharepoint. The
approved copy is then the source document.
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Audit Committee
INFORMATION SYSTEMS AND DIGITAL INFRASTRUCTURE (IS&DI) REPORT
Introduction

This paper provides an update on key projects completed or currently in progress to
the end of the second quarter of 2026, aligning these activities with the strategic
objectives set out in the Digital Strategy.

Appendix 1 and 2 provides updates on key operational and development projects,
with selected narrative updates provided in the body of the report.

Aim 1 — Ensure data protection, cyber security, and infrastructure resilience
Aim 2 — Provide services that facilitate, inspire, and enable success for all
Aim 3 — Use data at the core of business decisions

Aim 4 — Develop and use digital systems to drive effectiveness and efficiency
Aim 5 — Integrate artificial intelligence in learning and support

Aim 6 — Deliver sustainable digital development.

DIGITAL INFRASTRUCTURE (DI)
Aim 1 — Ensure data protection, cyber security, and infrastructure resilience
Server Infrastructure optimisation

Performance testing on the college's core student records application servers
continues following the October 2025 migration. This ensures that the environment
remains optimally configured and that service reliability is maintained for all users,
including students and staff accessing online services.

Recent infrastructure changes included an upgrade to a new pair of high-availability
internet routers, carried out by West Lothian Council, delivering improved reliability
and increased bandwidth for college network traffic.

Plans are also underway to provide new solid-state storage for the college at the
Civic Centre, further enhancing both reliability and performance. A more detailed
impact statement will be presented to the September committee.

Chief Information Security Officer as a service (CISOaas)
Following a cyber risk workshop facilitated by Barrier Networks in April, a key
recommendation was made for the college to adopt a structured, high-level cyber

risk management register and process, grounded in the ISO/IEC 27005:2022
Information Security Risk Management framework.
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Work is underway to develop a live cyber risk register, providing a consolidated and
up-to-date view of the college's risk landscape. This will support more informed
decision-making in prioritising cyber investment, enable a proactive approach to risk
management, and embed a model of continuous improvement.

ISO/IEC 27005:2022 — risk management process

Aligned with Risk management process
ISO 27001 — -

Risk scenario
Cause - consequence

N 1. Context establishment

Based on [ Define scope, criteria, risk ownership ]
ISO 31000 - l -
e ™ Risk owner

2. Risk assessment Approves & accountable
Identify — Analyse — Evaluate -

Asset-based Event-based
Documentation

. l J Process & results
o ' ™
£ 3. Risk treatment CIA triad
% Reduce Transfer Accept Avoid Confidentiality
? ~ ~ Integrity
TE l . Availability
= (" A Key concepts
8 4. Residual risk acceptance

Risk owner approves remaining risk

l

5. Communication & consultation
Ongoing stakeholder engagement

l

6. Monitoring & review
Continuous improvement, adapt to change

Applicable to all organisations,
any size or sector. Not certifiable.

Firewall replacement project

Work is underway to procure a new high-availability firewall pair, delivering resilient
perimeter security through a modern, redundant® architecture. This investment will
future proof the college's digital infrastructure while strengthening its defences
against evolving cyber threats.
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Three vendors are currently being evaluated to ensure the most appropriate solution
is selected, representing best value for money. The project will progress over the
summer with completion expected before students and staff return in August.

*In networking, "redundant"” means having a backup system that takes over if the
primary fails.

Cyber Essential plus (CE) Accreditation

The college’s annual Cyber Essentials (CE) accreditation was successfully
completed with Barrier Networks on 2 May 2026. Cyber Essentials is a UK
government-backed certification scheme that ensures organisations have
fundamental cyber security controls in place to protect against the most common
online threats.

Work is ongoing with Barrier Networks to assess our readiness to progress to Cyber
Essentials Plus, an enhanced level of certification that includes independent,
hands-on technical verification of those controls.

Aim 2 — Provide services that facilitate, inspire, and enable success for all
Computer and Audio-Visual refresh

As part of the college's ongoing asset replacement strategy, and in preparation for
the 2026—27 academic year, orders have been placed for 150 HP EliteBook 6
laptops at a total cost of £82,315 (inc. VAT). This investment ensures students and
staff have access to reliable, modern hardware, supporting effective teaching,
learning and administrative operations from the start of the new academic year.
INFORMATION SYSTEMS (IS)

Aim 4 — Develop and use digital systems to drive effectiveness and efficiency

Development Roadmaps

Appendix 1 provides a quarterly update on development projects approved through
the college's Systems Review Group, spanning the next three academic years. The
roadmaps have been slightly restructured from previous iterations to focus on
development projects, removing operational activities, although the Digital
Infrastructure section retains cyclical activities where relevant.
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A RAG rating has been introduced for ease of reference, with the key as follows:

Rating Status Description

Significant issues requiring immediate escalation. Project is off
track and unable to recover without intervention.

Issues identified that may impact delivery if not addressed.
Mitigating actions are in place or required.

Progressing as planned. No significant issues. Delivery on time,
within scope and budget.

® Red Critical
Amber At Risk

® Green On Track

New development project proposals, not already identified on the roadmaps, now
need to be identified and prioritised, using the revised approach below:

The process is led by the College Leadership Team (CLT) and follows three stages:

« Stage 1: CLT members propose potential development projects using a short
proforma. These are submitted in advance of a CLT meeting, where sponsors
give a brief one-minute pitch. An initial sift is then conducted to decide which
projects progress.

o Stage 2: Selected projects are reviewed in more detail through a triage process
involving the development team and project sponsors. This clarifies scope,
outcomes, scale, and indicative resource requirements. Smaller items may be
absorbed into business-as-usual activity rather than treated as formal projects.

o Stage 3: Triaged projects are presented back to CLT for further consideration,
prioritisation and decision-making.

Learning and Development System

Following a review meeting with Human Resources and People Development, the
project has been refreshed. There is a new Learning and Development Officer now
in place and work is continuing to ensure that the prototype is in the best possible
shape going forward.

The project will be delivered in-house, representing an excellent opportunity to build
internal capability and develop lasting expertise within the college. Engagement
sessions with prospective users are planned over the coming months to shape and
refine the product, with full development set to begin in late summer. Everything is
on track and we aim to have a test system ready by Christmas 2026.

E-Portfolio System

Since the e-Portfolio system went live in November 2024, the college has worked
closely with ESS to continuously refine functionality based on regular assessor
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feedback. All candidates are now actively using the system, marking a significant
milestone in its rollout.

The Internal Verification (IV) development work has been completed. This is a
substantial undertaking involving updates to millions of assessment records across
the system. Some further refinement is ongoing to accommodate the varying ways in
which different vocational sectors structure their IV processes.

With External Verification (EV) season now underway, the system is entering one of
its most operationally critical periods, with external verifiers beginning to access and
review evidence portfolios.

Single Sign-On, using Microsoft 365 accounts and MFA, remains a valued and
planned enhancement that will further improve the user experience.

However, server infrastructure and application performance issues have presented
challenges over recent months. A series of incremental improvements have been
implemented collaboratively by West Lothian Council, who host the college's
infrastructure, and ESS, addressing stability, reducing downtime and maintaining
service availability.

Infrastructure and application monitoring is carried out on a weekly basis, with
enhanced server and application alerting now in place to ensure a faster response
and resolution to any events causing service disruption. This approach reflects good
practice in infrastructure management, ensuring that potential issues are identified
proactively rather than reactively, minimising impact on users and supporting the
college's broader commitment to resilient and reliable digital services.

Surveys

Now in its fourth full year of operation, the college's survey platform has collected
over 400,000 actionable data points from students, providing a robust foundation
for trend analysis and evidence-based decision making. The Student Satisfaction
and Engagement Survey (SSES) launched in March 2026 and has now closed,
achieving a strong response rate of 64.5% (1,759 responses from 2,727 surveys
sent), exceeding last year's rate of 56.6%. Overall SFC (Scottish Funding Council)
satisfaction reached 97.2%, with 500 free-text comments recorded for thematic
analysis.

Aim 6 — To integrate artificial intelligence in learning and support

Predictive and Prescriptive Analytics

Predictive analytics remains an area of interest, and the team is continuing to
speak with data professionals across the college sector to share ideas and shape

longer-term goals. Early thinking suggests that application data could be a useful
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indicator of student attainment. In time, this could help staff offer earlier, more

targeted support to improve student outcomes. Cloud-based processing is also being

looked at as a viable way to support this work in the future.

Link to Strategic Risk Register 2025-26

The contents of this paper demonstrate action to mitigate the following risk:

e Risk 6.1: There is a risk of failure to react to a major cyber incident due to
inadequate infrastructure or sub-optimal business continuity planning, resulting in
a major interruption to service.

Action

The committee is asked to note the updates provided in the paper.

Bill Dunsmuir

Head of Information Systems and Digital Infrastructure
2 June 2026
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Appendix 2 Digital Infrastructure development roadmap - 2025/26 to 2027/28

KEY: . Plan Duration I % Complete |RAG:

2025/26 2026/27 2027-28
Project/Activity Frequency Type RAG Cost A|rsn - Digital
trategy | 5 6 7 8 |9 1011 12|13 14 15 16
Windows Defender rolling Annual Infrastructure £3K 1
updates maintenance security
Microsoft Intune - endpoint Annual Infrastructure £3K 1
management solution maintenance security
Microsoft Campus Agreement Annual Licencing ca8k 5
Renewal maintenance
Aligning Cisco Security Annual Infrastructure £12Kk 1
products inc CCTV upgrades maintenance security
Anti-Virus patches and Annual Infrastructure
. . £15k 1
upgrades maintenance security
Patching for Finance servers Annual Infrastrugture £3.5k 1
maintenance security
Audio Visual Upgrade Annual Asset register ‘ £10k 2
maintenance
PC Refresh Annual Asset register ‘ £81k 2
maintenance
Replacing Firewalls 5 Year Cycle Infrastrupture ‘ £50k 1
security




Appendix 1 Information Systems development roadmap - 2025/26 to 2027/28
2025/26 2026/27 2027/28
Project/Activity Frequency Type RAG Cost
Staff Learning and Development Portal New development de?/ZIs(:?)nn:Znt ' £5k
Timetabling Solution New development de?/ZIsct)?)nnjnZnt ‘ £50k
Further Education Statistics (FES) Student New development Systems £7K
Support Funds upgrade development
Server Restructure and Improvements  New development de?/ZIsct)?)nnjnZnt ‘ £5k
Bring course conter_1t from Website into New development _ Systems £10k
Unit-E integration
Tracking & Monitoring Upgrades (Schools Systems
Portal) New development development £3k
CRM System within Unit-E New development de?/glsctzrr:sent ‘ £15k
Investige improved stuldent cgurse fee New development Systems o5k
payment processing options development
Group booking online for commercial Svsterns
courses allow employers to book multiple New development y £5k

employees onto courses.
Please note: values marked in bold are
funded from Core Consultancy within
the annual ESS contract, plus an
estimate of internal staffing costs.

development
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Audit Committee
HEALTH AND SAFETY REPORT
Introduction

This report covers the period January to March 2026. In addition to the usual
operational responsibilities, Health and Safety activities in this quarter involved
training on health and safety, first aid, Smartlog Health and Safety management
system and lockdown (Martyn’s law) training.

Accidents, Incidents, Near Misses and Investigations

The monitoring, recording and reporting of accidents, incidents and near misses are
a legal requirement for all the college’s activities and operations. As well as meeting
the college’s legal obligation, it allows identification of where and how risks arise and
allows us to make improvements to mitigate risks.

The college records accidents, incidents and near misses now on the Smartlog
health and safety management system. There were 32 forms returned in this period,
compared to 56 in 2025.

In all cases, each report is fully investigated by the college Health and Safety Officer.
The Smartlog management system is used to record investigations, updates, hold
photographs and assigns actions for follow up.

Month Count Record Count Accident Type Count
Type
Jan 11 Minor accident/ 18 Non-accident first
injury aid
Feb 10 Pre-Existing 11 Sporting injury
condition/illness
March 11 Unsafe act/ 1 Contact with sharp
condition/incident object
glass/metal/tools
Total 32 Near miss 2 Existing health
conditions
RIDDOR 0 Slips/trip/fall on
same level
Total 32 Burns/scold/hot
surface/hot liquid
Contact with
moving parts of
machinery
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Status Count Incident 2
Student 27 Struck by falling 0
object
Member of 1* Collisions 1
public
No person 3 Dangerous 1
involved occurrence
Staff 1 Near miss 2
Total 32

*Visiting school pupil was hit on the head with a ball when playing sports

Please note the Oct - Dec 2025 report stated the accident with forklift was reported
to Health and Safety Executive (HSE) this was a mistake and should have said was

not reported as did not fall under reporting criteria.

Scheduled Events

College’s development management Health and safety network quarterly

meeting:

The meeting was chaired by West Lothian College’s Health and Safety Officer, and

the following agenda items were discussed:

e Protect Leads (Scottish Government) Martyn’s Law update

We invited Scottish Government to the meeting to give an update on Martyn’s law
and guidance. The mentioned they will not be issuing guidance, and this will
come from the home office. (this was subsequently issued 17 April and will be

discussed at next BCP meeting)

e HSE input at future network meetings

HSE representative who attended the meetings has moved on and his
predecessor may not be available to attend going forward.
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e Education Advisory Group on Tobacco & Vaping update

It was noted that West Lothian College's Health and Safety Officer had made
contact with the Scottish Government policy writer who (once the bill becomes
law) has asked if they could attend the networks so that colleges could feed into
the guidance.

e Round Robin

This creates an opportunity for colleges to share experiences and ongoing issues
across their campuses, and to seek peer support and guidance in line with sector
good practice.

West Lothian College has offered to host the next meeting in person at our campus
in June so that representatives can engage face to face and have opportunities for
one-to-one discussions and participate in a wellbeing walk.

Further Education Health & Safety Forum (formerly AOC) quarterly meeting

Attendance at the quarterly FEHS meeting took place and the following agenda
points discussed:

Presentation from Posturite (Enablement Services)
National Benchmarking Exercise

Update on HSE / Martyn’s Law

General topics and queries from subscriber list
Any Other Business.

College Visit and Sector Engagement

A visit was undertaken to the recently built facility at Fife College, following an
invitation from the Health and Safety Manager, which was extended to both West
Lothian College and Ayrshire College. The purpose of the visit was to observe the
design, layout, and safety arrangements within a modern learning environment, and
to support the sharing of good practice across the college sector. The visit also
provided an opportunity to discuss a range of health and safety topics, including
Martyn’s Law, the Smartlog system, current challenges, and approaches to risk
management, in line with sector guidance and continuous improvement principles.

AC/02062026/Sharepoint 3



Action: For Attention

West Lothian College

Agenda Item 4.2

Paper 7

2 June 2026

Health and Safety Management

The following arrangements are in place to control health and safety risks, in order to
meet the legal requirements and show commitment to all stakeholders:

Health & Safety Committee

Last H & S Committee meeting was held on

27 April 2026
actions from 4 February noted
below

Minutes from meeting have been posted on teams/
SharePoint

Yes

Actions raised at H & S committee 8 Action points 3
meeting against Health

& Safety

Officer

Outstanding 3
Next meeting scheduled for 2714/26

Employer’s Liability Insurance

Aviva Employers Liability Insurance

Expires on 31 July 2026

Interventions

HSE Inspections in the last 12 months

Improvement Notices issued in last 12 months

Prohibition Notices issued in last 12 months

Improvements issued by Fire Service in last 12 months

[ellellelle]

Prevent National Referral

Reporting a concern to Police Scotland under Prevent
— where there is a concern a person is susceptible to
radicalisation

Risk assessments

Number of risk assessments (RA) due for review

All RA from faculty’s will be on
Smartlog by end of 25/26
which will highlight if any have
not been reviewed and trigger
reminders for staff

Number of new Risk Assessments created by H & S
officer

1 maternity RA
1 security on campus RA

First Aid Risk last completed Assessment

March 2026

Fire Risk Assessment

Completed March 2026

Health and Safety Policy

Policy Statement approved by

Jackie Galbraith

Next Review date

October 2026
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Responsibilities currently unassigned 0
Health and Safety Policies and Procedures Next Review due date
Accident, Incident and lll-Health Reporting Procedure May 2028
Adverse Weather Policy April 2028
College Closure Policy April 2028
Lone Working Procedure June 2028
Inspection and Auditing Procedure May 2028
Emergency Evacuation Procedure August 2028
Work Placement Procedure July 2028
Day Trips, Overseas Trips and Residential Procedure | May 2028
Counter Terrorism Procedure May 2028
Risk Assessment Procedure April 2028
COSHH Procedures June 2028
First Aid Procedures January 2028
Lock out/Tag out Procedure June 2028
Noise at Work Procedure and Guidance June 2028
Business Continuity Policy Framework August 2028
Fire Safety Actions
Outstanding actions related to fire inspection 0
Overdue actions related to fire inspection 0

Last emergency evacuation drill (daytime)

25 March 2026

Last emergency evacuation drill (evening)

25 March 2026

Next emergency evacuation drill (daytime) September 2026
Next emergency evacuation drill (evening) September 2026
Emergency testing

All site evacuation TBC

Lockdown June 2026

Health and Safety Training
(internal delivery by H & S Officer)

e Onsite training for a further two new first aid volunteers was carried out, showing
processes, equipment including first aid rooms and rotas

e During the evening fire drill test, training was carried out with the new team leader

from the Estates cleaning team.

e ActIn A Box tabletop exercise for marauding weapon attack training delivered to

front line Estates Catering and Core Estates teams.

e Health and safety induction and walkaround delivered to Skills Development
Scotland (SDS) who are based on college and share our facilities.

e Visitor safety and general health and safety to Learning Centre team.
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e Thirty Smartlog training sessions with college departments including
catering/estates/core/cleaning/reception/hospitality/sport and fitness/hair and
beauty/estates helpdesk.

e Due to the nature of Martyn’s Law and the new processes introduced, it was
considered that face-to-face delivery would be the most effective approach for
whole-college training. As part of the lockdown training programme, the Health
and Safety Officer attended 13 team meetings to provide in-person sessions.

Changes to Legislation

There were no legislation changes in this period, only a consultation by HSE who
announced a consultation on RIDDOR to go live in April 2026.

Contest and Prevent
Lothian and Borders Contest meeting

Attendance to the Lothian and Borders Contest quarterly meeting took place.
The following areas were discussed:

Contest & National threat level update

Protect update

Prevent update

Prepare update

Exercise shopboard-feedback update

Move to critical plans

Next MACG in person meeting location — 19 May 2026
Partner updates.

Lockdown and all site evacuation training video

Final draft of Lockdown and all site evacuation videos were completed by the
Marketing team, to be used in Martyn’s Law training.

Counter Terrorism Police Visit

Counter terrorism police attended college and carried out a crime prevention security
report. They made 34 recommendations and provided 15 pieces of advice.

Nine of these were able to be addressed immediately or shortly following the visit.
The recommendations will be discussed at the next Business Continuity Planning
(BCP) meeting on 21 May as the report was not ready in time for the last BCP
meeting.
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CCTV College Review

A review of CCTV walkaround was carried out with Head of Digital Infrastructure,
Estates and Health and Safety. A report of CCTV coverage was supplied to BCP to
review. A few recommendations were discussed and Digital Infrastructure and
Estates agreed on the improvements.

BCP Security Walkarounds

To support the lockdown procedure and associated training, the Vice Principal -
People, Performance and Improvement, Heads of Faculties, Estates, and the Health
and Safety Officer undertook a walkthrough security assessment of each building to
identify rooms that could be secured, those deemed unsuitable, and to map
communal and external areas.

Continuous Improvement

The Digital Infrastructure team carried out a tabletop exercise on a cyber-attack, with
various other departments attending including Marketing and Health and Safety to
map out the key elements in an attack and to ensure the BCP plans are up to date
with this testing.

Recommendation

The Audit Committee is asked to note this report.

Emily Purdie

Health and Safety Officer
2 June 2026
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INTERNAL AUDIT REPORT 2025-26 BUDGET MONITORING AND PURCHASING
AND PAYABLES

Purpose
The purpose of this paper is to:

e Provide the Audit Committee with an update on progress in implementing the
internal audit plan for 2025-26

e Discuss the findings from the reviews of budget monitoring and purchasing and
payables

¢ Note the position regarding the internal audit service for 2026-27.

Internal Audit Plan 2025-26

At the Audit Committee meeting held in November 2025, the Committee was
informed that the plan for 2025-26 had been finalised as per the table below.

Review Audit Committee meeting
Budget monitoring and purchasing and March 2026

payables

Cyber Security June 2026

Cash handling and stock procedures June 2026

Risk management workshop May 2026

Governance Effectiveness Review — Date TBC

All three reviews have been undertaken and the risk management workshop took
place on 5 May 2026. The findings from the reviews of cyber security and cash
handling and stock procedures will now be reported in September 2026.

In November 2025, the committee was informed that the remaining five days of the
programme would be put towards the cost of undertaking the Governance
Effectiveness Review, should Azets be appointed, as this cost had not been
provided for in the 2025-26 budget.

Azets are not undertaking the review and the £3,262 has therefore been recorded
as a budget saving in the college’s management accounts.

AC/02062026/Sharepoint 1
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Review of budget monitoring and purchasing and payables

A review of budget monitoring and purchasing and payables took place in March
2026 and the report is attached to this paper. The conclusion of the report is that the
college has generally strong controls in the areas reviewed, with effective processes
in place for variance monitoring, payment authorisation, segregation of duties, and
the verification of goods and services prior to payment.

Budget holders reported positive engagement with the finance team, noting that
support provided is timely, helpful, and improves understanding of departmental
financial information.

Internal audit identified opportunities for improvement. These recommendations have
been accepted and will strengthen financial governance, improve consistency and
enhance the college’s control design framework in these areas.

Internal Audit Programme 2026-27

As 2025-26 is the final year of the contract with Azets, the college will tender
for internal audit services from 2026-27. The tender exercise is expected to
take place in June 2026.

Action

The Committee is asked to:

e Note progress in implementing the internal audit plan for 2025-26

e Discuss the findings from the reviews of budget monitoring and purchasing and
payables

¢ Note the position regarding the internal audit service for 2026-27.

Jennifer McLaren
Vice Principal, Finance and Estates
2 June 2026

AC/02062026/Sharepoint 2
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Audit Committee

EXTERNAL AUDIT PLAN 2025-26

An annual audit plan has been prepared by Audit Scotland, the college’s external
auditors, for the year ended 31 July 2026, and is attached to this paper.

The document summarises the audit approach, significant audit risks and areas of
key judgement. It also outlines the key communications with the college during the
course of the audit, accounting issues and other issues considered to be of interest.

Action

The committee is asked to note the annual audit plan for the year ended 31 July
2026.

Jennifer McLaren
Vice Principal, Finance and Estates
2 June 2026

AC/02062026/Sharepoint 1
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Introduction

Purpose of the Annual Audit Plan

1. The purpose of this Annual Audit Plan is to provide an overview of the
planned scope and timing of the 2025/26 audit of West Lothian College’s
annual report and financial statements. It outlines the audit work planned
to meet the audit requirements set out in auditing standards and the Code
of Audit Practice, including supplementary guidance.

Appointed auditor and independence

2. Brian Battison, of Audit Scotland, has been appointed by the Auditor
General for Scotland as external auditor of West Lothian College,
hereafter referred to as ‘the body’, for the period from 2022/23 until
2026/27. The 2025/26 financial year is therefore the fourth of the five-year
audit appointment.

3. The appointed auditor and the audit team are independent of the body
in accordance with relevant ethical requirements, including the Financial
Reporting Council’s Ethical Standard. This standard imposes stringent
rules to ensure the independence and objectivity of auditors. Audit
Scotland has robust arrangements in place to ensure compliance with
ethical standards. The arrangements are overseen by the Executive
Director of Innovation and Quality, who serves as Audit Scotland’s Ethics
Partner.

4. The Ethical Standard requires auditors to communicate any
relationships that may affect the independence and objectivity of the audit
team. There are no such relationships pertaining to the audit of the body to
communicate.


https://www.frc.org.uk/library/standards-codes-policy/audit-assurance-and-ethics/auditing-standards/
https://audit.scot/uploads/docs/report/2021/as_code_audit_practice_21.pdf
https://audit.scot/uploads/docs/report/2021/as_code_audit_practice_21.pdf
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Audit scope and responsibilities

Scope of the audit

5. The audit is performed in accordance with the Code of Audit Practice,
including supplementary guidance, International Standards on Auditing
(UK), and relevant legislation. These set out the requirements for the
scope of the audit which includes:

e An audit of the financial statements and an opinion on whether they
give a true and fair view and are free from material misstatement.

e An opinion on the regularity of income and expenditure.

e An opinion on statutory other information published with the
financial statements in the annual report and accounts, namely the
Performance Report, the Governance Statement, and the audited
part of the Remuneration and Staff Report.

e Conclusions on the body's arrangements in relation to the wider
scope areas: Financial Management, Financial Sustainability,
Vision, Leadership, and Governance, and Use of Resources to
Improve Outcomes.

e Reporting on the body’s arrangements for securing Best Value.

e Provision of an Annual Audit Report setting out significant matters
identified from the audit of the annual report and financial
statements and the wider scope areas specified in the Code of
Audit Practice.

Responsibilities

6. The Code of Audit Practice sets out the respective responsibilities of the
body and the auditor. A summary of the key responsibilities is outlined
below.

Auditor’s responsibilities

7. The responsibilities of auditors in the public sector are established in
the Public Finance and Accountability (Scotland) Act 2000. These include
providing an independent opinion on the financial statements and other
information reported within the annual report and financial statements, and
concluding on the body’s arrangements in place for the wider scope areas.
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The body’s responsibilities

8. The body has primary responsibility for ensuring proper financial
stewardship of public funds, compliance with relevant legislation and
establishing effective arrangements for governance, propriety and
regularity that enables it to successfully deliver its objectives. The features
of proper financial stewardship include:

Establishing arrangements to ensure the proper conduct of its
affairs.

Preparation of an annual report and financial statements,
comprising financial statements that give a true and fair view and
other information.

Establishing arrangements for the prevention and detection of
fraud, error and irregularities, and bribery and corruption.

Implementing arrangements to ensure its financial position is
soundly based.

Making arrangements to secure Best Value.

Establishing an internal audit function.
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Audit of the annual report and
financial statements

Introduction

9. The audit of the annual report and financial statements is driven by
materiality and the risks of material misstatement in the financial
statements, with greater attention being given to the significant risks of
material misstatement. This chapter outlines materiality, the significant
risks of material misstatement that have been identified, and the impact
these have on the planned audit procedures.

Materiality

10. The concept of materiality is applied by auditors in planning and
performing an audit, and in evaluating the effect of any uncorrected
misstatements on the financial statements or other information reported in
the annual report and financial statements.

11. The concept of materiality is to determine whether matters identified
during the audit could reasonably be expected to influence the decisions
of users of the financial statements. Auditors set a monetary threshold
when determining materiality, although some issues may be considered
material by their nature. Therefore, materiality is ultimately a matter of the
auditor’s professional judgement.

12. The materiality levels determined for the audit of the body are outlined
in Exhibit 1.
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Exhibit 1
2025/26 Materiality levels for the body

Materiality The body

Materiality — based on an assessment of the needs of £421,000
users of the financial statements and the nature of the body

operations, the benchmark used to determine materiality is

gross expenditure based on the audited 2024/25 financial

statements. Materiality has been set at 2% of the

benchmark.

Performance materiality — this acts as a trigger point. If £252,000
the aggregate of misstatements identified during the audit

exceeds performance materiality, this could indicate that

further audit procedures are required. Using professional

judgement, performance materiality has been set at 60% of

planning materiality.

Reporting threshold — all misstatements greater than the £21,000
reporting threshold will be reported.

Source: Audit Scotland

Significant risks of material misstatement to the financial
statements

13. The risk assessment process draws on the audit team’s cumulative
knowledge of the body, including the nature of its operations and its
significant transaction streams, the system of internal control, governance
arrangements and processes, and developments that could impact on its
financial reporting.

14. Based on the risk assessment process, significant risks of material
misstatement to the financial statements have been identified and these
are summarised in Exhibit 2. These are the risks which have the greatest
impact on the planned audit approach, and the planned audit procedures
in response to the risks are included in the same Exhibit.

15. The risk assessment process is an iterative and dynamic process. The
assessment of risks set out in this Annual Audit Plan may change as more
information and evidence is obtained over the course of the audit. Where
such changes occur, these will be reported to the body and those charged
with governance, where relevant.
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Exhibit 2

Significant risks of material misstatement to the financial statements

Risk of material
misstatement

Planned audit response

Fraud caused by
management
override of controls

Management is in a
unique position to
perpetrate fraud
because of
management’s ability
to override controls
that otherwise appear
to be operating
effectively.

The audit team will:

Evaluate the design and implementation of controls over journal
entry processing.

Make inquiries of individuals involved in the financial reporting
process about inappropriate or unusual activity relating to the
processing of journal entries.

Test journals entries, focusing on those that are assessed as
higher risk, such as those affecting revenue and expenditure
recognition around the year-end.

Evaluate significant transactions outside the normal course of
business.

Assess the adequacy of controls in place for identifying and
disclosing related party relationships and transactions in the
financial statements.

Assess changes to the methods and underlying assumptions

used to prepare accounting estimates and assess these for
evidence of management bias.

Substantive testing of income and expenditure transactions
around the year-end to confirm they are accounted for in the
correct financial year.

Focused testing of accounting accruals and prepayments.

Source: Audit Scotland

Key audit matters

16. The Code of Audit Practice requires public sector auditors to
communicate key audit matters. Key audit matters are those matters, that
in the auditor’s professional judgement, are of most significance to the
audit of the financial statements and require most attention when

performing the audit.

17. In determining key audit matters, auditors consider:

e Areas of higher or significant risk of material misstatement.

e Areas where significant judgement is required, including accounting
estimates that are subject to a high degree of estimation

uncertainty.

e Significant events or transactions that occurred during the year.



Audit of the annual report and financial statements | 9

18. The matters determined to be key audit matters will be communicated
in the Annual Audit Report. Exhibit 2 outlines the significant risks of
material misstatement to the financial statements that have been
identified, including those that have greatest impact on the planned audit
procedures and require most attention when performing the audit.

19. In addition to the significant risks of material misstatement, the
following key audit matters have been identified as part of our planning
process and will be reported on in our Annual Audit Report.

e Estimation in the valuation of land and buildings: Valuations are
based on specialist management assumptions and changes in
these can result in material changes to valuations. Following the full
revaluation in 2023/24 changes will be derived through the
application of indices, the process having a substantial degree of
complexity and subjectivity. We will review the application of indices
to the body’s assets to assess appropriateness.

e Estimation in the valuation of pension asset/liability: The
present value of the retirement (pension) obligations depends on
several factors that are determined on an actuarial basis using a
number of assumptions. Any changes to supporting assumptions
caused by errors in the information provided to the actuary, or
through late information, could result in a material misstatement to
the financial statements.

We will assess the scope, independence and competence of the
professionals engaged in providing estimates for both the valuation
of land and buildings and pensions, including the appropriateness
of the indices used and the actuarial assumptions made. We will
establish the body’s arrangements for ensuring the reasonableness
of these professional estimations and the accuracy of the
information provided to the professionals by the body.
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Wider scope and Best Value

Introduction

20. Reflecting the fact that public money is involved, the Code of Audit
Practice requires that public audit is planned and undertaken from a wider
perspective than in the private sector. The wider scope audit set out by the
Code of Audit Practice broadens the audit of the annual report and
financial statements to include consideration of additional aspects or risks
in four wider scope areas, which are summarised below:

e Financial Management — this means having sound budgetary
processes. Factors that can impact on the body being able to
secure sound financial management include the strength of the
financial management culture, accountability, and arrangements to
prevent and detect fraud, error and other irregularities, bribery and
corruption.

e Financial Sustainability — this means looking forward over the
medium and longer term in planning the services to be delivered
and how they will be delivered effectively. This is assessed by
considering the body’s medium to longer-term planning for service
delivery.

e Vision, Leadership and Governance — this means having a clear
vision and strategy, with set priorities within the vision and strategy.
This is assessed by considering the clarity of plans in place to
deliver the vision and strategy and the effectiveness of the
governance arrangements to support delivery.

e Use of Resources to Improve Outcomes — this means using
resources to meet stated outcomes and improvement objectives
through effective planning and working with partners and
communities. This is assessed by considering the body’s
arrangements for ensuring resources are deployed to improve
strategic outcomes, meet the needs of service users, and deliver
continuous improvement.

21. A conclusion on the effectiveness and appropriateness of
arrangements the body has in place for each of the wider scope areas will
be reported in the Annual Audit Report.
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Duty of Best Value

22. The Scottish Public Finance Manual (SPFM) explains that Accountable
Officers have a specific responsibility to ensure that arrangements have
been made to secure Best Value. Best Value in public services: guidance
for Accountable Officers is issued by Scottish Ministers and sets out their
duty to ensure that arrangements are in place to secure Best Value in
public services.

23. Consideration of the arrangements the body has in place to secure
Best Value will be carried out alongside the wider scope audit, and a
conclusion on the arrangements the body has in place will be reported in
the Annual Audit Report.

24. Auditors may also carry out specific audit work covering the seven
Best Value themes set out in the SPFM. The risk assessment process did
not identify a need to carry out specific audit work on any of the themes.
However, auditors are required to carry out a review of the ‘fairness and
equality’ theme at least once during the audit appointment, and this will be
carried out during the 2025/26 audit.

Significant wider scope and Best Value risks

25. Whilst no significant audit risk was identified, the challenging financial
environment in which the body, along with other public sector bodies, is
operating in, has been identified as an area of audit focus. There are
challenges to the medium and longer-term financial sustainability due to
the uncertainty over future funding allocations, the cost of inflation and
implementing pay settlements. Our annual audit report will include
comment on the body’s 2025/26 financial outturn, 2026/27 budget, and its
medium-term financial plan.


https://www.gov.scot/publications/scottish-public-finance-manual/
https://www.gov.scot/publications/best-value-public-services-guidance-accountable-officers/
https://www.gov.scot/publications/best-value-public-services-guidance-accountable-officers/

Reporting arrangements, timetable and audit fee | 12

Reporting arrangements,
timetable and audit fee

Audit outputs
26. The outputs from the 2025/26 audit include:
e This Annual Audit Plan.

¢ An Independent Auditor’'s Report to the body, the Auditor General
for Scotland, and the Scottish Parliament setting out opinions on the
annual report and financial statements.

e An Annual Audit Report to the body and the Auditor General for
Scotland setting out significant matters identified from the audit of
the annual report and accounts, conclusions from the wider scope
and Best Value audit, recommendations, where required, and any
good practice identified.

27. The matters to be reported in the outputs will be discussed with the
body for factual accuracy before they are issued. All outputs from the audit
will be published on Audit Scotland’s website, apart from the Independent
Auditor’s Report, which is included in the audited annual report and
financial statements.

28. Target dates for the audit outputs are set by the Auditor General for
Scotland. In setting the target dates for the audit outputs, consideration is
given to the target date for approving the annual report and accounts,
which is 31 December 2026 for colleges.

29. The Independent Auditor’s Report and Annual Audit Report are
planned to be issued by the target date of 31 December 2026.

Audit timetable

30. Achieving the timetable for production of the annual report and
accounts, supported by complete and accurate working papers, is critical
to delivery of the audit to agreed target dates. Exhibit 3 includes a
timetable for the audit, which has been agreed with management. Agreed
target dates will be kept under review as the audit progresses, and any
changes required, and their potential impact, will be discussed with the
body and reported to those charged with governance, where required.


https://audit.scot/publications/search
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Exhibit 3
2025/26 audit timetable

Audit activity Audit team target Relevant committee

date date

Issue of Annual Audit Plan 25 May 2026 2 June 2026

Annual report and financial statements:

e Submission of unaudited annual report 5 October 2026
and financial statements and all
working papers to audit team

e Latest date for audit clearance meeting 13 November 2026

e |Issue of draft Letter of Representation, 20 November 2026
proposed Independent Auditor’s
Report, and proposed Annual Audit
Report

e Agreement of audited and unsigned 20 November 2026
annual report and financial statements

e Approval by those charged with 2 December 2026 2 December 2026
governance

e Signing of audited annual report and 8 December 2026 8 December 2026
financial statements

e Signing of Independent Auditor’s 8 December 2026 8 December 2026
Report and issue of Annual Audit

Report

Source: Audit Scotland

Audit fee

31. The body’s audit fee is determined in line with Audit Scotland’s fee
setting arrangements. The proposed audit fee for the 2025/26 audit is
£27,850 (2024/25: £26,700).

32. In setting the audit fee, it is assumed that the body continues to have
effective governance arrangements in place and the complete annual
report and financial statements will be provided for audit in line with the
agreed timetable. The audit fee assumes there will be no significant
changes to the planned scope of the audit. Where the audit cannot
proceed as planned, for example, due to incomplete or inadequate
working papers, the audit fee may need to be increased.
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Other matters

Internal audit

33. The body is responsible for establishing an internal audit function as
part of an effective system of internal control. As part of the audit, the audit
team will obtain an understanding of internal audit, including its nature,
responsibilities, and activities.

34. While internal audit and external audit have differing roles and
responsibilities, external auditors may seek to rely on the work of internal
audit where it is considered appropriate. A review of internal audit’s
2025/26 audit plan was carried out to identify if there were any areas
where the audit team could rely on its work. The audit team concluded it
will not rely on internal audit’s work. However, the audit team will review
internal audit's reports and assess if there is any impact on the audit.

Audit quality

35. Audit Scotland is committed to the consistent delivery of high-quality
audit. Audit quality requires ongoing attention and improvement to keep
pace with external and internal changes. Details of the arrangements in
place for the delivery of high-quality audits is available from the Audit
Scotland website.

36. The International Standards on Quality Management (ISQM)
applicable to Audit Scotland for 2025/26 audits are:

e ISQM (UK) 1, which deals with an audit organisation’s
responsibilities to design, implement, and operate a system of
quality management (SoQM) for audits. Audit Scotland’s SoQM
consists of a variety of components, such as governance
arrangements and culture to support audit quality, compliance with
ethical requirements, ensuring Audit Scotland is dedicated to high-
quality audit through engagement performance and resourcing
arrangements, and ensuring there are robust quality monitoring
arrangements in place. Audit Scotland carries out an annual
evaluation of its SOQM and has concluded it complies with this
standard.

e ISQM (UK) 2, which sets out arrangements for conducting
engagement quality reviews, which are performed by senior
management not involved in an audit, to review significant
judgements and conclusions reached by the audit team, and the
appropriateness of proposed audit opinions on high-risk audits.


https://audit.scot/uploads/docs/um/audit-quality-commitment-to-quality.pdf
https://audit.scot/uploads/docs/um/audit-quality-commitment-to-quality.pdf

37. To monitor quality at an individual audit level, Audit Scotland carries
out internal quality reviews on a sample of audits. Additionally, the Institute
of Chartered Accountants of England and Wales (ICAEW) carries out
independent quality reviews on a sample of audits.

38. Actions to address deficiencies identified by internal and external
quality reviews are included in a rolling Quality Improvement Action Plan,
which is used to support continuous improvement. Progress with
implementing planned actions is monitored on a regular basis by Audit
Scotland’s Quality and Ethics Committee.

39. Audit Scotland may periodically seek the views of the body on the
quality of audit services provided. The audit team would also welcome
feedback at any time.
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Audit Committee

PROGRESS IN IMPLEMENTING PREVIOUSLY AGREED INTERNAL AUDIT
RECOMMENDATIONS

The table below shows progress in implementing previously agreed internal audit
recommendations.

Area Date Recommendation Deadline for Implemented/
reviewed report implementing | On Track/
reviewed Extension
by Audit requested
Committee
Learner September | Management should September Learning and
Retention, 2025 more overtly consider | 2025 Teaching Strategy
Attainment the method by which road map to be
and the identified actions Action to be adjusted to show
Progression will be monitored and | completed by links to the eight
reviewed and on what | September TQEF themes.
“‘SMART” basis, and 2026 Progress on all
the individuals road maps is
responsible for monitored by the
reviewing their Management
progress. Forum and

reported on by
workstream leads.

Due to the lead for this action being on long term sick absence, full implementation
has been delayed. Further information will be provided at the Audit Committee

meeting.

Action

The Committee is asked to approve a revised deadline of September 2026 for
implementing the recommendation.

Jennifer McLaren
Vice Principal, Finance and Estates

2 June 2026

AC/02062026/Sharepoint
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Audit Committee

COMPLAINTS REPORT

The report provides the latest complaint statistics and trend analysis for the period
from 1 February 2026 to 30 April 2026, the third quarter of academic year 2025-26.

Background

In Scotland, all public sector organisations are required to follow the Scottish Public
Sector Ombudsman's (SPSO) guidance for complaints handling. In line with the spirit
of the guidance, we see complaints as opportunities to learn and continually improve
the stakeholder experience.

We are also expected by SPSO to share complaints information quarterly. This
report fulfils that expectation and is thus also published on the college website when
the board papers are uploaded.

In this period, we have also undergone our Tertiary Quality Enhancement Review
which features complaints reporting for the first time.

This has been a more challenging period for complaints, particularly as complainants
increasingly use generative artificial intelligence to generate complaints. This has the
characteristic of making the complaints more litigious than when they are written by a
person. Not only does this take more time to read and understand the complaints as
well as investigate, but they are also taxing for complaint’s handlers due to the
increased cognitive processing time required. This is a phenomenon being reported
by most public sector organisations and is being well supported by SPSO with
additional training and guidance.

The number of complaints continues to remain very low compared to the number of
students enrolled.

Complaints Received 1 February 2026 to 30 April 2026

Table 1: Complaints showing level complaint is dealt with and whether upheld or not,
Quarter 3 2025-26

Upheld Part Not Resolved/ Open Total
Upheld Upheld | Withdrawn
Level 1 7 0 10 5 0 22
Level 2 0 2 0 0 1 3
Total 7 2 10 5 1 25

AC/02062026/Sharepoint 1
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Even if a complaint is not upheld, most people are satisfied with how it is resolved. If
they are not happy with the outcome, we always direct them to the SPSO for an
independent review.

Detail of Complaints in Q3 2025-26

The tables and charts below present more detailed information about the complaints
that have arisen in the second quarter of the year.

Table 2: Complaints showing category and whether upheld or not, Quarter 3 2025-26

Category Upheld Part Not Resolved/ | Open Total
Upheld | Upheld | Withdrawn

Learning delivery 0 2 3 2 1 8

staff action

Standard of 3 0 5 0 0 8

service

Management 0 0 1 0 0 1

decision

Student 3 0 0 3 0 6

Behaviour

Other 1 0 1 0 0 2

Total 7 2 10 5 1 25

Figure 1: The following chart shows the number of complaints in Quarter 3 by college
department.

Total Complaints by Faculty or Service
14
12

10

2
, == [N ]

Access, Business, Creative Computing, Care, Health and N/A
Employability and and Enterprise Engineering and Sport
Schools Built Environment

AC/02062026/Sharepoint 2
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Comparison to Quarter 3 2024-25

In the same Quarter 3 period in 2024-25, only 12 complaints were raised, less than
half reported in the quarter this year. The contrast between the level of complaints in
Quarter 3 and the very positive results from student surveys undertaken in 2025-26
should be noted.

Further analysis of complaints showed that 40% of complaints in Quarter 3 were
from third parties. As these are often based on second hand information, we will
reflect on how we can further encourage students to speak to us direct, not to
necessarily reduce the number of complaints, but to ensure we are hearing from the
students direct about their experience where possible. This should also help reduce
the time taken to investigate these complaints.

Complainant Number

Commercial

Stakeholder 1
Student 13
Third Party re applicant 5
Third Party re student 5
Total 25

Comparison to Previous Years

Table 3: Yearly and Quarterly Comparison of Number of Complaints

Number of Complaints | 2021-22 | 2022-23 | 2023-24 | 2024-25 | 2025-26
Q1 14 13 11 11 11
Aug-Oct

Q2 12 13 22 13 12
Nov-Jan

Q3 24 17 12 12 25
Feb-Apr

Q4 8 18 7 14

May-Jul

Complaints to Ombudsman

In this quarter, we are aware of one complaint which was escalated to the
Ombudsman, but they have returned it for a further response from ourselves.

This option is open to all who have gone through the Complaints process.

AC/02062026/Sharepoint 3
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Conclusion

The number of complaints received is higher than in Quarter 2 and the highest for
this quarter in several years. However, they were from fewer than 0.1% of currently
enrolled students.

Action

The committee is asked to note this report.

The committee can read the principal’s regular updates for positive feedback on staff

and the college from students and stakeholders.

Simon Earp
Vice Principal - People, Performance and Improvement
2 June 2026

AC/02062026/Sharepoint 4
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Audit Committee

STRATEGIC RISK REGISTER 2025-26

Purpose

This paper provides a summary update on the status of the strategic risk for which
the Audit Committee has lead responsibility. Members are asked to note the current
scores and mitigations.

Action from Sept Audit Committee

The Board meeting held on 16 September ratified the decision to split the strategic

risk which the Audit Committee has lead responsibility for into two, and this continues
to be reflected in this paper.

Strategic Risk Risk Current
Appetite Score
6.1 | There is a risk of failure to react to a significant 1-8 6
cyber incident due to inadequate infrastructure or —
sub-optimal business continuity planning,
resulting in a major interruption to service.
6.2 | There is a risk of failure to react to an emergency | 1-8 6
incident on campus due to inadequate P

infrastructure or sub-optimal business continuity
planning, resulting in a major interruption to
service.

Mitigating actions for the two separate risks are included in Appendix A.
Recommendation
The Committee is asked to note the update(s) to the strategic risk(s) detailed in this

paper which will be included in the overall Strategic Risk Register to be discussed at
the Board of Governors meeting on 9 June 2026.

Simon Earp
Vice Principal — People, Performance and Improvement

AC/02062026/Sharepoint 1
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APPENDIX A — AUDIT COMMITTEE STRATEGIC RISKS
Risk 6.1 — No change

Risk Risk Owner Controls and Mitigations Appetite Score
Lead Committee
Strategic Goal(s)

6.1 There is a risk of failure to | Vice Principal People Current and Ongoing 6
react to a significant cyber | Performance and e  Monthly Cyber security scorecard (April 2026) report classified as A (90%). I"L
incident due to inadequate | Improvements e Cyber Essentials (CE) accreditation awarded on 2nd May and CE+ underway and due end e 372
infrastructure or sub- June 2026. PRI
optimal business continuity | Audit Committee e Updated CIRP (Cyber Incident Response Plan), using outputs from recent TTX’s (cyber
planning, resulting in a tabletop exercises).
major interruption to Aligned to strategic goal: | ¢  Endpoint and patch management system implemented for full visibility of all assets connected
service. e Inspire and enable to the college infrastructure to be secured and patched automatically.

success for all e Bi- monthly cyber security table-top exercises with our Chief Information Security Officer,
continue.

e A managed Security Operations Centre and Security Information and Event Management
contract is now in operation, monitoring, detecting, investigating and responding to
cybersecurity threats 24/7, 365 days a year.

e All staff complete mandatory training on cyber security and incremental and tailored short
training packages via Boxphish.

e The upgrade of our server infrastructure supporting the student records system and associated
tools was implemented during the October holiday week and monitoring continues in terms of
server performance with our software supplier ESS and West Lothian Council.

Future

e Cyber Risk Register and Plan under development with college CISO, due September 2026,
linking to NIST framework.

o Business Continuity Plan Oversight Group meets quarterly to ensure staff know what actions to
take in the event of emergencies and that we learn lessons and provide required training.

e Three-year rolling plan for information systems and digital infrastructure updated annually to
help reduce the risk of a cyber incident.

e Review digital infrastructure staffing model to respond to environmental, statutory and
legislative changes related to cyber security.
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West Lothian College
2 June 2026

Risk 6.2 — No change

Risk Risk Owner Controls and Mitigations Repsile || S=ee
Lead Committee
Strategic Goal(s)

6.2 There is a risk of failure to | Vice Principal People Current and Ongoing 1-8 6
react to an emergency Performance and e Annual Business Continuity Planning (BCP) exercise undertaken with all college managers =
incident on campus due to | Improvements took place on 28 May 2025 3*2

inadequate infrastructure
or sub-optimal business Audit Committee
continuity planning,

e Annual BCP planned for June 2026 with a focus on health and safety. =
. Health & Safety Officer participates in quarterly Lothian and Borders CONTEST meetings
o When appropriate, college managers engage in formal meetings of the Prevent Multi-Agency

_retsultingtj_ in ? major Aligned to strategic goal: Partnership (this includes Police Scotland, West Lothian Council’s Youth Justice team and
interruption to service. e Inspire and enable NHS professionals).
success for all ¢ Robust Safeguarding policy and procedures in place, with refresher events taking place in the

first two weeks of November
All staff complete mandatory training on safeguarding, Prevent, and health and safety
Targeted training for specific staff teams, most recently first responder training for members of
front facing teams

e The lockdown alerting system has been installed in all five buildings and testing has been
undertaken by Estates staff. Training to all staff teams commenced in February and will be
completed in advance of the first campus test planned for June.

e All relevant policies and procedures updated to reflect the implementation of the lockdown
system

¢ Revised Business Impact Assessment (BIA) template presented to all managers on 25 Feb for
completion by the end of June. All BIAs once completed and reviewed will be held on
Sharepoint.

Future

o Business Continuity Plan Oversight Group meets quarterly to ensure staff know what actions to
take in the event of emergencies and that we learn lessons and provide required training.

e Changes being planned for the August student Induction programme to include the lockdown
procedure.
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Action: To Action Agenda Item: 5.3

West Lothian College Paper 13

2 June 2026

AUDIT COMMITTEE

Meeting of 2 June 2026

Strategic Risk Register: Audit Committee overall quarterly review of full risk
register

Introduction

It is the role of Audit Committee to review the full Strategic Risk Register on a
quarterly basis and to report on risk management to the Board of Governors.

The Strategic Risk Register has been updated for the quarter March to June 2026
and is presented to this meeting of Audit Committee for scrutiny.

The Strategic Risk Register is split across the three committees who each own
allocated risks. Each committee is responsible for conducting a quarterly review of
these risks and for reporting confidence in risk scores and mitigations to Audit
Committee.

Risks owned by the Learning and Teaching and Finance and General Purposes
Committee were reviewed at the committee meetings held on 25 and 26 May 2026.
The outcome of the review of risks from committee meetings is as follows:

Learning and Teaching Committee Meeting of 25 May 2026:

The Learning and Teaching Committee was content with the risk mitigations
presented in the extract from the risk register, covering risks 1.2; 1.3; 2.1 and 2.2.

The committee accepted the risk scores and was content that all risks are flagged as
green with no concerns raised.

Finance and General Purposes Committee Meeting of 26 May 2026:

The Finance and General Purposes Committee discussed the risk mitigations and
scores presented in the extract from the risk register covering risks 1.4; 3.1; 3.2; 3.3;
4.1;4.2and 5.1.

The committee was content to note the risk scores and mitigations presented.

Risk 4.2, which was added to the register in March 2026 due to committee concerns

about resilience within the finance function, was discussed and agreed. The
committee noted that a systems review is to be included within risk mitigations.
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Action: To Action Agenda Item: 5.3
West Lothian College Paper 13

2 June 2026

Review of Risks owned by Audit Committee

The risks owned by Audit Committee will be reviewed at the Audit Committee
meeting of 2 June 2026.

Action:

The Audit Committee is asked to review the full Strategic Risk Register and report on
confidence in the risk management process to the Board of Governors.

Jenny Stalker

Board Secretary and Governance Advisor
2 June 2026
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Key to Risk Estimation/Score based on scale of 1-5 for impact x likelihood:

STRATEGIC RISK REGISTER
Green (1-8) = Minor Risk ~ Amber (9-15) = Significant Risk

Blue, (>21 - 25) = Fundamental Risk

Learning and Teaching
Committee

Aligned to strategic goals:

e Inspire and enable
success for all

e  Strengthen our
communities

e Lead with Vision and
Empathy

specific duties of the Equality Act, and progress on our equality outcomes in a Mainstreaming
Report every two years. 2025-29 report published on college website in April 2025.

Staff equalities outcomes are included in the road map, with a focus on disability, information
gathering and support.

Team specific training has commenced with The Donaldson Trust, The National Body for
Neurodiversity (in line with our four-year equality outcome on this).

Relational Practice Conference to better ‘Understand our Learners’ which is delivering a series of
staff development sessions across 2025-26. Session 6 to be delivered in June with a review that
will focus on next steps for continued development of staff understanding of relational practice.
A college-wide staff development session was delivered by Wellity Global, to support staff to
identify and challenge race and inclusion issues by holding difficult conversations.

Career goals and aspirations workshop for young people delivered by West Lothian African
Women network, inspiring confident and driven young leaders.

RISK RISK OWNER CONTROLS AND MITIGATION Appstite Score
LEAD COMMITTEE
STRATEGIC GOAL(S)

1.2 There is a risk that the student Vice Principal Learning Current and Ongoing 9-15 4
experience is worsened due to | and Attainment * National cost-of-living pay award for support staff (including managers) was agreed for 2025-26 I*L
industrial action resulting in a and paid to staff in January 2026. 4"
drop in attainment rates. Learning and Teaching e EIS — FELA Lecturers pay claim for 2026/27 and 27/28 proposal: yr 1 4.0% increase and yr 2 a

Committee 3.5% increase along with other requirements such as no compulsory redundancies and to take
into consideration inflation.
Aligned to strategic goal:
e Inspire and enable Future
success for all ¢ To mitigate future EIS industrial action consider alternative assessment methods and monitor
student results at critical points during the academic year.
e Adjustment of timetables where historical strike action has occurred will reduce impact on one
area due to the spread of delivery.
e Clear communication with learners about strike action and mitigating plans to ensure continuity of
learning and provide reassurance.
RISK RISK OWNER CONTROLS AND MITIGATION Appetite Scofe
LEAD COMMITTEE
STRATEGIC GOAL(S)

1.3 There is a risk that we fail to Vice Principal People, Current and Ongoing 1-8 6
meet our national equality Performance and e  Fulfil our legal requirements in reporting on the Public Sector Equality Duty by identifying equality L
obligations due to a lack of Improvement outcomes and an action plan for making progress on these over four years. 32
strategic focus. o Ensure we meet our statutory reporting responsibilities by publishing progress on the general and &)
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Key to Risk Estimation/Score based on scale of 1-5 for impact x likelihood:

STRATEGIC RISK REGISTER

Green (1-8) = Minor Risk  Amber (9-15) = Significant Risk ~ RECIIC20JSIVEIBHRIE Blue, (>21 - 25) = Fundamental Risk

The college hosted the West Lothian Lunar New Year Celebration on Sunday 1 March 2026 with
key community partner, West Lothian Community Race Forum.

Mainstreaming and Equalities meeting held on 20 April where empowering difference group was
discussed, focus will be on equalities plan and also Feelings of Safety and a Sense of Belonging;
a thematic review which has indicated possible changes to data gathered on students as well as a
request to the committee to pose any questions about the report.

Staff requested to provide one-minute highlight of the impact of Mainstreaming and Equalities
committee in their role at next meeting to illustrate college wide impact.

The Chair’s collaboration with Datakirk has resulted in the positive recruitment of shadow board
members, which is aligned to the board mentorship program for individuals from ethnic minority
groups.

Board Strategy Day in May updated board members on the progress of the Equalities
Mainstreaming Report and were given a presentation to give an insight into practical actions being
taken to mitigate risks and assure compliance.

Future

Continue efforts to ensure that our student, staff and board profiles reflect West Lothian’s
population.

Continuous improvement in achieving equalities accreditations that mark progress.

Suggestions for the staff conference being received for continued focus on inclusion, equality and
to continually develop staff understanding in line with the culture of West Lothian College.
National Equalities Outcome being considered for inclusion in the Institution Led Quality Review
(ILQR) paperwork will ensure faculties report on these yearly.

In partnership with West Lothian Race Forum, International Children’s day will be held at West
Lothian College, 31 May.

funding resulting in not

1.4 There is a risk that the college
fails to deliver actions on our
Net Zero Plan due to a lack of

achieving our net zero targets.

Vice Principal Finance and
Estates

Finance and General
Purposes Committee

Aligned strategic goals:

e  Support economic
recovery and growth.

e Lead with Vision and
Empathy.

Current and Ongoing

Continue to make progress on the actions in our Net Zero Plan.

Seek funding opportunities through government and private sector organisations to develop our
green spaces supporting our community partnerships.

Ongoing collaboration with local partners through West Lothian Council’s Community Planning
Partnership Net Zero subgroup.

Submitting information on the college's future net zero infrastructure investment requirements
through the SFC Baseline Database Tool

Future

Seek government funding to implement findings of our energy audit.
Continue to run annual Teach-In with students, staff, local primary schools and partners to raise
awareness of the UN Sustainable Development Goals
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Key to Risk Estimation/Score based on scale of 1-5 for impact x likelihood:

STRATEGIC RISK REGISTER

Green (1-8) = Minor Risk  Amber (9-15) = Significant Risk ~ RECIIC20JSIVEIBHRIE Blue, (>21 - 25) = Fundamental Risk

Complete energy audit for Building 1,2 & 5 for future decarbonisation funding bids.

RISK

RISK OWNER
LEAD COMMITTEE
STRATEGIC GOAL(S)

CONTROLS AND MITIGATION

Appetite

2.1 There is a risk that the college
fails to deliver high quality
learning and teaching due to
not focusing on continuous
improvement resulting in lower
student retention and success
rates.

Vice Principal Learning
and Attainment

Learning and Teaching
Committee

Aligned to strategic goal:

e Inspire and enable
success for all

Current and Ongoing

Tertiary Quality Enhancement Framework review completed 28-30 May. Outcome letter
expected 14 May with draft report due w/c 8 June, and final report due 20 July.

Ongoing focus on improving student success, in particular in curriculum areas with student
outcomes below the college average.

The meta-skills project addresses the Education Scotland recommendation by setting out a
three-year plan to track, monitor and develop the naturalisation of meta-skills within the
curriculum, delivering high quality learning and teaching in line with industry requirements.
Drive forward and monitor General Teaching Council (Scotland) registration of eligible staff,
ensuring that lecturers adhere to professional standards.

New Learning Champions required for AY 2026-27 to promote high quality learning, teaching,
assessment, quality assurance and enhancement. Six applications received, highest volume of
applicants to date, good indication of culture of continuous improvement that so many staff want
to volunteer for this peer-to-peer support role.

All staff engaged in learning, teaching or assessment meet every three weeks to share good
practice, enabling teams to address challenges collectively while exchanging strategies to
enhance overall performance.

Course tutors in place for all full-time courses to monitor student retention and attainment.
Introduction of three-year curriculum planning process from academic year 2026-27 that meets
regional skills needs and plans for medium-term change.

Phase 1 of Self Evaluation completed across faculties. Phase 2 to be completed by end of
academic year, key aspects set out for completion in a month-by-month year planner.

Learning Champions and delivery staff attended L&T conference at City of Glasgow College.
Support for Learning (SFL) team engagement to offer tailored support to learners that require it,
including counselling and TRUST team referrals.

SFL engagement with various partners for pathways and support to learners, feedback indicates
positive impact.

Series of staff development sessions to understand safeguarding processes and procedures.
Trainee student counsellors are fully supported to increase the offering of counselling to all
students.

Collation of SPARKLE feedback highlights good practice received directly from the students in
relation to Learning and Teaching.

SSES survey completion 64.5% (56.6% 24/25) with a 97.2% satisfaction rate. Response rates
across faculties high (AES 76%, BCE 82%, CEBE 78%) with CHS completion rate lower due to

1-8

"L
41
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Key to Risk Estimation/Score based on scale of 1-5 for impact x likelihood:

STRATEGIC RISK REGISTER

Green (1-8) = Minor Risk  Amber (9-15) = Significant Risk ~ RECIIC20JSIVEIBHRIE Blue, (>21 - 25) = Fundamental Risk

work based learning candidate completion rate at 32%. 72% completion rate for HEFT and
FEFT students.

Future

Improve knowledge and effective use of bespoke Power Bl dashboards to ensure decisions are
evidenced by robust data analysis.

Create further opportunities for staff involved in learning, teaching, assessment and skills
development to learn from each other and other colleges.

Staff engagement with the new Elevate Learning and Teaching programme offered by The
College Development Network (CDN), designed to support and enhance teaching practice
across Scotland’s colleges.

Amendments in curriculum offering to meet demand and attainment targets.

Institution Led Quality Review (ILQR) to commence in June 2026 where Care Health and Sport
(CHS) will be the first faculty to go through the new Tertiary Quality Enhancement Framework
(TQEF) process. Estates team will participate from a support service perspective.

Investors in People (lIP) accreditation meeting w/c 25 May, aiming to move from Gold to
Platinum.

attainment.

Learning and Teaching
Committee

Aligned to strategic goals:

e Inspire and enable
success for all

e  Strengthen our
communities

central to development and collaboration.

Regular Student Association/college communication to all students via Teams.

Explore ways to maximise response rates to surveys to ensure confidence that the results fully
reflect the student voice.

Ensure the college responds timeously to student survey feedback on an ongoing basis.
Student Presidents and development officer are actively involved in new Tertiary Quality
Enhancement Framework steering group. The student voice is embedded into all faculty self-
evaluations.

SPARKLE feedback received and very positive, ‘you said we did’ imagery completed by the
student association with positive actions to student responses.

As above SSES survey response rate 64.5% and surpassed 56.6% in 24/25 with 97.2%
satisfaction rate.

Student President participated in initial review meeting and full review for TQER.

RISK RISK OWNER CONTROLS AND MITIGATION Appetite Score
LEAD COMMITTEE
STRATEGIC GOAL(S)

2.2 There is a risk of a less effective | Vice Principal People, Current and Ongoing 9-15 6
student voice due to limited Performance and e Student Association is represented on all relevant strategic committees at college and Board level "L
engagement with students Improvement and involved in all major consultations. 32
resulting in a reduction in e Student Presidents have monthly meetings with the Principal and Vice Principal for Learning and
satisfaction, retention and Attainment. Structured agenda being created and recognition of the student partnership ambition =

Audit/02062026/Sharepoint

4




STRATEGIC RISK REGISTER
Key to Risk Estimation/Score based on scale of 1-5 for impact x likelihood: ~Green (1-8)=Minor Risk ~ Amber (9-15) = Significant Risk  RECIC2OSINEBHRIEE Blue, (>21 - 25) = Fundamental Risk

Future

e Continue to engage with a range of agencies including the Scottish Funding Council, Quality
Assurance Agency, Student Participation in Quality Scotland and National Union of Students.

e Resource the Student Association effectively in times of financial constraint and explore with them
new ways to ensure the student voice is heard and acted upon.

e Student President posts confirmed as like for like replacements, advertised with nominations
closing 27 April, manifesto required and a three-week campaign follows. Seven candidates.
Voting opens on Tuesday 5 May, 9am - Tuesday 26 May 9am.

3.1 There is a risk that the college is | Vice Principal Finance and | Current and Ongoing 9-15
not able to achieve break-even Estates e Variance on fee income offset by salary underspend for 2025-26.
in 2026-27 due to insufficient e Scenario planning exercise being undertaken by ELT.
income resulting in a decline in | Finance and General e Alternative income team working cross college on bids to secure additional funding.
learning and service delivery Purposes Committee « Additional funding for colleges announced in 2026 Scottish Government budget.

Aligned strategic goals:
e Inspire and enable Future
success for all. e The approach taken by ELT will continue for 2026-27 and 2027-28.
e  Support economic
recovery and growth.
e  Strengthen our
communities.

RISK RISK OWNER CONTROLS AND MITIGATION Appetite
LEAD COMMITTEE
STRATEGIC GOAL(S)

3.2 There is a risk that the college is | Vice Principal Finance and | Current and Ongoing 9-15 15
not able to achieve break-even Estates e Tight scrutiny of underspend on salary cost by ELT. "L
in 2026-27 due to spiralling e  Filling of all non-front facing vacancies requires ELT approval. 3'5
costs resulting in a decline in Finance and General e Scenario planning exercise being undertaken by ELT.
learning and service delivery Purposes Committee -
Future
Aligned strategic goals: e The approach taken by ELT will continue for 2026-27 and 2027-28.

e Inspire and enable
success for all.

e  Support economic
recovery and growth.

e  Strengthen our
communities.
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STRATEGIC RISK REGISTER

Key to Risk Estimation/Score based on scale of 1-5 for impact x likelihood: Green (1-8)=Minor Risk Amber (9-15) = Significant Risk  REGII2OEINVSOHRISK

Blue, (>21 - 25) = Fundamental Risk

3.3 There is a risk that the college is
financially unsustainable due to
unaffordable and unfunded
national pay awards, resulting in
continued cost-cutting.

Vice Principal Finance and
Estates

Finance and General
Purposes Committee

Aligned strategic goal:
e Inspire and enable
success for all.

Current
e Pay awards built into the 2025-26 budget.
e Support staff pay award agreed for three-years to 2027-28.

Future
o Mitigating the cost of national job evaluation for support staff.
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STRATEGIC RISK REGISTER

Key to Risk Estimation/Score based on scale of 1-5 for impact x likelihood: ~Green (1-8)=Minor Risk ~ Amber (9-15) = Significant Risk  RECIC2OSINEBHRIEE Blue, (>21 - 25) = Fundamental Risk

delivery.

Aligned strategic goals:

e Inspire and enable
success for all.

e  Strengthen our
communities.

e Lead with vision and
empathy.

e Informal and formal staff meetings continue to offer opportunities to staff to share ideas and
concerns.

e Engaged with relevant trade unions locally regarding ongoing changes in local support staff trade
union representation.

e Launched staff learning academy in August 2025 to drive staff engagement with their own
learning and development.

e The response rate and results of the 2025-26 staff experience survey continue to be very positive.

¢ Management and staff briefings held for the college’s IIP accreditation visit which takes place at
the end of May.

Future

e Recruitment process of the Principal post underway, staff invited to participate in the stakeholder
event as part of this selection, updates provided to all staff

o Detailed consideration always given to communication with and engagement of staff ahead of
implementation of any organisational change and new initiatives.

RISK RISK OWNER CONTROLS AND MITIGATION pbetite Score
LEAD COMMITTEE
STRATEGIC GOAL(S)

4.1 There is a risk of not being Vice Principal People, Current and Ongoing 9-15 6
able to maintain high levels of Performance and e Regular communication continues to take place from the leadership team on priorities, progress I*L
staff retention, wellbeing, Improvement and performance, supported by regular team meetings in all faculties and departments. 2'3
productivity and engagement . e Job evaluation project moving forward with new project plan and timeline agreed.
due to the impact of perpetual Finance and General e Continuation of hybrid working and compressed hours pilot extended to August 2026 in response
chapge' resulting in g decline in Purposes Committee to positive feedback.
motivation and service e No reduction in the 2025-26 budget for staff training, development and wellbeing. =
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Key to Risk Estimation/Score based on scale of 1-5 for impact x likelihood:

STRATEGIC RISK REGISTER
Green (1-8) = Minor Risk ~ Amber (9-15) = Significant Risk

Blue, (>21 - 25) = Fundamental Risk

Aligned strategic goal:
e Inspire and enable
success for all.

through the SFC Baseline Database Tool.
Future
e Bid for government funding when it becomes available.
Bid for alternative funding streams as they become available.

4.2 There is a risk that insufficient Vice Principal Finance Current and Ongoing 9-15 15

organisational resilience within the and Estates e The Head of Finance and Procurement (HOFP) will prepare monthly management accounts, I"L

finance function could undermine the presenting to ELT, and quarterly management accounts, presenting to Finance and General 5%3

ability to maintain effective financial Finance and General Purposes Committee.

stewardship, impacting statutory Purposes Committee e Budget process for 2026-27 is complete, led by HOFP in collaboration with the College

gompl!ance, reporting, bud.gefung, . . Leadership Team (CLT).

financial coptrols and continuity of Aligned strategic goals: «  HOFP led on internal audit, completed in March 2026.

core operations. e Inspireandenable |, HOEP |ooking at options for new payroll software

success for all e Planning meeting complete with Audit Scotland, Principal, VP Finance and Estates and HOFP in
¢ Strengthgp our attendance.
commu'nltle.s.. e Cashflow submission complete and up to date.
. ;ﬁzdex'”;tv,f”” ¢ Mid-Year Financial Forecast Return (FFR) submitted to SFC 27 March 2026.
pathy. e Finance Assistant recruited in March 2026.
e HOFP reporting directly to the Principal in the absence of VP, Finance and Estates.
e VP Finance and Estates has increased days from 2.5 days to 4 days
e VP Finance and Estates is drafting an action plan, to reduce/remove risk 4.2
Future
e Consideration of work placements from the new accounting degree programme early 2027.
VP Finance and Estates meeting with other colleges to look at succession planning and absence
cover.
RISK RISK OWNER CONTROLS AND MITIGATION Appetite Scoe
LEAD COMMITTEE
STRATEGIC GOAL(S)

5.1 There is a risk that the college is Vice Principal Finance Current 6
unable to maintain our buildings and Estates e Undertake annual programme of lifecycle maintenance. 9-15 I"L
due to a lack of funding resulting e Additional funding received from SFC to replace 36 fire doors. g2
in @ poorer work environment Finance and General e Additional funding received from SFC to install an air conditioning system

Purposes Committee e  Submitting information on the college's future physical infrastructure investment requirements -
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Key to Risk Estimation/Score based on scale of 1-5 for impact x likelihood:

STRATEGIC RISK REGISTER
Green (1-8) = Minor Risk ~ Amber (9-15) = Significant Risk

Blue, (>21 - 25) = Fundamental Risk

interruption to service.

Aligned to strategic goal:
e Inspire and enable
success for all.

exercises).

o Endpoint and patch management system implemented for full visibility of all assets connected to
the college infrastructure to be secured and patched automatically.

e Bi-monthly cyber security table-top exercises with our Chief Information Security Officer,
continue.

e A managed Security Operations Centre and Security Information and Event Management
contract is now in operation, monitoring, detecting, investigating and responding to cybersecurity
threats 24/7, 365 days a year.

e All staff complete mandatory training on cyber security and incremental and tailored short training
packages via Boxphish.

e The upgrade of our server infrastructure supporting the student records system and associated
tools was implemented during the October holiday week and monitoring continues in terms of
server performance with our software supplier ESS and West Lothian Council.

Future

e Cyber Risk Register and Plan under development with college CISO, due September 2026,
linking to NIST framework.

e Business Continuity Plan Oversight Group meets quarterly to ensure staff know what actions to
take in the event of emergencies and that we learn lessons and provide required training.

e Three-year rolling plan for information systems and digital infrastructure updated annually to help
reduce the risk of a cyber incident.

o Review digital infrastructure staffing model to respond to environmental, statutory and legislative
changes related to cyber security.

5.2 There is a risk that the college is Vice Principal Finance Current 9-15 6
unable to improve our teaching and Estates e  Continue with programme of classroom refurbishment in 2025-26. I"L
facilities due to a lack of funding o Continue to lobby for additional funding from the Scottish Funding Council. 82
resulting in a poorer learning Finance and General e Installation of air conditioning system in construction workshop
environment Purposes Committee e  Working with SFC to collaborate on the College Infrastructure Investment Plan PN

Aligned strategic goal: Future
e Inspire and enable
success for all. o Bid for alternative funding streams as they become available.

6.1 There is a risk of failure to react to | Vice Principal People Current and Ongoing 6
a significant cyber incident due to | Performance and e Monthly Cyber security scorecard (April 2026) report classified as A (90%). 1-8 I"L
inadequate infrastructure or sub- Improvements e Cyber Essentials (CE) accreditation awarded on 2nd May and CE+ underway and due end June 32
optimal business continuity 2026. PR
planning, resulting in a major Audit Committee e Updated CIRP (Cyber Incident Response Plan), using outputs from recent TTX’s (cyber tabletop
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Key to Risk Estimation/Score based on scale of 1-5 for impact x likelihood:

STRATEGIC RISK REGISTER

Green (1-8) = Minor Risk  Amber (9-15) = Significant Risk ~ RECIIC20JSIVEIBHRIE Blue, (>21 - 25) = Fundamental Risk

6.2 There is a risk of failure to react to
an emergency incident on
campus due to inadequate
infrastructure or sub-optimal
business continuity planning,
resulting in a major interruption to
service.

Vice Principal People
Performance and
Improvements

Audit Committee

Aligned to strategic goal:

e Inspire and enable
success for all.

Current and Ongoing

Annual Business Continuity Planning (BCP) exercise undertaken with all college managers took
place on 28 May 2025

Annual BCP planned for June 2026 with a focus on health and safety.

Health & Safety Officer participates in quarterly Lothian and Borders CONTEST meetings

When appropriate, college managers engage in formal meetings of the Prevent Multi-Agency
Partnership (this includes Police Scotland, West Lothian Council’s Youth Justice team and NHS
professionals).

Robust Safeguarding policy and procedures in place, with refresher events taking place in the
first two weeks of November

All staff complete mandatory training on safeguarding, Prevent, and health and safety

Targeted training for specific staff teams, most recently first responder training for members of
front facing teams

The lockdown alerting system has been installed in all five buildings and testing has been
undertaken by Estates staff. Training to all staff teams commenced in February and will be
completed in advance of the first campus test planned for June.

All relevant policies and procedures updated to reflect the implementation of the lockdown system
Revised Business Impact Assessment (BIA) template presented to all managers on 25 Feb for
completion by the end of June. All BIAs once completed and reviewed will be held on Sharepoint.

Future

Business Continuity Plan Oversight Group meets quarterly to ensure staff know what actions to
take in the event of emergencies and that we learn lessons and provide required training.
Changes being planned for the August student Induction programme to include the lockdown
procedure.

"L
3*2
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