West Lothian College
Audit Committee

Meeting Date: 14 September 2023: 10.30am — 12.00pm
Venue: Meeting Room 2, No.1 on the Square
Teams Link provided in meeting invitation
Ref | Agenda Item Paper |Lead | Time
1. Committee Administration
1.1 | Welcome and Apologies RL
1.2 | Declaration of any Conflicts of Interest RL
1.3 | Minutes of Previous Meeting of 8 June 2023 1 RL
1.4 | Matters Arising 2 RL
2. Matters for Committee Attention
2.1 | Infrastructure and Cyber Security Update
(i) Information Systems and Digital Infrastructure
Report 3 BD
2.2 | Health and Safety Update (Quarterly Report) 4 EP
3. Audit Reporting
3.1 | Internal Audit
F_’rogress against plan _and reports . 5 DE
(!_) HR Staff Induction and Onboarding 6 DE
(i) Annual Report
3.2 | External Audit Update Verbal | BB
3.3 | College Rolling Audit Action Plan 7 JMcL
4, General Compliance
4.1 | (i) Staff Mandatory 8 DO’S
Training 9 JMcL
(i)  GDPR Update 2022-23
5. Matters for Information
5.1 | Sector Update Verbal | DE/BB
5.2 | Risk Register - Any matters for escalation or update Verbal | RL
6. Any Other Business RL
7. Review of Committee, Supporting Papers
8. Date of Next Meeting: 30 November 2023 RL
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West Lothian College
14 September 2023

Audit Committee

Meeting of 8 June 2023

Present:

Richard Lockhart (Chair)

Seonaid Crosby (Vice Chair and Non-executive member)
Sue Stahly (Non-executive member)

Rehela Hussain (Non-executive member)

In attendance:

Alex Linkston (Non-executive member)

Jackie Galbraith (Principal)

Beth Brownlee (Head of Quality, Student Support and Learning Resources)
Brian Battison (Audit Scotland)

Gillian Callaghan (Azets, Internal Auditors)

Simon Earp (Vice Principal, Performance and Improvement)
Sarah-Jane Linton (Vice Principal, Learning and Attainment)

Jennifer McLaren (Vice Principal, Finance and Corporate Services)
Bill Dunsmuir (Head of Information Systems and Digital Infrastructure)
Emily Purdie (Health and Safety Officer)

Tony Sharkey (Non-executive member)

Jenny Stalker (Board Secretary and Governance Advisor)

1 Committee Administration

1.1 Welcome and Apologies
The Chair welcomed members to the meeting, noting this was his first
meeting as Chair of the Committee. The Chair also welcomed Rehela
Hussain to her first meeting.
Apologies were noted from David Eardley of Azets Internal Auditors.

1.2  Declarations of Conflicts of Interest
There were no declarations of conflicts of interest.

1.3 Minutes of Meeting of meeting of 23 February 2023

The Committee approved the minutes as accurate with two changes to
attendance:

Jackie Galbraith (Principal) to be noted as In Attendance only
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1.4

Seonaid Crosby (Non-executive member) to be noted as an apology.

Action 1: Board Governance Advisor
Minutes of meeting of 23 February 2023 to be amended.

Matters Arising

There were no matters arising.

2 Matters for Committee Approval

21

Digital Strategy

The Vice Principal, Performance and Improvement spoke to the paper
and highlighted the 3-year rolling plan which will realise the strategy.

The Head of Information Systems and Digital Infrastructure gave an
overview of the Digital Strategy. Committee attention was drawn to the
diagram on page 5 which summarises the component parts of the
strategy and the links to the Learning and Teaching Strategy.

The committee was informed that cyber security is at the heart of the
strategy to ensure the college is safe, secure and sustainable. The
Head of Information Systems and Digital Infrastructure discussed the
challenges and benefits of artificial intelligence. The Vice Principal,
Learning and Attainment informed the committee about the use of
artificial intelligence models to help students with study skills such as
referencing and research. It was noted there are challenges around
maintaining the integrity of assessment as existing plagiarism tools
cannot pick up where artificial intelligence is being used.

The committee asked if there is an independent audit of the NIST
framework. The Head of Information Systems and Digital Infrastructure
confirmed this will be subject to external review and discussed the
quantitative scores being used within this framework. The committee
was informed the college is considering working to achieve ISO
accreditation in the future.

The committee commented on the thoroughness of the document and
complimented the Head of Information Systems and Digital
Infrastructure on the paper.

The Chair noted the ongoing need to monitor costs and the strong
message we should give to the Scottish Funding Council with regard to
this work. The Principal reported the Scottish Funding Council are well
placed in this regard and we are in a good position.
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The committee approved the Digital Strategy.

3 Matters for Committee Attention

3.1

3.2

Infrastructure and Cyber Security Update
3.1 (i) Information Systems and Digital Infrastructure Update

The Head of Information Systems and Digital Infrastructure
highlighted the continued investment in infrastructure and
confirmed that new network switches will be installed over the
summer, building on the server infrastructure work completed
last summer.

The committee was informed that Cyber Essentials Plus was
achieved on 24 May 2023. Multi factor authentication has been
introduced for staff and work is now progressing to introduce
multi factor authentication for students.

The Head of Information Systems and Digital Infrastructure
referred the committee to the update on the new data dashboard
and drew committee attention to page 6 which gives an insight
into the transformed PowerBi tool.

The Chair noted the good work being done on Cyber Essentials
and the benefits this could have for future commercial contract
work.

Health and Safety Update (Quarterly Report)

The Health and Safety Officer talked to the quarterly report, noting that
we are still using pre-Covid stats for this report.

EP has taken responsibility for co-ordination of first aiders. The
committee heard the draft bill to implement Martin’s Law has been
released and there are questions about how this will apply to the
Further Education sector. This will establish regulations to be met for
events and training needed for staff. The college will be required to
register with a regulator but guidance is awaited on this.

The committee was informed the Air Monitoring and Noise Testing
reports are now available. Faculties are working to address identified
actions. The committee was informed that air monitoring did not raise
any concerns and noise levels are being managed with appropriate
PPE.

AC/14092023/Sharepoint 3



Action: To Approve Agenda Item 1.3

Paper 1

West Lothian College
14 September 2023

The Health and Safety Officer noted a few procedures to be reviewed
over the summer and confirmed that toolbox talks have been
completed for staff training.

EP reported this was her last meeting as she is moving on to a new
role at Stirling University. The Committee thanked the Health and
Safety Officer for her work over the last few years and wished her well.
The Vice Principal, Finance and Corporate Services assured the
committee there are interim arrangements in place for health and safety
pending recruitment to the post.

3.4 Internal Audit

The Vice Principal, Finance and Corporate Services gave an update on
the Internal Audit Plan and informed the committee that a draft plan for
2023-24 will be brought to the next meeting.

Azets Internal Auditors then took the committee through key points
from the audit reports:

3.4 (i) Quality Assurance Processes Report
The focus of the Quality Assurance Internal Audit was on
Internal Verification across the college. The committee heard
this is a clean report with no areas for improvement identified.

3.4 (ii)IT Support Helpdesk Report
Azets Internal Auditors noted that the main recommendations for
improvement have been adopted by the college. The committee
will see progress in implementing these recommendations in the
college rolling action plan.

3.4 (iii)Core Financial Systems Report
The internal audit focused specifically on budgetary control and
creditor payments. The committee was informed that this is a
clean report identifying robust processes are in place. It was
noted that there was one area for improvement in relation to
documentation of the budgetary control process but that this is
not a point for concern.

The committee were reassured that processes are robust and
noted the reports.
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3.5

3.6

College Rolling Audit Action Plan

The Vice Principal, Finance and Corporate Services reported that all actions
are on track for completion.

The committee was content to note the report.
External Audit Update

3.6 (i) Annual Audit Plan 2022-23

The Chair of Audit Committee welcomed Brian Battison of Audit
Scotland to the meeting and noted that this is the start of Audit
Scotland’s 5-year appointment.

Audit Scotland highlighted page 5 of the plan, informing the committee
the plan has been developed based on levels of financial materiality.
Audit Scotland emphasised the college is in the low risk category.

Audit Scotland discussed pages 6 and 7, exhibit 2 of the plan, which
notes the significant risks identified for this audit and areas of focus.
The valuation of pensions on page 8 of the plan was discussed as a
significant risk and therefore another area of focus. The committee
noted that cyber security risks are included in the plan.

Audit Scotland discussed the audit timetable and confirmed the aim will
be to report to Audit Committee in November and to the Board of
Governors meeting in December. However, Audit Scotland highlighted
possible issues in achieving this timetable as they are new to the
college and it may be challenging to complete the work to the target
deadline. The committee noted that it will be a concern if the timetable
slips and queried how this affects reporting for subsequent years. Audit
Scotland agreed there is more work involved in the first year but
reporting for recurring audit years should meet agreed deadlines.

It was also noted that Fiona Owens has moved to another job role and
will no longer be part of the audit.

The committee noted the plan.
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3.7 Key Performance Indicators
3.7 (i) Complaints Report

The Vice Principal, Performance and Improvement discussed
the standard complaints report, noting the drop in reported
complaints to 20 as opposed to 24 in 2021-22. 16 complaints
were upheld and closed off in the required timescale. The
committee was informed there are no patterns to complaints that
are causing concern.

The committee heard that the final day of evidence in the
outstanding legal case took place on Friday 2 June 2023 and 16
June 2023 will be the last day of court attendance. However, it
was noted that it may be a further four to six months before the
final decision is given.

The committee was content to note this report.
4 Matters for Information
4.1 College Sector Performance Indicators

The Vice Principal, Performance and Improvement discussed the paper
and confirmed the performance indicators were considered in detail by the
Learning and Teaching Committee. The committee noted the college’s very
strong performance in the sector.

The Vice Principal, Performance and Improvement noted that the college is
not complacent and there is always room for improvement. College
managers are considering the statistics at a more granular level to identify
and action any areas where improvement can be made.

The Committee noted the paper and congratulated the college on this
performance.

4.2 Risk Register — matters for escalation or note

The Chair informed the committee there were no significant escalations to
any of the key risks in the current register.

The Vice Principal, Finance and Corporate Services confirmed the 2023-24
risk register will be presented to the Board of Governors meeting on 20
June 2023. This is based on the new tolerances agreed by the Board at the
Risk Management Workshop held on 11 May 2023.
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The committee was content to note the verbal update.

5 Any Other Business

5.1

Revised Committee Remit

The Committee discussed the responsibilities noted in the revised
remit, and noted the following points for amendment:

Meetings:
Include an item to encourage member attendance at Strategy Events

Responsibilities:

The committee discussed their role in advising the Board on
Whistleblowing and agreed the committee does not have sufficient
information on this item. It was agreed that the Vice Principal, Finance
and Corporate Services should add this as an item in the Freedom of
Information Report to provide further detail for the committee’s
information.

Reporting Procedures:
Item to be added to clarify the Committee shall recommend relevant
documents to the Board for final approval.

Action 2: Board Governance Advisor
Amend the Committee Remit to reflect committee discussion.

Action 3: Vice Principal, Finance and Corporate Services
Include Whistleblowing data in future Freedom of Information Reports

The Committee approved the revised remit with the noted
amendments.

6 Review of Committee and Supporting Papers

The Committee commented positively on the quality of papers presented to
the meeting.

7 Date of Next Meeting

The date of the next meeting will be Thursday 14 September 2023 at 10.30

am.
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8 Committee Self-Assessment

Non-executive members of the committee remained at the end of the meeting
to participate in a self-assessment workshop. The committee discussed key
elements of the Good Governance framework, relevant to the Audit
Committee, and noted areas of strength and areas for development.
Committee feedback was recorded and will inform the Board Development
Plan for 2023-24.

Note: There were no matters discussed during the meeting, during which
Members declared any conflict of interest, or the Board Secretary and
Governance Advisor was aware from the Register of Interests that discussion
could give rise to such a conflict.

SIgNed

Date
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Matters Arising / Action update from the Audit Committee Meeting of 8 June
2023.

Action 1: Board Governance Advisor

Minutes of meeting of 23 September 2023 to be amended.

Action Status: Completed

Action 2: Board Governance Advisor

Amend the Committee Remit to reflect committee discussion.

Action Status: Completed

Action 3: Vice Principal, Finance and Corporate Services

Include Whistleblowing data in future Freedom of Information Reports
Action Status: Completed

GDPR Update Report will be presented to the Committee which includes a section on
Whistleblowing and Freedom of Information requests.
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INFORMATION SYSTEMS AND DIGITAL INFRASTRUCTURE REPORT
Introduction

This paper provides an update on key works and projects completed within the last
quarter of the 2022-23 Academic Year and an update on projects underway for
2023-24.

Please note, as agreed at the committee meeting in June, the following report will
link to the strategic aims of our approved Digital Strategy:

Aim 1 — To ensure data protection, cyber security and infrastructure resilience

Aim 2 — To provide services that facilitate, inspire, and enable success for all

Aim 3 — To use data at the core of business decisions

Aim 4 — To achieve digital literacy we will ensure all students, teaching and

support staff possess essential digital skills and can confidently use digital

tools for teaching, learning and administrative tasks

e Aim 5 — To develop and use digital systems to drive effectiveness and
efficiency

e Aim 6 — To integrate artificial intelligence in learning and support we will
capitalise on Al technologies for a personalised learning and teaching
experience.

e Aim 7 — To deliver sustainable digital development by ensuring our digital

transformation is environmentally responsible and sustainable.

DIGITAL INFRASTRUCTURE (DI)

Digital Strategy Aim 2 - To provide services that facilitate, inspire, and enable
success for all

Scottish Funding Council (SFC) funding for digital poverty 2023-24

SFC guidance and allocations were announced to the sector on 13 July, with the
college pleased to announce a slight increase in funding from just over £76k in
2022-23, to £83,104 for the current year.

Student Support

Stock levels of loan laptops and other devices remain high due to investment into our
asset registers over the past three years, with demand from students expected to fall

further during 2023-24, with onsite learning and teaching returned and direct access
to classroom-based and study area resources.
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Estate Upgrades

The digital infrastructure team, working in conjunction with our facilities team, has
been extremely busy over the summer, preparing a range of teaching and learning
support spaces, with both hardware and software upgrades across the campus in
support of the return of our staff and students.

Plans have also been progressing to upgrade the sound system used in the Campus
Café and a new Audio Visual (AV) installation in the Gym, due in October 2023.

Digital Strategy Aim 1 - To ensure data protection, cyber security and
infrastructure resilience

Infrastructure and Campus Security
The contract award to replace our network switches, fibre connections to each of the
buildings on campus and the upgrade of our CCTV installation was confirmed during

July and a detailed scope of works has commenced with the supplier.

To ensure limited disruption to staff and students, and given the logistical
complexities of the project, work is now scheduled for the October holiday week.

Replacement of these key elements of the college infrastructure form part of a rolling
five-year plan and provide critical security improvements, building on the server
infrastructure project that was completed last summer.

Cyber Security

Meetings continue between our CISO (Chief Information Security Officer) and the
digital infrastructure team, with updates continuing into the cyber security risk
register, using the National Institute of Standards and Technology (NIST) framework.
A revised Cyber Risk Technical Assessment (CRTA) last conducted in May 2021, is
scheduled to be repeated by December 2023, providing the college with a detailed
report to further inform our maturity scoring against the NIST Framework.

Cyber Essentials (CE) plus

The college achieved CE+ status on 24 May 2023.

Digital Strategy Aim 5 - To develop and use digital systems to drive
effectiveness and efficiency
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Internal Audit — IT (Information Technology) Helpdesk (Topdesk)

Actions to improve governance, management reporting and effective engagement
with the Helpdesk are due for completion by 31 December 2023.

Work has already commenced to develop reporting and analytics from Topdesk,
which will be included in future reports to this committee.

INFORMATION SYSTEMS

Digital Strategy Aim 5 - To develop and use digital systems to drive
effectiveness and efficiency

Centralised Timetabling Solution

A project has been approved by the Systems Review Group to introduce a revised
centralised timetabling solution for the college. The project has been designated as a
top priority for development and follows on from the recent changes introduced to the
curriculum planning and building process for 2022-23.

Initial scoping work has been undertaken between the Information Systems team
and a representative from the learning and skills managers. Further demonstrations
and training will be made available over the next few weeks, with a further update to
the Systems Review Group. The development will look to exploit enhanced tools
within our current student records system and continue our strategic approach of
using our UNIT-e system as the backbone for future development.

Digital Strategy Aim 3 - To use data at the core of business decisions
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Data Dashboard Project

The college continues to enhance its Power Bl reports, emphasising better design,
increased functionality and ease of use for staff.

This effort includes the creation of new data visualisation tools designed to highlight
various areas of the college's operations.

Dashboards will capture key performance indicators to track the college's progress
towards its goals, provide insight into student enrolment patterns and monitor
application rates to identify courses that might not achieve their target enrolments.
With these updates, the institution aims to support decision-making based on solid
data and ensure effective resource allocation.

The following image provides an update on current progress and the plan for
updating and revising all the existing dashboards.

Planning Admissions Enrolments Performance Evaluation

Marketing Analysis Application Tracker Enrolment Demographics

Curriculum Planning Survey: Induction Survey: Sparkle
Regional Outcome Agreement
R

Pl Reporting Survey: Leavers

Survey: SSES Results Analysis
Survey: Withdrawals College Leaver Destinations
Exam Resulting School Leaver Destination
_ Preferred Route Preferred
SFC Pl Comparison O

a4 .
New Complete l\ / In development Under review Legacy

FES (Further Education Statistics) and Credits Audit 22-23

Registers

Enrolment Profile Equalities

The information systems team are preparing for the annual FES and credits internal
audit, with audit taking place over the weeks of 4 and 11 September. The draft report
of findings will be taken to the next meeting of the committee.

AC/14092023/Sharepoint 4



Action: For Attention Agenda Item 2.1 (i)

Paper 3
West Lothian College
14 September 2023

Predictive and Prescriptive Analytics

Work continues to introduce predictive models, with the objective of decreasing the
number of students dropping out of their courses early and enhancing overall student
performance.

This forward-thinking approach seeks to bolster retention rates and raise the number
of students who graduate or meet their educational targets.

Ongoing discussions with "The Data Lab" and other establishments with analogous
aims are in place to encourage collaboration and share effective practices.

Initial proof of concept has been completed, with the focus now being on accuracy
and feature engineering. This is to assess which of the data types fed into the model
are the best overall predictors of student retention and attainment.

Surveys

The academic year 2023-24 will begin with a new round of student surveys. The first
of which is the student induction survey, designed to gauge the efficacy of the
induction process in various areas.

The survey has seen significant updates. A major focus has been on collecting
detailed data about the carbon footprint resulting from students commuting to and
from the college. This includes understanding the types and frequency of travel
methods used. Moreover, we are tapping into Google's Distance API (Application
Programming Interface) to accurately measure the exact road distances covered by
students during their commute.

To support this, the college's survey software has been revamped with enhanced
features. A notable upgrade ensures students get only one message per course,
eliminating redundancy. Also, we have introduced personalised messages to boost
engagement as part of our ongoing commitment to improve our survey platform.
Action

The committee is asked to note the paper.

Bill Dunsmuir

Head of Information Systems and Digital Infrastructure
14 September 2023
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HEALTH AND SAFETY QUARTERLY REPORT

Introduction

Health and Safety activities this quarter concentrated on getting new fire marshal
and first aid staff trained and up to speed with processes.

Accidents, Incidents, Near Misses and Investigations

The monitoring, recording and reporting of accidents, incidents and near misses are
a legal requirement that the college actively promotes across the campus. As well as
meeting the college’s legal obligation, it allows identification of where and how risks
arise.

The college records accidents, incidents and near misses on HSF1 forms. There
were 17 HSF1 forms returned in this period. During the Covid period, there were
significantly fewer people on campus, therefore figures from 2020 and 2021 do not
give an accurate comparison. The comparison is thus against the same period in
2019 when we had 19 returns. In any case, each report is fully investigated by the
college health and safety officer. Appendix 1 shows details of all investigations
during this period.

-
-

Accident Firstaid  Sportsinjury Incident Police Near miss  Dangerous Violence
Incident Occurrence

¥ Jan-Mar ® Apr-June ™ July-Sept ™ Oct-Dec
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Data Collection 2023 to date

2023
Jan - Mar |Apr-June |July-Sept |Oct-Dec |TOTAL

Accident 12 8 0 0 20
First aid 17 8 0 0 25
Sports injury 2 (0] (0} 0 2
Incident 0 0 0 0 0
Police Incident 0 0 0 0 0
Near miss 0 1 [0} [0} 1
Dangerous Occurrence 0 0 0 0 (¢}
Violence 0 0 0 0 0

31 17 0 0 48

Jan- Mar |Apr - June|July - Sept Oct - Dec |[TOTAL

Sports 2 (0] (0] (0] 2
Slips, Trips and Falls 5 4 0 0 9
Handling (cuts,burns etc) 10 5 0 0 15
Struck by Equip/Object/Vehicle 3 0 0] (0] 3
Pre existing condition or illness 8 8 0 0 16
Chemical/Substance 0 0 0 0 0
Contact with electricity 0 0 0 0 0
Violence - threat 0 0 0 0 0
Violence resulting in injury 1 (0] 0 0 1
Accidents out with College 0 0 0 0 0
Mental Health (Self harm/Overdose) 2 0 0 0 2
Other 0 0 0 0 0
TOTAL 31 17 o] o] 48
Ambulance call outs 0 2 0 0 2
Taken to hospital 2 5 0
Police call outs (MANUAL ENTRY) 0
RIDDOR (6] O

Scheduled Events

Zurich Insurance, working with the Health and Safety Officer, carried out a Business
Continuity table-top exercise with the full management team. The scenario used was
a weapons and vehicle attack at the nearby shopping centre with some staff and
students caught up in the situation, as well as other concerns due to the close

proximity to the college.

The management team had to look at their business continuity plans and decide
upon communications and actions based on the situation as it developed, resulting in
how to handle the aftermath of the situation when it affected staff and students on
campus and the operational reputation of the college.
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Appendix 2 gives the actions identified from Zurich. These actions and
recommendations have not been reviewed at the time of writing this report.

During this period, leadership of the college’s first aid team was transferred to the
Health and Safety Officer. An introductory meeting was carried out with the first aid
team to go over a new Teams page for the team, discuss rotas and a discussion of
best practice. Three toolbox first aid talks were also carried out throughout this
quarter with new First Aiders.

The Health and Safety Officer delivered a toolbox talk to the managers’ forum on the
duty manager role.

Two toolbox talks with new fire marshals were carried out going over their role and a
walkaround of the building

Health and Safety Management

The following arrangements are in place to control health and safety risks in order to
meet the legal requirements and show commitment to all stakeholders:

Health and Safety Committee
Last Health and Safety Committee meeting was

held on 22 May 2023

Minutes from meeting have been posted on Yes

SharePoint

Actions raised at Health and Safety 9 Action points against 3

committee health & safety officer
outstanding 0

Next meeting scheduled for 21/08/2023

Employer’s Liability Insurance

Zurich Employers Liability Insurance Expires on 31 July 2023

Interventions

HSE Inspections in the last 12 months 0

Improvement Notices issued in last 12 months 0

Prohibition Notices issued in last 12 months 0

Improvements issued by Fire Service in last 12 0

months

Risk assessments

Number of risk assessments due for review An audit of all faculty
paperwork was expected June
2023 by Health and Safety
Officer but delayed due to
vacancy in post

Number of new Risk assessments. 2 maternity assessments
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1 DSE assessment

First Aid Risk Assessment - Reviewed with First
Aid Coordinator

Next review Sept 2023

Fire Risk Assessment

Fire Risk Assessment in place

Yes

Review Date

October 2023

Health and Safety Policy

Policy Statement approved by

Jackie Galbraith

Next Review date June 2023
Responsibilities currently unassigned 0

Health and safety Procedures Review due date
Accident/Incident reporting December 2023
Lone Working February 2023
Inspection and Auditing February 2023
Emergency Evacuation August 2024
Work Placement August 2024
Excursions February 2023
COSHH December 2023
First Aid February 2023
Lock out/Tag out February 2023
Noise at Work February 2023
Business Continuity Policy Framework August 2024
Fire Safety Actions

Outstanding actions related to fire inspection 0

Overdue actions related to fire inspection 0

Last emergency evacuation drill (daytime)

23 March 2023

Last emergency evacuation drill (evening)

30 March 2023

Next emergency evacuation drill (daytime)

September 2023

Next emergency evacuation drill (evening)

September 2023

Staff Health and Wellbeing and Learning and Development

Learning and Development

The college was able to access a range of free or funded training during this quarter
including mental health first aid training for a cohort of employees, overdose
awareness and naloxone training, plus self-harm training. Two of these were
organised through the college’s partnership with The Scheme.
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Staff Health and Wellbeing

During this quarter the following activities were provided as part of the Staff
Experience initiative:

« Inaugural Menopause Café took place in May, facilitating peer support across staff.

« Annual Step Challenge took place across May and June. 18 teams participated
(72 individuals) and 29,270,586 step points were accrued during the challenge,
encouraging physical activity and promoting college community.

« Mental Health Fitness Hub — provided by the occupational health provider, this
was promoted to staff during May, with tools and resources to support resilience
and wellbeing.

The college offered staff the opportunity to go on Overdose Awareness and
Naloxone Training Delivered by Scottish Families Affected by Alcohol and Drugs.
This was offered in partnership with the charity, The Scheme. Naloxone is a
life-saving medication that can reverse an overdose from opioids—including
heroin, fentanyl, and prescription opioid medications when given in time.

The first aid room now has a prefilled Naloxone nasal spray and injectable kit in
stock and many of the first aiders took up the training offered, even although this
goes above the normal requirements of the role.

Changes to Legislation/Guidance

From 1 July 2023, the Scottish Fire and Rescue Service (SFRS) will stop attending
automatic fire alarm (AFA) call outs to commercial business and workplace
premises, unless a fire has been confirmed.

Duty holders with responsibility for workplace premises are being asked to safely
investigate a fire alarm before calling 999, SFRS control room operators will now be
asking for confirmation of an actual fire, or signs of fire, before sending the nearest
resource.

Because SFRS will treat any fire alarm as a sign of fire, other than from a single
smoke detector, all college sensors apart from kitchen areas will be upgraded to

multi-sensors. If the sensors sound in kitchen areas, a full investigation will be
carried out by the Estates team who will then dial 999 if a fire is found.

CONTEST and Prevent

The Scottish Government requested a Prevent annual assurance return
Questionnaire be completed for 2023. The details are attached in Appendix 3
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College Improvement Works

During the period, Maxi Construction was appointed as the main contractor to carry
out project works in two buildings during the summer period. They started on
campus mid-June with a view to completing prior to curriculum staff returning on

15 August.

The decarbonisation project in Building No.4 has been going through the information
gathering stages to understand the current emission status of the building to agree
the appropriate energy conservation measures to install over the coming months
with a view to reducing our emissions.

Recommendation

The Audit Committee is asked to note this report.

Emily Purdie
Health and Safety Officer
14 September 2023
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Appendix 1 — Health and Safety Officer Investigation Findings

No | Date Accident/ | HSF1 Detail Investigation
Incident/
Near Miss
1 18/04/23 | First aid Student cut finger at No further Action
home, first aider
dressed wound
2 20/04/23 | First aid Student had a panic
attack, sat for a while
with first aider then went
back to class
3 25/04/23 | Accident Student was running No further Action
and fell and tripped and
cut hand on glass, first
aider applied bandage
4 25/04/23 | First aid Student had pain in Student was off college for a
back in morning, month
worsened when
attended college, could
not move and
ambulance was called
at taken to hospital
S 28/04/23 | Accident Member of staff cut H and S officer investigated
finger on door handle and could not see any sharp
areas and possible hand
slipped on angle
6 03/05/23 | Accident Student was working Student wasn’t wearing
with metal and cut gloves even though
hands, first aider informed to do so by lecturer
attended and dressing
applied
7 04/05/23 | Near miss | Lecturer tripped over a H and S officer checked and
table that was in the table was broken and left
room lying, informed lecturer to
inform estates to collect
8 10/05/23 | First aid Student has a No further action
pre-existing condition
and had fainted, no first
aid required as student
took taxi to hospital
9 15/05/23 | Accident On acollege trip to a Student was treated and
competition a student able to return with other
tripped when returning students on trip back
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to their hotel, members
of staff took her to
A and E

10 15/05/23 | First aid Student took unwell on | Student had tests and no
trip to competition just further with reason what
before they were to caused her illness

return home, and an
ambulance was called,
student was taken to
hospital and admitted,
on the Wednesday
members of college staff
stayed with her until
Thursday (while all
others had returned
home) the student was
discharged on Sunday
and made way home

1 16/05/23 | First aid School Student took a Parent came to collect
nose bleed and was a No further action
pre-existing condition,
parent was informed
and they asked to keep
him at college, student
had another nose bleed
and advised by First
aider to go home

12 22/05/23 | First aid Student woke up with No further action
blurred vision, got taxi to
A and E as advised by

first aider
13 25/05/23 | Accident Member of staff was Advised by manger not to
sitting at a desk not use that equipment/desk as

designed for DSE work, | not suitable for working at.
member of staff ended
up with twisting and
having a sore back

14 26/05/23 | Accident Student touched a hot No further action
pan handle and burnt
hand, first aider

attended and applied

AC/14092023/Sharepoint
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cold pack/ran under
water.

15

08/06/23

First aid

Student fainted, first
aider attended but ok
when arrived, left with a
school member of staff
to go home

No further action

16

08/06/23

Accident

students lace got
trapped under trolley
and resulted in bruised
foot, first aider attended
and student returned to
class

No further action

17

21/06/23

Accident

Member of staff had
turned on hot water in
kitchen and scalded her
hand, Water and ice
applied

H and S officer contacted
estates team to investigate
in case water engineers had
been in testing the water.
They had indeed and left it
running hotter than normal.
Estates are now going to
add in checks when that
company comes in again to
ensure that water isn’t left
scalding.

AC/14092023/Sharepoint
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Appendix 2

Executive Summary ¢ ZUrRICH

As part of the risk services provided to West Lothian College a desktop Business Continuity and Incident Management Exercise
was conducted on 6" June 2023. The exercise focused on a business service disruption caused by a terror incident taking
place at the adjoining shopping centre that resulted in disruption and eventual closure of the campus for a period.

The exercise was attended by members of the Strategic Directional Team (SDT) and Tactical Management Team (TMT) and
aimed to find areas for improvement and increase awareness of the different types of disruptive events the College should be
prepared for. Following the exercise, a survey was provided to the participants to give feedback, all participants said that they
were fully engaged throughout the session and a further summary of the results is shown below.

Were the objectives of the exercise met? How beneficial was the session?

A

m Fully = Partially

= Extremely beneficial = Very beneficial = Somewhat beneficial

2 © Zurich
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Recommendations

¥ ZURICH

# Jobsnaton [Rconmendmen
Business Continuity Plan

1 During the exercise it was noted that there was no direct reference made to the Business
Continuity Plan and at no point was it officially invoked during the exercise to help guide
decision making or set the agenda for potential meetings. For example, Section 5 of the
Plan identifies actions that need to be taken in response to any incident.

Whilst roles and responsibilities of the SDT and TMT are set out in the Plan, knowledge and
application of this was not consistently observed throughout the Exercise. In particular
there was a lack of clarity on delegated authorities and decisions / information that required
escalation from TMT to SDT. More generally it was observed that views on the overall
purpose of each group were not initially aligned which in turn led to clarification discussion
rather than focus on responding to the incident.

Communication

3 During the exercise it became clear that there was not a formal communications strategy in
place to help guide the response teams and as such there was confusion over, who was to
lead on this and what the message would be coming out of the College. It is noted that
communications is only given brief mention (Section 9 and Appendix A) in the Plan.

AC/14092023/Sharepoint

Members of the SDT and TMT should ensure their knowledge and
understanding of the Plan remains up to date such that its use in
an incident is “second nature”. In addition, consider undertaking
periodic light touch Exercises to refresh collective understanding
and identify potential improvement areas in Plan layout, logic and
content.

The Business Continuity Plan (Section 5) should be updated to
ensure the overall purpose and terms of reference of both the SDT
and TMT are explicitly stated. On formation of the SDT and TMT
following an incident Team Leads should ensure that members are
understanding of the purpose, respective roles and decision
making authorities. This can be added to the Initial Meeting
Agenda.

Put in place a communications strategy to help manage
communications during and after BC events. The strategy should
include;
+ Responsible persons / delegated authorities
* Communication channels and protocols (internal and external)
* Media management (and role of West Lothian Council)
*  Post event monitoring and messaging (reputation
management)
Message templates
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Recommendations 7 ZURICH

m Observation Recommendation

Communication

4 Throughout the exercise there was an uncertainty as to who was leading the SDT and Where multi-team incident management structures are setup it is
disseminating information and whom from the TMT should be sending information backto  essential there is efficient and effective cross team
the SDT. This was decided during the exercise and had this been a real world event, communication. The Plan should be updated to allocate specific
valuable time would have been wasted in making this decision. responsibility for communication between SDT and TMT is
allocated to an individual and deputy.

Incident Management

5 During the exercise opportunities to consider and assess options and alternative solutions ~ Those leading the SDT and TMT should ensure that all voices
were lost as not all voices in the room were heard. Whilst incident management requires a within the teams are heard and listened to. This will allow for new
strong and decisive approach particularly in the immediate aftermath of a major incident it ideas to come to the fore and help improve group dynamics and
is equally important to encourage collective contribution to ensure the best [possible enhance the effectiveness of the teams as a whole
response.

The exercise highlighted the lack of a clear plan on the way in which students would be in A College Invacuation Plan should be developed that will need to
invacuated should the need arise. There were many differing ideas, thoughts and concemns  consider the following:
surrounding this process, these included, availability of staff, knowledge of student * |dentification of safe and lockdown areas;
whereabouts and containment. + |dentification of invacuation and lockdown signals;
+ Communications;
+ Accounting for staff/students/visitors and use of staff, student
and visitor identification badges.

4 © Zurich
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Recommendations

7 ZURICH

4 [Obonaton  [Meommnseion
Incident Management

4

During the exercise it became apparent that one member of the team had recently
completed external training with the Police that would have been useful in this exercise
and if a real world situation similar to this took place. The team were unaware of the
expertise in the room and as such may have missed opportunities to gain greater
information and better direct their BC efforts.

Whilst staff and student health and wellbeing was discussed it was felt there was
missed opportunity to consider the potential impacts at an earlier stage and plan
accordingly - for example understanding how to mobilise additional support resource.

The scenario challenged participants to consider the impact of College closure during
peak exam period in May. Potential solutions for ensuring students could sit exams —
such as using other training providers facilities — were discussed. However, participants
recognised that many assumptions were being made and there was no assurance the
proposed solutions would work in practice.

AC/14092023/Sharepoint

Ensure that all expertise is known between the BC team to help
deal with large scale BC events.

The College should ensure that in the event of long term BC
events that the College is prepared and has a plan in place to
manage the health and wellbeing of both staff and students
who may have been affected. This will include for example,
arrangements to monitor the impact of an event of staff and
student communities and availability of support and intervention
resources.

The College should ensure there are contingencies in place for
students sitting exams in the event that the campus is
unavailable. This can be done through the development of
relationships with external partners or other colleges.

5
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Appendix 3
Prevent Annual Assurance Return Questions 2023 - College

This document provides a hard copy of the Prevent Annual Assurance Return questions being asked in the online survey. Please
submit your responses via the Google Form, this document is for your reference only.

COMMENTS
Key area of Focus 1 - Leadership
Ensuring appropriate Prevent leadership is in place There is active engagement from
principals and the senior
v management of the college with the

range of Prevent partners including
police in complying with the
Prevent Duty.

Please provide further details behind the compliance rating chosen. Mandatory training for all staff is
well embedded. Prevent Lead and
Vice Principal attend CONTEST
v group for Lothian and the Regional
Lothian and Borders Group. Senior
approval for additional
development for 2023-24 to expand
agenda and responsibilities

There is a Further Education/college Prevent SPOC within the college. Prevent role is part of Health and
This SPOC knows how to make a Prevent referral and all staff are Safety role remit with additional
aware of who they are and their role within Prevent. v input from the Safeguarding Team

who have had training to complete
the process and additional

15
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AMBER COMMENTS

Radicalisation training for staff
which supports referral process.

The college demonstrates that it is engaged with the Scottish FE
Prevent network at a senior level through Regional Chairs and

Prevent Lead and Vice Principal
attend and it has been

each institution, these multi-agency groups monitor delivery against the
wider Prevent implementation plan.

Principals. A SPOC from both represents the sector at the Prevent Sub- | v recognised this in essential in

Group. West Lothian/Lothian and
Borders

The college demonstrate that it has an awareness of, and — where Wider implementation plan is

appropriate — take the opportunity to feed into local CONTEST or matched against West Lothian

Prevent multi-agency groups. As well as any action plans agreed by v

College plan and discussed at
quarterly meetings

A strategic sector lead for further education is an active member of the
Prevent sub-group. The FE/college SPOC is aware of who this strategic
sector lead is and engages with them as necessary in the first instance
for advice or guidance on any Prevent related concerns and provides
relevant updates to be fed into the Sub Group by the strategic sector
lead on their behalf.

Clear line of responsibility and
process in place, further

development of this within the
Safeguarding referral pending

Additional good practice* Is the SPOC engaged with networks as a
means of obtaining support for Prevent delivery? E.g. SPOC network,
signed up to Knowledge Hub.

How the organisation ensures training needs are met

v

Safeguarding Lead is fully
engaged with Knowledge Hub,
Prevent Lead is also engaged
with SPOC networks. Both

engaged with CDN networks
Key Area of Focus 2 - Staff Training

The college’s SPOC ensures
that staff have a good
understanding of Prevent and

16
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are aware of available
programmes to support any
individual who is vulnerable to
being drawn into terrorism. The
SPOC ensures all relevant staff
have received Prevent training
tailored to their role in Prevent
delivery. Student unions also
consider whether their staff and
elected officers would benefit
from Prevent awareness

training.
Please provide further details behind the compliance rating chosen Mandatory training in place
annually for all staff across
v college. Student Association
post holders also receive this
training.
Additional good practice: Training is available for further education staff. Estates Team has had
However, colleges also have a role to play in identifying training needs additional training, e.g. mail
and developing additional Prevent training materials that may better suit handling and ARGUS Education
the _individual cirgumstances of %‘I'.ie institu_tign and mgke best use of v training. Senior Team had
their own expertise. Where additional training materials have been :
SR . further table exercise to test
developed by the college SPOC, institutions have considered how best Business Continuity
to use them. .
© use them effectiveness. Student Support
Team offered refresher courses
17
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available on line. Additional
specialised training for HR and
Organisational Development

and Digital Infrastructure Teams
Key Area of Focus 3 - Information Sharing

How information is legitimately shared across sectors for Prevent Information shared based on the
Institutions have robust procedures both internally and externally for GDPR principles and supported
sharing information about vulnerable individuals (where appropriate to by a joint DPO between colleges
do so) in line with the Counter Terrorism Security Act 2015 which v and universities in the East.

should be used as the basis of information sharing. This includes
information sharing agreements where possible and/or deemed
necessary. These procedures link to existing institutional policies
relating to student welfare and safeguarding good practice

Key Area of Focus 4 - External Speakers and Events

In order to comply with the Prevent Duty, the college has policies and Risk assessments in place for all
procedures in place for the management of events held on their v events, further development in
premises. The policies apply to all staff, students and visitors and this area based on the outcome
clearly set out what is required for any event to proceed. of Martyn's Law (draft bill)

The SPOC ensures that their institution do not provide a non-critical All events require approval from
platform for extremists by implementing a venue hire policy which ELT, further development to
ensures that Prevent is considered when hiring out venues and include input from Prevent Lead
resources. The institution is aware of its obligations in meeting this. The v and key others

policy contains relevant PREVENT contact information so its staff know

who to contact if they have a concern. When deciding whether or not to

host a particular speaker, the institution considers carefully whether the
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views likely to be expressed are extremist or supportive of terrorism,
and risk drawing people into terrorism. In these circumstances, the
event is not allowed to proceed except where the institution is entirely
convinced that such risk can be fully mitigated without cancellation of
the event. This includes ensuring that, where any event is being
allowed to proceed, speakers with extremist views that could draw
people into terrorism are challenged with opposing views as part of that
same event. Where institutions are in any doubt that the risk cannot be
fully mitigated they exercise caution and do not allow the event to

proceed.

The institution addresses the Prevent duty in its policies relating to the General policy for all staff and
use of its IT facilities (around general usage, covering what is and is not students, further development
permissible). Consideration has been given to the use of filters as part from Prevent Lead required
of the overall strategy to prevent people from being drawn into v

terrorism. There are clear policies and procedures for students and staff
working on sensitive or extremism-related research to enable the
college to identify and address issues where online materials are
accessed for non-research purposes.

Sign off from strategic Director/Senior Leader

Confirmation of compliance with Prevent Duty requirements. | can confirm that a copy of this Prevent Annual Assurance Return
will be forwarded to my Strategic Director/Senior Leader for review
and sign off. — Sarah Jane Linton

19
AC/14092023/Sharepoint



Action: For Attention Agenda Item 3.1 (i)

Paper 5
West Lothian College
14 September 2023

Audit Committee
INTERNAL AUDIT
Internal Audit Programme 2022-23

The committee was informed in June 2023 that the internal audit programme for
2022-23 had been fully completed. The final report, staff induction and onboarding, is
presented to the committee.

The conclusion of the report is that the college:

e has generally well-designed controls in place to support the staff onboarding and
induction processes

o diligently performs the pre-employment checks required for all new starts

e undertakes appropriate activities to ensure the onboarding process runs smoothly

e provides staff with an appropriate introduction presentation covering the college’s
vision, mission and strategic goals.

Responses to recommendations are contained within the report.
Internal Audit Programme 2023-24

The table below shows the reporting timeline for the internal audit programme
2023-24.

Two changes are proposed to the programme agreed in September 2021. The first
is to remove the review of performance management and replace with a review of
the learner journey. The Executive Leadership Team felt that much of the
performance management information is already subject to external scrutiny and
the review would duplicate that work. Given how fundamentally important it is to
capture underpinning data to support the learner journey the proposal is thought to
be a better use of internal audit.

The second change relates to the Board Effectiveness Review. When the plan was
agreed, the review had to be carried out every three years. Latest guidance from
Scottish Government is that it now only needs to be carried out every five years. It is
therefore proposed that, in advance of the next scheduled full review, internal audit
review the board induction, enrolment, self-evaluation and succession planning
processes.

The revised programme is shown below with the outline scope together with the
reporting timeline.

AC/14092023/Sharepoint 1
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Review Outline scope

Audit Committee
meeting

Non-Scottish Assess the processes in
Funding Council place for identifying income,
(SFC) income, debt | raising invoices, and

and cash receiving/recording non-SFC
management income

Review the approach to
receivables management,
including ensuring funds due
are received and accounted
for appropriately

To review procedures
surrounding cash and bank

March 2024

Learner Journey Review the underpinning
data that supports the
learner journey

March 2024

Interim Board In advance of the next
Review scheduled Board
Governance effectiveness
review, review the Board
induction, enrolment, self-
evaluation and succession
planning processes

June 2024

IT Strategy Assess the adequacy of IT
strategic engagement and
planning processes
undertaken to develop the IT
Strategy. We will also
assess the governance and
operational planning
processes in place to ensure
the efficient and effective
delivery of IT strategic
objectives

June 2024

Risk management workshop May 2024— Support the risk management
process, through a facilitated risk workshop/risk support with key college

personnel.
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Action
The Committee is asked to:
e comment on the findings from the review of staff induction and onboarding

e approve the revision to the internal audit programme for 2023-24 and
e note the reporting timeline.

Jennifer McLaren
Vice Principal, Finance and Corporate Services
14 September 2023
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Appendix A — Definitions

Audit Sponsor Key Contacts
Jennifer McLaren, Vice Derek O’Sullivan, Head of HR and
Principal (Finance and : People Development

Corporate Services)

i Audit team
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: Manager

Eilidh Kerr, Internal Auditor

10



Executive Summary

Conclusion

West Lothian College has generally well designed controls in place to support the staff onboarding
and induction processes. Our testing confirmed that the College diligently performs the pre-
employment checks required for all new starts, and undertakes appropriate activities to ensure the
onboarding process runs smoothly. The College-wide induction presentation provides staff with an
appropriate introduction to the College’s vision, mission and strategic goals.

We have identified four improvement areas of a lower relative risk nature which, if adopted, will help
strengthen the current controls in place. These are in relation to (i) documenting the preparation
activities undertaken during the onboarding and induction process with roles and responsibilities
identified, (ii) the timely completion of mandatory training by new starts, (iii) consistently maintaining
arecord of all follow up induction meetings carried out, and (iv) introducing alternative methods of
gathering feedback from staff regarding their experience.

Background and scope

West Lothian College is a provider of high-quality learning and skills development opportunities. Programmes
are delivered on College premises, in the work place, and in the community. They can be undertaken through a
variety of modes; full-time, part-time, evening, day release, flexible learning, open learning, work-based
learning and short courses.

With the aim to recruit high quality staff who will make a strong contribution to delivering an excellent
experience for learners, it is important the College has appropriate policies and procedures in place for the
induction and onboarding of staff and that these are adhered to, to ensure staff are appropriately recruited,
qualified and trained.

In accordance with the 2022/23 Internal Audit Plan, we reviewed the processes and procedures for inducting
and onboarding staff. The review also included consideration of the changes to the induction programme for
lecturers. This included the development of an e-learning package through Moodle which was introduced in
October 2021.

azets.co.uk West Lothian College Staff Induction and Onboarding 1



Control assessment

1. Clear policies and procedures are in place for on-
boarding of new staff which are up to date and readily
available.

m 2. The policies are being adhered to with staff being
onboarded in a timely manner.

4 - Yellow 1 - Yellow
3. There are induction plans in place that clearly define
roles and responsibilities and cover essential statutory and
mandatory training and introduction to College values,
practices and processes.

3 - Yellow

4. There is a feedback process in place, to support staff
feedback and to inform continuous improvements across
all key aspects of staff induction and onboarding.

Improvement actions by type and priority

3 B Grade 4
Grade 3

2
Grade 2
B Grade 1

1

- =
0

Control Design Control Operation

Four improvement actions have been identified from this review, two of which relate to compliance with existing
procedures and two which relate to the design of controls themselves. See Appendix A for definitions of colour
coding.
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Key findings
Good practice

The Recruitment and Selection Policy is up to date and has been subject to appropriate review. The
policy outlines the relevant documentation required regarding pre-employment checks and overall
responsibility of staff inductions.

The recruitment tracker maintained by Human Resources is a central log of all new starts, which
monitors the completion of pre-employment checks and preparation involved in onboarding new staff.

Following a College-wide general induction presentation, all new staff are issued with guidance to
obtain staff ID badges and operate Moodle to complete their mandatory induction training. We
confirmed the mandatory training covers a range of areas including health and safety, data protection,
and cyber security.

Areas for improvement

We have identified a number of areas for improvement which, if addressed, would strengthen West Lothian
College’s control framework. These include:

Enhancing the staff onboarding and induction procedure by mapping out the processes to be followed
and preparation activities to ensure staff have a smooth onboarding process and introduction to the
College.

Regular monitoring of mandatory training completion, to ensure all new starts complete their assigned
training within the four week deadline set.

Carrying out the follow up induction meetings on a timely basis, and ensuring a record of the meeting is
maintained including any feedback obtained.

These are further discussed in the Management Action Plan below.

Impact on risk register

The College’s corporate risk register includes the following risks relevant to this review:

Risk 2.2: There is a risk that the College fails to deliver high quality learning, teaching and learning
support due to poor alignment of resources and/or poor quality of teaching resulting in poor retention,
attainment and progression for students.

The findings of this review have not highlighted any issues which would affect the rating of the above risk.

Acknowledgements

We would like to thank all staff consulted during this review for their assistance and co-operation.
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Management Action Plan

Control Objective 1: Clear policies and procedures
are in place for on-boarding of new staff which are Yellow
up to date and readily available.

1.1 Onboarding and Induction

The Recruitment and Selection Policy and Procedure document details the selection and appointment process,
including the relevant documentation required for new starts. All offers are subject to:

Right to Work in the UK

Two suitable references

Disclosure Scotland checks

Protection of Vulnerable Groups (PVG) Scheme

However, the policy does not specify the time limits for receipt of each of the listed documents. Although we
have confirmed through our sample testing of new starts that the above documents and checks have been
completed - and that a new start form is issued detailing the assigned line manager, start date, equipment
requirements, and access to IT systems - these details have not been included within a guidance document.

In addition, the policy includes limited information in respect of the induction process followed by the College.
Risk

There is a risk of staff being on-boarded inappropriately, due to a lack of formal and specific on-boarding
policies and procedures in place, resulting in financial loss and/or reputational damage.

Recommendation

We recommend the College capture the current process involved in the staff onboarding and induction process
either within a stand-alone guidance document, or as an expansion on the current recruitment and selection

policy.

Grade 2

Man ment Action .
anagement Actio (Design)

HR & People Development work to timescales and managers are aware of the induction process.
However, a guidance document will be produced setting out the process and timescales which are
followed.

Action owner: Head of HR and People Development Due date: end December 2023
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Control Objective 2: The policies are being
adhered to with staff being onboarded in a timely
manner.

No reportable weaknesses identified

A recruitment tracker is maintained by Human Resources which details all new starters, alongside various fields
of information to confirm that appropriate documentation has been obtained in relation to pre-employment
checks.

The ICT new start form is also issued to all relevant departments with the following details:
*  Employee name
- Start date
*  Line manager
*  Equipment required
+  Keys required
- Seating arrangements

We selected a sample of six new starts within the last twelve months (four lecturers and two non-academic
staff) and confirmed in all instances that the relevant pre-employment checks had been performed in a timely
manner and an ICT new start form was completed.

azets.co.uk West Lothian College Staff Induction and Onboarding 5



Control Objective 3: There are induction plans in
place that clearly define roles and responsibilities
and cover essential statutory and mandatory training
and introduction to College values, practices and
processes.

Yellow

3.1 Mandatory training completion

Upon appointment, all staff receive a College-wide induction presentation on their first day. Following this, new
starts are sent an email from the Learning and Development team which includes a copy of the presentation
slides and also instructions to locate their mandatory training on Moodle. We were advised by management
that new staff have four weeks to complete their training, which consists of the following:

Staff Mandatory Training - Introduction
Health and Safety

Data Protection and Cyber Security
Safeguarding Responsibilities
Working Life

Additional Responsibilities

Our sample testing highlighted that only three out of six (50%) of our sample of new starts completed their
mandatory training within the four-week deadline. We were advised by management that it is the line manager's
responsibility to ensure mandatory induction training is completed, however there is no guidance
documentation which stipulates this nor is this included within the Recruitment and Selection Policy.

Risk

There is a risk of non-compliance with training requirements, due to a lack of formalised monitoring procedures
to ensure all staff complete their mandatory training. This could expose the College should an incident occur
which links to the non-completed training areas.

Recommendation

We recommend that training completion is monitored to ensure new starts have completed all mandatory
training within four weeks of commencing their employment with the College.

azets.co.uk West Lothian College Staff Induction and Onboarding 6



Grade 2

Management Action (Operation)

Responsibility for ensuring that all new starts have completed mandatory training sits with line

managers. We will add this to the list of key performance indicators which are monitored on a

guarterly basis by the management team to ensure that new starts have completed mandatory
training within the agreed timescale.

Action owner: Management Forum Due date: From 1 August 2023

azets.co.uk West Lothian College Staff Induction and Onboarding 7



Control Objective 4. There is a feedback process in

place, to support staff feedback and to inform Yellow
continuous improvements across all key aspects of

staff induction and onboarding.

4.1 Follow Up Induction Meeting

Six weeks after commencement of employment, the HR Business Partner will hold a 1-to-1 meeting with the
new employee (known as the follow up induction meeting). This meeting seeks to confirm that the staff member
has received all relevant resources required for the job such as their ID badge, workstation equipment, and
access to internal systems. The meeting also provides sufficient opportunity for feedback to be obtained as the
meeting agenda includes feedback regarding the following stages in the process:

Recruitment process
Onboarding

HR Induction

Local Induction

For our sample of six new starts, we confirmed that the follow up induction meetings were held for two
employees (33%). One employee in our sample was not yet due their follow up meeting (17%), and for the
remaining three staff members we were unable to obtain any evidence of the meeting having taken place
(50%).

Risk

Continuous improvement may not be achieved if feedback mechanisms in place to identify improvement
actions are not followed. This could impair the performance and/or retention of College colleagues.

Recommendation

We recommend that follow up induction meetings are held six weeks following initial induction in adherence
with the initial process in place. A record/evidence of the meeting should be held on file, including any feedback
obtained. Completion of these meetings should be monitored by HR.

Grade 2

Management Action (Operation)

Agree. This has already been put in place.

Action owner: N/A Due date: Already completed
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4.2 Feedback

We observed through review of the completed follow up induction meeting notes that very limited feedback is
obtained from staff in respect of the recruitment, onboarding and induction procedures. This has resulted in

there being no feedback analysis in order to identify potential improvement areas within the current processes.

Risk

Continuous improvement may not be achieved if feedback mechanisms in place to identify improvement
actions are not followed. This could impair the performance and/or retention of College colleagues.

Recommendation

We recommend additional methods of seeking feedback from staff are explored. For example, the use of a
survey or focus group may encourage more in-depth feedback which can be used to improve the current
process.

Management Action

Feedback will be obtained via the staff survey.

Action owner: Head of HR & People Development Due date: 2023 Staff survey

azets.co.uk West Lothian College Staff Induction and Onboarding
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Appendix A — Definitions

Control assessments

Fundamental absence or failure of key controls.

Control objective not achieved - controls are inadequate or ineffective.

Y Control objective achieved - no major weaknesses but scope for improvement.

Control objective achieved - controls are adequate, effective and efficient.

| - |

Management action grades

*Very high risk exposure - major concerns requiring immediate senior
attention that create fundamental risks within the organisation.

'

*High risk exposure - absence / failure of key controls that create
significant risks within the organisation.

*Moderate risk exposure - controls are not working effectively and
efficiently and may create moderate risks within the organisation.

+Limited risk exposure - controls are working effectively, but could be
strengthened to prevent the creation of minor risks or address general
house-keeping issues.

. ;
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Introduction

The Public Sector Internal Audit Standards (PSIAS) state that:

“The Chief Audit Executive must deliver an annual internal audit opinion and report that can be used by the
organisation to inform its governance statement.”

“The annual internal audit opinion must conclude on the overall adequacy and effectiveness of the organisation’s
framework of governance, risk management and control.”

To meet the above requirements, this Annual Report summarises our conclusions and key findings from the
internal audit work undertaken at West Lothian College during the year ended 31 July 2023, including our overall
opinion on West Lothian College’s internal control system.

Acknowledgement

We would like to take this opportunity to thank all members of management and staff for the help, courtesy and co-
operation extended to us during the year.
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Overall internal audit opinion

Basis of opinion

As the Internal Auditor of the West Lothian College, we are required to provide the Audit Committee with
assurance on the whole system of internal control. In giving our opinion it should be noted that assurance can
never be absolute. The most that the internal audit service can provide is reasonable assurance that there are no
major weaknesses in the whole system of internal control.

In assessing the level of assurance to be given, we have taken into account:

All reviews undertaken as part of the 2022/23 internal audit plan;

Any scope limitations imposed by management;

Matters arising from previous reviews and the extent of follow-up action taken including in year audits;
Expectations of senior management, the Audit Committee and other stakeholders;

The extent to which internal controls address the client’s risk management /control framework;

The effect of any significant changes in West Lothian College’s objectives or systems; and

The internal audit coverage achieved to date.

In my professional judgement as Head of Internal Audit, sufficient and appropriate audit procedures have been
conducted and evidence gathered to support the basis and the accuracy of the conclusions reached and contained
in this report. The conclusions are based on the conditions as they existed at the time of the audit. The
conclusions are only applicable for the entity examined. The evidence gathered meets professional audit
standards and is sufficient to provide senior management with appropriate assurance from the work of internal
audit.

Internal Audit Opinion

In our opinion the West Lothian College has a framewaork of controls in place that provides reasonable assurance
regarding the organisation’s governance framework, internal controls, effective and efficient achievement of
objectives and the management of key risks.

Azets
September 2023



Internal audit work performed

Scope and responsibilities

Management

It is management’s responsibility to establish a sound internal control system. The internal control system
comprises the whole network of systems and processes established to provide reasonable assurance that
organisational objectives will be achieved, with particular reference to:

risk management;

the effectiveness of operations;

the economic and efficient use of resources;

compliance with applicable policies, procedures, laws and regulations;

safeguards against losses, including those arising from fraud, irregularity or corruption; and
the integrity and reliability of information and data.

Internal auditor

The Internal Auditor assists management by examining, evaluating and reporting on the controls in order to provide
an independent assessment of the adequacy of the internal control system. To achieve this, the Internal Auditor
should:

analyse the internal control system and establish a review programme;

identify and evaluate the controls which are established to achieve objectives in the most economic and
efficient manner;

report findings and conclusions and, where appropriate, make recommendations for improvement;
provide an opinion on the reliability of the controls in the system under review; and

provide an assurance based on the evaluation of the internal control system within the organisation as a
whole.

Planning process

Our strategic and annual internal audit plans are designed to provide the Audit Committee with assurance that
West Lothain internal control system is effective in managing the key risks and best value is being achieved. The
plans are therefore informed by West Lothian College’s risk management system and linked to the Corporate Risk
Register.

The Strategic Internal Audit Plan was agreed in consultation with senior management and formally approved by the
Audit Committee.

The Annual Internal Audit Plan is subject to review throughout the year and, if required, is updated to reflect
changes in the College’s risk profile. However, no changes were required to the approved 2022/23 plan.

We planned our work so that we have a reasonable expectation of detecting significant control weaknesses.
However, internal audit can never guarantee to detect all fraud or other irregularities and cannot be held
responsible for internal control failures.
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Cover achieved

The 2022/23 Internal Audit Plan comprised 49 days of audit work and we completed the full programme. A
comparison of actual coverage against the 2022/23 plan is attached at Appendix 1.

We confirm that there were no resource limitations that impinged on our ability to meet the full audit needs of West
Lothian College and no restrictions were placed on our work by management.

We did not rely on the work performed by a third party during the period.

Reports

We prepared a report from each review and presented these reports to the Audit Committee. The reports are
summarised in the table below.

Where relevant, all reports contained action plans detailing responsible officers and implementation dates. The
reports were fully discussed and agreed with management prior to submission to the Audit Committee. We made
no significant recommendations that were not accepted by management.

Summary of reports by control assessment and action grade

* Note that the Credits, Student Funds and EMA review had a different reporting style with no assessed control
objectives, in line with funding body requirements. The risk management workshop did not have a subsequent
report.

Control objective No. of issues per grading
assessment
: 4 3 2 1
Key Financial systems - Budget ‘h ) ) i 1
Setting and Monitoring "‘
............................................................. O S S

Quality Assurance "' - - - -

Staff Induction and Onboarding ' - - 3 1
IT Support Helpdesk - 2 1 -
Credits, Student Funds and EMA N/A * - - - -

Risk Management Workshop N/A * - - - -




Control objective assessment definitions

Fundamental absence or failure of key controls.

Control objective not achieved - controls are inadequate or ineffective.

o9

Y Control objective achieved - no major weaknesses but scope for improvement.

Control objective achieved - controls are adequate, effective and efficient.

Management action prioritisation definitions

*Very high risk exposure - major concerns requiring immediate senior
attention that create fundamental risks within the organisation.

*High risk exposure - absence / failure of key controls that create
significant risks within the organisation.

*Moderate risk exposure - controls are not working effectively and
efficiently and may create moderate risks within the organisation.

Limited risk exposure - controls are working effectively, but could be
strengthened to prevent the creation of minor risks or address general
house-keeping issues.

Progress in implementing previous internal audit actions

Management have made reasonable progress in implementing agreed actions from internal audit reports. We
reviewed the 10 actions on the action tracker and obtained sufficient evidence to close 4 (40%) actions. Of the 6
remaining actions, 3 (30%) are partially complete and another 3 (30%) are not yet due for completion.
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Status of Recommendations

H Complete
Partially complete

Not yet due

Key themes from audit work in 2022/23

Our review confirmed that the College generally has robust controls in place across the areas audited during the
period with primarily minor improvements recommended to strengthen the existing control frameworks. The only
exception to this was our review of the IT Support Helpdesk where we made two grade 3 recommendations
relating to the need to devise a policy for IT incident and request management and to define service levels for the
IT Support Helpdesk. With regard to the follow up we found management have made reasonable progress in
implementing previously agreed recommendations.

Independence

PSIAS require us to communicate on a timely basis all facts and matters that may have a bearing on our
independence.

We can confirm that the staff members involved in each 2022/23 internal audit review were independent of West
Lothian College and their objectivity was not compromised in any way.

Conformance with Public Sector Internal Audit Standards

We confirm that our internal audit service conforms to the Public Sector Internal Audit Standards, which are based
on the International Standards for the Professional Practice of Internal Auditing. This is confirmed through our
quality assurance and improvement programme, which includes cyclical internal and external assessments of our
methodology and practice against the standards.

A summary of the results of our most recent internal assessment is provided at Appendix 2.



Appendix 1 — Planned v actual days 2022/23

Ref and Name of report

Core Financial Controls: Budget Setting and Monitoring 6 6
Risk Management - Workshop 5 5
Staff Induction and Onboarding 5.3 5.5
Quality Assurance 6 6
IT Support Helpdesk 5 5
Follow Up 2 2
Credits, Student Funds, EMA 14 15
Audit Management 25 25
Annual planning and annual reporting 1 1
Audit Committee (attendance and prep) 2 2

Total : 49 50
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Appendix 2 — Summary of Internal Quality
Assurance Assessment

As part of our regular quality assessment procedures, we commissioned an external quality assessment (EQA)
against the Institute of Internal Auditors (lIAs) International Professional Practices framework (IPPF) and, where
appropriate, the Public Sector Internal Audit Standards (PSIAS).

We are pleased to disclose the outcome of this assessment as we believe it is important to provide you with
assurance that the service you receive is of a high quality and fully compliant with internal audit standards.
Outlined below are extracts from our most recent external quality assessment undertaken in February 2023.

External Quality Assessment summary

Executive Summary

| am pleased to report that there are no material governance, methodology or practical issues that are impacting
Azets Risk Assurance’s overall conformance with the Institute of Internal Auditors (lIAs) International Professional
Practices framework (IPPF).

Internal Audit have achieved the highest level of conformance with the Standards, as well as the Definition, Core
Principles, and the Code of Ethics, which form the mandatory elements of the IPPF, the global standard for quality
in Internal Auditing. The Institute describe this as “Generally Conforms”,

This is an excellent result and is based on an extensive EQA covering the team’s approach, methodology,
processes, and an extensive sample of engagement files. The EQA assessor is an experienced, former Chief
Assurance Officer and current Audit Committee Chair.

Conformance Opinion

The IPPF/PSIAS includes the Mission and Definition of Internal Auditing, the Core Principles, Code of Ethics, and
International Standards. There are 64 fundamental principles to achieve, with 118 points of recommended practice.

| am delighted to confirm that Azets Risk Assurance generally conform with 62 of these 64 fundamental principles.
This is an excellent result. Furthermore, there are no areas of ‘partial’ or ‘non-conformance’ with any of the
remaining fundamental principles.

The overall assessment resulting from the EQA is that Azets Risk Assurance “generally conforms to the
International Professional Practices Framework™. The term “generally conforms” is used by the lIA to represent
the highest level of achievement and performance.

I include a summary of Azets Risk Assurance’s conformance to these fundamental principles below. Overall, |
believe that Azets Risk Assurance has achieved an excellent performance given the breadth of the IPPF, and the
diverse work and activity the team undertakes.



Summary of IIA Conformance Standards N/A - Partially | Generally | Total
Conforms | Conforms
Definition of IA and Code of Ethics Rules of 12 12
conduct
Purpose 1000 - 1130 8 8
Proficiency and Due Professional 1200 - 1230 4 4
Care
Quality Assurance and Improvement 1300 - 1322 1 6 7
Programme

Managing the Internal Audit Activity 2000 - 2130 12 12
Engagement Planning and Delivery 2200 - 2600 1 20 21
Total 2 0 0 62 64

Our response

The review identified a number of areas for future consideration to further enhance our internal audit practices.
We welcome these findings and as such, a detailed action plan will be put into place to address the areas for

further development.
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Action: For Attention Agenda Item 3.3

Paper 7

West Lothian College
14 September 2023

Audit Committee

COLLEGE ROLLING AUDIT ACTION PLAN

The College Audit Action Plan shows progress in implementing previously
agreed Internal Audit recommendations. The attached table shows the
position as at August 2023.

Action

The Committee is asked to note the latest position.

Jennifer McLaren
Vice Principal, Finance and Corporate Services
14 September 2023
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2021-22 — (1 August 2021 - 31 July 2022)

Status September 2022 September 2023
Grade | Grade | Grade | Grade | Grade | Grade
4-5 3 1-2 4-5 3 1-2
- - 2 - - -
Completed recommendations by extended
deadline (subject to Internal Audit Review) - - - - - 1
Outstanding recommendations on target
- - 1 - - -
Total
- - 3 - - 1
2022-23 — (1 August 2022 - 31 July 2023)
Status September 2022 September 2023
Grade | Grade | Grade | Grade | Grade | Grade
4-5 3 1-2 4-5 3 1-2
- - - - - 1
Completed recommendations by extended
deadline (subject to Internal Audit Review) - - - - - -
Outstanding recommendations on target
- - - - 2 1
Total
- - - - 2 2
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2021-22

No | Audit Report Topic Report | Background Recommendation College Response Responsibility | Deadline Status Update/ Revised
Date Comments Deadline
Core financial systems May 2022 [The financial ledger is backed-up on Back-ups should be periodically tested to |As part of the investment in our Digital December September 2022
a daily basis, with information stored|ensure that back-up information can be |new Digital Infrastructure we |Infrastructure 2022
off site. The back-up process is the |successfully restored in the event of an  |will include restore testing on  |Manager Purchase order raised to
responsibility of the College’s IT IT/systems failure. \various systems every quarter. upgrade and maintain
department. Grade 2 'This will include core college Sun Business with
However, we were unable to confirm systems like SUN. We will also upgrade date still to be
that the back-up process is subject build in an Immutable backup scheduled.
to periodic testing to ensure that which effectively means this is
information can be successfully locked and cannot be changed, Table top cyber incident
restored in the event of IT in the event of a cyber attack exercise scheduled for
failure/loss of data. the data will be safe from 2nd September, with
Malware that encrypts data. these planned quarterly
The new Infrastructure project during 22-23.
is underway and will be in place
before staff return in August. November 2022
. Infrastructure migration

project complete, with
Virtual Private Network
(VPN) access to the
offsite backup and
disaster recovery centre
(DRDC) established.

A new server has been
commissioned for the
Sun Business upgrade,
which forms part of the
new infrastructure.
Backups will be taken
locally at the Civic Centre
Data Centre (CCDC) and
offsite at DRDC.

Arevised go live forthe  Jgg January
upgraded system has 2023

been set for January
2023, with a test restore
schedule to be
established from that
point.

March 2023

The migration of Sun
Systems into the colleges
new server infrastructure
was tested and completed
in December 2022 and is
now fully integrated into our
revised backup and disaster
recovery schedules with
\West Lothian Council.
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Detailed work continues
with the finance team
around the porting,
amending and creation of
statutory and bespoke
reporting, with a revised “go
live” date expected for July
2023.

June 2023

No further update from
March 2023

September 2023
IComplete

The upgrade to the Sun
Systems was completed
Jover the summer, alongside
statutory upgrades to the
Student Records system
J[UNIT-e.

Test restores have been
successfully completed on
the server infrastructure and
a formal schedule for
continued testing of the
backups during 23/24 and
beyond will be organised in
conjunction with West
Lothian Council.

IEnd July
2023

IEnd July
2023

2022-23

No Audit Report Topic

Report
Date

Background

Recommendation

College Response

Responsibility

Deadline

Status

Update/
Comments

Revised
Deadline

2 Core Financial Systems

May 2023

There is a risk that budgets are not

monitored frequently and in a
consistent manner as budget

holders have not been provided with

appropriate guidance which could

result in financial loss and ineffective

use of resources.

The College should develop a detailed
procedure covering the management and
monitoring of budgets which should
include the following:

» Clearly defined roles and
responsibilities;

» Arrangements for budget reporting and
monitoring including frequency;

* Investigation and reporting of variances
and action to be taken; and

» Details of the advice and support
available to budget holders from the
Finance team.

Grade 1

Agreed.

We will extend the budget
timetable to incorporate budget
reporting and monitoring
procedures and support from
the finance team. Investigation
of variances and action to be
taken is recorded through
minutes of meeting and Team
task function.

Head of Finance,
Procurement and
Student Funds

31 August 2023

Complete
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September 2023

Initial drafting of the
policy and procedure has
begun and discussions
continue with our CISO to
include the provision with
the Cyber Incident Policy.

of formal reporting structure. The
absence of a defined process for
reporting on the IT Support Desk's
performance may lead to
insufficient, inappropriate or

management and a small group of senior
College stakeholders.

The college should then consider if
quarterly reports for performance against
each service level should be produced
for senior leadership.

reporting, likely to follow the
college operating cycle.

IT Support Review May 2023 |Without documented policies and  We recommend that the College Agreed. Current arrangements |Digital 31 December
procedures for incident and request formalise and document their policies will be reviewed and policy and |Infrastructure 2023
management in place, there is a risk {and procedures for IT support helpdesk [procedural documentation Manager
that IT staff may be unclear on the functions, including for incident and formulated and distributed to
requirements and their roles and request management as well as access users. It is noted the Cyber
responsibilities. This could result in japproval procedures. This document Incident Policy will be revised to
the ineffective management of should have clear requirements for include a provision for reporting
incidents and/or requests leading to [completing requests with associated incidents of this nature via the
increased service downtime and a |categorisation and prioritisation, with Helpdesk. In creating the
failure to meet the needs of service [clear approval requirements and documentation cognisance will
users. escalation procedures defined where be taken of vendor service

appropriate. levels and that of internal users
Without defined and approved as defined within business
service levels relating to key The cyber incident policy should be impact analysis documentation.
functions of the IT Support updated to reflect the requirements of
helpdesk, such as incident and staff to log incidents via the service desk.
request management, IT staff may
be unclear on the requirements. /A broader incident reporting process
This could result in the ineffective  |should also be defined and followed by
management of incidents and/or all staff members who receive an incident
requests leading to a failure in report. The process should include clear
meeting the needs of service users. finstructions on collecting and recording
relevant information, such as the type of
incident, the time and date it occurred,
and any actions taken to address it. By
recording these incidents in the helpdesk
system, it can help to ensure that all
incidents are recorded and tracked
consistently and can also provide a
centralised repository for all incident-
related information. It is important to
document incidents in detail, including
the steps taken to address them, as this
can help with future incident response
and prevention efforts. To provide
consistency across the College, it is
recommended that requirements align to
the communication and vendor response
expectations for incident logging, defined
through business impact analysis.
The college should communicate these
policies and procedures to relevant
stakeholders and subsequently review
the effectiveness of IT support policies
and procedures on a regular basis,
identifying areas for improvement and
making necessary changes to
continuously improve the service
provided by the IT support helpdesk.
Grade 3

IT Support Review May 2023 [There is a risk that management We recommend that the College develop |Agreed. Consideration will be [Head of 31 December
and those charged with governance jand agree service levels for incident given to the most appropriate  Information 2023
will not be able to assess the management and service requests. This mechanism to work up the Systems and
effectiveness of the IT Support could be achieved through a short-life  [service level agreement and to |Digital
Desk's performance due to the lack |working group involving senior IT the frequency and method of  |Infrastructure

September 2023

A consultation to be
brought via the Systems
Review Group to
examine the most
appropriate method of
working up the service
level agreement.
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untimely reporting of significant risks
and issues.

Grade 3

IT Support Review

May 2023

Without a formal process for
reviewing and taking action on the
feedback received, the college may
be missing opportunities to identify
areas of good practice and issues
may not be addressed in a timely
and effective manner resulting in the
services delivered by the IT
Helpdesk not improving to meet the
expectations of their customers.

We recommend that the College
implements a continuous improvement
process through which they can use
outcomes from the customer satisfaction
surveys and IT helpdesk feedback
features to improve and enhance IT
service delivery. Additionally, the College
should establish a procedure for
documenting changes made to IT
systems in response to user feedback.
This documentation should be
standardised and easily accessible to
relevant stakeholders to demonstrate the
evolution of IT systems over time and the
improvements made based on user
feedback.

Reporting to College leadership on the
feedback and the improvement actions
being taken should be considered.
Grade 2

Agreed. Whilst the college has
a culture and existing
processes to support the
continuous improvement of
services - through self-
evaluation - it is accepted these
should be documented and
made transparent in relation to
the Helpdesk.

Digital
Infrastructure
Manager

31 December
2023

September 2023

The new approach —
technology — used to
construct surveys for
students, will be
examined as a solution to
engage with users to
provide IT Helpdesk
feedback.

Initial scoping discussion
scheduled for October
2023, including our Data
Scientist.
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Action: For Attention Agenda Item 4.1 (i)

Paper 8

West Lothian College
14 September 2023

Audit Committee
STAFF MANDATORY TRAINING REPORT

Introduction

Since 2020, all staff are required to undertake annual mandatory refresher training and
new starts undertake the same training within four weeks of start date. This comprises
an e-learning suite of training modules in compliance and best practice areas such as
data protection, health and safety, safeguarding and equality and diversity.

This approach safeguards the organisation and staff themselves due to regulatory
requirements in areas such as data protection, health and safety, safeguarding,
equality and employment law. It contributes to the college’s People Strategy aim of
providing a safe and healthy working environment for staff.

2022-23 performance

Completion rates for the 2022-23 mandatory training are:

Progress status Percentage of staff
Fully complete 92%
>50% complete 4%
1-50% complete 2%
No progress 2%

While mandatory training completion by all staff has not been achieved, the 92% figure
is a considerable improvement on 2021-22 when the completion rate was 77%.

Next steps

Staff who did not fully complete their mandatory training in 2023-24 were highlighted to
college managers. Addressing non-completion of training is being supported by the
executive leadership team in a supportive manner. Vice principals have written to
individual staff members in their areas and instructed them to complete this year’s
training by 6 October 2023.

Action

The committee is invited to discuss this paper.

Derek O’Sullivan

Head of HR and People Development
14 September 2023
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Action: For Attention

West Lothian College

Agenda Item 4.1 (ii)

Paper 9

14 September 2023

Audit Committee

GENERAL DATA PROTECTION REGULATION (GDPR) AND

WHISTLEBLOWING UPDATE 2022-23

GDPR

Personal data breaches

There were no significant GDPR (personal data breaches) in 2022-23 and none
required to be reported to the information commissioner’s office.

Freedom of Information (FOI), Data Subject and Third-Party Data Requests

The table below shows the number of FOI, data subject access requests and
third-party data requests received during 2022-23. Comparative figures are

provided for 2021-22.

2022-23 | 2021-22 | Increase/

(decrease)
FOls 20 19 1
Data subject access requests 1 1 0
Third Party Data Protection Requests from other 0 3

agencies (eg Police Scotland)

WHISTLEBLOWING

There were no whistleblowing or public interest disclosures in 2022-23.

Action

The Committee is asked to note the position for 2022-23.

Jennifer McLaren
Vice Principal, Finance and Corporate Services
14 September 2023
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