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Audit Committee
Meeting of 30 November 2023

Present:

Richard Lockhart (Chair, Non-executive member)

Seonaid Crosby (Vice-Chair and Non-executive member)
Sue Stahly (Non-executive and Senior Independent member)
Rehela Hussain (Non-executive member)

Shelagh Fraser (Support Staff member)

In attendance:

Jackie Galbraith (Principal)

Alex Linkston (Chair of the Board of Governors and Non-executive member)
Gillian Callaghan, (Azets Internal Auditors)

Brian Battison (Audit Scotland)

Simon Earp, (Vice Principal, Performance and Improvement)
Sarah-Jane Linton (Vice Principal, Learning and Attainment)

Jennifer McLaren (Vice Principal, Finance and Corporate Services)
Beth Brownlee (Head of Student Experience and Improvement)

Bill Dunsmuir (Head of Information Systems and Digital Infrastructure)
Emily Purdie (Health and Safety Officer)

Brian Smillie, (Digital Infrastructure Manager)

Jenny Stalker (Board Secretary and Governance Advisor)

1 Committee Administration
11  Welcome and Apologies

The Chair welcomed everyone to the meeting.
Apologies were noted from David Eardley (Azets Internal Auditors)

1.2 Declarations of Conflicts of Interest
There were no declarations of conflicts of interest noted.
1.3  Minutes of the Previous Meeting of 14 September 2023

The minutes of the meeting of 14 September 2023 were accepted as a
correct record.

1.4  Matters Arising

The committee noted that all matters arising from the meeting of
14 September 2023 have been completed.
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2 Matters for Board Approval
2.1 Annual Report and Financial Statements

The Vice-Principal Finance and Corporate Services introduced the
paper.

The Vice-Principal Finance and Corporate Services highlighted the
adjusted operating deficit of £1.7m deficit and discussed the key
reasons for the deficit as set out in the paper. The committee noted
there had been an in-depth discussion on this paper at the Finance and
General Purposes Committee meeting of 23 November 2023.

The committee was informed the college has contacted the Scottish
Funding Council regarding the funding claw back relating to under
delivery of Foundation Apprenticeships in 2020-21.

The committee noted that the college’s cash position is strong. The
latest forecasts show that the college plans to break-even on a trading
basis by 2024-25 although noted that this was based on the latest
Scottish Funding Council assumptions.

The asset ceiling that has been established was discussed.

The committee appreciated the huge amount of work that has gone
into preparing this report and noted thanks to the Head of Finance,
Procurement and Student Funds and the Finance Team. The
committee also thanked the Vice-Principal, Finance and Corporate
Services for the summary paper which was a very helpful in supporting
committee member understanding of a complex area of work.

The committee requested that summary papers should continue to be
utilised in future.

Audit Scotland noted thanks to the Vice-Principal, Finance and
Corporate Services and the Finance Team for their co-operation and
support in completing the first year of a new audit.

The committee recommended approval of the Annual Report and
Financial Statements to the Board of Governors.
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2.2 Letter of Representation

The Vice-Principal, Finance and Corporate Services presented the
letter of representation. The committee noted the re-assurance the
Audit Scotland report provides.

The committee was content to recommend that the Letter be signed by
the Chair of the Board of Governors on behalf of the Board.

3 Matters for Committee Approval

3.1  Audit Committee’s Annual Report to the Board

The Vice-Principal, Finance and Corporate Services talked to the
report and suggested that the adjusted operation position and
explanation for the deficit is added to the report.

The committee agreed this paper presents a good summary of the
work of the committee over the year.

The committee agreed this approach would be acceptable and
approved the Annual Report.

Action 1: Vice-Principal, Finance and Corporate Services
To include explanatory narrative in the report.

4 Matters for Committee Attention
41 (i) Digital Infrastructure and Information Systems Report

The committee was introduced to the Digital Infrastructure
Manager who attended the meeting.

The Head of Digital Infrastructure and Information Systems
introduced the report and highlighted continuous improvements
being made to ensure college security.

The committee was reminded the cyber risk technical
assessment carried out in 2021 led to adoption of the NIST
cyber security framework. The committee agreed the
recommendation that the college undertakes the cyber risk
technical assessment again to measure distance travelled.
The committee heard that Digital Poverty Funding received will
be used to increase technology available to support students.
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(ii)

The Head of Digital Infrastructure and Information Systems
highlighted the positive response rate for the student induction
survey and cited this as an example of how the college is
continuing to seek ways to improve broader data analytics work.
The committee noted the level of work that has gone into the
credit audit.

The committee noted a new timetabling system will be the next
Information Systems improvement project. The benefits of this
project will be brought to future committee meetings.

The committee noted the CCTV camera integration with digital
systems will broaden oversight of this area of work.

The committee noted the quality of the report and the massive
improvements that have taken place across Digital Infrastructure
and Information Systems generally. The Principal added this
was in no small part due to the high-quality work of the
managers leading these teams. The Principal commended the
vision and creativity of managers which has enabled so many
improvements and recognised the pressures put on staff
working in these areas.

Student Induction Survey Results and Retention

The Head of Digital Infrastructure and Information Systems
discussed the paper, noting the high student response rate as
well as qualitative insights noted by students.

The committee heard the college is working to report data on
CO2 emissions through including questions on student travel in
the survey.

The committee heard there is no evident correlation to be made
between withdrawal rates and the impact of student induction at
the current time.

The committee noted the positive reduction in withdrawals but
asked if the sample size could be recorded in future.

Action 2: Head of Digital Infrastructure and Information
Systems

To include sample size in future withdrawal reports.
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4.2

The committee discussed the change of deadline for recording
withdrawals from November to October and asked if students
can commence study post-October. It was confirmed that
students can start study at any relevant point in the year but that
data collected would be reflected differently.

The committee was content to note the paper.

Health and Safety Quarterly Update

The Health and Safety Officer introduced the report for
July-September 2023.

The committee noted the high number of incidents reported and
was informed there is an increase in students coming into
college because they know they can receive first aid support on
campus.

The committee also queried the higher number of accidents
being reported. The Health and Safety Officer confirmed this is
expected at the start of a new term when students are not used
to using equipment. The committee noted the health and safety
audit starting next week.

The committee was content that there is a plan in place to
update policies and procedures and this work is now in
progress.

The committee noted a recent fire drill had been carried out
successfully. Health and Safety training is progressing well and
a new breast-feeding area has been established for nursing
mothers. It was confirmed this room has covered glass and a
sign that can be used if the room is in use. Flu vaccinations
have been taken up by 53 staff who would not otherwise have
qualified.

The Health and Safety Officer is continuing to work with the
Active Campus Co-ordinator to offer as many activities on
campus as possible for staff and students to promote healthy
lifestyles. How to check your blood pressure leaflets are now
located on bathroom doors to raise awareness of blood pressure
issues.

The Health and Safety Officer is one of the first mental health
first aiders to be trained. This will be advertised out to other staff
to extend this service for students across the campus.
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4.3

4.4

(ii)

The committee noted there are no legislative changes that are
currently impacting on college faculties.

The committee thanked the Health and Safety Officer for a
comprehensive report and was content to note this paper.

Business Continuity Plan — progress on actions

The Vice-Principal, Performance and Improvement talked to the
paper which is a working document but picks up on the points
made in the Zurich report. The committee noted a working group
has been set up to meet on a monthly basis to progress actions.
The committee asked if a report could be given periodically to
the Board highlighting the potential risks to the college and
actions and procedures we have in place to mitigate against
risks.

Action 3: Vice-Principal, Performance and Improvement
To bring a report to a future meeting of the Board of Governors

Internal Audit Reports

(i)

(ii)

Review of Student Support Funds 2023

The committee was informed this is a clean report with no
adjustments required.

The committee was content to note this report.

Review of Credits Return 2023

Azets confirmed this is a very good and clean report.

One minor recommendation has been noted relating to the

allocation of superclass codes.

The committee was content to note this report.

External Audit Annual Report to the Board and Auditor General
for Scotland

Audit Scotland introduced the 2022-23 Audit Annual Report,
highlighting that the audit has been very thorough. The committee
heard the same level of scrutiny will not be required in forthcoming
years. Audit Scotland noted sincere thanks to the Vice-Principal,
Finance and Corporate Services, the Head of Finance, Procurement
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4.5

4.6

and Student Support and the Finance Team for the quality of their input
to the audit.

A number of items raised from the audit were discussed. The
committee noted that:

e The financial statements give a true and fair view and were properly
prepared in accordance with the financial reporting framework

e Expenditure and income are regular and in accordance with
applicable enactments and guidance

e The audited part of the remuneration and staff report, performance
report and governance statement were all consistent with the
financial statements and properly prepared in accordance with the
relevant legislation and directions made by the Scottish Funding
Council.

The committee noted this very thorough report and commented
positively that the report gives a high level of comfort in the college
position.

College Rolling Audit Action Plan update

The Vice-Principal, Finance and Corporate Services introduced the
paper and asked for questions from the committee.

The committee was content to note the paper.

Complaints Report

The Vice-Principal, Performance Improvement introduced the report
and noted that acronyms have now been explained.

The committee heard the college has received positive feedback
regarding the quality of evidence provided regarding the long-standing
case that has now been resolved.

The committee noted thanks to all staff who had been involved in the
case.

The committee was content to note the complaints report.
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4.7 Risk Register, matters for escalation or update

The committee noted the on-going risks relating to college finance and
agreed we should continue to keep this under review.

5 Matters for Committee Information

5.1  Audit Scotland Presentation: Scottish Colleges 2023 briefing
paper, published 7 September 2023

Brian Battison, Audit Scotland, reported to the committee on the Audit
Scotland Scottish Colleges 2023 briefing paper.

Key themes of financial sustainability, value for money, governance
and sustainability were discussed and it was noted the biggest
challenge for the college sector is staff costs and the impact of current
industrial action. The committee also heard there is a general trend
over the last two years in colleges reporting deficits rather than
surpluses.

The committee noted payroll costs are 80% of expenditure if
depreciation costs are not included in the figures and asked if Audit
Scotland could clarify if this is considered in Audit Scotland reporting.
The committee thanked Audit Scotland for the summary on the briefing
paper.

6 Any Other Business
There was no other business.
7 Review of Committee and Supporting Papers

The committee was content with the running of the committee and the overall
high quality of the papers presented.

It was suggested that the order of agenda for this meeting in November 2024
should take the external auditor update before the finance papers are
presented to ensure the committee is not approving papers before hearing
Audit Scotland’s input.

The committee also noted that it is difficult for committee members to work

across two documents during meetings and that papers should be presented
as one file.
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8 Date of Next Meeting

The date of the next meeting of Audit Committee will be Thursday 14 March
2024, commencing at 10.30 am.

Note: There were no matters discussed during the meeting, during which Members
declared any conflict of interest, or the Board Secretary and Governance Advisor
was aware from the Register of Interests that discussion could give rise to such a
conflict.
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Matters Arising / Action update from the Audit Committee Meeting of 30
November 2023

Action 1: Vice-Principal, Finance and Corporate Services

To include explanatory narrative in the Annual Audit Committee Report to the Board.
Action Status: Complete

Action 2: Head of Digital Infrastructure and Information Systems

To include the sample size in future student withdrawal reports.

Action Status: Complete (sample size will be included in future reports as

appropriate).

Action 3: Vice-Principal, Performance and Improvement
To bring a report on Business Continuity Risks and Risk Mitigation Procedures to a
meeting of the Board of Governors.

Action Status:

A Business Continuity Report will be added to the agenda for the June meetings of the
Board of Governors.
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INFORMATION SYSTEMS (IS) AND DIGITAL INFRASTRUCTURE (DI) REPORT
Introduction

This paper provides an update on key works and projects scheduled for completion
within the Academic Year 2023-24. It links to the strategic aims as contained with the
college’s Digital Strategy.

Aim 1 — To ensure data protection, cyber security, and infrastructure resilience

Aim 2 — To provide services that facilitate, inspire, and enable success for all

Aim 3 — To use data at the core of business decisions

Aim 4 — To achieve digital literacy, we will ensure all students, teaching and

support staff possess essential digital skills and can confidently use digital tools

for teaching, learning and administrative tasks

e Aim 5 — To develop and use digital systems to drive effectiveness and efficiency

e Aim 6 — To integrate artificial intelligence in learning and support we will capitalise
on Al (Artificial Intelligence) technologies for a personalised learning and teaching
experience

e Aim 7 — To deliver sustainable digital development by ensuring our digital

transformation is environmentally responsible and sustainable.

DIGITAL INFRASTRUCTURE (DI)
Aim 1 - To ensure data protection, cyber security, and infrastructure resilience
Infrastructure and campus security

The upgrade to four core components of the digital infrastructure over the last
quarter of 2023 has bedded in well, with some minor snagging and operational
issues concluded by January 2024.

1. Complete replacement of the fibre backbone which connects all the buildings on
campus

2. Replacement of all core network switches on campus and connected switches at
West Lothian Council, Civic Centre Data Centre

3. Installation of a new CCTV system

4. Pre-configuration and deployment of secondary 1Gbit/s connections to the Janet
Network.
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Cyber Security

A further Cyber Risk Technical Assessment (CRTA) took place in December 2023
and provided a distance travelled report from our last assessment conducted in May
2021. A summary of the progress is shown below, with all risks reducing or
maintaining at a manageable level and/or currently under further mitigation — see

notes at bottom of the table.

Security Control

Inventory and Control of Hardware & Software

Dedicated Administrative Accounts

Bastion Hosts for Administrative Tasks

Multifactor Authentication for User Access

Configure Authentication Systems to
Log Access and Attempted Access

Central Logging or Alerting

Email Security (Sender Assurance)

Email Security (Sender Validation Checking)

Endpoint Protection

Endpoint Detection and Response

Host-Based Firewalling

Metwork Segmentation

Perimeter Firewall

DNS Security

Dynamic Malware Analysis

Local authentication Configured

Cloud Storage and Cloud Email Access

USB Controls

Critical

Penetration Testing and Vulnerability Assurance

Critical

Incident Response Readiness

Metwork Threat Detection

Security Assurance

Data Recovery and Backups

Data Loss Protection

Medium

S55L Inspection Medium Medium
Security Architecture and Strategy Medium Medium
User Entity and Behavioural Analytics Medium Medium

1 —The use of Tanium (in the procurement phase) would reduce this risk
?— The use of a SIEM (in the implementation phase) would reduce this risk
* — The recently refreshed network is undergoing network segmentation
#— The use of Tanium (in the procurement phase) would reduce this risk

AC/14032024/Sharepoint
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[l J'sC Cyber Security Threat Monitoring Service. Consisting of the JISC
Computer Security and Incident Response Team (CSIRT), alongside security
analysts and specialists, this would help protect the college against significant issues
— such as denial of service attacks, confidentiality breaches and loss of data — which
could damage our business and our reputation. Linked to note 2 on CRTA report,
page 2.

Cyber Security Scorecard

As part of the CISOaas process we embarked on using a Cyber Security Scorecard
which rates our cybersecurity posture. Currently the College score sits at 91%

A grade. This is a reflection on the work the DI Team has undertaken as part of the
wider CISOaas process.

Additional measures identified in the recent CRTA once applied to our infrastructure,
including the use of an endpoint management system (potentially Tanium) and
further work underway by the Council on network segmentation, will smooth out
fluctuations and allow the college to maintain an even A grade security score. All
these measures to be introduced by summer 2024. Linked to notes 1, 3 and 4 on the
CRTA report, page 2.

Aim 2 - To provide services that facilitate, inspire, and enable success for all
Scottish Funding Council (SFC) funding for digital poverty 2023-24

SFC guidance and allocations were announced to the sector on 13 July, with the
college receiving a slight increase in funding, from just over £76k in 2022-23 to
£83,104 for the current year.

Orders were placed on 4 of December, for 104 student laptops and 20 docking
stations at total spend of c.£59k, with the remainder of the budget expected to be
fully committed by 31 July 2024.

Estate upgrades

Remaining core AV budget will be committed in support of learning and teaching
technologies and in accordance with the asset replacement cycle and is subject

further discussion over the next quarter with Faculty Directors and Heads of Service.
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Aim 5 - To develop and use digital systems to drive effectiveness and
efficiency

Teams Telephony

From 2025, ISDN (integrated services digital network) and PSTN (public switched
telephone network) lines will be permanently turned off. Instead, every phone line in
the UK will be digital, routing calls over IP (internet protocol).

Discussions continue with our current and prospective suppliers regarding our move
to Teams telephony, with procurement processes underway and implementation
scheduled over the summer period and in advance of staff return in the new
academic year.

The revised solution will also bolster college business continuity planning and will
provide another channel of communication in terms of business resilience.

Multi-Functional Device (MFD) Project

Our existing contract with Konica Minolta for the provision and support of our
campus-wide MFD fleet ends on 28 June 2024, with no further provision in the
contract for an extension.

Work is underway to compile a requirements document, with procurement and
implementation complete by the existing contract end date focusing on the reduction
of carbon emissions, paper usage, and overall cost savings.

INFORMATION SYSTEMS
Aim 3 - To use data at the core of business decisions
Data Dashboard Project

We are continuously working to enhance the design and functionality of our Power Bl
dashboards to achieve our objective of improving data accessibility and
user-friendliness. Our design incorporates two key features. Firstly, it provides
everyone with a unified point of access to all the dashboards, thereby eliminating the
need to navigate Power Bl workspaces, which can be challenging for some users.
Secondly, it aims to establish an ecosystem of dashboards that grants access to all
essential metrics within two clicks.
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Data Portal - Opening Page (Layer 1)

Home: Suppart

.....................

college

Ll
k"‘ ; ENROLMENTS ' \
 ADMISSIONS 'PERFORMANCE

PLANNING EVALUATION

Welcome to The Data Portal

Did you know?
95.9% of all students were satisfied with their course in 2022-23.

These new dashboards have been tailored to monitor college performance in key
performance areas, enrolment data that highlights the characteristics and makeup of
the student body, and track application volumes which provide vital insights into the
ability of courses to reach recruitment targets in real time. Additionally, the data
dashboards will consolidate the outcomes of all surveys carried out throughout the
year, providing a summary of the results. Each dashboard has the capability to be
explored from the faculty level down to the course level and can be filtered based on
student demographics, empowering staff to access data relevant to their area and
analyse trends that reveal areas that require attention or are improving.

Creating new dashboards is only one aspect of a two-pronged approach to
increasing staff adoption and fostering a more data-driven approach in their roles.
Regular staff training is equally essential to enable staff to familiarize themselves
with these tools, ask questions, and, most importantly, provide feedback to
continuously improve the services.

Surveys
The college's approach to carrying out surveys, as outlined previously, has been
extraordinarily successful. The induction survey witnessed another significant

increase in participation this year, while the SPARKLE survey saw a marginally
increased response rate. Work has been undertaken to ensure use of neutral
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questions, prevent survey fatigue and encourage engagement with the minimum of
staff intervention.

The college has two continuing surveys for the current academic year, the Student
Satisfaction and Engagement Survey (SSES), launching week beginning 4 March
and running until 26 April 2024, and the ongoing withdrawal survey.

Aim 5 - To develop and use digital systems to drive effectiveness and
efficiency

Centralised timetabling solution

The issue of timetabling has been one that many colleges have attempted to make
more efficient and improve using systems, however a recent discussion with City of
Glasgow college and internal discussions show that the efficiencies can only be
driven by improved processes, both for inputting the initial timetables and
amendments and reporting.

In conjunction with the Learning and Skills Managers (LSM) group, the Information
Systems team is working on an agreed template that would allow efficiencies in the
upload of the initial templates. Concurrently work is being undertaken to include
reporting from this on the Power Bl dashboard.

Aim 6 — To integrate artificial intelligence in learning and support

Predictive and Prescriptive Analytics

The college is currently exploring the possibility of new machine learning

technologies to develop predictive models that can identify students who are at risk
of early withdrawal or who may struggle to achieve their desired qualifications.
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By utilising data that is already collected at the point of application, such as students'
prior qualifications and socio-economic background, tools can be developed to help
staff identify at-risk students and provide targeted support to help them succeed.

To ensure any innovative technologies implemented are of the highest quality, the
college is collaborating with specialist organizations such as "The Data Lab", an
innovation centre that helps organisations leverage data to drive growth an improve
services. Additionally, the college is engaging in discussions with other educational
institutions, including New Lanark College and Ayrshire, who are also investigating
similar research avenues.

The college is committed to exploring all potential technologies that could benefit our
students, while maintaining a diligent and ethical approach.

Action

The committee is asked to note the paper.

Bill Dunsmuir
Head of Information Systems and Digital Infrastructure
14 March 2024
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HEALTH AND SAFETY REPORT

Introduction

This report covers the period August to December 2023. In addition to the usual
operational responsibilities, Health and Safety activities in this quarter involved
initiating departmental audits, completing annual fire risk assessments and working
with managers to carry out reasonable adjustment assessments for staff.

In this period, we normally present the Annual Health and Safety Report. A recent
review of report timings suggested it would be helpful to change the reporting period
to align with the academic year and report this in September each year. One benefit
in doing so would be that any significant Health and Safety trends or occurrences
could be more readily incorporated into the Annual Outcome Agreement Self
Evaluation and Performance reports, which are based on the academic year period.
This was proposed to the Committee chair and agreed. The quarterly reports will
remain unchanged.

Accidents, Incidents, Near Misses and Investigations

The monitoring, recording and reporting of accidents, incidents and near misses are
a legal requirement for all that the college actively promotes across the campus. As
well as meeting the college’s legal obligation, it allows identification of where and
how risks arise and allows us to make improvements to mitigate risks.

The college records accidents, incidents and near misses on HSF1 forms. There
were 39 HSF1 forms returned in this period. The comparison is against the same
period in 2022 when we had 33 returns. Although the number of accidents is the
same in each year, the number of first aid calls due to illness has increased. We are
starting to see an increase in near miss reporting too, attributed to a recent reminder
sent to staff on the importance of reporting. In all cases, each HSF1 report is fully
investigated by the college Health and Safety Officer. Appendix 1 shows details of all
investigations during this period.

There was one RIDDOR report due to an accident reported in December that took

place in November but did not become reportable as a 7-day absence until January
as the member of staff was not absent until then.
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Data Collection 2023
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2023
Jan- | Apr- | July- | Oct-
Mar June | Sept | Dec | TOTAL
Accident 12 8 8 15 43
First aid 17 8 27 23 75
Sports injury 2 0 0 0 2
Incident 0 0 0 0 0
Police Incident 0 0 0 0 0
Near miss 0 1 2 1 4
Dangerous Occurrence 0 0 0 0 0
Violence 0 0 1 0 1
31 17 37 39 124
Jan- | Apr- |July- | Oct-
Mar June | Sept | Dec | TOTAL
Sports 2 0 4 2 8
Slips, Trips and Falls * 5 4 2 5 16
Handling (cuts, burns etc) 10 5 6 5 26
Struck by Equip/Object/Vehicle 3 0 2 5 10
Pre-existing condition or illness 8 8 19 16 52
Chemical/Substance 0 0 0 0 0
Contact with electricity 0 0 0 0 0
Violence - threat 0 0 0 0 0
Violence resulting in injury 1 0 0 0 1
Accidents out with College 0 0 0 0 0
Mental Health (Self harm/Overdose) 2 0 1 5 8
Unfamiliarity of Process or Equipment 0 0 1 1 1
Other 0 0 2 0 3
TOTAL 31 17 37 39 124
*2 reports were submitted for the same slip/trip
Ambulance call outs 0 2 2 1 5
Taken to hospital 2 5 0 7 14
Police call outs (MANUAL ENTRY) 0 0 0 0 0
RIDDOR 0 0 0 1 1
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Scheduled Events

An external company carried out the college annual fire risk assessment of the whole
campus, Buildings 1-5 and the ECOHOUSE in December, however, the reports were
only supplied on 7 February 2024. All actions have been reviewed and assigned and
where marked as Priority A, these are being prioritised for urgent completion.

A summary of the findings is provided in Appendix 2.

The Health and Safety Officer started auditing the Computing, Engineering and Built
Environment (CEBE) faculty, including the construction workshops, along with
relevant paperwork during this period. The details of the audit findings are attached
in Appendix 3.

The College Development Network Health and Safety Forum has been invited to
regularly attend the UK National Association of Colleges’ quarterly Health and Safety
Forum. The Health and Safety Officer attended, which enabled good networking and
sharing good practices with the colleges in attendance. This will be a valuable group
to attend going forward.

Health and Safety Management

The following arrangements are in place to control health and safety risks in order to
meet the legal requirements and show commitment to all stakeholders:

Health and Safety Committee
Last Health and Safety committee meeting was held on | 15 January 2024

Minutes from meeting have been posted on SharePoint | Yes

Actions raised at Health and Safety 16 Action points 7
committee 20/11/23 against Health

& Safety

Officer

Outstanding 3
Next meeting scheduled for 11/3/2024
Employer’s Liability Insurance
Zurich Employers Liability Insurance Expires on 31 July 2024
Interventions

HSE Inspections in the last 12 months

Improvement Notices issued in last 12 months
Prohibition Notices issued in last 12 months
Improvements issued by Fire Service in last 12 months

[ellelle]le)
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Risk assessments

Number of risk assessments (RA) due for review As part of audit,
Health & Safety Officer
auditing RA by faculty

Number of new Risk Assessments 3 maternity
assessments
2 Advanced DSE
assessment
RA for strike days
2 reasonable
adjustment RA
Manual handling
assessments

First Aid Risk Assessment Next review August
2024

Fire Risk Assessment

Fire Risk Assessment in place Yes

Review Date December 2024

Health and Safety Policy

Policy Statement approved by Jackie Galbraith

Next Review date June 2024

Responsibilities currently unassigned 0

Health and Safety Policies and Procedures Review due date

Accident, Incident and lll-Health Reporting Procedure February 2025

Adverse Weather Policy August 2024

College Closure Policy August 2024

Lone Working Procedure December 2024

Inspection and Auditing Procedure February 2025

Emergency Evacuation Procedure August 2024

Work Placement Procedure August 2024

Day Trips, Overseas Trips and Residential Procedure February 2025

Counter Terrorism Procedure January 2025

Risk Assessment Procedure October 2024

COSHH Procedures February 2025

First Aid Procedures October 2024

Lock out/Tag out Procedure February 2025

Noise at Work Procedure and Guidance February 2025

Business Continuity Policy Framework August 2024

Fire Safety Actions

Outstanding actions related to fire inspection 0

Overdue actions related to fire inspection 0

Last emergency evacuation drill (daytime) 12 September 2023
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Last emergency evacuation drill (evening) 12 September 2023
Next emergency evacuation drill (daytime) March 2024
Next emergency evacuation drill (evening) March 2024

Staff Health and Wellbeing & Learning and Development

e During this quarter, the following activities were provided as part of the Staff
Experience initiative:

An onsite chair massage service was provided and proved very popular,
being completed booked within a few hours of being launched. The team
received very positive feedback from all participants.

National days were marked during this quarter including World Mental Health
Day, Carers’ Rights Day and World Kindness Day.

A range of exercise initiatives were promoted including seated yoga, box fit
classes, general fitness class and an International Men’s Day Fun Run.
Health and wellbeing campaigns were launched, including breast cancer
awareness month and how to cope with eating disorders at Christmas.

The college’s Menopause Café staff support group meetings were held again
during this quarter. World Menopause Day on 18 October was marked and
the college’s Menopause Policy was highlighted to all staff.

e In addition, during this quarter, the first two Mentally Healthy Workplace for
Managers training sessions were successfully delivered to cohorts of the college
management team. The remaining managers will be attending the training in the
first quarter of 2024. This training provides an opportunity for facilitated
conversation and to ensure a consistent approach across the management team
in supporting their own mental wellbeing and their teams with practical tools to
use.

e Epilepsy awareness courses delivered and epilepsy friendly award issued

Changes to Legislation/Guidance

There were no changes to legislation during this period

Contest and Prevent

The Business Continuity Working Group have now added Contest and Prevent to the
agenda and a Teams channel for the Prevent lead (H & S officer) to share alerts and
bulletins from the Home Office and Police Scotland. Where relevant, some of this
information is also being shared on Teams with students as part of their weekly
Student Association update.
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College Improvement Works

During this period, there was some behind the scenes work in relation to the
Decarbonisation Project in Building No.4 as well as some construction work out with
the building in preparation for the installation of the Air Source Heat Pumps.

Continuous Improvement

The Health and Safety Officer has been reviewing Health and Safety management
software which would assist staff and managers to monitor health and safety
performance and produce in-depth compliance reports for accident and first aid,
rather than relying on Excel and Word files, automated machine maintenance logs,
Fire Risk assessments, COSHH and audits, assets managements and hazard
issues. This would mean better transparency on the Health and Safety quarterly
reporting to the committee and better control by manager. This will be communicated
further in the next quarterly report

Recommendation

The Audit Committee is asked to note this report.

Emily Purdie
Health and Safety Officer
14 March 2024
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Appendix 1 — Health and Safety Officer Investigation Findings

Accident, HSF1 Detail Investigation
Incident,
Near Miss
1 03/10/2023 | Near Miss | Member of staff was not aware | H & S officer
of panel to be removed in local | raised concerns
exhaust ventilation (LEV), of blast ffire risk if
causing a build-up of dust, build-up of dust
insurance company pointed it and meeting with
out and faults with equipment manager had to
discuss issues
identified by
insurance
company with
LEV and
improvements to
be made, action
plan agreed and
to be discussed
furtheratH & S
committee
2 04/10/2023 | First Aid Student punched a wall in No further action
anger first aider attended and
applied ice pack and calmed
student down, was able to
return to class
3 04/10/2023 | First Aid Student has a seizure in class | No further action
first aider attended and made
comfortable, student was
collected by parent
4 04/10/2023 | Accident Student placed toolbox in No further action
cupboard and it fell back and hit
them on the wrist, first aider
attended and applied ice pack
5 16/10/2023 | Accident Student was playing sports and | No further action
hurt finger playing netball
6 17/10/2023 | Accident Student cut his finger while No further action
cutting veg, first aider attended
and dressed the wound,
student was going to visit A & E
to be checked
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7 18/10/2023 | Accident

Student tripped on campus, first
aider attended and dressing
applied

No further action

8 18/10/2023 | First Aid

Student wasn’t feeling well, first
aider attended and a fellow
student took themto A & E

No further action

9 19/10/2023 | Accident

Student was using a chisel and
injured their thumb, first aider
attended and applied a finger
bandage

No further action

10 20/10/2023 | First Aid

Student had a seizure, first
aider attended and once
comfortable was able to return
to class

No further action

11 20/10/2023 | First Aid

Student self-harmed and first
aider applied bandages,
student is being supported by
college staff

No further action

12 23/10/2023 | First Aid

Student had a seizure, first
aider attended and student was
able to return to class

No further action

13 25/10/2023 | Accident

Student fell while in gym hall
hurting shoulder, first aider
attended and placed arm in
sling and then went back to
class

Student had
been fooling
around, did not
attend college
next day and was
contacted by
lecturer to ensure
okay

14 25/10/2023 | First Aid

Student has a pre-existing
condition where they take
seizures and a care plan is in
place

No further action

15 26/10/2023 | Accident

Student dropped soup while
carrying out of canteen, spilt
over arm and body, H & S
officer witnessed and ensured
they ran under tap, looked for
spare clothing, arranged spare
soup and the floor to be cleared
up, first aider attended and
applied burn dressing

No further action
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16 27/10/2023 | First Aid

Student had been feeling
unwell, first aider gave some
food and drink and arranged for
a taxi to take them home

No further action

17 30/10/2023 | Accident

Student fell while on the
treadmill, first aider attended
and given ice and bandage,
student was taken to hospital

No further action

18 30/10/2023 | First Aid

Students ticks were
uncontrollable, they left class
and a first aider attended to
help them calm down, they then
went home

No further action

19 31/10/2023 | First Aid

Student felt faint and unwell,
first aider attended and sat in
Student Association until
feeling better to return to class

No further action

20 01/11/2023 | First Aid

Student had taken tablets,
advised to go to A & E, then
discharged themselves and
then readmitted. College staff
including counsellors are
supporting this student

No further action

21 02/11/2023 | First Aid

Student had felt unwell and
went home, en route took
further unwell and they
contacted Student Association
who in turn contacted shopping
centre to send a first aider. As
they didn’t appear the college
first aider went to their aid until
ambulance arrived. They were
not taken away

No further action

22 06/11/2023 | Accident

Student was using a wrench
and pulled it and it hit them on
their face. First aider attended
and a plaster was applied

No further action

23 08/11/2023 | First Aid

Student had an injury from
weekend that was swollen so
asked for first aid and ice pack

No further action

Audit/14032024/Sharepoint
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24 08/11/2023 | First Aid

Student had pains in chest has
been seeing a doctor about.
first aider arrived and advised
to go to A & E which they went
in a taxi

No further action

25 09/11/2023 | First Aid

Student was feeling anxious,
first aider attended and went a
walk, they returned to class,
info passed to support member
of staff

No further action

26 09/11/2023 | Accident

Student cut their hand cutting
hair, first aider attended and
applied plaster, returned to
class

No further action

27 10/11/2023 | Accident

Student dropped a book on
their foot, was offered first aid,
didn’t take up on offer and went
home in afternoon

No further action

28 13/11/2023 | First Aid

Student was unconscious, first
aider attended and once came
around parent collected

No further action

29 15/11/2023 | First Aid

Student took a seizure, first
aider attended and was able to
return to class

No further action

30 27/11/2023 | Accident

Trainer was teaching staff how
to operate equipment in
workshop, they bent down and
banged head on metal arm.
First aider attended and applied
pressure, bleeding stopped

No further action

31 28/11/2023 | First Aid

Student fainted then vomited,
first aider attended and sent
them home in a taxi

No further action

32 05/12/2023 | Accident

Student slipped on ice coming
onto campus, other students
reported to estates they had
also fallen. First aider attended
and provided ice pack and then
student wentto A & E

Estates said they
had gritted the
whole campus
prior to
student/staff
arriving

33 05/12/2023 | Accident

Student cut themselves while
cutting hair

No further action

Audit/14032024/Sharepoint
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34 06/12/2023 | Accident

Same as 32 - the weather was
rainy but not obviously icy
student slipped and had sore
arm went to doctors

Weather that
morning was 2
degrees at 3 am
and 1 degree at
9 am and no
overnight frost
No further action

35 07/12/2023 | First Aid

Student felt unwell and passed
out briefly, first aider attended
until student felt well enough to
drive home

No further action

36 11/12/2023 | Accident

Member of staff went to open
the boot of their car and walked
on the grass area between car
parking spaces. Their foot
caught a tree stump and they
fell over, got up and felt pain in
left knee. They continued to
work and did so for rest of
November/December and part
of January but said they had
torn ligaments. They did not
report the accident to the
college until December. They
went off work in January. As
over 7-day illness so reportable
under RIDDOR

H & S officer
discussed with
Estates to cut
down stumps
and others in that
area

37 12/12/2023 | First Aid

Student was having a panic
attack as coughing and
struggling to breath, first aider
attended and tried to calm a
friend took herto A & E

No further action

38 13/12/2023 | First Aid

Student was getting hair done
when fainted and banged head
falling down, another student
was a nurse and checked she
was ok for concussion, carried
on getting treatment then went
home

No further action

Audit/14032024/Sharepoint
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39 19/12/2023

First Aid

Student had taken tablets, first
aider attended and contacted
111, advised to speak to GP,
not concerned, student did the
same thing previous week
student is being supported by
college staff.

No further action

Audit/14032024/Sharepoint
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Appendix 2 Fire Risk Assessment Actions/Recommendations

DEFINITION OF PRIORITIES FOR ACTION

PRIORITY A - Serious breach of legislation, having the potential for significant injury

to occupants.

PRIORITY B - Matter that presents a threat to the safety of occupants, but not
considered to constitute as serious a risk.
PRIORITY C - Matter that is considered to constitute bad practice, but may not
necessarily present a threat to occupants.

All actions have been reviewed and assigned and where marked as Priority A, these
are being prioritised for urgent completion.

Recommendations | Priority | Completed Y/N | Comment

Building No.1

1 A Y

16 (*factually 11) B N 6/11 remaining | * 5 points raised were reviewed
by H & S Officer and Estates
and were not applicable/relevant
or already in place

2 C Y

Building No.2

4 A N 3/4 remaining

12(*actually 10) B N 6/10 remaining | * 2 points raised were reviewed
and were not applicable/relevant
or already in place

2 C N 1/2 remaining

Building No.3

4 A N 1/4 remaining

13 (*actually 11) B N 3/11 remaining | * 2 points raised were reviewed
and were not applicable/relevant
or already in place

0 C 0

Building No.4

1 A Y

8 (*actually 7) B N 1/7 remaining | * 1 point raised were reviewed
and was not applicable/relevant
or already in place

0 C 0

Building No.5

4 A | N 1/4 remaining
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13 (*factually 11) B

N 5/11 remaining

* 2 points raised were reviewed
and were not applicable/relevant
or already in place
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Appendix 3 Audit of Computing, Engineering, Built Environment (CEBE)

Part A Construction workshops

CEBE - Construction

Workshop 1 and 2, skills and green skills workshop

Actions raised | Complete
Safe Place of Work 12 5
Safe System of Work 9 3
Work Equipment 7 2
Accident Reporting and Investigation 5 1
Health and Welfare 11 2
Information, Instruction and Training 3 1
Personal Protective Equipment 11 1

16
Audit/14032024/Sharepoint
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Audit Committee

INTERNAL AUDIT

Review of IT Strategy

The first review of 2023-24 (IT Strategy) took place in January 2024 and the report
is attached to this paper. The conclusion of the report is that:

e The strategy sets out the strategic aims for the organisation in relation to digital
and technology

e there is alignment between the Digital Strategy as an enabler for the delivery of
some of the strategic aims to the other corporate strategies

e a work plan has been developed driven from the Digital Strategy that sets out
and monitors the projects and their delivery against the aims of the strategy

e there is governance and oversight controls in place through the Systems Review
Group at a project level and through the Audit Committee at a delivery of the
strategy level.

A response to the recommendation is contained within the report.
Internal Audit Programme 2023-24
An initial timeline for the 2023-24 internal audit programme was presented to the

Audit Committee in June 2023. Dates have now been firmed up and the table below
shows the outline scope plus reporting timeline for the remainder of the programme.

Review Outline scope Audit Committee
meeting

Interim Board In advance of the next scheduled Board June 2024

Review Governance effectiveness review, review the

Board induction, enrolment,
self-evaluation and succession planning
processes

Core Financial | Assess the processes in place for identifying | September 2024
Systems income, raising invoices, and
receiving/recording non-SFC income

Review the approach to receivables
management, including ensuring funds due
are received and accounted for appropriately
To review procedures surrounding cash and
bank

AC/14032024/Sharepoint 1
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Assessment Review the underpinning data that supports | September 2024
the learner journey

Risk management workshop May 2024 — Support the risk management process,
through a facilitated risk workshop/risk support with key college personnel.

Action
The Committee is asked to:

e comment on the findings from the review of the IT Strategy and
e note the reporting timeline.

Jennifer McLaren
Vice Principal, Finance and Corporate Services
14 March 2024
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Executive Summary

Conclusion

West Lothian College launched their Digital Strategy in June 2023. The strategy sets out the strategic
aims for the organisation in relation to digital and technology. There is alignment between the Digital
Strategy as an enabler for the delivery of some of the strategic aims to the other corporate strategies.

A work plan has been developed driven from the Digital Strategy that sets out and monitors the
projects and their delivery against the aims of the strategy.

There is governance and oversight controls in place through the Systems Review Group at a project
level and through the Audit Committee at a delivery of the strategy level.

We did however note that financial planning to support the delivery of the Digital Strategy is short
term and part of the wider annual budgeting processes within the College. As the strategy is a
focused across a number of years longer term financial planning would better support the delivery of
the aims of the strategy beyond year one.

Background and scope

Organisations are moving more digital first and the technology that the organisation implements enables them
to gain efficiencies and achieve strategic objectives. For that reason, it is essential that an IT strategy is in
place which adequately defines technological direction.

It is essential that organisations have clarity over medium and longer term planned IT investments that provide
a robust infrastructure and systems which meet the needs of the business.

We assessed the adequacy of IT strategic engagement and planning processes undertaken to develop the IT
Strategy. We also assessed the governance and operational planning processes in place to ensure the efficient
and effective delivery of IT strategic objectives.
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Control assessment

m 1. There is alignment between the IT Strategy and
corporate strategy.

m 2. There has been adequate planning activity to translate
the IT Strategy into operational plans.

3. The IT Strategy is supported by resources (both
financial and people).

3 - Yellow

m 4. There is adequate governance in place to oversee
development, approval and delivery of the IT Strategy.

Improvement actions by type and priority

3 B Grade 4
Grade 3

2
Grade 2
M Grade 1

1

A D
0
Control Design Control Operation

One improvement action has been identified from this review which relates to the design of controls
themselves. See Appendix A for definitions of colour coding.
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Key findings
Good practice

West Lothian College’s Digital Strategy sets out the aims for the organisation and aligns to the wider
strategies for Learning and Teaching and also People.

Work plans have been developed for the projects delivering the aims of the Digital Strategy with
governance groups and oversight in place at a project and strategy delivery level.

Areas for improvement

We have identified an improvement which, if addressed, would strengthen West Lothian College’s control
framework. These include:

Financial planning to support the delivery of the strategy is short term through the annual budgeting
cycle. Longer term financial planning is not established to support the delivery of the strategy.

These are further discussed in the Management Action Plan below.

Impact on risk register

The West Lothian College corporate risk register (dated August 2021) included the following risks relevant to
this review:

Risk 2.2: There is a risk that the college fails to deliver high quality learning, teaching and learning
support due to poor alignment of resources and/or poor quality of teaching resulting in poor retention,
attainment and progression for students. Risk score 9 (3x3)

Risk 6.1: There is a risk of a Cyber Security breach due to an inadequate allocation of investment in

digital security and training, resulting in insecure IT infrastructure and lack of staff specialist expertise.

Risk score 10 (5x2)

Acknowledgements

We would like to thank all staff consulted during this review for their assistance and co-operation.
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Management Action Plan

Control Objective 1: There is alignment between the
IT Strategy and corporate strategy.

Green

No weaknesses identified

West Lothian College launched their Digital Strategy in June 2023. The strategy spans June 2023 to June 2026
and sets out the seven strategic aims for the organisation.

West Lothian College have two other corporate strategies,
Learning and Teaching Strategy, spanning June 2023 to June 2026
People Strategy, spanning 2021 to 2025

From review of the strategies, the aims of the Digital Strategy are in alignment with the other two corporate
strategies. As an example of this; the Learning and Teaching Strategy sets out to increase the use of Al in
learning and also reduce digital skills gap as part of its aims. The Digital Strategy has this also as part of its
aims enabling the delivery of wider strategic aims.

Control Objective 2: There has been adequate
planning activity to translate the IT Strategy into Green
operational plans.

No weaknesses identified

West Lothian College have the Information Systems maintenance and development roadmap which is a rolling
plan for a three-year period. This sets out and tracks at a one year and three year view the projects that are
planned. These projects in the roadmap are linked back to the 7 strategic aims of the Digital Strategy providing
an effective translation of aims in operational planning.
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Control Objective 3: The IT Strategy is supported by
resources (both financial and people).

Yellow

3.1 Long term financial planning

To enable the effective delivery of the Digital Strategy resource planning, both people and financial, is important
to ensuring that the organisation will be able to achieve the strategic aims that it sets out.

People

The IT department has a core team of staff and where required additional staff would be required to meet the
needs to projects or changes in workloads. The resource planning for people is factored into the recruitment
processes for the organisation and these are based on Full Time Equivalent (FTE) requirements for business
as usual activities and project related activities as defined by the Digital Strategy. Where projects require
additional dedicated resources, these would also result in a recruitment case for additional FTE for the relevant
team within IT.

Financial

The Digital Strategy is not supported by a longer-term financial strategy or plan over its intended lifetime. We
did note that as part of the annual budget setting process for a single year, 2023/24, financial requirements for
strategic aims had been built into the budget.

Risk

Without a long-term financial strategy to underpin the deliverables there is an increased risk that delivery of the
strategy will not be possible due to a lack of funding.

Recommendation

We recommend that as part of the strategic financial planning for West Lothian College that the finances
required to deliver the Digital Strategy are secured and planned in alignment with the lifetime of the objectives
within the strategy.

Grade 2

Management Action (Design)

Whilst this is a desired outcome and, with the college sector subject to SFC annual funding
allocations, we are not able to plan in this way. Financial forecasts reflect guidance given by the
Scottish Funding Council and these assumptions can vary significantly year on year. Budgets will be
based on college strategies but it is not possible to guarantee that these can be fully funded.

Itis a stated intention by the SFC to move to a longer-term funding model, but until such a time this is
implemented we are not able to action this recommendation. No timescales have been given as to
when a new funding model might be introduced to the sector.

Action owner: Due date:
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Control Objective 4: There is adequate governance
in place to oversee development, approval and Green
delivery of the IT Strategy.

No weaknesses identified

The development of the Digital Strategy was undertaken at the same time as the development of the Learning
and Teaching Strategy with the Senior Leadership team. The strategy was approved in June 2023 by the Audit
Committee.

There is ongoing oversight of progress against the strategic aims of the Digital Strategy. The Audit Committee
gets a quarterly report on the progress against the seven aims of the strategy. The Systems Review Group
(SRG) oversees projects for the organisations. The membership of this group is updated to reflect the projects
being reviewed. The project sponsors are members of the SRG when their projects are under review.
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Appendix A — Definitions

Control assessments

Fundamental absence or failure of key controls.

Control objective not achieved - controls are inadequate or ineffective.

Y Control objective achieved - no major weaknesses but scope for improvement.

Control objective achieved - controls are adequate, effective and efficient.

| - |

Management action grades

*Very high risk exposure - major concerns requiring immediate senior
attention that create fundamental risks within the organisation.

'

*High risk exposure - absence / failure of key controls that create
significant risks within the organisation.

*Moderate risk exposure - controls are not working effectively and
efficiently and may create moderate risks within the organisation.

+Limited risk exposure - controls are working effectively, but could be
strengthened to prevent the creation of minor risks or address general
house-keeping issues.

. ;
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Audit Committee

COLLEGE ROLLING AUDIT ACTION PLAN

The College Audit Action Plan shows progress in implementing previously agreed
Internal Audit recommendations. The attached table shows the position as at March
2024.

Action

The Committee is asked to note the latest position.

Jennifer McLaren
Vice Principal, Finance and Corporate Services
14 March 2024
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2022-23 — (1 August 2022 - 31 July 2023)

Status March 2023 March 2024
Grade | Grade | Grade | Grade | Grade | Grade
4-5 3 1-2 4-5 3 1-2
- - - - 2 3
Completed recommendations by extended
deadline (subject to Internal Audit Review) - - - - - -
Outstanding recommendations on target
Total
- - - - 2 3
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2022-23

No Audit Report Topic Report Background Recommendation College Response Responsibility | Deadline Status Update/ Revised
Date Comments Deadline
1 IT Support Review May 2023 |Without documented policies and  We recommend that the College Agreed. Current arrangements |Digital 31 December September 2023
procedures for incident and request formalise and document their policies will be reviewed and policy and |Infrastructure 2023
management in place, there is a risk {and procedures for IT support helpdesk [procedural documentation Manager Initial drafting of the

that IT staff may be unclear on the
requirements and their roles and
responsibilities. This could result in
the ineffective management of
incidents and/or requests leading to
increased service downtime and a
failure to meet the needs of service
users.

\Without defined and approved
service levels relating to key
functions of the IT Support
helpdesk, such as incident and
request management, IT staff may
be unclear on the requirements.
This could result in the ineffective
management of incidents and/or
requests leading to a failure in
meeting the needs of service users.

functions, including for incident and
request management as well as access
approval procedures. This document
should have clear requirements for
completing requests with associated
categorisation and prioritisation, with
clear approval requirements and
escalation procedures defined where
appropriate.

The cyber incident policy should be
updated to reflect the requirements of
staff to log incidents via the service desk.

A broader incident reporting process
should also be defined and followed by
all staff members who receive an incident
report. The process should include clear
instructions on collecting and recording
relevant information, such as the type of
incident, the time and date it occurred,
and any actions taken to address it. By
recording these incidents in the helpdesk
system, it can help to ensure that all
incidents are recorded and tracked
consistently and can also provide a
centralised repository for all incident-
related information. It is important to
document incidents in detail, including
the steps taken to address them, as this
can help with future incident response
and prevention efforts. To provide
consistency across the College, it is
recommended that requirements align to
the communication and vendor response
expectations for incident logging, defined
through business impact analysis.

The college should communicate these
policies and procedures to relevant
stakeholders and subsequently review
the effectiveness of IT support policies
and procedures on a regular basis,
identifying areas for improvement and
making necessary changes to
continuously improve the service
provided by the IT support helpdesk.
Grade 3

formulated and distributed to
users. It is noted the Cyber
Incident Policy will be revised to
include a provision for reporting
incidents of this nature via the
Helpdesk. In creating the
documentation cognisance will
be taken of vendor service
levels and that of internal users
as defined within business
impact analysis documentation.

policy and procedure has
begun and discussions

continue with our CISO to
include the provision with
the Cyber Incident Policy.

November 2023

Policy, procedure and
provisions for cyber
incident reporting have
been drafted and
awaiting Equality Impact
Assessment.

March 2024

Complete
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be missing opportunities to identify
areas of good practice and issues
may not be addressed in a timely
and effective manner resulting in the
services delivered by the IT
Helpdesk not improving to meet the
expectations of their customers.

outcomes from the customer satisfaction
surveys and IT helpdesk feedback
features to improve and enhance IT
service delivery. Additionally, the College
should establish a procedure for
documenting changes made to IT
systems in response to user feedback.
This documentation should be
standardised and easily accessible to
relevant stakeholders to demonstrate the
evolution of IT systems over time and the
improvements made based on user
feedback.

Reporting to College leadership on the
feedback and the improvement actions
being taken should be considered.
Grade 2

continuous improvement of
services - through self-
evaluation - it is accepted these
should be documented and
made transparent in relation to
the Helpdesk.

IT Support Review May 2023 [There is a risk that management We recommend that the College develop |Agreed. Consideration will be [Head of 31 December September 2023

and those charged with governance jand agree service levels for incident given to the most appropriate  Information 2023

will not be able to assess the management and service requests. This mechanism to work up the Systems and A consultation to be

effectiveness of the IT Support could be achieved through a short-life  [service level agreement and to |Digital brought via the Systems

Desk's performance due to the lack working group involving senior IT the frequency and method of  |Infrastructure Review Group to

of formal reporting structure. The  [management and a small group of senior reporting, likely to follow the examine the most

absence of a defined process for  |College stakeholders. college operating cycle. appropriate method of

reporting on the IT Support Desk's [The college should then consider if working up the service

performance may lead to quarterly reports for performance against level agreement.

insufficient, inappropriate or each service level should be produced

untimely reporting of significant risksfor senior leadership. November 2023

and issues. Grade 3
Service Level Agreement
(SLA) using the existing
TopDesk configuration
has been included in the
new policy and
procedure.
Standard and bespoke
reporting from TopDesk
is still under evaluation.
March 2024
Complete

IT Support Review May 2023 |Without a formal process for We recommend that the College Agreed. Whilst the college has [Digital 31 December September 2023
reviewing and taking action on the [mplements a continuous improvement |a culture and existing Infrastructure 2023
feedback received, the college may [process through which they can use processes to support the Manager The new approach —

technology — used to
construct surveys for
students, will be
examined as a solution to
engage with users to
provide IT Helpdesk
feedback.

Initial scoping discussion
scheduled for October
2023, including our Data
Scientist.

November 2023

Discussions continue with
the IT team and with the
Information Systems
team to formulate the
question set.

March 2024

Complete
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mechanisms in place to identify
improvement actions are not
followed. This could impair the
performance and/or retention of
College colleagues.

For example, the use of a survey or
focus group may encourage more in-
depth feedback which can be used to
improve the current process.

Grade 1

Development

Staff Induction and Onboarding July 2023 [There is a risk of staff being on- We recommend the College capture the [HR & People Development Head of HR and |end December Complete
boarded inappropriately, due to a  [current process involved in the staff work to timescales and People 2023
lack of formal and specific on- onboarding and induction process either |managers are aware of the Development
boarding policies and procedures in within a stand-alone guidance document, induction process. However, a
place, resulting in financial loss or as an expansion on the current guidance document will be
and/or reputational damage. recruitment and selection policy. produced setting out the
Grade 2 process and timescales which
are followed.
Staff Induction and Onboarding [July 2023 |Continuous improvement may not [We recommend additional methods of  |[Feedback will be obtained via |[Head of HR and {2023 Staff Complete
be achieved if feedback seeking feedback from staff are explored.the staff survey. People survey
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Action: For Attention Agenda Iltem 2.5

Paper 7
West Lothian College
14 March 2024

Audit Committee
COMPLAINTS REPORT

The report provided the latest complaint statistics and trend analysis for the period
running from 1 November 2023 to 31 January 2024, which is Quarter 2 of academic
year 2023-24.

BACKGROUND

As required by the Scottish Public Sector Ombudsman (SPSO), the college operates
using their Model Complaints Handling Procedure. This encourages us to resolve
complaints at the frontline where possible, as well as maintain a robust approach to
complaints handling. This is supported by our Complaints Policy and regular
engagement with professional update on complaints handling through the College
Development Network Complaints Handling Action Group which includes input from
SPSO colleagues.

SPSO guidance requires us to report on complaints quarterly and annually, as well
promoting the ombudsman who can offer an independent review of an unresolved
complaint.

In this quarter, the number of complaints were slightly higher than in previous years
(see Table 2). This was mainly due to an evening closure due to poor weather
coinciding with the start of two new evening classes.

Complaints are potentially an important source of feedback to the college on
aspects of our actions and services which may fall below expectations. Overall, the
number of complaints is very low, compared to the number of students enrolled,
however, we deal with each one to ensure the voice of our customers is heard.
COMPLAINTS RECEIVED 1 NOVEMBER TO 31 JANUARY

A summary of the complaints received during this period is presented below:

Upheld Part Upheld Not Upheld| Resolved Open Total
Level 1 12 3 1 2 0 18
Level 2 1 1 0 1 1 4
Total 13 4 1 3 1 22

Even when not upheld, to date all complaints were resolved to the complainants’
satisfaction.
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Comparison to Quarter 2 2022-23

In the same quarter 2 period in 2022-23, 13 complaints were raised. The number in this
year was raised mainly due to college moving online one evening in January due to bad
weather. Although every effort was made to contact the students, two new evening
courses were due to start but not all students received the advice not to attend.

Detail of Complaints in Q2 2023-24

The tables and charts below present more detailed information about the complaints
that have arisen in the first quarter.

Table 1: Complaints showing category and whether upheld or not, Quarter 2 2023-24

Category Upheld Part Not Resolved | Open Total
Upheld Upheld

Admissions Practice 0 0 0 1 0 1
Communication 5 1 0 0 0 6
Lecturer action 3 1 0 0 1 5
Management action 2 0 1 1 0 4
Standard of Service 2 2 0 0 0 4
Student action 1 0 0 1 0 2
Grand Total 13 4 1 3 1 22

The following chart shows the number of complaints by college department.

Q2 Total Complaints by Faculty or Service

12

6
4
2 ] ]
0 [ | [ | [ | - [ |
Access, Business, Computing  Care, Health Cross College Digital Estates Workforce
Employability Creative and Engineering and Sport Infrastructure Development
and Schools Enterprise and Built and
Environment Information
Systems
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COMPLAINTS TO OMBUDSMAN

To date, the college has had no complaints referred to the Scottish Public Sector

Ombudsman.

COMPARISON TO PREVIOUS YEARS

Table 2: Yearly Comparison

Number of Complaints
2019-20 2020-21 2021-22 2022-23 2023-24
Q1 Aug-Oct 14 5 14 13 11
Q2 Nov-Jan 17 8 12 13 22
Q3 Feb-Apr 12 15 24 17 -
Q4 May-Jul 3 18 8 18 -
Total 46 46 58 61 33 to date
Conclusion

The number of complaints in quarter two continues to be very low (0.4% of

currently enrolled students). Complaints were resolved within required timescales

and complainants were satisfied with the outcomes reached.

Action

The committee is asked to note this paper.

The committee is also advised to read the Principal’s updates for positive feedback
on staff and the college from students and stakeholders.

Simon Earp

Vice Principal, Performance and Improvement

14 March 2024

AC/14032024/Sharepoint




Action: For Attention Agenda ltem 2.6

Paper 8
West Lothian College
14 March 2024

Audit Committee
BUSINESS CONTINUITY PLANNING
Introduction

This paper provides a short summary of the activities undertaken by the Business
Continuity Planning (BCP) Oversight Group covering the period December 2013 to
March 2024.

The report should be considered alongside the improvements to Digital Infrastructure
and cyber resilience which are reported in Information Systems and Digital
Infrastructure report.

Activities

The BCP oversight group continues to meet monthly with four meetings taking place
since the last Audit Committee.

A cyber security desk top exercise was undertaken by the College Management
Team on 28 February facilitated by the college’s CISO (Chief Information Security
Officer).

All Departmental Business Impact Assessments (BIA) have been updated, with the
exception of one due to manager’s sickness absence.

A new BIA template is under development which is due to be rolled out in summer
2024.

A readily accessible quick guide to Digital Infrastructure has been reviewed by the
BCP oversight group and will be incorporated into the new BIA template.

Communication and documentation storage protocol has been approved and a new
BCP Teams site which integrates all BCP related documents and activities created.

The BCP training and exercise plan is being finalised following discussion at 8 March
BCP oversight group.

A new software package Boxphish will be rolled out in March to all staff by the Digital

Infrastructure team. The platform combines real-world phishing simulations with
training content and modules with associated actionable data.
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Following the college closure on 22 January due to high winds, the BCP oversight
group identified three improvements to BCP processes, one has been completed
and the remaining two are in progress.

Action

The committee is asked to note this paper.

Simon Earp
Vice Principal Performance and Improvement
14 March 2024
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INDUSTRIAL ACTION

EIS-FELA, the trade union that represents lecturers, secured a national mandate

for strike action and action short of strike (ASOS) on pay. UNISON, the largest union
representing support staff, secured a national mandate for strike action. The other
two unions representing support staff, Unite and GMB, put the pay offer to their
members and it was overwhelmingly accepted.

Both unions have called their members out on strike on 29 February 2024.

ASOS is planned from 12 February until 15 July 2024 and consists of a work to rule
(not undertaking non-contractual tasks) and a resulting boycott where lecturers will
mark student work but not submit the results to college systems or managers.

A resulting boycott took place from May until October 2023. The number of students
at West Lothian College impacted by the boycott was low compared with other
colleges due to the relatively low numbers of lecturers participating in ASOS.
Effective management of the results process by faculty directors, learning and skills
managers and a range of support staff mitigated the impact on students affected.

Nevertheless, there was a detrimental impact on some students. Many were
distressed by the impact of industrial action and some were not able to progress onto
their next step as planned.

Last year, only one college deducted pay from lecturers withholding student results.
This year, over 90% of colleges have decided to implement pay deductions for
lecturers taking part in the resulting boycott.

After taking legal advice, and following agreement at an emergency meeting of the
Chairs Committee, a letter was sent to lecturers on 9 February (see Annex 1) to
advise that the college is likely to deduct pay from lecturers participating in the
resulting boycott.

Conclusion

College managers are paying close attention to mitigating the ongoing impact of
ASOS and the planned strike day of 29 February.

The committee is asked to note the information contained in this paper.
Jackie Galbraith

Principal
14 March 2024
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Jackie Galbraith
Principal & Chief Executive

9 February 2024
FOR ATTENTION OF LECTURERS: ACTION SHORT OF STRIKE ACTION

Dear Colleague

Following a national statutory ballot on industrial action over pay, the EIS General
Secretary informed college principals on 29 January 2024 that action short of strike
(ASOS) will begin on Monday 12 February until Monday 15 July or until the pay
dispute is resolved.

The ASOS actions planned by EIS-FELA are:

e ‘working to rule’ where participating lecturers will perform their duties strictly to
the letter of their contract, refusing to take on additional duties or attend
voluntary or extra-curricular meetings or events; and

e a ‘resulting boycott’ where participating lecturers withhold students’ results.

The college considers participation in a resulting boycott to be a breach of your
employment contract, as it is a requirement of your contract to submit student
results. While we respect the right of staff to take industrial action, it is important
that you are aware that such a breach of contract will have an impact on pay.

The college does not accept partial performance and is entitled to withhold up to
100% of pay for the duration. We will write to you with more detail on this at a later
date and in advance of any period for which we would intend to withhold the salary of
lecturers participating in the resulting boycott.

Almondvale Crescent, Livingston, West Lothian EH54 7EP T: 01506 418181 | E: enquiries@west-lothian.ac.uk
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Despite the precarious financial situation facing colleges reinforced by the draft
Scottish Government Budget 2024-25, the full and final pay offer from College
Employers Scotland is a total of £5,000 over three years on all salary points as
follows:

e Yearl (1 Sept2022 to 31 Aug 2023) — a consolidated pay award of £2,000
e Year 2 (1 Sept 2023 to 31 Aug 2024) — a consolidated pay award of £1,500
e Year 3 (1 Sept 2024 to 31 Aug 2025) — a consolidated pay award of £1,500.

| hope, for the benefit of our students and staff, that we see a resolution to the
dispute soon.

Yours sincerely

i, Gororatic

Jackie Galbraith

Almondvale Crescent, Livingston, West Lothian EH54 7EP T: 01506 418181 | E: enquiries@west-lothian.ac.uk
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