West Lothian College
Audit Committee

Meeting Date: | Tuesday 10 June 2025, 0930 — 1200 hrs

Venue: Meeting room 2, No 1 on the Square
Teams Meeting Link included in meeting invitation

Ref | Agenda Item Paper | Lead

1 Committee Administration

1.1 | Welcome and Apologies Verbal | SSt
1.2 | Declaration of any Conflicts of Interest Verbal | SSt
1.3 | Minutes of previous meeting of 11 March 2025 1 SSt
1.4 | Matters Arising from meeting of 11 March 2025 2 SSt

2 Matters for Approval

No matters for approval

3 Matters for Attention

3.1 | Information Systems and Digital Infrastructure Report 3 BD
3.2 | Health and Safety Quarterly Update Report 4 BB/EP
3.3 | Internal Audit Progress Update 5 JMcL
3.4 | College Rolling Audit Action Plan 6 JMcL
3.5 | Complaints Report: Quarterly Update 7 SE
3.6 | External Audit Update — Audit Plan 2024-25 8 JMcL
4 Review of Risks

4.1 | Risk 6.1: Infrastructure and security 9 SSt
4.2 | Strategic Risk Register Review: Verbal | SSt

Audit Committee overall quarterly review of risks

5 Matters for Information

No matters for information

6 Any Other Business (AOB)

7 Date of Next Meeting: Tuesday 9 September 2025, 9.30am | Verbal | SSt
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10 June 2025

Audit Committee
Meeting of 11 March 2025

Present:

Sue Stahly (Chair of Audit Committee and Non-executive member)
Seonaid Crosby (Chair and Non-executive member) (Online attendance)
Kevin Hentges (Non-executive member) (Online attendance)

Shelagh Fraser (Support Staff member)

Chris Wood (Trade Union Member)

In attendance:

Tony Sharkey (Vice Chair of the Board of Governors and Non-executive member)
David Eardley (Azets Internal Auditors)

Brian Battison (Audit Scotland) (Online attendance)

Simon Earp, (Vice Principal, People, Performance and Improvement)
Jennifer McLaren (Vice Principal, Finance and Estates)

Hazel Brady (Vice Principal, Learning and Attainment)

Beth Brownlee (Head of Student Experience and Improvement)

Bill Dunsmuir (Head of Information Systems and Digital Infrastructure)
Emily Purdie (Health and Safety Officer) (Online Attendance)

Jenny Stalker (Board Secretary and Governance Advisor)

Apologies:

Lesley McGiffen (Vice-Chair of Audit Committee and Non-executive member)
Rehela Hussain (Non-executive member)

Jackie Galbraith (Principal)

1 Committee Administration

1.1  Welcome

The Chair welcomed everyone to the meeting.
1.2  Declarations of Conflicts of Interest

There were no declarations of conflicts of interest noted.
1.3  Minutes of the Previous Meeting of 26 November 2024

The minutes of the meeting of 26 November 2024 were accepted as a
correct record.

1.4  Matters Arising from the Meeting of 26 November 2024

Action 1: complete. It was clarified that SCQF credit points relate to the
levelling of courses.
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Action 2: ongoing. This action will be completed as SMARTLOG is
rolled out. It was agreed that a completion plan would be brought to the
next meeting.

Action 3: complete. It was noted there is a recording available that
Azets can share with members.

Action 4: not complete - in progress.

1.5 Minutes of the previous meeting of 3 December 2024

The minutes of the meeting of 3 December 2024 were accepted as a
correct record.

1.6  Matters arising from the meeting of 3 December 2024
Action 1: complete

Action 2: in progress. Sign off to be completed at the end of this
meeting.

2 Matters for Approval
21 Audit Committee’s Annual Report to the Board of Governors

The Vice Principal, Finance and Estates introduced the report which is
a Scottish Funding Council requirement.

The Audit Committee was content to approve the report for the year
ended 31 July 2024.

2.2 Annual Report and Financial Statements 2023-24

The Chair of the Finance and General Purposes Committee attended
the meeting for this item having been given delegated authority to
recommend approval of the accounts to the Audit Committee on behalf
of the Finance and General Purposes Committee.

The Vice Principal, Finance and Estates informed the committee that
the accounts were now final. A draft version had been previously
discussed at the Extraordinary Joint Meeting of Finance and General
Purposes Committee and Audit Committee on 3 December 2024. The
college reported an adjusted operating deficit of £532k for 2023-24
which was an improvement on the deficit of £663k reported in
December.
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The committee was informed that the changes made from December
were as a result of technical adjustments relating to depreciation and
the release from the revaluation reserve.

The Chair of the Finance and General Purposes Committee was
content to recommend approval to the Audit Committee and the Audit
Committee was content to recommend approval of the accounts to the
Board of Governors and commended the Vice Principal, Finance and
Estates for her contribution to completing this work.

3 Matters for Attention

3.1

Information Systems and Digital Infrastructure Report

The Head of Information Systems and Digital Infrastructure noted an
amendment to the structure of the report with regard to the link to the
Infrastructure item and the rolling action plan.

The committee noted the term of the student records system contract
had been discussed in detail at the Finance and General Purposes
Committee.

The committee was informed that procurement protocols for a 5-year
contract have been checked.

The committee discussed whether the projected saving of £100K on
the management information contract will attract the same level of
service. The committee also discussed what other suppliers are
available and if a transfer to another supplier had been considered.

It was noted there are a few other suppliers available but that the
college will make this saving on the contract while retaining the
developed system add-ons. It is estimated it would cost the college
more to migrate to a new supplier with the risk that developed add-ons
would not necessarily be available.

The committee queried the outage issue that had occurred with the
Janet network and asked for re-assurance that there is a contingency
plan in place, in the event that this happens again.

Action 1: Vice Principal, People, Performance and Improvement
To report on the business continuity contingency plan in the event of a
Janet network outage to Audit Committee meeting of 10 June 2025.

The committee noted the Road Maps presented which detail priorities
and associated finance implications for the Digital and Information
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3.2

Systems infrastructure. The committee noted the Road Maps provide
useful detail and reassurance to the committee.

The committee discussed new printing and photocopying contract
arrangements. The committee noted that staff and students are
encouraged to move away from printing and photocopying but that the
facility is still available to areas of the college where printed materials
are required.

The committee queried budget availability to deliver on the plan, given
the budget cycle is an annual process. The committee was given
assurance the plan is based on core funding.

The committee noted the comprehensive report and thanked staff for
their input.

Health and Safety Quarterly Update Report

The committee noted the new format from the SMARTLOG system
which is being used to present statistics. The committee asked when
the system would be fully rolled out and training provided for staff.

The committee noted there had been one RIDDOR incident related to
housekeeping which resulted in an over 7-day absence. Action has
been taken to prevent further incidents of the same nature.

The committee noted that fire doors will be replaced on a rolling basis
to address the expiration of 3-year certificates. The Vice Principal,
Finance and Estates confirmed the college is compliant, certificates are
in place and there is no impact on insurance.

The committee noted that Health and Safety Policies and Procedures
are being continuously updated in line with new legislation or
outstanding actions. The committee highlighted that this means policies
are showing as being out of date and expressed a concern that there
will be too many policies requiring update at the same time. It was
confirmed the policies are up to date but cannot be signed off until
additional external information is confirmed.

It was agreed that Audit Committee should receive an update on
policies and procedures by the end of March 2025 via email.

AC/10062025/Sharepoint



Action: To Approve Agenda Item: 1.3
West Lothian College Paper 1

10 June 2025

Action 2: Vice Principal, People, Performance and Improvement
To review the scheduling of Health and Safety Policy updates and
provide an interim update on sign-off of Health and Safety Policies by
end March 2025.
Action 3: Vice Principal, People, Performance and Improvement
To bring a SMARTLOG training plan to the committee meeting of 10
June 2025.

3.3 Internal Audit Progress Report
It was noted that the risk workshop action is on track and a meeting is
in place for 13 March 2025 to complete this for the Board strategy day
on 6 May 2025.
The committee noted the report.

3.4 College Rolling Audit Action Plan

It was confirmed the action is complete and the committee noted the
paper.

3.5 Complaints Report

The committee noted the fall in the number of complaints. Complaints
will be reported in future as part of the new quality procedures.

The Audit Committee noted that rights of the child report can be
brought to the June committee meeting.

The committee noted the report.

3.6 External Audit Annual Report to the Board and Auditor General
The report was introduced by the Vice Principal, Finance and Estates.
Audit Scotland spoke to the report which had been discussed at the
Extraordinary Joint meeting of the Finance and General Purposes

Committee and Audit Committee on 3 December 2024. The reasons
for the delay in finalising the report were discussed fully at this meeting.
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Audit Scotland confirmed there was confidence in the audit outcomes
and there were no further significant changes to the report.

The Vice Principal Finance and Estates confirmed all
recommendations for the Head of Finance, Procurement and Student
Funding are completed and invited the Audit committee to discuss.

The Audit Committee agreed the report is comprehensive and thanked
everyone for their hard work and contribution to completing this report.

4 Any Other Business

It was noted that Audit Scotland fees will be increasing by 1.9% next year.

The committee noted the increase in national insurance may be partially
supported by government funding for 2025-26. The committee was assured no
assumption of a funding allocation has been made in the budget at this time.

5 Review of Risks

5.1 Risk 6.1: Infrastructure and Security

The committee noted that mitigations associated with risk 6.1 are
reflected in the Digital Information and Infrastructure report. The Head
of Information Systems and Digital Infrastructure confirmed the works
that have taken place to achieve stability in this area.

The committee noted that staff skills and expertise is being built up
within the team which will reduce the risk in the longer term.

A table-top business continuity exercise has taken place to build
confidence on cyber security risks and business continuity.

The Audit Committee was content to note current mitigations.

5.2 Strategic Risk Register Review

It was noted the look and content of the risk register is under review to
improve scrutiny and challenge.

It was noted that risks are now being devolved to individual committees
for improved scrutiny before being reported to the Audit Committee and
to the Board. It was noted the schedule of meetings has been changed
to ensure committee meetings occur ahead of Audit Committee and
that Audit Committee can effectively upwardly report to the Board
without duplicating work.
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The committee noted the risk meeting planned for 13 March 2025 and
the Board Strategy event on 6 May 2025 will focus on review of risk
appetite and the risk management process with the aim of ensuring all
members are clear about risk and can input effectively to this work.

The committee expressed confidence that risks are being well
managed by the college.

6 Matters for Information
There were no matters for information.

7 Date of the Next Meeting
The date of the next meeting is Tuesday 10 June 2025 at 09.30 am.

Note: There were no matters discussed during the meeting, during which Members
declared any conflict of interest, or the Board Secretary and Governance Advisor
was aware from the Register of Interests that discussion could give rise to such a
conflict.
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Matters Arising / Action update from the Audit Committee Meeting of 11 March
2025

Action 1: Vice Principal, People, Performance and Improvement

To report on the business continuity contingency plan in the event of a Janet network
outage to Audit Committee meeting of 10 June 2025.

Action status: Complete see Paper 3 - Information Systems and Digital Infrastructure
report.

Action 2: Vice Principal, People, Performance and Improvement

To review the scheduling of Health and Safety Policy updates and provide an interim
update on sign-off of Health and Safety Policies by end March 2025.

Action status: Complete see Paper 4 - Health and Safety quarterly report.

Action 3: Vice Principal, People, Performance and Improvement

To bring a SMARTLOG roll out plan to the committee meeting of 10 June 2025.

Action status: Complete see Paper 4 - Health and Safety quarterly report.
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INFORMATION SYSTEMS (IS) AND DIGITAL INFRASTRUCTURE (DI) REPORT
Introduction

This paper provides an update on key projects completed or underway in the third
quarter of 2024-25, linking activity to the aims, as contained with the college’s Digital
Strategy.

Aim 1 — To ensure data protection, cyber security, and infrastructure resilience

Aim 2 — To provide services that facilitate, inspire, and enable success for all

Aim 3 — To use data at the core of business decisions

Aim 4 — To achieve digital literacy, we will ensure all students, teaching and

support staff possess essential digital skills and can confidently use digital tools

for teaching, learning and administrative tasks

e Aim 5 — To develop and use digital systems to drive effectiveness and efficiency

e Aim 6 — To integrate artificial intelligence in learning and support we will capitalise
on Al (Artificial Intelligence) technologies for a personalised learning and teaching
experience

e Aim 7 — To deliver sustainable digital development by ensuring our digital

transformation is environmentally responsible and sustainable.

DIGITAL INFRASTRUCTURE (DI)

Aim 1 - To ensure data protection, cyber security, and infrastructure resilience
Chief Information Security Officer as a service (CISOaas)

Contract discussions continue with Barrier Networks, to extend the provision of our
CISOaas into 2025-26. A detailed scope of works is expected for review by the end

of June, with the contract award due for signature by 31 July.

Managed SOC (Security Operations Centre) and SIEM (Security Information
and Event Management)

Further to the conclusion of discussions with potential suppliers and conclusion a
quote for services to make a direct award - under the APUC Framework Agreement,
no ITS4042 Lot 5 - covering an initial three-year period has been received.

This offering sees a unique collaboration to support the college from Acumen Cyber,

HEFESTIS (Higher Education and Further Education Shared Technology and
Information Services) and Academia. This will ensure the college can meet
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regulatory requirements and safeguard organisational data, whilst addressing the
unique security challenges faced by educational institutions.

A Managed SOC is a service provided by a third-party security provider that
monitors, detects, investigates, and responds to cybersecurity threats on behalf of
an organisation 24/7.

The benéefits to the college of a managed SOC are manifold and include:

e 24/7 Threat Monitoring
Cyber threats can occur at any time. A managed SOC provides round-the-clock
monitoring, ensuring that threats are detected and responded to immediately,
even outside of business hours.

e Cost Efficiency
Building and maintaining an in-house SOC is expensive — it requires skilled
personnel, advanced tools, and infrastructure. A managed SOC offers enterprise-
grade security at a fraction of the cost.

e Access to Expertise
Providers employ highly skilled cybersecurity professionals with experience
across industries and threat landscapes. This gives organisations access to top-
tier talent without the challenges of hiring and retaining them.

e Advanced Tools and Technologies
Managed SOCs use innovative security tools, including SIEM (Security
Information and Event Management), threat intelligence platforms, and
automated response systems—often beyond what a typical organisation can
afford or manage.

e Scalability and Flexibility
As our college grows and diversifies, a managed SOC can scale to meet our
needs, adding more coverage, services, or compliance support without requiring
major internal changes.

e Compliance and Reporting
Managed SOCs help ensure compliance by providing audit-ready reports, log
management, and incident documentation.

e Proactive Threat Hunting

Beyond reactive monitoring, many managed SOCs offer proactive threat hunting,
identifying vulnerabilities and threats before they can cause harm.
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e The managed security service is still subject to internal financial approval
processes, with a further update to be provided at the September Committee.

Server Infrastructure renewal

During the summer break the DI team, working with colleagues from West Lothian
Council and our Student Records System supplier Education Software Solutions
(ESS), we will undertake a full upgrade of the server infrastructure supporting the
student records system and associated tools (Staff Advantage, e-Portfolio,
MyCollege for applications and enrolments etc).

Unlike previous years where individual servers were upgraded, this project will
replace the entire infrastructure. All servers will be upgraded with improved hardware
and the latest versions of server software to enhance performance, stability, and
cyber resilience.

Reporting tools will also be upgraded to enterprise edition, delivering improved
functionality to support student funding and data reporting. Scheduling the work over
the summer is intended to minimise disruption to staff and day-to-day operations.

Aim 5 - To develop and use digital systems to drive effectiveness and
efficiency

Teams Telephony
An Invitation to Tender (ITT) was posted on Monday 5 June, concerning the colleges

migration to a Teams Telephony solution. The indicative timetable of events is
supplied below.

L] & =
Evaluation of Tenders 4" June 2025- 25

June 2025

Date TBC if
Presentations/Bid Clarification meetings (if required) ” e_ '

required
Contract Award Notification 9 July 2025
Contract Award Date 9™ July 2025

14™ July 2025 15™

Implementation Period October 2025

Go-Live /Contract Commencement date 27" October 2025

Business continuity planning (BCP) — Loss of Internet

Mitigations to the loss of Internet affecting the whole college campus - detailed in the
graphic below — have been improved with the activation a second failover Joint
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Academic Network (JANET) connection, supplied in conjunction with the Joint
Information Systems Committee (JISC).

The backup line has been operational since November 2023 and will failover in the
event of an interruption to service on the primary connection. Should the failover
itself be impacted, partner organisations including West Lothian Council may be
called upon to assist with a short-term provision of service, whilst the JANET
connection is re-established.

If we have no connection to the Janet network | ntern et
supplied by Jisc this essentially means we have no
Internet and therefore no access to 0365 from

the campus (i.e. no Outlook or Teams. This Online Learning

Delrver online where appropriate

necessitates the need of an alternative approach tainteract with students and

. N line leami
for teaching and learning. continue online leaming

Online Learning g
L
* Deliver online using O365. 3
Change Delivery Method

§ *  Step away fromdigital resources.
: I s c * Change class tmetable to
Change Delivery Method ]

practical where appropriate

= Promote alternative methods of
teaching.
* Change timetable to prioritise

practical learning.

Invoke BCP Invoke BCP

Invoke partnerships with the council and
supporting third parties if required

INFORMATION SYSTEMS (IS)

Aim 3: Utilising Data at the Core of Business Decisions
Surveys — Student Satisfaction and Engagement Survey (SSES)

The SSES for the 2024-25 academic year has now closed, with an overall response
rate of 65.1%, representing 2,000 participating students, an increase of 9 percentage
points on last year. Early indications show a satisfaction rate exceeding 96%,
reflecting strongly on the overall student experience across the college.

Each question answered is a valuable data point, enabling detailed analysis down to
course level. This granular insight helps identify strengths and areas for
improvement across key aspects of college provision. All survey responses are
displayed on the Data Portal, giving staff real time access to essential student
feedback and insights, directly supporting continuous improvement and informed
decision making.
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Aim 5 - To develop and use digital systems to drive effectiveness and
efficiency

Student Records — Management Information System — contract renewal

The college's current Student Records Management Information System contract is
due for renewal from 1 August 2025.

A direct award under the APUC framework has been concluded with our existing
supplier Education Software Solution (ESS), with the contract award signed by both
parties on 13 May 2025.

Recognising the college’s successful record of accomplishment in developing
bespoke and resalable software to the ESS customer base, a clause has been
added into the T&Cs as follows:

“All software, code, and related materials developed by the Contractor in accordance
with the College’s specifications shall be the property of the College. This includes all
intellectual property rights (IPR) arising from such work.

The College reserves the right to negotiate separate terms with the Contractor
regarding the right to commercially distribute, license, or sell the software to third
parties.”

Timetabling project

This project remains a strategic priority for the college. We plan to revisit it later in
2025, focusing on re-evaluating options with ESS and exploring potential
collaborations with other colleges to share costs and resources.

While the goal is to identify a financially viable pathway and begin work by summer
2025, the scale and cost of the project combined with consultant availability at ESS
may mean that full testing and implementation within the 2025-26 academic year
may not be feasible, however a pilot implementation in selected areas may be
possible.

E-Portfolio Replacement
Since the initial implementation of the e-Portfolio system at the end of November
2024, work has continued in collaboration with ESS to refine and enhance its

functionality. Regular updates and feedback from assessors have been instrumental
in identifying areas for improvement.
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Recent updates have targeted performance optimisation and more user-friendly error
handling to improve the experience for staff, students, and external verifiers.

The candidate roll-out is progressing well, with a considerable number of users now
actively uploading evidence as guided by their assessors.

Discussions are under way to expand the system to cover additional qualifications,
including work-based construction awards. These were previously excluded due to
challenges around video evidence submission.

Learning and Development system

Work is ongoing to develop initial wireframe diagrams, low and high-fidelity
prototypes. Low-fidelity prototypes allow the testing of the information architecture
and user flows, while high-fidelity prototypes introduce User Interface (Ul) elements
and how the user might interact with the final design. A detailed development
specification in collaboration with the Human Resources and People Development
team.

The Quality Officer will be supporting early data-cleansing of staff qualification
records to prepare for system input and provide valuable data for accurate testing.

High-fidelity prototypes will be tested with focus groups to gather user feedback and
ensure the system meets user needs and is intuitive to use.

Aim 6 — To integrate artificial intelligence in learning and support
Descriptive and Diagnostic Analytics

The college continues to develop its use of descriptive and diagnostic analytics,
focusing on identifying the most reliable indicators of student attainment while
carefully considering the ethical and practical implications of their use.

The centralised nature of the college’s data storage has been fundamental in
enabling more in-depth analysis and more effective use of data across a broad
range of internal processes. From enhancing staff self-evaluation and admissions
reporting to improving the tracking of student bursary applications, this centralised
system provides timely, accurate, and targeted insights. These developments have
been made possible through automated analysis processes, which continue to
improve efficiency and underpin evidence-based decision making across the college.

Survey and student voice data is also collected within this centralised system,

allowing the college to connect feedback directly to other aspects of performance.
This enables detailed analysis down to the course and period level, ensuring the
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student voice is meaningfully integrated into planning and continuous improvement
efforts.

Link to Strategic Risk Register 2024-25

The contents of this paper demonstrate action to mitigate the following risk:

e Risk 6.1 There is a risk of failure to react to a major cyber incident due to
inadequate infrastructure or sub-optimal business continuity planning, resulting in
a major interruption to service.

Action

The committee is asked to note the paper.

Bill Dunsmuir

Head of Information Systems and Digital Infrastructure
10 June 2025
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HEALTH AND SAFETY REPORT

Introduction

This report covers the period January to March 2025. In addition to the usual
operational responsibilities, Health and Safety activities in this quarter involved
training on new health and safety Management System, Smartlog, working with the
Computing, Engineering and Built Environment (CEBE) faculty to purchase suitable
LEV, walkarounds and reviewing lockdown systems appropriate to comply with
Martyn’s Law.

Accidents, Incidents, Near Misses and Investigations

The monitoring, recording and reporting of accidents, incidents and near misses are
a legal requirement for all that the college actively promotes across the campus. As
well as meeting the college’s legal obligation, it allows identification of where and
how risks arise and allows us to make improvements to mitigate risks.

The college records accidents, incidents and near misses now on the Smartlog
health and safety management system. There were 56 forms returned in this period,
compared to 38 in the same period in 2024. The observed increase in accident,
near miss and dangerous occurrence trends may be attributed to the implementation
of the new reporting system, although it is not possible to be certain about this
correlation.

In all cases, each report is fully investigated by the college Health and Safety Officer.
The Smartlog system allows us to record investigations, updates, hold photographs
and assigns actions for follow up.

Month Count Record Count Accident Type Count
Type

Jan 22 Minor accident/ | 30 Non accident firstaid | 9
injury

Feb 18 Pre-Existing 20 Pre-existing health 9
condition/ conditions
illness

Mar 16 Unsafe act/ 1 Slip/trip/fall on same 7
condition/ level
incident

Total 56 Loss of time, 2 Burns/scold/hot 4
serious surface/hot liquid
accident-
RIDDOR
Near miss 3 Incident 4




Status Count Collisions 3
Student | 47 No injury sustained 3
Staff 6 Sporting injury 3
Under 16 Contact with hot 2
surface/substance
Member | 1
of public
Student Hand tool injury 2
Misc 2
Struck by falling 2
object
Act of violence 1
Contact with sharp
object
glass/metal/tools
Manual handling 1
Mental health 1

Scheduled Events

Health and Safety Officer joined a trip with CEBE staff students to the Morrisons
construction site at Calder High School. This was a valuable opportunity for students
to see a live construction site, understand PPE and health and safety briefing (see
Appendix 1).

A presentation on the work carried out by the staff experience and employee
recognition team was given to the board by the Health and Safety officer, this
allowed the board to have an understanding of the impacts this group have on staff
health and welfare and the types of initiatives and support given.

A walk around of Building No.2 construction workshops took place (see Appendix 2).

Health and Safety Management

The following arrangements are in place to control health and safety risks to meet
the legal requirements and show commitment to all stakeholders:

Health & Safety Committee

Last H & S Committee meeting was held on 17 March 2025
Minutes from meeting have been posted on Yes

SharePoint

Actions raised at H & S committee 11 Action points 5

against health &
safety officer

Outstanding 1

Next meeting scheduled for 2/6/25

Employer’s Liability Insurance

Zurich Employers Liability Insurance Expires on 31 July 2025




Interventions

HSE Inspections in the last 12 months

Improvement Notices issued in last 12 months

Prohibition Notices issued in last 12 months

Improvements issued by Fire Service in last 12 months

[eliele] o)

Prevent National referral

Reporting a concern to police Scotland under Prevent
— where there is a concern a person is susceptible to
radicalisation

Risk assessments

Number of risk assessments (RA) due for review

All RA from faculties will be on
Smartlog by end of 2025 which
will highlight if they have not
been reviewed and trigger
reminders for staff

Number of new Risk Assessments

¢ 1 maternity assessments
e 1 xreasonable adjustment

First Aid Risk Assessment

Completed Dec 2024

Fire Risk Assessment

Completed Dec 2024

Health and Safety Policy

Policy Statement approved by

Jackie Galbraith

Next Review date June 2025
Responsibilities currently unassigned 0

Health and Safety Policies and Procedures Next Review due date
Accident, Incident and lll-Health Reporting Procedure May 2028
Adverse Weather Policy April 2028
College Closure Policy April 2028
Lone Working Procedure June 2028
Inspection and Auditing Procedure May 2028
Emergency Evacuation Procedure August 2028
Work Placement Procedure July 2028
Day Trips, Overseas Trips and Residential Procedure | May 2028
Counter Terrorism Procedure May 2028
Risk Assessment Procedure April 2028
COSHH Procedures June 2028
First Aid Procedures January 2028
Lock out/Tag out Procedure June 2028
Noise at Work Procedure and Guidance June 2028
Business Continuity Policy Framework August 2028
Fire Safety Actions

Outstanding actions related to fire inspection 0

Overdue actions related to fire inspection 0

Last emergency evacuation drill (daytime)

13 March 2025

Last emergency evacuation drill (evening)

11 March 2025

Next emergency evacuation drill (daytime)

Sept 2025

Next emergency evacuation drill (evening)

Sept 2025




Health and Safety Training

Training session with CHS staff on risk assessment completion especially relating to
behavioural risk.

Risk assessment training for estates member of staff.
Refresher training for two evening cleaners.

Two members of staff experience (which includes H & S officer) given training by
NHS to be a cancer screening champion for the college.

Provided a training matrix for managers and heads of service/faculty to use for
training and PLP discussions as well as rolling out IOSH managing and working
safely (see appendix 3).

Changes to Legislation/Guidance

Increased Focus on Mental Health: The HSE has emphasised mental health in the
workplace, particularly stress prevention and support for employees dealing with
depression and anxiety. Action — HR and People Development have a college stress
risk assessment and review it annually.

Musculoskeletal Disorders (MSDs): There is a renewed focus on reducing MSDs
through improved ergonomics and manual handling training.

Regulatory Scrutiny: High-risk industries like construction and manufacturing are
facing increased regulatory scrutiny to ensure compliance with safety standards.
Action — The Health and Safety officer already has an action to work with CEBE to
complete a manual handling risk assess task specific with staff while training at the
same time.

Contest and Prevent

The quarterly Lothian and Borders Contest meeting and West Lothian Council
Contest group took place with the college again represented. Information is then fed
back to college business continuity meetings.

Attendance to the quarterly college sector health and safety meeting at which
discussions focused on Martyn’s law and sharing HSE enforcement notices by other
colleges.

One Prevent referral was submitted to Police Scotland.

Continuous Improvement

Meetings with the CEBE faculty and Local Exhaust Ventilation (LEV) companies to
discuss LEV requirements for new dust extraction system installation summer 2025.

Met with the Professional Cookery Learning and Skills Manager on how to improve
the electrical wire testing sheet to be more relevant to staff.



The Audit committee asked for timetable for roll out of smart log (see Appendix 4).

Four first aiders have left the first aid rota (out of 10) and this quarter has been about

finding replacements and starting training to ensure we have a full rota to start the

next academic year where trend analysis shows this is the busiest times for first aid

calls.

Link to Strategic Risk Register 2024-25

The contents of this paper demonstrate action to mitigate the following risk:

e Risk 6.1 There is a risk of failure to react to a major cyber incident due to
inadequate infrastructure or sub-optimal business continuity planning, resulting in
a major interruption to service.

Recommendation

The Audit Committee is asked to note this report.

Emily Purdie

Health and Safety Officer
10 June 2025



APPENDIX 1
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CEBE- construction

Workshop 1 & 2, skills and green skills
workshop

Actions
raised

Completed

Safe place of work

Safe system of work

Work equipment

Accident reporting and Investigation
Health and welfare

Information instruction and training
Personal protective equipment
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Principal al 24/25

Vice principals 3 24/35

Directors 4 2435

Learning and 3kills Managers 10 24/25

Head of service 5 24/25

Support Managers 5 25/26

Duty mansgers 27

H&S Committes 12 24/25 24/25

Technicians 7 2425

Office support staff 174

Lecturers/coaches 147

T

nformation point/Learning centre Fi

CEBE-construction 13 24125

CEBE-Engineering 7 24125

CEBE- motorvehicle 5 24125

CEBE- electrical engineering & 24125

CEBE- Sciemce 5

CEBE- Computing i

CEBE- core skills 3

Estotes stuf

team legders 4

Core 5

Muaintenance 5

Cleaning 14

Kitchen 12

First aiders 11

Mental Health support wvolunteers T

Fire Marshals 35

Refuge point Evac team 9




APPENDIX 4

‘Topic extra info/expected roll out Rolled out to Dept
Whole college = Estates CEBE CHS BCE AES Support dept H&S

Check & Test Mar-25| Aug-25| Aug-25 n/a Jan-25
Lateral Flow Tests n/a n/a n/a n/a n/a n/a n/a n/a
PCR tests n/a n/a n/a n/a n/a n/a n/a n/a
Track and Trace n/a n/a n/a n/a n/a n/a n/a n/a
COSHH Sept/Oct 25
Risk assessment Sept/Oct 25 Mar-25| N
fire risk assessment Nov-24 N N v N e N N
maternity asessment May-25

first aiders logged onto app to record N v N v e
Accident Reporting on phones Aug-24
Asset Management Jun-25 Apr-25 May-25
Audits Mar-25 v N N N
Contract Management Sep-25
Document Library Sep-25

topdesk helpdesk system being used
Help Desk by estates and whole college n/a n/a Sep-25|n/a n.a n/a n/a n/a
Individual Health Care Plan (IHCP) Sep-25
Medical Tracking we don't issue medicines n/a n/a n/a n/a n/a n/a n/a
Personal Emergency Evacuation Plan (Peep) Sep-25

Fire wardens/first aiders/safeguarding e v v v v N v
Information team names Sep-24
Policies and Procedures Jul-25
Management Information
Offiste Activity -trips August/sept 25 august
Risk Register still to be decided how to roll out

all mandatory training and elearning
Training on another platform n/a n/a n/a n/a n/a n/a n/a n/a
DSE Jun-25
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Paper 5
West Lothian College
10 June 2025

Audit Committee

INTERNAL AUDIT PLAN 2024-25

Purpose

The purpose of this paper is to provide the Audit Committee with an update on
progress in implementing the internal audit plan for 2024-25 and to discuss the
findings from the reviews of staff wellbeing and core financial systems.

Internal Audit Plan 2024-25

At the Audit Committee meeting held in March 2025 the Committee was informed
that the review dates had been finalised as per the table below.

Review Date of review
Staff wellbeing February 2025
Core financial systems April 2025

Learner retention, attainment and progression | April 2025

Risk management workshop May 2025

All reviews have been undertaken and the internal audit plan for 2024-25 is now
complete.

Review of Staff Wellbeing

The conclusion of the report is strong assurance has been provided that wellbeing
efforts are proactive and sustained in the college, underpinned by positive survey
results and related evidence of the outcomes arising from these efforts.
Responses to the two recommendations are provided.

Review of Core Financial Systems

The conclusion of the report is that the overall control framework in the area
reviewed is strong.

Three low risk recommendations arose from the review and have been accepted by
the college.

AC/10062025/Sharepoint 1



Action: For Attention Agenda Item 3.3

Paper 5

West Lothian College
10 June 2025

Review of Learner Retention, Attainment and Progression
This report will be presented at the September meeting of the Audit Committee.
Strategic Risk Register 2024-25

This paper provides the committee with assurance in relation to mitigation of risks in
the college’s strategic risk register for 2024-25:

e 2.1 —the college fails to deliver high quality learning and teaching due to not
focusing on continuous improvement resulting in lower student retention and
success rates

e 3.1 -there is a risk that the college is not able to achieve break-even by 2026-27
due to the public sector funding crisis resulting in a decline in learning and
service delivery.

Action
The Committee is asked to note that the internal audit plan for 2024-25 is complete

and discuss the findings from the reviews of staff wellbeing and core financial
systems.

Jennifer McLaren
Vice Principal, Finance and Estates
10 June 2025
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Executive Summary

Conclusion

We can offer strong assurance that wellbeing efforts are proactive and sustained in West Lothian
College, underpinned by positive survey results and related evidence of the outcomes arising from
these efforts.

West Lothian College has a clear range of positive practices and outcomes which reinforce a strong
commitment to staff wellbeing. The staff survey outcomes (and consistent and positive trends over
time), the various groups and actions staff wellbeing and related matters, the “tell me more”
information shared, and the embedding of wellbeing across core roles and responsibilities helps
underpin this. The College has a clearly documented People Strategy for 2021-2025 that sets out
where the College wants to be in relation to health and wellbeing. It is supported by a number of
associated policies such as health and safety, harassment, maternity and family care and grievance
policies and documentation. In practice, the commitment of resources and dedicated roles such as
Mental Health Support Volunteers, Active Campus Coordinator and the “tone at the top” advocating
for and promoting wellbeing and related matters provides good assurance across this area.

The 2024 Staff Experience Survey results provide evidence of the positive actions by the College on
staff wellbeing, with (for example) 95% of respondents agreeing that their line managers take a
positive interest in their health and wellbeing. We confirmed that wellbeing initiatives and support
available to staff are actively promoted and communicated via a range of channels including
Microsoft Team sites, staff intranet, email and noticeboards. The high response rate coupled with the
proactive positive comments across the survey in relation to wellbeing provide further assurance
and evidence of the College’s processes and ongoing commitments.

The College has a number of mechanisms for staff to raise concerns about their wellbeing through
formal and informal internal conversations and external support. There are also options for issues to
be raised anonymously. We confirmed that action is taken in instances of concerns raised by staff
and feedback obtained, typically through email communication and meetings, leadership
discussions and action plans.

We have identified two lower risk issues, in relation to the role/remit and terms of reference of the
Wellbeing Group and how its actions are planned and monitored.

Background and scope

In 2021, West Lothian College launched its “Our People Strategy 2021-25” with staff health and wellbeing being

one on the seven key areas covered by the Strategy. At that time, the most recent staff survey undertaken in
2020 revealed that 34% of employees had reported experiencing work-related stress in the previous 12
months.

One of the key aims of the Strategy was for the College to be “Providing a safe and health working environment

for our people, placing wellbeing at the heart of staff experience, encouraging our people to maintain and
promote their health and those of others.”

azets.co.uk West Lothian College Staff Wellbeing
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Since the launch of the policy, the College has worked to provide support to managers in managing and
promoting their team members’ health and wellbeing, ensuring effective support is in place for staff, that
effective communications are issued on the subject and a healthy work/life balance is promoted throughout the
College.

To promote staff wellbeing, the College has introduced a number of initiatives, some of which are set out in the
College’s Staff Benefits Guide. These include access to an Employee Assistance Programme, an Occupational
Health Service, a Counselling Service and Physiotherapy. The College also offers its employees discounted
gym membership, promotes health and wellbeing related events and has a number of resources available to
staff on the College website covering topics such as Drugs and Alcohol at Work, Fatigue at Work and
Workplace Security & Violence Awareness. The College has also set up a Wellbeing Group.

This review has considered how the College gives appropriate regard to and focus on supporting staff
wellbeing. This covered aspects such as occupational health, stress management, wellbeing days/events, and
how this contributes to clear, evidenced wellbeing goals and outcomes. The role of the HR-supported
Wellbeing Group has also be considered within this audit.
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Control assessment

1. The College has documented strategies, policies and
procedures in place for staff wellbeing. This includes
defining roles and responsibilities for staff/managers and
members of the Wellbeing Group

= 2. Arrangements are in place for maintaining regular
communication with staff to ensure their ongoing wellbeing
is actively promoted, and that staff are kept up to date with
key messages and support available from the College.

= 3. Appropriate mechanisms are in place for staff to raise
any specific issues or concerns they may have which are
negatively affecting their wellbeing with appropriate action
taken to support them.

m4. Staff health and wellbeing measures are appropriately
planned and budgeted for with regular monitoring and
evaluation of their effectiveness and contribution towards
the College’s staff wellbeing goals.

m 5. Issues are collated to facilitate “lessons learned” activity
with staff feedback on any wellbeing initiatives also sought
and analysed to feed into future initiatives and
communications.

Improvement actions by type and priority

3 B Grade 4
Grade 3

2
Grade 2
W Grade 1

1

Al o -
0
Control Design Control Operation

Two actions have been identified from this review, both of which relate to the design of controls themselves.
See Appendix A for definitions of colour coding.
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Key findings
Good practice
Just some of the positive aspects of staff wellbeing arrangements at the College include:

West Lothian College has a People Strategy 2021-25 which was approved by the Board in December
2020 and outlines health and wellbeing as a key focus area. We reviewed the strategy and confirmed
that it is comprehensive, noting where the College is at with regard to health and wellbeing, where it
wants to be, how it will get there and how success will be recognised. We confirmed that the strategy is
available on the staff intranet.

The People Strategy is supported by a range of policies and procedures relating to health and
wellbeing. We confirmed that these include policies on: health and safety, harassment, maternity and
family care, staff gender based violence, staff menopause, your attendance matters, and grievance,
and we confirmed these and available on the staff intranet.

Staff wellbeing support and initiatives are actively promoted and communicated through a range of
channels across the College, including Microsoft Team sites and staff intranet, email updates, and staff
noticeboards.

There are multiple mechanisms in place for staff to raise concerns about their wellbeing, including line
manager support, Mental Health Support Volunteers, annual Staff Experience Survey and monthly ‘Ask
Jackie Questions’. There is also external support available through counselling and an employee
assistance programme. We confirmed that staff have been repeatedly reminded of these through email
updates, SharePoint messaging, and noticeboard information. We also confirmed that action is taken
via email communication and meetings with staff, tracking of conversations by the Mental Health
Support Volunteers and action plans.

The 2024 Staff Experience Survey highlighted positive results with regard to staff wellbeing including:

o 95% of respondents agree or strongly agree that their line manager takes positive interest in
their health and wellbeing;

o 97% of respondents noted that the College takes positive action on health and wellbeing; and

o There was also a positive (ie downward) trend reported in relation to stress; 30% of
respondents reported experiencing work-related stress in the past 12 months, down on the
34% from the 2020 survey.

Areas for improvement

We have identified two lower risk areas for improvement which, if addressed, would support the evolution and
continuous improvement in West Lothian College’s control framework. These are:

Defining and documenting certain roles and responsibilities for staff wellbeing with terms of reference
for the Wellbeing Group to capture its role in staff wellbeing in the wider College context; and

The use and completeness of the Team Planner should be reviewed.
These are further discussed in the Management Action Plan below.
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Impact on risk register

The West Lothian College corporate risk register (dated September 2024) included the following risks relevant
to this review:

Risk 4.1: There is a risk of not being able to maintain high levels of staff, retention, wellbeing,
productivity and engagement due to the impact of perpetual change resulting in a less motivated
workforce.

West Lothian College has numerous and proactive measures in place to promote and support staff wellbeing
which is recognised in the positive 2024 Staff Experience Survey results. Our audit work has identified two
lower risk recommendations.

Acknowledgements

We would like to thank all staff consulted during this review for their assistance and co-operation.
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Management Action Plan

Control Objective 1: The College has documented
strategies, policies and procedures in place for vellow
staff wellbeing. This includes defining roles and
responsibilities for staff/managers and members of

the Wellbeing Group

1.1 Wellbeing Group remit

The role and responsibilities of the Wellbeing Group which operates within the College is not formally defined,
setting out the terms of reference of the group and how it sits within wider wellbeing arrangements.

Per discussion with management, we understand the Wellbeing Group was developed from the NHS Healthy
Working Lives Award Programme and utilises the criteria from this to guide their work on staff wellbeing;
however, there is no terms of reference or remit for the group. We also obtained the job descriptions for the
individuals within this group, but note they do not specifically define their roles and responsibilities in relation to
staff wellbeing.

(We understand and appreciate through wider discussion with management that the Wellbeing Group does not
lead all the wellbeing initiatives at the College, but instead is part of the overall effort. For example, the
“Wellbeing Wednesday” initiative is primarily led by the Head of Learning and Development and the Principal is
heavily involved in the bigger events.

Risk

There is a risk that efforts and focus of the Wellbeing Group may not be optimised and/or clearly understood
within the wider wellbeing framework. Without such clarity, it may become difficult to coordinate and track
actions, implement initiatives effectively, or respond to staff needs in as timely a manner as possible.

Recommendation

A terms of reference should also be established for the Wellbeing Group to capture its role and responsibilities
in relation to staff wellbeing.

(We also understand the future outlook of the Wellbeing Group may be reflected on by management as a result
of our audit and in making this observation).

M Acti Grade 2
anagement Action (Design)
A terms of reference for the staff experience health and wellbeing group will be developed as
part of the HR and People Development team planning for academic year 2025/26.
Action owner: Head of HR & PD Due date: End of August 2025
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Control Objective 2: Arrangements are in place for
maintaining regular communication with staff to
ensure their ongoing wellbeing is actively
promoted, and that staff are kept up to date with
key messages and support available from the
College.

No reportable weaknesses identified

West Lothian College has several formal communication channels dedicated to staff wellbeing to ensure that
key messages are communicated to staff. These include:

'Staff Experience' Staff Experience
Microsoft Teams Email Address and
Site Monthly Updates

HR and People

Monthly Principal Developmanticam

Noticeboard

Updates

We confirmed that these channels are actively used by the College to promote and inform staff of wellbeing
initiatives and support available to them. Specifically, we noted the following communications:

‘Health Support for Staff including Mental Health Support Volunteers’ message communicated on the
Staff Experience channel on the College’s SharePoint. It reminds staff of the health support available,
including free 24/7 access to a team of trained wellbeing and counselling practitioners for employee
assistance support, free access to physiotherapy and counselling, a team of dedicated Mental Health
Support Volunteers, and the Staff Zone of SharePoint with a range of information to support employee
health and wellbeing. The message also includes contact / access details for each.

»  Principal’s Update (eg from 23 January 2025) emailed to staff and included a section on ‘Wellbeing
Wednesday’. It refers to the draft programme of activities for the day (Wednesday 12 February) being
sent out and a guest who will be speaking as part of the day.

- Staff Experience email to staff on 1 February 2025 promoting ‘Time to Talk Day’ run by Mind. It
provides some background on the day, outlines five tips for talking about mental health, and refers to
wellness action plans that staff can use as a tool for discussion with their managers. It also informs
staff of a noticeboard in the college’s foyer for staff and students to note ways they look after their
mental health, with the ideas to be shared around afterwards.

+ A Staff Experience Update to staff via email on 30 January 2024 noted that the Staff Experience
Groups are led by the HR and People Development Team and are split into: Health and Wellbeing,
Engagement and Recognition, and Equalities. It also provided a brief round-up of what’s been
happening across December and January and references activity and fitness timetables, a couch to 5k
programme, cost of living and employee recognition channels, employee benefits guide, and the
upcoming staff experience and conference survey.

*  The HR and People Development Team Noticeboard provides a range of flyers promoting the support
options, activities and initiatives available for staff.
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From discussion with management, we understand that health and wellbeing messages sent to staff are usually
linked to events that are occurring within the College and awareness days. We have confirmed that there have
been a wide range of wellbeing communication and initiatives that have been distributed throughout the College
across different forums within the last year. This ensures that staff are kept up to date with key messages and
wellbeing support that is available from the College.

azets.co.uk West Lothian College Staff Wellbeing 8



Control Objective 3: Appropriate mechanisms are in
place for staff to raise any specific issues or
concerns they may have which are negatively
affecting their wellbeing with appropriate action taken
to support them.

No reportable weaknesses identified

We confirmed that there are multiple reporting channels in place at West Lothian College that allow for staff to
voice any wellbeing concerns they may have. This includes:

Conversations with Annual Staff 'Ask Jackie Employee Assistance
Line Managers Experience Survey Questions' Programme

Mental Health
Support Volunteers

Counselling

We understand that the line managers are often a first point of call for staff to raise wellbeing concerns and are
there to manage and promote health and wellbeing. We confirmed that line managers were given training on
mental health in Spring 2024 in order to equip them with the appropriate competencies to provide this support.
The College also has a team of dedicated Mental Health Support Volunteers, which is a peer-to-peer support
offering to staff.

We further note that there are mechanisms for staff to raise issues or concerns anonymously. The College has
an annual Staff Experience Survey and a link is provided within the monthly Principal’s Update where staff can
ask questions or raise concerns and these are answered in the subsequent update. We obtained the 2024
annual survey results and confirmed that 240 responses were received and the survey includes a number of
specific questions related to staff health and wellbeing. We also obtained the ‘Ask Jackie Questions and
Responses’ from the January 2025 Principal’s Update and note this included (for example) a question and
answer on reintroducing the old flexi scheme to help manage workloads and reference to new flexi
arrangements in place. The results of this survey were notably positive in both quantitative and qualitative
terms, as cited in more detail above.

In addition, external support is offered to staff through free 24/7 access to a team of trained wellbeing and
counselling practitioners via an external employee assistance programme, and free access to counselling on
request by contacting HR and People Development.

We confirmed that the College ensures staff awareness of these through regular communication and reminders
made via email, messages on the staff SharePoint, and flyers on noticeboards at the College.

Per discussion with management, we understand that the way in which wellbeing concerns are addressed
typically depends on the nature of the concern. We note the following are some of the standard response
mechanisms in place at the College through the different communication channels:

- Discussions on health and wellbeing, stress and workload with line managers: as well as
informal conversations and check ins, the College has formal communication that can be made as well,
particularly when an employee is on leave with stress. We obtained the template email that is sent by
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the HR Partner in these instances, which acknowledges the support that will be provided by them and
the employee’s line manager, including:

Referring the employee to the College’s Occupational Health (OH) Provider, OH Assist, with
this requiring the consent of the staff member;

@)

o Regular contact to be arranged between the manager and employee, every two weeks at a
minimum;

o Encouraging the employee to fill out the Talking Toolkit which is designed to identify the areas
of their work life that are impacting their stress levels, health and wellbeing and helps facilitate
discussions between the employee and the manager. It also includes sections for agreed
actions to be documented for each conversation theme and the date to revisit proposed
changes; and

o Reminders of support available through the confidential employee assistance programme and
a link to other support available across the College.

Mental Health Support Volunteers: staff can reach out to the team of volunteers who will offer peer-
to-peer support, the conversations of which are recorded on an excel spreadsheet regarding the nature
of the concern, internal and external support recommended / to be provided and whether the team
member requires assistance.

Staff Experience Survey: the annual staff survey includes a number of questions on the topic of staff
wellbeing for the College to gauge perception amongst staff of how they are doing in supporting their
wellbeing. We confirmed that the results of the survey are discussed by the College Leadership Team
and the Management Forum with actions being taken to share back to staff.

We have confirmed that there are a range of mechanisms available for staff to raise wellbeing concerns, with
processes in place for actions to be taken off the back of concerns raised.
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Control Objective 4. Staff health and wellbeing
measures are appropriately planned and budgeted
for with regular monitoring and evaluation of their
effectiveness and contribution towards the College’s
staff wellbeing goals.

4.1 Wellbeing Group tasks / coordination

We understand that for the Wellbeing Group there is a Team Planner application that is used to set out core
tasks for teams under the sections of the People Strategy, including health and wellbeing. There is also a
health and wellbeing timetable for the 2024/25 academic year that outlines the main wellbeing events and
global awareness days celebrated each month. However, through review of these documents and discussions
with relevant management, we note that the Wellbeing Group’s planner has limited detail and doesn’t include
resources required or timescales, and the timetable hasn’t been used since November when the staff member
in charge went on maternity leave.

Risk

There is a risk that the group’s efforts may become less coordinated and less effective, impairing efficient and
effective achievement of objectives.

Recommendation

The use and completeness of the Team Planner should be reviewed. This should be considered in line with
MAP 1.1.

Management Action

This will be done as part of the HR and People Development team planning for academic year 2025/26.
The Staff Experience health and wellbeing tracker will also be reviewed to include more detail

Action owner: Head of HR & PD Due date: Both will be completed by end of August 2025
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Control Objective 5: Issues are collated to facilitate
“lessons learned” activity with staff feedback on any
wellbeing initiatives also sought and analysed to feed
into future initiatives and communications.

No reportable weaknesses identified

We confirmed that the annual Staff Experience Survey is a key mechanism for collating feedback from staff on
wellbeing activity and initiatives that the College has in place. The annual nature of the survey allows for trends
to be identified and comparisons to be made to enable continuous improvement. Results of the survey are
collated and shared through the Management Forum and College Leadership Team (CLT), capturing the key
positive points and areas for improvement, as well as analysis against prior year and by occupational group
and team. Action points and next steps are identified by going through and discussing the survey results.

Due to the timing of the process for the 2024 survey still going through discussions, we confirmed that the
above steps were followed for the 2023 survey through obtaining and reviewing the following:

West Lothian College’s Staff Experience Survey 2023 Report (November 2023) summarised the
findings of the survey for the 254 responses received. The key findings were broken into the topics of
staff experience, perception of line manager, perception of principal and executive leadership team,
health and wellbeing, presenteeism and workplace stress, perceptions of discriminations, and bullying
and harassment.

CLT agenda for the meeting on 13 December 2023 which included discussion on the staff survey
results.

Management forum minutes from the meeting on 12 January 2024 which noted discussion on the staff
survey results and attendees being split into four groups to discuss the identified next steps and share
responses. It also included actions from the meeting, with responsible individuals assigned (e.g. group
responses being shared in Microsoft Teams sorted by theme).

Microsoft Teams message from January 2024 which outlined the key takeaways from the staff survey
and actions to be taken. These were based on the following areas: workload and stress management,
collaborative solutions, support and communication, information sharing, adaptation and training,
knowledge sharing and resource considerations.

We have confirmed that the College has processes in place to collate feedback and perform ‘lessons learned’
activity to ensure that feedback is sought and analysed, feeding into future decisions and actions.

azets.co.uk
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Appendix A — Definitions

Control assessments

Fundamental absence or failure of key controls.

Control objective not achieved - controls are inadequate or ineffective.

Y Control objective achieved - no major weaknesses but scope for improvement.

Control objective achieved - controls are adequate, effective and efficient.

| - |

Management action grades

*Very high risk exposure - major concerns requiring immediate senior
attention that create fundamental risks within the organisation.

'

*High risk exposure - absence / failure of key controls that create
significant risks within the organisation.

*Moderate risk exposure - controls are not working effectively and
efficiently and may create moderate risks within the organisation.

+Limited risk exposure - controls are working effectively, but could be
strengthened to prevent the creation of minor risks or address general
house-keeping issues.

. ;
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Executive Summary

Conclusion

West Lothian College’s Finance Procedures Manual and outlines the arrangements in place covering
income, debt management and cash and banking within the College, to help ensure it is managing
core financial systems effectively. Roles and responsibilities are also clearly outlined within the
Manual which is available to staff via the Finance L Drive. The overall control framework in the area
reviewed is strong.

Our sample testing confirmed that non-SFC income transactions are being identified, collected,
receipted and accounted for and that outstanding debts are being followed up on in line with the
Finance Procedures Manual.

Cashflows are created on a monthly basis (as required by the Scottish Funding Council) to ensure
that the College is keeping on top of cash finances and working to an allocated budget whilst
meeting operational needs.

Through our testing, we identified three areas where controls could be strengthened; all of these are
lower risk in nature. The areas include reviewing and updating the Finance Procedures Manual to
reflect current practices at the College, and providing a guidance note to all staff regarding income
identification.

Implementation of the recommendations raised will support management in further strengthening
controls and arrangements related to core financial systems.

Background and scope

As a publicly funded body, it is essential that West Lothian College has robust controls in operation over its
core financial systems in order to safeguard against financial loss caused by error and/or fraudulent activity. As
part of this, the College should have appropriate arrangements in place to process income thereby ensuring
that all income due is identified, receipted and accounted for, that all debts are closely monitored with
appropriate action taken to recover any outstanding amounts due to the College, and that cashflow is
effectively monitored and managed in order to meet the College’s financial obligations.

Our review has focused on the arrangements in place for processing non-SFC income. We have also reviewed
the arrangements for the management and recovery of debt and controls over cash and bank.

azets.co.uk West Lothian College Core Financial Systems
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Control assessment 1. Approved policies and procedures covering non-SFC
income, debt management and cash and banking
arrangements exist which are up to date, readily available
to staff and include the requirement to observe segregation
of duties.

2. Appropriate arrangements are in place to ensure all non-
SFC income due is identified, collected, receipted and
accurately accounted for.

3. Outstanding debts are closely monitored and managed

1-Yellow with action taken to recover any amounts due to the
College.
4-Yellow 2 - Yellow 4. Cash flows are accurately projected and based on
realistic assumptions with funds being managed effectively
to ensure the College’s needs are met.
3 - Yellow

m 5. Bank reconciliations are performed on a regular and
timely basis with any anomalies investigated and
addressed.

Improvement actions by type and priority

3 B Grade 4
Grade 3

2
Grade 2
H Grade 1

1

<l = A . s
0
Control Design Control Operation

Three improvement actions have been identified from this review, all of which relate to the design of controls
themselves. See Appendix A for definitions of colour coding.
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Key

findings

Good practice

We conducted sample testing for a sample of 24 non-SFC income transactions to determine if the
transaction was collected, receipted and accurately accounted for, whilst also ensuring segregation of
duties within the transaction. Each of these samples were satisfactory; we were able to see each stage
of the process from the transaction being first identified up to the transaction being recorded in the
financial system.

All outstanding debts are reviewed on a monthly basis. We conducted sample testing for a sample of
six outstanding debts and confirm that each of the sampled debtors had been followed up on in line
with the Finance Procedures Manual.

Cashflows are created on a monthly basis. This is mandatory for the College as required by the
Scottish Funding Council, to ensure that the College is keeping on top of cash finances and working to
an allocated budget whilst meeting operational needs. Assumptions are utilised throughout each of the
forecasted months when the cashflow is prepared, helping to effectively manage income and
expenditure flows.

Areas for improvement

We have identified three areas for improvement which, if addressed, would strengthen West Lothian College’s
control framework:

Issuing a guidance note to all staff reinforcing the requirement that any additional income generated
must be agreed upon and signed off by the Finance team to ensure full transparency over all the
income that the College is anticipating/receiving.

Updating the outstanding debts procedures to clearly define timeframes for each stage of the process
and ensure that all necessary steps are documented.

Ensuring that a formal cashflow forecasting procedure is documented in the Finance Procedures
Manual to outline the cashflow forecasting process, the frequency in which the cashflows must be
completed, and key roles and responsibilities.

These are further discussed in the Management Action Plan below.

Impact on risk register

The West Lothian College corporate risk register (dated September 2024) included the following risks relevant
to this review:

3.1 - There is a risk that the College is not able to achieve break-even by 2026/27 due to the public
sector funding crisis. Resulting in [the College] not being financially sustainable.

West Lothian College has a clear Finance Procedures Manual and key controls in place to support the effective
management of core financial systems. Our recommendations highlighted areas where improvements to
income identification and the existing Finance Procedures Manual could enhance clarity, consistency and

azets.co.uk
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compliance. Addressing these will strengthen existing controls ensuring that all income is identifiable and that
procedures are comprehensive for staff to follow.

Acknowledgements

We would like to thank all staff consulted during this review for their assistance and co-operation.
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Management Action Plan

Control Objective 1: Approved policies and

procedures covering non-SFC income, debt

management and cash and banking

arrangements exist which are up to date, Yellow
readily available to staff and include the

requirement to observe segregation of

duties.

No reportable weaknesses identified

West Lothian College has a Finance Procedures Manual and a Stock and Cash Procedures Manual which
cover income, debt management, and cash and banking arrangements to support the controls over core
financial systems.

Procedures within these Manuals generally outline clear roles and responsibilities as well as any requirements
for segregation of duties, so that there is clear guidance for staff on their specific duties within financial
processes.

Both Manuals are readily available to staff via their Finance L Drive, providing a readily-accessible way of
helping staff understand their roles regarding financial procedures and to help support the effective control over
financial systems.

The Finance Procedures Manual has been recently updated, however we found that, at the time of the audit,
the Manual had not been formally approved. Having raised this to the client, we were able to gain the
appropriate approval during the fieldwork stage of the audit.

Despite not raising an overt recommendation for this specific control objective, we have identified two
continuous improvement issues related to the Finance Procedures Manual including (i) expanding on the
existing procedures for chasing outstanding company and student debt, and (ii) including a procedure around
the cashflow forecasting process. These issues are addressed by the recommendation at MAP3.1 and MAP4.1
and accordingly we have not duplicated this with a further recommendation under this control objective (but
have noted this as a “yellow” rating on this basis).
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Control Objective 2: Appropriate
arrangements are in place to ensure all non-
SFC income due is identified, collected,
receipted and accurately accounted for.

Yellow

2.1 Income ldentification

We are aware of some instances where income is received but the Finance team were not aware of this
income prior to receipt. (It seems this is often as a result of staff within the College obtaining income from
external parties but this not being made clear to Finance colleagues until late on in the process).

For example, the Finance team received a payment from an organisation which they could not recognise and
were not anticipating (either in terms of managing/processing the individual payment itself, or best-supporting
wider budgeting/income projections etc), including as the organisation had not been set up as a creditor or
debtor on the financial system. Therefore, the Finance team only became aware of the income once the funds
were received. (We were provided with the email trail which outlined how the Finance team obtained
information around the payment allowing the Finance team to ensure that all income has been identified and
recorded within their system, but ideally this should be a proactive and smooth processes rather than a reactive
and “investigatory” one).

Risk
There is a risk that income is not properly planned for or recorded as staff are raising income with external

parties without informing the Finance team until the funds are received. This may lead to delays in
reconciliation and inaccurate financial records.

Recommendation

Management should issue a guidance note to all staff reinforcing the requirement that any additional income
generated must be identified and information shared with the Finance team to ensure full transparency over all
the income that the College is receiving (and anticipating).

M Acti Grade 2
anagement Action (Design)
Agreed
Action owner: Head of Finance Due date: 31/7/25
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Control Objective 3: Outstanding debts are closely
monitored and managed with action taken to recover
any amounts due to the College.

Yellow

3.1 Chasing Outstanding Debts Procedures
Debt is primarily split up into two parts by the Finance team: student debt and company/external debt.

The Finance Procedures Manual outlines the procedure that is in place when chasing outstanding student debt.
Each debt that is assigned to a student is given an allocation marker which represents the level of the aged
debt. The marker assigned to a debt is associated with the action that must be taken to chase the debt. For
example:

Marker 1 - a debtor statement is issued to the student.
Marker 2 - a second debtor statement is issued.
Marker 3 - a Final Letter is sent out to the student.

We were told by management that before the final letter is sent out, the member of the Finance team will call
the student in order to understand the student's circumstances and determine whether the marker need to be
changed. This step, however, is missing from the procedure. In addition, while each marker is actioned on a
monthly basis, the procedure does not clearly state the timeframe between each step. This part of the
procedure and the relevant allocation markers can be found within Appendix B.

We originally found that the procedure for chasing outstanding company debt was not outlined within the
Finance Procedures manual. However, having mentioned this to management, they confirmed that this was an
oversight when they were updating the Finance Procedures Manual and a section on company debts has since
been added to the updated Finance Procedures Manual. However, similar to the student debtor procedure, the
company debtor accounts procedure lacks clear timescales around how often the procedure should be carried
out.

Risk

There is a risk that outstanding debts are not managed effectively as the procedures for student and company
debt do not clearly outline timeframes and the student debt procedure is missing a step that is part of the
process. This may lead to inconsistent debt recovery practices and delays in chasing overdue payments.

Recommendation

Management should update the outstanding debts procedures to clearly define timeframes for each stage of
the process and ensure that all necessary steps are documented.
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Grade 2

Management Action (Design)

Agreed

Action owner: Head of Finance Due date: 31/7/25
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Control Objective 4: Cash flows are accurately

projected and based on realistic assumptions with Yellow
funds being managed effectively to ensure the

College’s needs are met.

4.1 Cashflow Forecasting Procedure

Cashflows are created on a monthly basis. As well as being good practice, this is a mandatory requirement of
the Scottish Funding Council to work within agreed, allocated budgets whilst efficiently managing cash
requirements and meeting operational needs.

We confirmed that the cash flow forecasts are being prepared on a monthly basis and are reviewed and
approved by Vice Principal, Finance and Estates. However, the Finance Procedures Manual does not contain a
documented process for carrying out the monthly cash flow forecast and who is responsible for doing so.

Risk

There is a risk that cashflow forecasting may be performed inconsistent or not properly followed where staff not
usually involved in the process have to pick it up (e.g. in the absence of colleagues) as there is no documented
procedure in place. This may lead to errors and inaccurate projections potentially affecting the College’s ability
to ensure cashflow needs are met efficiently and effectively.

Recommendation

Management should ensure that the cashflow procedure is documented in the Finance Procedures Manual to
outline the process, the frequency,, and key roles and responsibilities.

M Acti Grade 2
anagement Action (Design)
Agreed
Action owner: Head of Finance Due date: 31/7/25
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Control Objective 5: Bank reconciliations are
performed on a regular and timely basis with any
anomalies investigated and addressed.

No reportable weaknesses identified

The updated Finance Procedures Manual states that:

"Bank reconciliations should be prepared on a monthly basis for all bank accounts held by West Lothian
College. These reconciliations should be reviewed and approved by the Finance Officer and any necessary
corrections made to the nominal ledger".

We obtained each of the last three months of bank reconciliations and we can confirm that each of their bank
accounts matched to the corresponding amounts within the College’s financial system and there were no
anomalies.

We did, however, note that in the original Finance Procedures Manual that we were sent, it stated that the
review and approval should be completed by a Finance Services Manager, yet the bank reconciliations that we
obtained were approved by the Finance Officer. We pointed this out to management during the audit fieldwork
and the Financial Procedures Manual was adjusted to reflect this change in approval. (The key element of the
control is segregation of duties between appropriate individuals, which is achieved in either case).
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Appendix A — Definitions

Control assessments

Fundamental absence or failure of key controls.

Control objective not achieved - controls are inadequate or ineffective.

Y Control objective achieved - no major weaknesses but scope for improvement.

Control objective achieved - controls are adequate, effective and efficient.

| - |

Management action grades

*Very high risk exposure - major concerns requiring immediate senior
attention that create fundamental risks within the organisation.

'

*High risk exposure - absence / failure of key controls that create
significant risks within the organisation.

*Moderate risk exposure - controls are not working effectively and
efficiently and may create moderate risks within the organisation.

+Limited risk exposure - controls are working effectively, but could be
strengthened to prevent the creation of minor risks or address general
house-keeping issues.

. ;
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Appendix B - Chasing Outstanding
Debts Procedures

Relevant Allocation Markers

SUN MARKERS USED FOR STUDENT ALLOCATION

BLANKS | UNALLOCATED (JUST INVOICED)

RESET TO RESTART DEBTOR STATEMENT PROCESS

DEBTOR STATEMENT 1 I1S5UED

DEBTOR STATEMENT 2 ISSUED

FIMAL LETTER ISSUED (EMAILED - POSTED IF NO EMAIL ADDRESS)

FOR SENDING TO TNC

Procedure for Chasing Outstanding Student Debt

The following section is a screenshot of the relevant section within the procedure for chasing outstanding
student debts in relation to MAP3.1. The procedure is completed in reverse order.

10

Review Students at marker 3 — move to
marker 2 if a Final Letter is fo be resent
(depending on Students response to first Final
Letter). A report is sent to Workforce
Development to advise them of Students who
had been sent a Final Letter and who is going
to be sent a second Final Letter or sent to
TNC.

Change marker to 4 for Students who are to
be sent to TNC and update collect with the
following "for sending to TNC".

Run Letter. This updates markers from 2 to 3
and emails a letter which is sent to students.
An email is only sent where an email address
is present. Otherwise a letter is printed off for
posting out.

Run statement 2. This automatically updates
markers from 1 fo 2 and generates and sends
an email to the email address. If there is no
email address then a Statement 2 is printed
and posted out.

Run statement 1. This automatically changes
debt markers from blank and 0 to 1 and
generates an email statement. If there is no
email address then a Statement 1 is printed
and posting out.
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Action: For Attention Agenda Item 3.4

Paper 6

West Lothian College
10 June 2025

Audit Committee
COLLEGE ROLLING AUDIT ACTION PLAN

The College Audit Action Plan shows progress in implementing previously agreed
Internal Audit recommendations.

Strategic Risk Register 2024-25

This paper provides the committee with assurance in relation to mitigation of risks in
the college’s strategic risk register for 2024-25:

Strategic Risk Register 2024-25

This paper provides the committee with assurance in relation to mitigation of risks in
the college’s strategic risk register for 2024-25:

e 2.1 —the college fails to deliver high quality learning and teaching due to not
focusing on continuous improvement resulting in lower student retention and
success rates

Action

The Committee is asked to note the latest position.

Jennifer McLaren

Vice Principal, Finance and Estates
10 June 2025
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2023-24 — (1 August 2023 - 31 July 2024)

Status June 2024 June 2025
Grade | Grade | Grade | Grade | Grade | Grade
4-5 3 1-2 4-5 3 1-2

Completed recommendations by extended
deadline (subject to Internal Audit Review) - - - - - 1
Outstanding recommendations on target

- - 1 - - -
Total

- - 1 - - 1
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2023-24

No Audit Report Topic

Report
Date

Background

Recommendation

College Response

Responsibility

Deadline

Status

Update/
Comments

Revised
Deadline

IT Strategy

February
2024

The Digital Strategy is not supported
by a longer-term financial strategy or|
plan over its intended lifetime. We

did note that as part of the annual

budget setting process for a single

year, 2023/24, financial

requirements for strategic aims had

been built into the budget.

We recommend that as part of the
strategic financial planning for West

Lothian College that the finances

required to deliver the Digital Strategy
are secured and planned in alignment
with the lifetime of the objectives within

the strategy. Grade 2.

Whilst this is a desired outcome
and, with the college sector
subject to SFC annual funding
allocations, we are not able to
plan in this way. Financial
forecasts reflect guidance given
by the Scottish Funding Council
and these assumptions can
vary significantly year on year.
Budgets will be based on
college strategies but it is not
possible to guarantee that
these can be fully funded.

We will however prepare a
summary of indicative 3-5
financial costs associated with
the delivery of the Digital
Strategy to help inform the
annual budget cycle.

Head of Digital
Infrastructure
and Information
Systems

December
2024

Work continues to identify
key costs associated with
the delivery of the Digital
Strategy - with a key
element - that of the
procurement of our
central Student Records
system underway and
costings expected
covering a 5-year period
by March 2025, for award
of the new contract from
1st August 2025.

December 2024 update

Scoping discussions with
procurement have
concluded around the
Student Records system,
which a contract award
on track for late March
2025.

The strategic systems
development roadmap is
under review, which will
incorporate indicative
primary source of funding
of the projects linked to
the delivery of the key
aims with the Digital and
Leading and Learning
strategies of the college.

June 2025 update

A 5-year contract award
extension with ESS was
signed on 13t May 2025
by both parties, the
college and supplier. The
new contract comes into
effect from 13t August
2025.

The Information Systems
and Digital Infrastructure
3 year rolling
development and
financial plans were
delivered to the Audit
Committee at the March
2025 meeting. The plan

April 2025

IComplete
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will be reviewed quarterly
and annually, as part of
the colleges budget
setting process and
timetable.

The Digital Strategy aims
are linked to each project
and will be updated as
necessary in accordance
with any future strategic
or policy changes.

Complete
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Action: For Attention Agenda Item 3.5

Paper 7

West Lothian College
10 June 2025

Audit Committee
COMPLAINTS REPORT

The report provided the latest complaint statistics and trend analysis for the period
running from 1 February 2025 to 30 April 2025, which is Quarter 3 of academic year
2024-25.

Background

All colleges in Scotland follow the Scottish Public Sector Ombudsman's (SPSO)
guidelines for handling complaints. Our policy matches these guidelines, seeing
complaints as chances to improve and aiming to resolve them quickly. We take part

in SPSO training to stay updated. There is new training available to help us make our
complaints process more child-friendly, in line with the 2024 law about children's rights.
We will present an updated policy to the committee in September.

This report fulfils the SPSO’s reporting requirement to share complaints information
quarterly.

Complaints give us useful information about our culture and how we're doing.
Complaints reporting is now included in the yearly Self-Evaluation Action Plan (SEAP),
which is part of the new Tertiary Quality Enhancement Framework (TQEF).

The number of complaints is very low compared to the number of students enrolled and
significantly lower than the same period last academic year. This reinforces our
assessment and survey feedback that, to date, students seem more settled and satisfied
this year.

Complaints Received 1 February 2025 to 30 April 2025

A summary of the complaints received during this period is presented below in Table 1.

Table 1: Complaints showing level dealt with and whether upheld or not, Quarter 3 2024-25

Upheld Part Upheld | Not Upheld | Resolved | Open Total
Level 1 4 1 5 0 0 10
Level 2 1 0 1 0 0 2
Total 5 1 6 0 0 12

Even if a complaint is not upheld, most people are satisfied with how it is resolved. If
they are not happy with the outcome, we always direct them to the SPSO for an
independent review.

AC/10062025/Sharepoint




Action: For Attention Agenda Item 3.5

Paper 7

West Lothian College
10 June 2025

w
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Detail of Complaints in Q3 2024-25

The tables and charts below present more detailed information about the complaints that
have arisen in the third quarter of the year.

Table 2: Complaints showing category and whether upheld or not, Quarter 3 2024-25

Communication 1 0 1 0 0 2
Course related 0 0 1 0 0 1
Delivery staff action 3 0 3 0 0 6
Student action 0 0 1 0 0 1
Support staff action 1 1 0 0 0 2
Grand Total 5 1 6 0 0 12

The following chart shows the number of complaints by college department.

Q3 Total Complaints By Faculty or Service

Computing, Engineering and Care, Health and Sport Estates and Sustainability Finance and Student Funds
Built Environment

Comparison to Quarter 3 2023-24

In the same Quarter 3 period in 2023-24, 12 complaints were raised, the same number
as this current quarter.
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Action: For Attention Agenda Item 3.5

Paper 7
West Lothian College
10 June 2025
Comparison to Previous Years
Table 3: Yearly comparison
Number of Complaints
2020-21 2021-22 2022-23 2023-24 2024-25
Q1 Aug-Oct | 5 14 13 11 11
Q2 Nov-Jan |8 12 13 22 14
Q3 Feb-Apr | 15 24 17 12 12
Q4 May-Jul | 18 8 18 7
Total 46 58 61 52 37 to date

Complaints to Ombudsman

In this quarter, we are not aware of any complaints which have been escalated to the
Ombudsman, although this option is open to all who have gone through the Complaints
process.

Conclusion

The number of complaints in Quarter 3 was from fewer than 0.1% of currently enrolled
students. We have experienced a quieter year of complaints so far, as students seem
well-engaged and settled in their studies.

Action

The committee is asked to note this paper.

The committee can read the Principal’s regular updates for positive feedback on staff

and the college from students and stakeholders.

Simon Earp
Vice Principal, People, Performance and Improvement
10 June 2025
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Action: For Attention Agenda Item 3.6

Paper 8

West Lothian College
10 June 2025

Audit Committee

EXTERNAL AUDIT PLAN 2024-25

An annual audit plan has been prepared by Audit Scotland, the college’s external
auditors, for the year ended 31 July 2025, and is attached to this paper.

The document summarises the audit approach, significant audit risks and areas of
key judgement. It also outlines the key communications with the college during the
course of the audit, accounting issues and other issues considered to be of interest.

Action

The committee is asked to note the annual audit plan for the year ended 31 July
2025.

Strategic Risk Register 2024-25

This paper provides the committee with assurance in relation to mitigation of risks in
the college’s strategic risk register for 2024-25:

e 3.1 -there is arisk that the college is not able to achieve break-even by 2026-27
due to the public sector funding crisis resulting in a decline in learning and
service delivery.

Jennifer McLaren
Vice Principal, Finance and Estates
10 June 2025
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Introduction

Purpose of the Annual Audit Plan

1. The purpose of this Annual Audit Plan is to provide an overview of the
planned scope and timing of the 2024/25 audit of West Lothian College
annual report and accounts. It outlines the audit work planned to meet the
audit requirements set out in auditing standards and the Code of Audit
Practice, including supplementary guidance.

Appointed auditor and independence

2. Brian Battison, of Audit Scotland, has been appointed by the Auditor
General for Scotland as external auditor of West Lothian College for the
period from 2022/23 until 2026/27. The 2024/25 financial year is therefore
the third of the five-year audit appointment.

3. The appointed auditor and the audit team are independent of West
Lothian College in accordance with relevant ethical requirements,
including the Financial Reporting Council’s Ethical Standard. This standard
imposes stringent rules to ensure the independence and objectivity of
auditors. Audit Scotland has robust arrangements in place to ensure
compliance with ethical standards. The arrangements are overseen by the
Executive Director of Innovation and Quality, who serves as Audit
Scotland’s Ethics Partner.

4. The Ethical Standard requires auditors to communicate any
relationships that may affect the independence and objectivity of the audit
team. There are no such relationships pertaining to the audit of West
Lothian College to communicate.


https://www.frc.org.uk/library/standards-codes-policy/audit-assurance-and-ethics/auditing-standards/
https://audit.scot/uploads/docs/report/2021/as_code_audit_practice_21.pdf
https://audit.scot/uploads/docs/report/2021/as_code_audit_practice_21.pdf
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Audit scope and responsibilities

Scope of the audit

5. The audit is performed in accordance with the Code of Audit Practice,
including supplementary guidance, International Standards on Auditing
(UK), and relevant legislation. These set out the requirements for the
scope of the audit which includes:

e An audit of the financial statements and an opinion on whether they
give a true and fair view and are free from material misstatement.

e An opinion on statutory other information published with the
financial statements in the annual report and accounts, the
Performance Report, and the Governance Statement, and an
opinion on the audited part of the Remuneration and Staff Report.

e Concluding on the financial sustainability of the West Lothian
College and a review of the Annual Governance Statement.

e Consideration on arrangements for securing Best Value.

e Provision of an Annual Audit Report setting out significant matters
identified from the audit of the annual report and accounts and the
wider scope areas specified in the Code of Audit Practice.

Responsibilities

6. The Code of Audit Practice sets out the respective responsibilities of
West Lothian College and the auditor. A summary of the key
responsibilities is outlined below.

Auditor’s responsibilities

7. The responsibilities of auditors in the public sector are established in
the Public Finance and Accountability (Scotland) Act 2000. These include
providing an independent opinion on the financial statements and other
information reported within the annual report and accounts, and
concluding on West Lothian College’s arrangements in place for the wider
scope areas.

West Lothian College’s responsibilities

8. West Lothian College has primary responsibility for ensuring proper
financial stewardship of public funds, compliance with relevant legislation
and establishing effective arrangements for governance, propriety and
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regularity that enables it to successfully deliver its objectives. The features
of proper financial stewardship include:

e Establishing arrangements to ensure the proper conduct of its
affairs.

e Preparation of an annual report and accounts, comprising financial
statements and other information that gives a true and fair view.

e Establishing arrangements for the prevention and detection of
fraud, error and irregularities, and bribery and corruption.

e Implementing arrangements to ensure its financial position is
soundly based.

e Making arrangements to secure Best Value.

e Establishing an internal audit function.
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Audit of the annual report and
accounts

Introduction

9. The audit of the annual report and accounts is driven by materiality and
the risks of material misstatement in the financial statements, with greater
attention being given to the significant risks of material misstatement. This
chapter outlines materiality, the significant risks of material misstatement
that have been identified, and the impact these have on the planned audit
procedures.

Materiality

10. Materiality is applied by auditors in planning and performing an audit,
and in evaluating the effect of any uncorrected misstatements on the
financial statements or other information reported in the annual report and
accounts.

11. The concept of materiality is to determine whether matters identified
during the audit could reasonably be expected to influence the decisions
of users of the financial statements. Auditors set a monetary threshold
when determining materiality, although some issues may be considered
material by their nature. Therefore, materiality is ultimately a matter of the
auditor’s professional judgement.

12. The materiality levels determined for the audit of West Lothian College
are outlined in Exhibit 1.

Exhibit 1
2024/25 Materiality levels for West Lothian College

Materiality Value

Materiality — based on an assessment of the needs of £433,000
users of the financial statements and the nature of West

Lothian College’s operations, the benchmark used to

determine materiality is gross expenditure based on the

audited 2023/24 financial statements. Materiality has been

set at 2% of the benchmark.
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Materiality Value

Performance materiality — this acts as a trigger point. If £281,000
the aggregate of misstatements identified during the audit

exceeds performance materiality, this could indicate that

further audit procedures are required. Using professional

judgement, performance materiality has been set at 65% of

planning materiality.

Reporting threshold — all misstatements greater than the £22,000
reporting threshold will be reported.

Source: Audit Scotland

Significant risks of material misstatement to the financial
statements

13. The risk assessment process draws on the audit team’s cumulative
knowledge of West Lothian College, including the nature of its operations
and its significant transaction streams, the system of internal control,
governance arrangements and processes, and developments that could
impact on its financial reporting.

14. Based on the risk assessment process, significant risks of material
misstatement to the financial statements have been identified and these
are summarised in Exhibit 2, page 8. These are the risks which have the
greatest impact on the planned audit approach, and the planned audit
procedures in response to the risks are outlined in Exhibit 2.

15. The risk assessment process is an iterative and dynamic process. The
assessment of risks set out in this Annual Audit Plan may change as more
information and evidence is obtained over the course of the audit. Where
such changes occur, these will be reported to West Lothian College and
those charged with governance, where relevant.
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Exhibit 2

Significant risks of material misstatement to the financial statements

Risk of material
misstatement

Planned audit response

Fraud caused by
management
override of controls

Management is in a
unigue position to
perpetrate fraud
because of
management’s ability
to override controls
that otherwise appear
to be operating
effectively.

The audit team will:

e Evaluate the design and implementation of controls over journal

entry processing.

Make inquiries of individuals involved in the financial reporting
process about inappropriate or unusual activity relating to the
processing of journal entries.

Test journals entries, focusing on those that are assessed as
higher risk, such as those affecting revenue and expenditure
recognition around the year-end.

Evaluate significant transactions outside the normal course of
business.

Assess the adequacy of controls in place for identifying and
disclosing related party relationships and transactions in the
financial statements.

Assess changes to the methods and underlying assumptions
used to prepare accounting estimates and assess these for
evidence of management bias.

Conduct variance analysis of balances and transactions between
current and prior year accounts.

Substantive testing of income and expenditure transactions
around the year-end to confirm they are accounted for in the
correct financial year.

Focussed testing of accounting accruals and prepayments.

Source: Audit Scotland

Key audit matters

16. The Code of Audit Practice requires public sector auditors to
communicate key audit matters. Key audit matters are those matters, that
in the auditor’s professional judgement, are of most significance to the
audit of the financial statements and require most attention when

performing the audit.

17. In determining key audit matters, auditors consider:

e Areas of higher or significant risk of material misstatement.

e Areas where significant judgement is required, including accounting
estimates that are subject to a high degree of estimation

uncertainty.
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¢ Significant events or transactions that occurred during the year.

18. The matters determined to be key audit matters will be communicated
in the Annual Audit Report. Exhibit 2 outlines the significant risks of
material misstatement to the financial statements that have been
identified, including those that have greatest impact on the planned audit
procedures and require most attention when performing the audit.

19. In addition to the significant risks of material misstatement, the
following key audit matters have been identified as part of our planning
process and will be reported on in our Annual Audit Report.

e Estimation in the valuation of land and buildings: Valuations are
based on specialist management assumptions and changes in
these can result in material changes to valuations. Following the
full revaluation in 2023/24 changes will be derived through the
application of indices, the process having a degree of subjectivity.
We will review the application of indices to the College’s assets to
assess appropriateness.

e Estimation in the valuation of pension asset/liability: The
present value of the retirement (pension) obligations depends on
several factors that are determined on an actuarial basis using a
number of assumptions. Any changes to supporting assumptions
caused by errors in the information provided to the actuary, or
through late information, could result in a material misstatement to
the financial statements.

We will assess the scope, independence and competence of the
professionals engaged in providing estimates for both the valuation
of land and buildings and pensions, including the appropriateness
of the indices used and the actuarial assumptions made. We will
establish West Lothian College’s arrangements for ensuring the
reasonableness of these professional estimations and the accuracy
of the information provided to the professionals by West Lothian
College.
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Wider scope and Best Value

Introduction

20. Reflecting the fact that public money is involved, the Code of Audit
Practice requires that public audit is planned and undertaken from a wider
perspective than in the private sector. The wider scope audit set out by the
Code of Audit Practice broadens the audit of the annual report and
accounts to include consideration of additional aspects or risks in four
wider scope areas, which are summarised below:

e Financial Management — this means having sound budgetary
processes. Factors that can impact on West Lothian College being
able to secure sound financial management include the strength of
the financial management culture, accountability, and arrangements
to prevent and detect fraud, error and other irregularities, bribery
and corruption.

e Financial Sustainability — this means looking forward over the
medium and longer term in planning the services to be delivered
and how they will be delivered effectively. This is assessed by
considering West Lothian College’s medium- to longer-term
planning for service delivery.

e Vision, Leadership and Governance — this means having a clear
vision and strategy, with set priorities within the vision and strategy.
This is assessed by considering the clarity of plans in place to
deliver the vision and strategy and the effectiveness of the
governance arrangements to support delivery.

e Use of Resources to Improve Outcomes — this means using
resources to meet stated outcomes and improvement objectives
through effective planning and working with partners and
communities. This is assessed by considering West Lothian
College’s arrangements for ensuing resources are deployed to
improve strategic outcomes, meet the needs of service users, and
deliver continuous improvement.

21. A conclusion on the effectiveness and appropriateness of
arrangements West Lothian College has in place for each of the wider
scope areas will be reported in the Annual Audit Report.
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Duty of Best Value

22. The Scottish Public Finance Manual (SPFM) explains that Accountable
Officers have a specific responsibility to ensure that arrangements have
been made to secure Best Value. Best Value in public services: guidance
for Accountable Officers is issued by Scottish Ministers and sets out their
duty to ensure that arrangements are in place to secure Best Value in
public services.

23. Consideration of the arrangements West Lothian College has in place
to secure Best Value will be carried out alongside the wider scope audit,
and a conclusion on the arrangements West Lothian College has in place
will be reported in the Annual Audit Report.

24. Auditors may also carry out specific audit work covering the seven
Best Value characteristics set out in the SPFM. The risk assessment
process did not identify a need to carry out specific audit work on any of
the characteristics. However, auditors are required to carry out a review of
the ‘fairness and equality’ characteristic at least once during the audit
appointment, and this will be carried out later in the audit appointment.


https://www.gov.scot/publications/scottish-public-finance-manual/
https://www.gov.scot/publications/best-value-public-services-guidance-accountable-officers/
https://www.gov.scot/publications/best-value-public-services-guidance-accountable-officers/
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Reporting arrangements,
timetable and audit fee

Audit outputs
25. The outputs from the 2024/25 audit include:
e This Annual Audit Plan.

¢ An Independent Auditor’'s Report to West Lothian College, the
Auditor General for Scotland, and the Scottish Parliament setting
out opinions on the annual report and accounts.

e An Annual Audit Report to West Lothian College and the Auditor
General for Scotland setting out significant matters identified from
the audit of the annual report and accounts, conclusions from the
wider scope and Best Value audit, and recommendations, where
required.

26. The matters to be reported in the outputs will be discussed with West
Lothian College for factual accuracy before they are issued. All outputs
from the audit will be published on Audit Scotland’s website, apart from the
Independent Auditor’s Report, which is included in the audited annual
report and accounts.

27. In setting the target dates for the audit outputs, consideration is given
to the target date for approving the annual report and accounts, which is
31 December 2025 for colleges.

28. The Independent Auditor’s Report and Annual Audit Report are
planned to be issued by the target date of 31 December 2025.

Audit timetable

29. Achieving the timetable for production of the annual report and
accounts, supported by complete and accurate working papers, is critical
to delivery of the audit to agreed target dates. Exhibit 3 includes a
timetable for the audit, which has been agreed with management. Agreed
target dates will be kept under review as the audit progresses, and any
changes required, and their potential impact, will be discussed with West
Lothian College and reported to those charged with governance, where
required.


https://audit.scot/publications/search
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Exhibit 3
2024/25 audit timetable

Audit activit Target date Relevant committee
y

date

Issue of Annual Audit Plan 3 June 2025 10 June 2025

Annual report and accounts:

e Submission of unaudited annual report g October 2025 Not applicable
and accounts and all working papers to
audit team
e Latest date for audit clearance meeting 14 November 2025 Not applicable
e Issue of draft Letter of Representation, 21 November 2025 Not applicable

proposed Independent Auditor’'s
Report, and proposed Annual Audit

Report

 Agreement of audited and unsigned 21 November 2025 Not applicable
annual report and accounts

e Approval by those charged with 25 November 2025 25 November 2025
governance and signing of audited (tentative) (tentative)
annual report and accounts

e Signing of Independent Auditor’s 2 December 2025 2 December 2025
Report and issue of Annual Audit (tentative) (tentative)
Report

Source: Audit Scotland

Audit fee

30. West Lothian College’s audit fee is determined in line with Audit
Scotland’s fee setting arrangements. The proposed audit fee for the
2024/25 audit is £26,700 (2023/24: £26,200).

31. In setting the audit fee, it is assumed that West Lothian College has
effective governance arrangements in place and the complete annual
report and accounts will be provided for audit in line with the agreed
timetable. The audit fee assumes there will be no significant changes to
the planned scope of the audit.

32. The accounts audit for 2023/24 took significantly longer than planned
due to the absence of a key member of the finance team. The College’s
finance function is small and can be impacted by key staff absence. Where
the audit cannot proceed as planned, the audit fee may need to be
increased.
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Other matters

Internal audit

33. West Lothian College is responsible for establishing an internal audit
function as part of an effective system of internal control. As part of the
audit, the audit team will obtain an understanding of internal audit,
including its nature, responsibilities, and activities.

34. While internal audit and external audit have differing roles and
responsibilities, external auditors may seek to rely on the work of internal
audit where it is considered appropriate. A review of internal audit’s
2024/25 audit plan was carried out to identify if there were any areas
where the audit team could rely on its work. The audit team concluded it
will not rely on internal audit’s work. However, the audit team will review
internal audit's reports and assess if there is any impact on the audit.

Audit quality

35. Audit Scotland is committed to the consistent delivery of high-quality
audit. Audit quality requires ongoing attention and improvement to keep
pace with external and internal changes. Details of the arrangements in
place for the delivery of high-quality audits is available from the Audit
Scotland website.

36. The International Standards on Quality Management (ISQM)
applicable to Audit Scotland for 2024/25 audits are:

e ISQM (UK) 1, which deals with an audit organisation’s
responsibilities to design, implement, and operate a system of
guality management (SoQM) for audits. Audit Scotland’s SoQM
consists of a variety of components, such as: governance
arrangements and culture to support audit quality, compliance with
ethical requirements, ensuring Audit Scotland is dedicated to high-
guality audit through engagement performance and resourcing
arrangements, and ensuring there are robust quality monitoring
arrangements in place. Audit Scotland carries out an annual
evaluation of its SoQM and has concluded it complies with this
standard.

¢ ISQM (UK) 2, which sets out arrangements for conducting
engagement quality reviews, which are performed by senior
management not involved in an audit, to review significant
judgements and conclusions reached by the audit team, and the
appropriateness of proposed audit opinions on high-risk audits.


https://www.audit-scotland.gov.uk/uploads/docs/um/audit-quality-commitment-to-quality.pdf
https://www.audit-scotland.gov.uk/uploads/docs/um/audit-quality-commitment-to-quality.pdf
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37. To monitor quality at an individual audit level, Audit Scotland carries
out internal quality reviews on a sample of audits. Additionally, the Institute
of Chartered Accountants of England and Wales (ICAEW) carries out
independent quality reviews on a sample of audits.

38. Actions to address deficiencies identified by internal and external
quality reviews are included in a rolling Quality Improvement Action Plan,
which is used to support continuous improvement. Progress with
implementing planned actions is monitored on a regular basis by Audit
Scotland’s Quality and Ethics Committee.

39. Audit Scotland may periodically seek the views of West Lothian
College on the quality of audit services provided. The audit team would
also welcome feedback at any time.
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Audit Committee

STRATEGIC RISK REGISTER

Purpose

This paper summarises the outcomes from the recent Strategic Risk Workshop on risks
related to the Audit Committee. Members are asked to discuss the actions related to
these risks.

Actions from Strategic Risk Workshop

The workshop agreed that the risk appetite for the risks for which this committee has lead
responsibility would change as outlined in the table below.

As a reminder, the risk appetite colour coding is based on the following calculated from
Impact multiplied by Likelihood scores:

Green 1-8
Amber 9-15
Red 16-20
Purple 21-25.
Strategic Risk Previous New

6.1 | There is a risk of failure to react to a major cyber
incident due to inadequate infrastructure or sub-
optimal business continuity planning, resulting in a
major interruption to service.

Relationship between Committee Papers and Strategic Risks

A summary of mitigating actions, including an assessment of the current scores for these
risks, is included in Appendix A.

The following table lists the Vice Principal who is accountable for each risk and the
papers discussed at this committee meeting which describe some of the mitigations
taken to manage these risks.

Strategic Risk Lead VP | Papers
6.1 | There is a risk of failure to react to a major cyber SE Paper 3
incident due to inadequate infrastructure or sub-
optimal business continuity planning, resulting in a
major interruption to service.

Audit/10062025/Sharepoint 1
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Recommendation

The Committee is asked to discuss and approve the changes to the strategic risk
detailed in this paper. This will then be reflected in the overall Strategic Risk Register
which will be discussed at the Board of Governors meeting on 17 June.

Simon Earp

Vice Principal — People, Performance and Improvement
10 June 2025

Audit/10062025/Sharepoint 2
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APPENDIX A — UPDATED EXTRACTS FROM STRATEGIC RISK REGISTER

Risk 6.1 — No change on previous score

Appetite

Score

6.1 There is a risk of failure to react
to a major cyber incident due to
inadequate infrastructure or sub-
optimal business continuity
planning, resulting in a major
interruption to service.

Vice Principal People
Performance and
Improvements

Audit Committee

Aligned to strategic goal:

e Inspire and enable
success for all

Current and Ongoing

See June 2025 Audit Committee paper for overview of ongoing digital infrastructure and
security work

Monthly Cyber security scorecard (May 2025) report classified as A (91%). Gained
Cyber Essentials accreditation in May 2024 and Cyber Essentials Plus in October 2024 —
2025 accreditation underway.

Endpoint and patch management system implemented for full visibility of all assets
connected to the college infrastructure to be secured and patched automatically

Monthly cyber security table-top exercises with our Chief Information Security Officer
with positive outcomes.

Annual Business Continuity Planning (BCP) exercise undertaken with all college
managers on 28 May

A managed SOC (Security Operations Centre) and SIEM (Security Information and
Event Management) contract award with Acumen Cyber, HEFESTIS (Higher Education
and Further Education Shared Technology and Information Services) and Academia is in
progress. The service monitors, detects, investigates, and responds to cybersecurity
threats on behalf of the college 24/7, 365 days a year.

Future

A complete upgrade of the server infrastructure supporting the student records system
and associated tools is planned for summer 2025. All servers will be upgraded with
improved hardware and the latest versions of server software to enhance performance,
stability and cyber resilience.

Further reviews and updates of cyber incident and IT policies undertaken by our Chief
Information Security Officer.

Business Continuity Plan Oversight Group meets quarterly to ensure staff know what
actions to take in the event of emergencies and that we learn lessons and provide
required training.

3-year rolling plan for information systems and digital infrastructure updated annually to
help reduce the risk of a cyber incident.

Review digital infrastructure staffing model to respond to environmental, statutory and
legislative changes related to cyber security.

"L
3*3

Audit/10062025/Sharepoint
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