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Action: To Approve Agenda Item 1.3

Paper 1

West Lothian College
8 June 2023

Audit Committee

Meeting of 23 February 2023

Present:

Sue Cook (Chair and Non-executive member)
Jackie Galbraith (Principal)

Colin Miller (Non-executive member)

Richard Lockhart (Non-executive member)
Virginia Toyi (Support staff member)

In attendance:
Alex Linkston (Non-executive member)
Gillian Callaghan (Azets, Internal Auditors)
Simon Earp (Vice Principal, Performance and Improvement)
Sarah-Jane Linton (Vice Principal, Learning and Attainment)
Jennifer McLaren (Vice Principal, Finance and Corporate Services)
Bill Dunsmuir (Head of Information Systems and Digital Infrastructure)
Emily Purdie (Health and Safety Officer)
Jenny Stalker (Board Secretary and Governance Advisor)
1 Committee Administration

1.1 Welcome and Apologies

The Chair welcomed members to the meeting, noting this was her last
meeting as Chair after 12 years of service to the Board.

Apologies were noted from Beth Brownlee.

1.2  Declarations of Conflicts of Interest
There were no declarations of conflicts of interest.

1.3 Minutes of Meeting of meeting of 1 December 2022
The Committee approved the minutes as accurate.

1.4  Matters Arising

The one matter arising was included on the agenda for the meeting.
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West Lothian College
8 June 2023

2 Matters for Committee Approval
There were no matters for Committee approval.
3 Matters for Board Attention
There were no matters for Board attention.
4 Matters for Committee Attention
4.1 Infrastructure and Cyber Security Report

The Head of Information System and Digital Infrastructure updated the
Committee on 3 key points from the report.

The Committee noted the Server Infrastructure and Disaster Recovery IT
shared services document has now been provided by the Council and is
under review. The document completely reflects the new infrastructure and
revised service level agreement. The Committee were informed that testing
has taken place at the Bathgate recovery site and systems are operating as
expected.

The Head of Information Systems and Digital Infrastructure confirmed that
the Digital Infrastructure team have worked through all 108 elements of the
NIST framework and drew the Committee’s attention to the summary
provided in the paper. The Committee noted that the new contract with
CISO has been signed.

The Committee commented positively on the cyber security scorecard
which has been adopted to give regular reviews on the security of our
systems and were pleased to note the grade of 94/100 achieved.

The Committee was updated on the launch of the new Data Dashboard to
take place in July 2023 and confirmed that a presentation on this at a
future committee meeting would be welcomed. The Committee commented
that new, predictive tools are enabling analysis at a much more advanced
level than ever before.

The Committee expressed confidence that the college is as cyber secure
as possible and passed on recognition to the IT team for the quality of their
work.

4.2 (i) Health and Safety Annual Report 2020-22

The Health and Safety Officer introduced the report and confirmed that
participation in College Development Network events was continuing.
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8 June 2023

(ii)

The Committee heard that this network has provided excellent support
to the college during the Covid pandemic.

It was noted that Zurich Insurance had carried out a Business
Continuity exercise.

The Committee was informed about the introduction of Martin’s Law
which has come out of the Manchester bombing situation. The Health
and Safety Officer confirmed the Committee will be updated on how the
college will adopt this Law at a future meeting.

The Committee was updated on planned maintenance and new
developments which will include updating our compliance with Hand
and Arm Vibration Regulations to ensure staff safety while using
equipment and the development of new “How To” guides and templates
to support staff. Campus walk-arounds are continuing which has
included Trade Union representation for the first time in a number of
years.

The Committee commented favourably on the standard of Health and
Safety reporting and thanked the Health and Safety Officer for her
forward thinking. The Committee expressed reassurance that the
college is a safe working and learning environment.

Health and Safety Quarterly Report

The Health and Safety Officer updated the Committee on the quarterly
report highlighting the graduation event in October which was
challenging due to the large numbers in attendance.

The Committee heard that noise and air quality checks have been
carried out on No 2 on the Square to ensure we are within specified
controls and that staff safety is maintained.

The Health and Safety Officer confirmed that, in light of the number of
changes that have taken place, an external company was recruited to
carry out fire risk assessment on the campus. A situation with some
doors has been identified and will be addressed. The Committee asked
what plans are in place to rectify this problem and felt the report should
have clear timescales and actions noted. It was confirmed that the
Head of Estates and Sustainability Manager has an action plan to deal
with this and there are also separate, monitored, action logs which
detail actions, when these will be addressed and by whom.

AC/08062023/Sharepoint 3



Action: To Approve Agenda Item 1.3

Paper 1
West Lothian College
8 June 2023

A suite of e-learning training modules is being considered for staff
development. It was noted that this training could also be embedded in
the curriculum and used for learning and teaching purposes.

The Committee noted this report.

4.3 Internal Audit Progress Against Plan

The Vice Principal, Finance and Corporate Services presented the
paper and invited Azets Internal Auditors to comment.

Azets reported that quality assurance will be completed in next few
days and the Vice Principal, Finance and Corporate Services noted the
programme will be delivered within the year.
The Committee noted the paper.

4.4 College Rolling Audit Action Plan
The Committee was content with the action plan.

4.5 Complaints Report
The Vice Principal, Performance and Improvement updated the
Committee on the two outstanding complaints. One complaint has now
been closed off but the other remains open. The Committee was
informed it is hoped that this can also be closed off within the next few
weeks. The Committee commented on the difficulty of this case, the
time involved and the impact on college staff.

5 Matters for Information

5.1 Self-Evaluation of Audit Committee

The Committee was content to approve a Self-Evaluation exercise as
an agenda item for the next committee meeting.

5.2 Sector Update

There was no sector update from Audit Scotland or the Scottish
Funding Council.

6 Any Other Business (AOB)

The Chair of the Board of Governors acknowledged the Chair’s excellent
contribution to the Audit Committee, Learning and Teaching Committee and
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the Board during her 12 years of tenure. The Committee agreed the Chair has
made a real success of the Audit Committee and her work has been greatly
appreciated. The Chair stated it has been an honour to serve the college. The
Principal thanked the Chair on behalf of the Executive Team who have very
much enjoyed working with the Chair and are looking forward to continuing to
work with her on other future projects.

7 Review of Committee and Supporting Papers

The Committee commented positively on the quality of papers presented to
the meeting.

8 Date of Next Meeting
The date of the next meeting will be Thursday 8 June 2023 at 10.30 am.
Note: There were no matters discussed during the meeting, during which
Members declared any conflict of interest, or the Board Secretary and
Governance Advisor was aware from the Register of Interests that discussion

could give rise to such a conflict.

SIgNed

Date
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Audit Committee

Matters Arising / Action update from the Audit Committee Meeting of
23 February 2023

There were no matters arising from this meeting.
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Paper 3

West Lothian College
8 June 2023

Audit Committee
DIGITAL STRATEGY
Purpose

The purpose of this paper is to seek approval from the Audit Committee of the
college’s first digital strategy.

Context

The design, consultation, and articulation of our digital strategy has been conducted
with thorough consideration of both internal factors and the rapidly evolving external
digital landscape.

Over the past three years, a series of crucial digital infrastructure projects
encompassing server replacement, cybersecurity, data management, and business
applications have been executed. These initiatives serve as integral components for
the continued integrity, stability, and security of the college as we transition into this
next phase.

Underpinning and complementing the aims set out in the strategy, is the work
undertaken by a range of college committees and in particular the projects approved
as part of the colleges rolling three year information systems and digital
infrastructure development roadmap. The roadmap which was introduced in 2019-20
steered both the operational and strategic digital advancement of the organisation.
Going forward the roadmap will be plan by which the aims contained in the digital
strategy will be delivered, with the Systems Review Group providing governance,
review, and project management oversight.

Through a rigorous process of continuous self-evaluation, user community feedback,
and the application of agile development techniques, the college’s digital strategy is
positioned to evolve in a manner that upholds the college’s vision and values.

Action

The Audit Committee is asked to approve the Digital Strategy for recommendation to
the Board of Governors.

Simon Earp
Vice Principal, Performance and Improvement
8 June 2023
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History of Changes

Version Description of Change Authorised by Date

1 New Strategy Simon Earp — Vice | xx/09/22
Principal
Performance and
Improvement

Statement of Inclusiveness

West Lothian College is an inclusive organisation and all policies, procedures,
strategies, plans, provisions, criteria, functions, practices, and activities, including
decisions and the delivery of services are assessed to consider the impact on staff
and students covered by the Equalities Act 2010 by the completion of an Equalities
Impact Assessment (EIA). Protected characteristics are defined as age, disability,
gender reassignment, marriage, or civil partnership (in employment only), pregnancy
and maternity, race, religion or belief, sex, sexual orientation.

Please see end of this document for Equality Impact Assessment.

Digital Strategy/Controlled: 2022/Review 2025
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WHY DO WE NEED THIS STRATEGY?

We commit to providing a tailored learning experience for every student,
underpinned by an equality of access to digital resources residing on a robust,
secure, and agile digital infrastructure.

Every member of staff has a specific role to play in making the experience of
learning, teaching, assessment and skills development high quality and a success,
underpinned by digital skills and access to digital resources.

As the only college in our region, we are focused on providing digital skills and
knowledge to support our regional economy.

We inspire, include and engage our staff and students by delivering trusted and
innovative technology and services, and by providing digital solutions that are mobile,
intuitive and remove barriers to learning.

In making our commitment to our staff and students to provide a high-quality digital
experience, this strategy is shaped by the college’s overarching four strategic goals:

Inspiring and enabling success for all
Supporting economic recovery and growth
Strengthening our communities

Leading with vision and empathy.

Our digital strategy, Human-led, Data-Driven, Tech-powered, has seven strategic
aims aligned to these goals.

The digital revolution is well underway, with artificial intelligence at the forefront of
this transformation. By adopting this digital strategy, we will ensure our college
prepares our students and staff for success in a rapidly evolving digital world by
remaining at the forefront of further and higher education development.

Digital Strategy/Controlled: 2022/Review 2025
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SEVEN STRATEGIC AIMS

AIM 1 — To ensure data protection, cyber security and infrastructure resilience
by implementing robust data protection measures and cyber security protocols to
ensure the safety and privacy of our digital community.

AIM 2 - To provide services that facilitate, inspire, and enable success for all
all users should have well defined expectations of the digital experience and
interaction they will have with us.

AIM 3 — To use data at the core of business decisions we will use data and data
science techniques, to ethically maximise performance and efficiency across all
areas of the college and support our students to achieve their goals.

AIM 4 - To achieve digital literacy we will ensure all students, teaching and
support staff possess essential digital skills and can confidently use digital tools for
teaching, learning and administrative tasks.

AIM 5 — To develop and use digital systems to drive effectiveness and
efficiency we will design, review and update our digital systems, applications and
processes as part of a continuous cycle of business process review.

AIM 6 — To integrate Artificial Intelligence in learning and support we will
capitalise on Al technologies for a personalised learning and teaching experience.

AIM 7 — To deliver sustainable digital development by ensuring our digital
transformation is environmentally responsible and sustainable.

SUSTAINABILITY

Digital

Strategy

ARTIFICIAL
INTELLIGENCE

EFFECTIVENESS
AND
EFFICIENCY

DIGITAL
LITERACY

Digital Strategy/Controlled: 2022/Review 2025
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AIM 1 - SECURITY
To ensure data protection, cyber security and infrastructure resilience we will:

Comply with Cyber Essentials and Cyber Essentials+ plus and embed the National
Institute of Standards and Technology cybersecurity framework.

Work in partnership to maintain, review and upgrade the core digital infrastructure,
business applications and all endpoints connected to it.

Work with the Scottish Government, sector representative bodies, industry contacts
and suppliers to share threat intelligence, and collaborate to adopt and develop
sector-wide approaches to cyber security.

Promote and support college-wide cyber security training and awareness using staff
and student communication platforms, the college website, and social media
channels.

Adopt and promote guidance and training opportunities provided by the National
Cyber Security Centre.

Ensure all data is stored, accessed and secured relevant to statutory bodies and
prevailing legislation.

AIM 2 — INCLUSION

To provide services that facilitate, inspire and enable success for all we will:
Embed digital safeguarding in all college services.

Engage with our digital community, ensuring that digital service developments and
practices are shaped to meet the needs of our users, and that users are placed at

the centre of specification, testing and implementation.

Design and adopt technological and digital service solutions in a way that ensures
digital inclusion.

Invest in a high capacity and resilient Wi-Fi service and support a Bring Your Own
Device approach that enables staff and students to achieve their goals.

Make accessibility and ease of use at the core of secure and trusted digital services
that are available anytime, anywhere and on any device.

Adopt a range of communication strategies to ensure our digital services and
applications are clearly defined and transparent to the end user.

Create tools that encourage online visitors to engage with the college.

Digital Strategy/Controlled: 2022/Review 2025
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AIM 3 — DATA
To use data at the core of business decisions we will:

Demonstrate and build the culture of a data-driven college by embedding data
science and analytics into our business operations.

Invest in providing simple, intuitive, high-speed dynamic business intelligence tools
that allow users to use data to gain insights that support evidence-based decision
making.

Continuously review and evaluate data driven tools to measure impact, usefulness
and value to the college.

Employ prescriptive and predictive analytic models to better support our students
and staff though their learning journey, helping to optimise positive outcomes.

Use our data in ways that are ethical, sound and fundamentally to the benefit of our
students and staff.

AIM 4 - DIGITAL LITERACY
To achieve digital literacy we will:

Engage and collaborate with the Scottish Government, peer organisations and
relevant third parties to develop and adopt an appropriate digital skills framework.

Provide regular training and workshops for students and staff to improve their digital
skills.

Integrate digital skills across the curriculum, making it an essential part of learning.

Encourage and support the use of digital technologies in teaching methods and
administrative tasks.

AIM 5 - EFFECTIVENESS AND EFFICIENCY

To develop and use digital systems to drive effectiveness and efficiency we
will:

Encourage and support our users to engage actively in process improvement and
systems development to drive more effective and efficient digital services.

Continue to embed the process of continuous improvement and self-evaluation led
by our users, and use a business impact approach when prioritising projects that put
the needs of our users at the centre of our decision making.

Review business processes and applications to eliminate the need for our users to
provide the same information multiple times in varying formats.

Digital Strategy/Controlled: 2022/Review 2025
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Embed automated data validation and verification checks throughout business
applications and work with users to design our digital services harmoniously.

AIM 6 — ARTIFICIAL INTELLIGENCE

To integrate Artificial Intelligence in learning and support we will:

Use Al-powered learning platforms to deliver personalised learning experiences, for
example by using adaptive learning technologies that adjust to the individual needs

of students.

Implement Al-powered analytics tools to track student progress, identify gaps in
learning and provide timely intervention.

Explore Al-enabled platforms to provide 24/7 support for students, assisting with
course-related queries, administrative tasks and mental health support.

Use Al to streamline administrative tasks such as enrolment, timetabling, and
assessment, enabling staff to invest more time on supporting and enabling student
success.

Provide training on the ethical implications of Al use in education, focusing on issues
such as data privacy and algorithmic bias.

AIM 7 — SUSTAINABILITY
To deliver sustainable digital development we will:
Implement energy-efficient practices in the use of digital technologies.

Encourage the digital community to adopt environmentally responsible behaviors,
such as minimising unnecessary printing.

Consider the environmental impact when procuring digital tools and services.

Examine the intelligent campus model to aid monitoring of our target of Net Zero
Carbon by 2040.

Digital Strategy/Controlled: 2022/Review 2025
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EQUALITY IMPACT ASSESSMENT (EIA)

Before carrying out an EIA, you should familiarise yourself with the College’s EIA
Policy Statement and Guidance, along with further information and resources which
are available on SharePoint.

EIA covers strategies, policies, procedures, plans, provisions, criteria, functions,
practices and activities, including decisions and the delivery of services, but will
be referred to hereinafter as ‘policy/practice’.

Policy/Practice (name | Digital Strategy
or brief description):

Strategy/Policy Yes
includes Equalities
Statement of
Inclusiveness?
(Yes/No)

Reason for Equality Impact Assessment (choose from the following options):

1. Proposed new policy/ | Proposed new strategy
practice

2. Proposed change to an
existing policy/practice

3. Undertaking a review
of an existing
policy/practice

4. Other (please give
detail):

Person responsible for the policy area or practice:

Name: Simon Earp
Job title: Vice Principal, Performance and Improvement

An Equality Impact Assessment must be carried out if the policy/practice:

1. affects operational or strategic functions of the college
2. is relevant to the promotion of equality (in terms of the Public Sector Equality
Duty ‘needs’ as set out in the Policy and Guidance)

Why the EIA is being The strategy directly affects the strategic functions of
carried out the college

Digital Strategy/Controlled: 2022/Review 2025
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Equality Groups

are impacted upon:

Relevant to the Policy/Practice, identify which of the undernoted equality groups

4. religion or belief

5. sex

6. sexual orientation

7. gender reassignment

8. pregnancy and
maternity

9. marriage or civil
partnership

1. Age All - positive impact due to equity of opportunity to
2. Disability access digital resources - and the college infrastructure
3. race (including - embedded in this strategy

ethnicity and

nationality)

Record your assessment against the following statements:

Statement

Equality assessment

Detail the evidence of the needs of
the identified equality groups and any
gaps in information

This is contained in the
Equalities Mainstreaming Report.

Will application of this policy/ practice
lead to discrimination (direct or
indirect), harassment, victimization,
less favorable treatment for particular
equality groups?

No

If yes, how will the policy/practice be
changed to contribute to advancing
equality of opportunity

N/A

State how this policy/practice will
foster good relations:

This policy is designed to create positive
relations and equity between all staff and
students in digital resources

Will the policy/practice create any
barriers for any other groups?

No

Digital Strategy/Controlled: 2022/Review 2025
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If yes, how will the policy/practice be
changed to contribute to advancing
equality of opportunity

N/A

Which equality groups or
communities have been consulted in
the development and review of this
policy/ practice?

The Learning and Delivery staff, the
Learning and Skills Managers, the
Directors and the Executive Leadership
Team were consulted during the review
process.

Equality Impact Assessment Outcome

Select one of the four options below to indicate how the development/review of the
policy/practice will be progressed and state the rationale for the decision.

be robust.

Option 1: No change required — the assessment is that the policy/practice is/will

Monitoring

When will the policy/practice next be
reviewed?

The strategy will be reviewed in 2025.

Publication of EIA

Can this EIA be published in full,
now? Please state Yes or No

If No — please specify when it may be
published or indicate restrictions that

apply:

Sign-off

EIA undertaken by:

Name:
Date:

Accepted by person responsible for
the policy/practice named above:

Name:
Date:

Approved by Equalities Committee:
Date:

Simon Earp

Digital Strategy/Controlled: 2022/Review 2025
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Audit Committee

INFORMATION SYSTEMS AND DIGITAL INFRASTRUCTURE REPORT
Introduction

This paper provides an update on key projects completed within the last quarter of
the current academic year and a look forward to planning for 2023-24.

DIGITAL INFRASTRUCTURE (DI)

Scottish Funding Council (SFC) funding for digital capacity 2022-23
Additional classroom PCs, and the replacement of an entire Apple Mac suite used in
the creative industries curriculum, have been ordered, thereby fully committing the
£76,288 funding allocation for this year.

Student support

Over 400 student loan laptops have been issued this academic year. This is a
modest drop in demand from last year and reflects the shift in access to resources
as our students return to on-campus learning.

Estate AV upgrades

Discussions and underway with suppliers to obtain quotes for two AV (audio-visual)
upgrades located within No.5 on the Square.

A sound upgrade for the Campus Café and a new AV installation for the Games Hall
have been identified, with installation and testing scheduled for competion by mid
August 2023.

Infrastructure and campus security

A tender process opened on 3 May for the complete replacement of the college’s
network switches, fibre connections and integrated cloud-based CCTV system at

c. £235k for the project. Completion is expected by 31 August 2023.

Replacement of these key elements of the college infrastructure form part of a rolling

ten-year plan and provide critical security improvements, building on the server
infrastructure project that was completed last summer.

AC/08062023/SharePoint 1
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Cyber Security

Meetings continue between our CISO (chief information security officer) and the
Digital Infrastructure team, with updates continuing into the cyber security risk
register using the National Institute of Standards and Technology (NIST) framework.

Work continues to develop a high-level executive dashboard around the NIST
framework as shown below.

EXECUTIVE DASHBOARD

Top Indust
Strategy NIST CSF Maturity Thfeats v

1. Close Technical Gaps o 5 " 1. Ransomware
2. Train for Resilience 2. Malware
3. Orient towards Risk 1. Identify - - 3. Phishing/Soci ngineering

Triple Helix

Progress 2. protect [ ||

Security ae
Incident Response [l 8 (O 3. petect |

Risk [ |
4.Respond  [HNEEEEEN I
5. Recover -

Project Progress
Intune Deploy
MFA Deploy M Large Gap Small Gap m®No Gap

Managed SIEM

Inventory 2/6 1 /6

New Playbooks % '\,VI TTX
extqyx Playbooks Scenarios

Cyber Security Scorecard

As part of the CISOaas (chief information security officer as a service) process we
embarked on using the Cyber Security Scorecard weekly, which rates our
cybersecurity posture. We are currently sitting at 90% which is an A grade.

Cyber Essentials (CE) accreditation

CE accreditation was awarded on 16 March 2023 and detailed preparations are
underway for CE+ plus accreditation, due by end June 2023.

AC/08062023/SharePoint 2



Action: For Attention Agenda Item 3.1 (i)

Paper 4
West Lothian College
08 June 2023

Internal Audit — IT Helpdesk (Topdesk)

Our internal auditors Azets undertook an audit over the week of 17 April, which
involved five days of fieldwork. The report has been received and management
responses provided, covering the three control assessment areas shown below.

Control assessment

1. Adequate policies, performance standards or key
performance indicators, and procedures relating to
key functions of the IT Support helpdesk, such as;
Incident and Request management, have been
developed, approved, and implemented.

2. There are effective governance and reporting
arrangements that support senior management in

3 - Yellow 1 - Amber assessing the effectiveness of IT Support Helpdesk
performance.
2 - Amber 3. Effective engagement and communication with

stakeholders to identify needs and requirements and
as well as assessing provision and service quality.

Actions to improve governance, management reporting and effective engagement
with the Helpdesk are due for completion by 31 December 2023.

Work has already commenced to develop reporting and analytics from Topdesk
which will be included in future reports to this committee. For illustration, there have
been 3,064 tickets raised on Topdesk since its launch in February 2022, of which
3,014 were resolved. The table below shows selected monthly statistics for the year
to date.

When Logged Resolved
August 2022 255 255
October 2022 222 221
December 2022 155 153
February 2023 182 180
April 2023 217 214
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Joint Information Systems Committee (JISC) — Digital Elevation Tool

The Scottish Funding Council has added a provision to the outcome agreement
guidance for colleges to recommend the use of JISC’s Digital Elevation Tool (DET).
The tool has been developed to provide senior strategic leaders an online self-
assessment tool, which allows the validation of our current position against five
themes and to better map out our digital journey in each area. The five themes are:

Learner experience

Curriculum development

Staff experience

Leadership, culture and governance
Underpinning technologies.

Meetings have taken place over the past few months with our new JISC account
manager with the college now onboarded. Discussions are underway to conduct the
initial assessment and to form a core project team, with further updates to be
provided at the September meeting.

Telephony consultation

A consultation facilitated by an external partner Charterhouse and our Digital
Infrastructure team took place in March 2023 covering the scope below:

e Survey all staff and sample of students

¢ Meet with staff and students in short sessions to discuss the current telephone
system

e Gather future needs and wants list

e Compile report and document all data gathered including use cases.

The stakeholder event took place on 22 March and involved 50 participants from all
areas of the college meeting our external consultant. All those attending the short
interviews were asked to complete an anonymous survey, which was further
extended to all college staff.

The consultation report has been delivered and will form part of the ongoing
evaluation, with a recommendation and indicative costings due to be brought forward
in the 2023-24 session.
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INFORMATION SYSTEMS

Centralised Timetabling solution

In preparation for the 2023-24 budget, a project has been identified to explore
options to introduce a centralised timetabling solution, which has been designated as
a top priority for development by the College Leadership Team.

Previously, an options appraisal exercise and a business process review were
conducted and they will now be updated with a more comprehensive review of all
available options. The final recommendation will be presented to the Systems
Review Group, with implementation scheduled for the 2024-25 session.

Data Science and Business Intelligence

Data Dashboard project

Work continues to enhance the college's existing Power Bl reports, focusing on
improving their design, functionality, and overall user-friendliness for staff members.

This project involves the development of several new data dashboards aimed at
providing valuable insights into aspects of the college's operations.

The areas covered by these dashboards will include performance indicators to
monitor the college's progress towards its objectives, detailed enrolment
demographics to gain a comprehensive understanding of the student population,
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and dynamic application volume tracking to pinpoint courses that may fall short of
their recruitment goals.

By implementing these improvements, the college aims to promote data-driven
decision-making and optimise resource allocation for maximum impact.

The following image provides an update on current progress and the overall plan for
updating and revising all the existing dashboards.

Planning Admissions Enrolments Performance Evaluation

Marketing Analysis Application Tracker Enrolment Demographics

Curriculum Planning Survey: Induction Survey: Sparkle
Regional Outcome Agreement
R

Pl Reporting survey: Leavers

Survey: SSES Results Analysis
Survey: Withdrawals College Leaver Destinations
Exam Resulting School Leaver Destination
_ Preferred Route Preferred
SFC Pl Comparison O

. Under review . Legacy

Initial roll out of the project is due for delivery in time for the return of the teaching
staff in August, with ongoing maintenance from that point.

Registers

Enrolment Profile Equalities

2
New Complete l\ / In development

‘In development’ refers to the process of building and testing the dashboards prior to
deployment, where ‘under review’ is the process of reviewing existing content,
functionality and examining optimal layout options for the new reports, before
passing to development.

Predictive and prescriptive analytics
Steps are currently being taken to implement predictive models that aim to reduce
the number of students who withdraw from their courses prematurely and improve

overall student achievement.
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This proactive strategy is designed to improve retention rates and, increase the
number of students who graduate or achieve their learning objectives.
Conversations are continuing with The Data Lab and other institutions pursuing
similar goals to foster collaboration and exchange best practices.

Surveys

The college has achieved high engagement levels this semester with our new
approach to conducting student surveys.

Our most recent survey, the Student Satisfaction and Engagement Survey (SSES)
saw the college to surpass previous records since SSES public records began in the
2017-18 academic year.

Below is a table that demonstrates our performance compared to the three
top-performing colleges in the sector, as well as the year they set their records and
their respective student participation rates across the four main study modes. As
evident, we have outperformed the previous records set across the four main modes
and levels of study, Further Education Full Time (FEFT), Higher Education Full Time
(HEFT), Further Education Part Time (FEPT) and Higher Education Part Time
(HEPT).

Level and Record College AY Record WLC Response | Difference
Mode Response Rate Obtained Rate

FEFT 80.1% New College 2021-22 84% +3.9%
Lanarkshire

HEFT 71.3% Fife College 2021-22 79% +7.7%

FEPT 60.3% West College 2018-19 69.8% +9.5%
Scotland

HEPT 60.3% Fife College 2020-21 74.7% +14.4%

The following chart shows how West Lothian College performed across the four main
modes and levels compared to the colleges mentioned above.
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Fife Fife New College West College WLC
(2020-21) (2021-22) Lanarkshire Scotland (2022-23)
(2021-22) (2018-19)
FEFT N HEFT FEPT N HEPT

Action
The committee is asked to note the paper.

Bill Dunsmuir
Head of Information Systems and Digital Infrastructure
8 June 2023
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Introduction

Health and Safety activities this quarter concentrated on reviewing reports and
meeting with faculties to address issues raised

Accidents, Incidents, Near Misses and Investigations

The monitoring, recording and reporting of accidents, incidents and near misses are
a legal requirement that the college actively promotes across the campus. As well as
meeting our legal obligation, it allows us to identify where and how risks arise. There
were 31 HSF1 forms returned in this period. As figures in the previous year were
impacted by Covid when there were lower numbers on campus, figures are
compared to 2019 when we had 27 returns. Each report is fully investigated by the
college’s health and safety officer. Appendix 1 shows details of all investigations
during this period.

Data Collection 2023 to date

Jan-Mar | Apr-June | July-Sept | Oct-Dec TOTAL

Accident 12 0 0 0 12
First aid 17 0 0 0 17
Sports injury 2 0 0 0 2
Incident 0 0 0 0 0
Police Incident 0 0 0 0 0
Near miss 0 0 0 0 0
Dangerous Occurrence 0 0 0 0 0
Violence 0 0 0 0 0
TOTAL 31 0 0 0 31
Jan-Mar | Apr-June | July-Sept | Oct-Dec TOTAL
Sports 2 0 0 0 2
Slips, Trips and Falls 5 0 0 0 5
Handling (cuts, burns etc) 10 0 0 0 10
Struck by Equip/Object/Vehicle 3 0 0 0 3
Pre-existing condition or illness 8 0 0 0 8
Chemical/Substance 0 0 0 0 0
Contact with electricity 0 0 0 0 0
Violence - threat 0 0 0 0 0
Violence resulting in injury 1 0 0 0 1
Accidents out with College 0 0 0 0 0
Mental Health 2 0 0 0 2
(Self-harm/Overdose)
Other 0 0 0 0 0
TOTAL 31 0 0 0 31

2
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Scheduled events

The Home \office and Scottish Government hosted seminars on the new Martyn’s
Law bill that is being drafted. This was an opportunity for the education sector to be
given information on what these changes will mean with regard to the safety of the
college and when hosting events. There were many unanswered questions but it is
hoped that more answers will emerge when the draft bill is issued.

Air monitoring and noise levels were recorded in workshops in building No.2 on the
Square. We await a copy of the report. Appendix 2 provides a copy of the actions
from the noise assessment report and Appendix 3 provides the actions from the air
monitoring report of wood dust and welding fumes.
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Health and Safety Management

The following arrangements are in place to control health and safety risks in order to
meet the legal requirements and show commitment to all stakeholders:

Health and Safety Committee

Last Health and Safety Committee meeting

29 March 2023

Minutes from meeting have been posted on Yes
Sharepoint
Actions raised at H and S committee | 9 Action points 3

against health and
safety officer

outstanding 1

Next meeting scheduled for

22/5/2023

Employer’s Liability Insurance

Zurich Employers Liability Insurance

Expires on 31 July 2023

Interventions

HSE Inspections in the last 12 months

Improvement Notices issued in last 12 months

Prohibition Notices issued in last 12 months

Improvements issued by Fire Service in last 12
months

[ellelle]le)

Risk assessments

Number of risk assessments due for review

An audit of all faculty paperwork
expected June 2023 by Hand S
officer

Number of new Risk assessments.

3 maternity assessments
1 manual handling RA

First aid Risk assessment -Reviewed with First
aid coordinator

Next review Sept 2023

Fire Risk Assessment

Fire Risk Assessment in place

Yes

Review Date

October 2023

Health and Safety Policy

Policy Statement approved by

Jackie Galbraith

Next Review date May 2023
Responsibilities currently unassigned 0

Health and safety Procedures Review due date
Accident/Incident reporting December 2023
Lone Working February 2023
Inspection and Auditing February 2023
Emergency Evacuation August 2024
Work Placement August 2024
Excursions February 2023
COSHH December 2023
First Aid February 2023
Lock out/Tag out February 2023
Noise at Work February 2023
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Business Continuity Policy Framework August 2024
Fire Safety Actions

Outstanding actions related to fire inspection 0

Overdue actions related to fire inspection 0

Last emergency evacuation drill (daytime) 23 March 2023
Last emergency evacuation drill (evening) 30 March 2023
Next emergency evacuation drill (daytime) September 2023
Next emergency evacuation drill (evening) September 2023

Health and Safety Audits

Appendix 4 provides details about audits undertaken during the period. An update on
progress in implementing issues identified will be given at the Audit Committee
meeting.

Staff Health and Wellbeing & Learning and Development

A ‘Wellbeing Wednesday’ day took place on 15 February 2023. This was an
opportunity for staff to focus on their own health and wellbeing and have the
opportunity to engage with both in-person and virtual events as appropriate.

During the quarter, members of the HR and People Development team undertook
training to enable them to deliver inhouse Mental Health Workplace for Managers
training. This is anticipated to be rolled out to managers during the first quarter of the
next academic year. This training will provide an understanding of the range of
mental health issues and how employees can be supported.

To address the current cost-of-living situation, information was provided to staff
about all wellbeing and lifestyle offerings of the college as an employer, together with
pensions advice and national cost-of-living sources of information and support.

The first aid coordinator duties now sit with the health and safety officer. During the
period the following was created:

¢ New toolbox training presentation
e New Teams page with short refresher videos and
e PowerPoint presentation to provide inhouse training to new first aiders.

Changes to Legislation/Guidance

No changes to legislation.

5
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College Improvement Works

There are three building projects planned for the summer of 2023, these have
recently been through the tender process and the lead contractors have been
appointed.

All appropriate health and safety considerations will be covered under the
Construction (Design and Management) regulations as well as the college’s risk
assessment.

6
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APPENDIX 1 - HEALTH AND SAFETY OFFICERS INVESTIGATION FINDINGS

cracked the glass from gym
hall into student association
room

No. | Date Accident HSF1 Detail Investigation
Incident
Near miss

1 11/01/2023 | Accident While cutting meat in the First aider attended and dressing
cookery class student was applied
distracted and lost
concentration and the knife
he was using cut into his
thumb.

2 12/01/2023 | Accident Student was using grinding First aider attended and dressing
wheel to sharpen chisel. applied
Finger slipped causing finger
to bleed from nail bed

3 16/01/2023 | Accident Student slipped and fell on Lost footing. No further action
stairs.

4 19/01/2023 | Accident Student was scribing a bit of | First aider attended and dressing
plywood, saw went into hand. | applied

5 24/01/2023 | Accident Reported via the Estates CCTV was consulted but no
there was a fire in the evidence, the area was cleared
Wellbeing area. Witnesses and secured so entry cannot be
heard a bang followed by a accessed until further work is
small fire. Lecturer attended carried out.
the scene with fire
extinguishers. The fire
brigade attended and were
happy that the fire was out.

Possible cause an aerosol
inside a rucksack. Once
satisfied, they left the
college.

6 31/01/2023 | Accident Tripped coming out of Estates reviewed area in case of
building No.4, possibly an broken slabs
uneven slab or grate

7 31/01/2023 | Accident Student cut finger prepping First aider attended and dressed
veg wound, student went to hospital

8 01/02/2023 | First aid Student had a seizure Was ok when first aider attended

and collected to go home

9 01/02/2023 | Sports injury | Playing football and hurt No further action
finger when picking up the
ball.

10 | 07/02/2023 | First aid Student had a panic attack Went to get food then got bus
and struggled to walk after home with a friend
this.

1 08/02/2023 | First aid Student dropped a heavy First aider attended applied ice
door on foot before coming to | pack and they went home
college.

12 | 08/02/2023 | First aid Student was in a car accident | First aider attended and advised
and had already attended to see doctor was collected by
hospital at the time. Was family member
feeling dizzy/nauseous

13 | 10/02/2023 | First aid Student had self-harmed at Taken to the first aid room and a
home they had cuts to their dressing was applied. Parent was
chest and left forearm. called by schools officer

14 | 01/02/2023 | Accident Football hit the window and The window was assessed by the

estates team and covered in
protective film and new pane
ordered

7
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15 | 23/02/2023 | First aid Fell during alcohol Student got dressing on hand and
consumption with bottle in trust project supported student
hand

16 | 27/02/2023 | Accident Student cut finger while First aider applied dressing
cutting veg

17 | 27/02/2023 | First aid Student took a seizure and First aider attended and care plan
fell in corridor. No injuries. in place student went back to

class

18 | 28/02/2023 | First aid Student tripped on the bridge | Student was running and fell no
whilst coming back into further action
college.

19 | 01/03/2023 | First aid Student cut a piece of wood first aider applied dressing
with a saw and cut his hand

20 | 08/03/2023 | First aid Student was supervising a First aider cleaned wound and
child in big build they raised applied dressing
a hammer and it caught
student’s finger

21 09/03/2023 | Accident Walking and tripped over Estates immediately investigated
object sticking out of ground | and noticed some screws

protruding that had been from an
old structure on the gravel and
removed them immediately

22 17/03/2023 | First aid Student self-harmed at home | First aider attended and supplied

dressing, student being supported
by Support for learning team

23 | 21/03/2023 | Accident Student cut his hand with the | First aider attended and applied
chisel. He felt light headed dressing, student was able to go
afterwards. back to class

24 | 23/03/2023 | First aid Student had an asthma First aider attended student used
attack. inhaler and was able to go back to

class

25 | 23/03/2023 | First aid Student was feeling sick First aider attended and school

team contacted parents to collect

26 | 23/03/2023 | First aid Student had been fighting on | Schools contacted parents and a
the bus and was dizzy taxi was arranged for collection

27 | 27/03/2023 | First aid Student was found - Student | First aider allowed them to lie
President on the floor. down on first aid bed then went
Student had a migraine type | home
headache, was feeling sick
and sensitive to bright light.

28 | 29/03/2023 | First aid Student had a hereditary First aider stopped bleeding and
condition causing bleeding applied dressing
asked for First Aid support

29 | 30/03/2023 | Accident Student was cutting lecturer’s | The student is a hairdresser and
hair and cut hands with has a salon, scissors just slipped.
scissors Has to get treatment in hospital

due to nature of cut

30 | 31/03/2023 | First aid Student caught arm on First aider cleaned and dressed
barbed wire in a bushy area the wound
off campus

31 31/03/2023 | Sports injury | Student kicked the ball with First aider attended and applied

the toes and felt pain and
was unable to weight bear on
that foot. History of injuring
foot during sporting activities.

Ice pack used
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APPENDIX 2 — NOISE ASSESSMENT REPORT

(all these actions have been reviewed by the Director of CEBE faculty and curriculum managers, and
actions are being taken to correct the issues)

Issue

Use of Angle grinders to prepare welding pieces should not take place in the centre of the
workshop, and should not take place when other persons are present in the room

Hearing protection should be worn when operating any powered tools (fixed or hand use). This
should apply to the operator and also any persons nearby

Hearing protection signage should be present on all workshop entrance doors.

The currently available hearing protection provides adequate protection from the noise levels
recordedOptime Peltor Il muffs ¢ JSP Supamuff muffs e Portwest PW41 muffs

See noise levels for equipment and ensure ear protection is used on these machines-including
hand tools-Grinding Metal e Festool Table Saw e Using Hacksaws e Hand Tools in the Skills
Workshop e Fixed Powered Tools in Joiners Worksho

Where hearing protection reduces noise levels to significantly below 70 dB(A), attention is drawn
to guidance given in the ACoP on the Control of Noise at Work Regulations on the aspect of
overprotection i.e. avoiding the selection of hearing protection which reduces noise at the ear to
lower than 70 dB and has the tendency to provide an isolation effect to the wearer as well as
masking warning signals such as fire alarms. Overprotection could be a risk if hearing protection
continues to be worn once high noise level activities have been completed, Overprotection can
additionally cause difficulties with communication and hearing warning signals, operatives should
be made aware of this.

Not all Lecturers / Students were observed to be wearing hearing protection when carrying out
high noise tasks. All tool operators should be instructed to use hearing protection when necessary

When personal noise exposure exceeds the lower exposure action value of 80 dB (A), the Control
of Noise at Work Regulations requires the following actions: - Provide suitable information and
training - Make hearing protection available on request - Provide hearing tests if there is evidence
that their employees’ hearing is at risk

When personal noise exposure exceeds the upper exposure action value of 85 dB(A), the
Regulations require the following additional actions:

- Develop & implement a programme of control measures (technical and

organisational);

- Designate hearing protection zones;

- Provide appropriate hearing protection and ensure that it is worn in relevant areas;

- Provide health surveillance for employees including testing of their hearing.
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APPENDIX 3 — AIR MONITORING REPORT

(All these actions have been reviewed by the Director of the Computing, Engineering and Built
Environment faculty and curriculum managers, and actions are being taken to correct the issues)

Air testing report 22-11EN208868/873 — 2/3 November 2022

No.

Issue

1

The eight principles of good practice for the control of exposure to substances hazardous to
health are set out in Schedule 2A of The Control of Substances Hazardous to Health Regulations
2002 (as amended) and have been reproduced in 4.4.2. If employers apply the principles
correctly, exposure should be below any relevant WEL. Control by personal protective equipment
should only be used when other measures are not reasonably practicable. The results from this
monitoring assessment only represent workplace conditions at the time of monitoring. As site
conditions may vary from day to day, a more comprehensive exposure monitoring regime
undertaken at routine intervals should be considered in order to gain further confidence that WEL
compliance has been met and exposure controls are adequate. The more sampling data
gathered, the greater the confidence that can be placed on any interpretation.

Operators should continue to use the available RPE during dressing and grinding operations
within the concrete shop. RPE should also be worn during cleanup operations, with wet cleaning
adopted whenever possible. Dry brushing should be avoided as this tend to generate further
airborne dusts.

As of 2019, the HSE have changed their enforcement expectations for welding. It is no longer
acceptable for any welding to take place without suitable control measures in place (LEV and
RPE) as there is no known level of safe exposure. HSE Guidance document WL3 (COSHH
Essentials for Welding, Hot Work and Allied Process) details the control measures necessary
depending on the type of welding involved and the frequency of the task.

Angle grinding metal should not be undertaken in an open classroom. This should be carried out
in a separate booth, ideally with an LEV system and screens to prevent dust from spreading. It
should also be carried out when the workshop is empty to prevent high noise levels.

Staff should be instructed and supplied with cleaning equipment that does not agitate the release
of airborne dust, such as vacuum cleaners.

Provided respiratory protective equipment (RPE) should be worn by employees at those times
when exposed for brief periods to relatively high levels of dust e.g. cleaning floors & equipment,
using power tools, welding.

To make sure that the selected RPE has the potential to provide adequate protection for individual
wearers, the ACoP supporting COSHH recommend face-fit testing of RPE that incorporates a
tight fitting face-piece. This will help to ensure that inadequately fitting face-pieces are not
selected for use. An inadequate fit will significantly reduce the protection provided to the wearer.

*At the time of walk around H and S officer stopped the grinding operation until such time a suitable
and sufficient risk assessment with a safe working procedure showing correct PPE to be worn is in

place.
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APPENDIX 4 - WALK AROUND AUDITS

Building No.5 Additional
information
Issues identified 23
Completed 1
Not Completed
Outstanding
Responsibility Faculty | 15
Estates | 7
IT 0
Building No.3 Additional
information
Issues identified 13
Completed
Not Completed
Health and
Outstanding Safety 1
Responsibility Estates 4
Care,
Health and
Sport
faculty 5
Computing,
Engineering
and Built
Environment
faculty 3

Health and Safety Quarterly Report January to March 2023
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Action: For Attention Agenda Item 3.4

Paper 6
West Lothian College
8 June 2023

Audit Committee

INTERNAL AUDIT

Internal Audit Programme 2022-23

Reports from the following reviews are attached to this paper:

e Quality Assurance Processes
e |T Support Helpdesk
e Core Financial Systems.

The overall findings are:

Quality Assurance Process

The college demonstrates a clear commitment to quality assurance and in
particular the internal verification process. The internal verification process is
consistently applied through the use of standardised documentation and
activity is appropriately planned and progress monitored.

IT Support Helpdesk

Internal Audit gained assurance that the college’s procedures reflect good
practice in the following areas:

e Guidance is available for college staff and students to use the helpdesk
e The helpdesk system has been designed to keep service users informed
on the status of their tickets.

Core Financial Systems

Assurance has been gained that the college has good processes in place to
support effective budgetary control. There is a robust process in place for the
creation of the 2023-24 budget. The college has appropriate systems and
controls in place for non-pay expenditure and creditor payments, which are
clearly defined within the Procurement Policy and Procedure document.

Responses to recommendations contained within the reports are also
provided.
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Paper 6
West Lothian College
8 June 2023

The final review for 2022-23 (Staff Induction and Onboarding) was undertaken
in May 2023 and the findings from the review will be presented at the
September 2023 meeting of the Audit Committee.

Internal Audit Programme 2023-24

A draft programme for 2023-24 will be provided at the September 2023
meeting of the Audit Committee.

Action
The Committee is asked to discussed the findings of the reports presented

and to note the position with regard to the internal audit programme for
2023-24.

Jennifer McLaren
Vice Principal, Finance and Curriculum Services
8 June 2023
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Executive Summary
Conclusion

West Lothian College demonstrates a clear commitment to Quality Assurance and in particular the
Internal Verification process. We confirmed that the Internal Verification process is consistently
applied through the use of standardised documentation. We found that staff involved in the Internal
Verification process are appropriately qualified and experienced. In addition, Internal Verification
activity is appropriately planned and progress monitored.

The College has adopted an effective approach towards Internal Verification which assists in
ensuring compliance with awarding body requirements.

Background and scope

As part of West Lothian College’s overall quality assurance programme, an internal verification process is in
place which is designed to ensure that the College operates and assesses the quality of its academic provision
against the standards required by the relevant awarding or accreditation bodies. Internal verification is therefore
carried out to ensure that:

internal assessment criteria are valid, reliable, practicable and applied consistently to meet the
standards specified by the relevant awarding body; and

judgements of candidate performance are applied fairly and consistently to meet awarding body
requirements and national standards of achievement.

The Faculty Directors’ role in internal verification includes managing the effective and efficient deployment of
resources, ensuring assessors and internal verifiers are sufficiently qualified and experienced to carry out their
work, and arranging appropriate induction and support procedures for verifiers and lecturers. The Head of
Quality, Student Support & Learning Resources is responsible for ensuring that the internal verification system
meets the quality assurance requirements of the awarding bodies, and for monitoring and overseeing the
process.

In accordance with the 2022/23 Internal Audit Plan, we have performed a review of quality assurance which
focused on the controls in operation over the internal verification process.

The review was limited to the area stated above; other quality assurance processes - such as self-evaluation
carried out by the College - was not covered as part of this review.
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Control assessment

m 1. The College has appropriate policies and procedures in
place in relation to the internal verification process.

m 2. Staff involved in the internal verification process are
sufficiently qualified and experienced to carry out their
work and have undergone appropriate training.

= 3. Appropriate arrangements are in place to ensure internal
verification activity is planned, allocated and monitored
across the centres.

m 4. Internal verification is undertaken consistently in line
with the policy and procedure, with appropriate action
taken to ensure that any issues identified are effectively
resolved.

m 5. Effective arrangements are in place for reporting on
internal verification to senior management and the Board.

Improvement actions by type and priority

3 B Grade 4
Grade 3

2
Grade 2
W Grade 1

1

- A A a—
0
Control Design Control Operation

No improvement actions have been identified from this review.
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Key findings
Good practice

The College has an appropriate and comprehensive procedure for the process of internal verification
(V).

The College provides a robust training programme on a rolling and needs assessment basis which
enhances the work of those involved within the IV process and helps to ensure consistency is applied
across the process.

Appropriate action plans are determined and tailored for each course to improve the IV process and
ensure the best approach for students assessments is taken.

Areas for improvement

We did not identify any areas of improvement or non-compliance during our review of the College’s Internal
Verification processes.

Impact on risk register

The College’s corporate risk register included the following risk relevant to this review:

Risk 2.2: There is a risk that the College fails to delivery high quality learning, teaching and learning
support due to poor alignment of resources and/or poor quality of teaching resulting in poor retention,
attainment and progression for students.

In the areas reviewed, the College has demonstrated effective controls in operation over Internal Verification
processes to assist in mitigating the above risk.

Acknowledgements

We would like to thank all staff consulted during this review for their assistance and co-operation.
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Management Action Plan

Control Objective 1: The College has appropriate
policies and procedures in place in relation to the
internal verification process.

No reportable weaknesses identified

The College has an Internal Verification Policy and Procedure in place which was drafted by the Head of
Quality and Learner Services. The purpose of this document is to ensure that:

assessment instruments are valid, reliable, practicable and consistent with the standards specified by
the relevant awarding body; and

judgements of candidate performance are applied fairly and consistently to meet awarding body
requirements and national standards of achievement.

The policy clearly articulates the roles and responsibilities of the Head of Service, Faculty Directors, Internal
Verifiers and the Verification Group Co-ordinator. It also makes reference to Internal Verification Guidance
Notes and related documentation

azets.co.uk West Lothian College Quality Assurance
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Control Objective 2: Staff involved in the internal
verification process are sufficiently qualified and
experienced to carry out their work and have
undergone appropriate training to help ensure the
process is performed consistently throughout the
College and in accordance with the required
procedures.

No reportable weaknesses identified

The Awarding Bodies such as the Scottish Qualifications Authority (SQA) have strict requirements in relation to
Internal Verifiers. The SQA’s Internal Verification — A Guide for Centres clearly sets out the qualifications and
experience required by Internal Verifiers for various types of qualifications/awards. We understand staff are
appropriately developed to become Internal Verifiers by putting them through relevant qualifications such as the
Teaching Qualification in Further Education (TQFE), SQA Assessor Qualification (L&D 9di), or the SQA Internal
Verifier Qualification (L&D 11).

Management advised that the College uses the recruitment stage to check for staff qualifications and any
awards which may allow staff to be involved in the internal verification process. For existing staff, a level of
experience is also required before they can apply to be involved.

The College is able to appoint staff as internal assessors and verifiers after applying criteria set out by the
awarding body. This may be audited by the relevant awarding body during external quality assurance events. In
addition, when applying to deliver new qualifications, the College has to provide evidence that it has suitably
qualified and experienced staff for example, using the SQA document Approval Application Supporting
Document: Staff Qualifications and Experience. On completion, these forms are forwarded to the SQA for
approval. We reviewed a sample of the completed forms for four employees and found that they provided
details of the experience and qualifications they held in order for them to assess and/or verify for the
appropriate qualification and unit.

With regard to training, we confirmed that all new academic staff receive training on Internal Verification as part
of their induction. Review of the induction checklist found that Internal Verification is included under the Quality
Section. Training is also provided to staff on Internal Verification on a rolling basis. Evidence of the training
session delivered to staff in November 2022 was viewed, with further catch up training in February 2023 via MS
Teams for those unable to make the November session.
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Control Objective 3: Appropriate arrangements
are in place to ensure internal verification activity
Is planned, allocated and monitored across the
faculties.

No reportable weaknesses identified

We obtained evidence of the 3-year plan of Internal Verification activity for course units within the following
areas: Computing; Engineering; Automotive; Construction; and Science, which confirmed a baseline plan of
assessment dates, assessors and the Internal Verifiers. Through review of the plan, we confirmed that a clear
plan for Internal Verification activity exists and allocation of staff is completed to allow the College to effectively
resource the Internal Verification process.

From an external perspective, SQA and all awarding bodies conduct reviews of the College’s process involving
the following:

Identification of areas where the College is performing in accordance with good practice;
Recommendations for the College to enhance the process; and
Production of a detailed action plan for the College.

We viewed an extract from a SQA report and understand management use reports from SQA and other
awarding bodies as a tool to monitor and improve their performance in this area.
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Control Objective 4: Internal verification is
undertaken consistently in line with the policy and
procedure, with appropriate action taken to ensure
that any issues identified are effectively resolved.

No reportable weaknesses identified

We confirmed that a standardised template (IVOO5 Internal Verification Record) is in place to ensure that the
Internal Verification process is carried out and recorded in a consistent manner. The form contains the
assessment details, the reasoning for sampling and sampling quota to be used, followed by the sampled
candidates and evidence provided with the outcomes of the Internal Verification checks. Any actions arising
from the outcomes need to be reported and assigned responsibility with a completion date.

For each assessment where Internal Verification is conducted, a sample check is completed as follows:

Routine: 25% of students’ work (minimum of 4 students) - all the Outcomes are verified for each
student included in the sample.

New delivering Lecturer, EV visit, new Unit or new assessment: 25% sample of students’ work across
EACH of Unit Outcomes, for example 5 students’ work for Outcome 1, a different 5 students for
Outcome 2, a different 5 students’ work for Outcome 3.

When an issue is identified through the Internal Verification process, this is set out in the assessor feedback (in
the IVOO5 document) and from this an action plan is then developed.

Evidence of this was viewed in the form of a completed V005 document in relation to the Health and Beauty
course where 11 candidates were sampled for their assessment of Scalp, Neck and Shoulder Massage. The
completed IV0OO05 detailed the assessors and the Internal Verifier, along with each of the candidates who were
selected as part of routine sampling. Where issues with the assessments of the individuals were identified,
these were flagged in red and followed through to the action plan and contained within the feedback for the
assessors to follow up to ensure all candidates were being consistently assessed and awarded the correct
grades.

We found that each action raised above had been assigned a staff member with a review date in place to
sufficiently monitor any issues identified. This all indicates that the issues identified above had been suitably
addressed.
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Control Objective 5: Effective arrangements are in
place for reporting on internal verification to senior
management and the Board.

No reportable weaknesses identified

On a quarterly basis, the Head of Quality, Student Support and Learning Resources reports to the Board on
any issues related to the College’s quality assurance processes (including Internal Verification).

We reviewed the Quality Enhancement Reports for June, September and November 2022 and found that the
format and contents of the reports provided a robust and comprehensive view of quality assurance within the
College and highlighted to the Board, any issues which arise from Internal Verification and other quality
assurance activities. The reports offer the Board assurance in relation to how any issues raised will be clearly
controlled and ultimately resolved.
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Appendix A — Definitions

Control assessments

Fundamental absence or failure of key controls.

Control objective not achieved - controls are inadequate or ineffective.

Y Control objective achieved - no major weaknesses but scope for improvement.

Control objective achieved - controls are adequate, effective and efficient.

| - |

Management action grades

*Very high risk exposure - major concerns requiring immediate senior
attention that create fundamental risks within the organisation.

'

*High risk exposure - absence / failure of key controls that create
significant risks within the organisation.

*Moderate risk exposure - controls are not working effectively and
efficiently and may create moderate risks within the organisation.

+Limited risk exposure - controls are working effectively, but could be
strengthened to prevent the creation of minor risks or address general
house-keeping issues.

. ;
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Executive Summary

Conclusion

The College has implemented a new IT Support Helpdesk system with a focus on College staff
having the ability to raise their own tickets through a self service portal. Guidance and resources for
IT issues, including video tutorials and user guides are provided to support this. College staff and
students can subsequently track their tickets through automated emails and dashboards, whilst also
being able to contact IT support through the communication channels defined in the system.

We identified during our audit that the College has not documented policies and procedures for IT

support staff to follow in the event of an incident occurring, such as, a service outage or an access
request.

We also identified that the College has not defined service levels for the IT Support Helpdesk and
there is no performance management system in place and does not report performance of the IT
support helpdesk to leadership and governance groups.

Background and scope

Reliance on technology throughout modern educational processes has led to the IT Support Helpdesk being
one of the pillars in operational resilience. Due to technologies important role in both remote learning and
teaching in modern further education it is key that the organisation has an effective and operational IT Support
Helpdesk as well as a comprehensive range of support activities and provision to address both student and
staff needs. These enable both groups to fully engage with materials, resources and get any support needed in
the instance of issues arising. Further, a reliance on remote learning during the COVID-19 pandemic has
increased the criticality of IT systems and a need for organisational readiness to respond to any issues and
improve use of IT in the further education environment.

This review assessed the effectiveness of the processes around IT support provided to staff and students. The
review considered both proactive and reactive support and considered how the IT team engaged with those
who needed support.

azets.co.uk West Lothian College D2. IT Support Review

1



Control assessment

1. Adequate policies, performance standards or key
performance indicators, and procedures relating to key
functions of the IT Support helpdesk, such as; Incident
and Request management, have been developed,
approved, and implemented.

2. There are effective governance and reporting
arrangements that support senior management in

3 - Yellow 1 - Amber assessing the effectiveness of IT Support Helpdesk
performance.

2 - Amber
3. Effective engagement and communication with
stakeholders to identify needs and requirements and as
well as assessing provision and service quality.

Improvement actions by type and priority

3 B Grade 4
Grade 3

2
Grade 2
B Grade 1

Control Design Control Operation

Three improvement actions where identified, all of which relate to the design of controls themselves. See
Appendix A for definitions of colour coding.
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Key findings
Good practice
We have gained assurance that the College’s procedures reflect good practice in the following areas:

Guidance is available for College staff and students to use the helpdesk, which includes video walk-
throughs and associated user guides for common IT issues and requirements.

The helpdesk system has been designed to keep service users informed on the status of their tickets,
through automated emails and the ability to track through the system.

Areas for improvement

We have identified areas for improvement which, if addressed, would strengthen the College’s control
framework. These include:

The College does not have a policy defined for IT incident management or request management.

Service levels have not been defined for the IT support helpdesk for the College and as a result there is

no reporting to leadership and governance groups in relation to the performance of the IT support
helpdesk .

These are further discussed in the Management Action Plan below.
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Management action plan

Control Objective 1: Adequate policies, performance
standards or key performance indicators, and

procedures relating to key functions of the IT Amber
Support helpdesk, such as; Incident and Request
management, have been developed, approved, and
implemented.

1.1 Policies and procedures

The implementation of the IT support desk has allowed incidents and requests to be raised and tracked through
two routes. The college allows users to raise a ticket for incidents or requests via the user interface accessible
for all staff and students, whilst there is also the option for the IT support team to raise these on the system
themselves.

As part of the implementation of the IT support helpdesk system, user guidance and knowledge base
documents were created to allow users to utilise the helpdesk in the correct manner, and guidance on how to
solve common queries. This includes guidance on topics such as working from home, accessing Wi-Fi and
enabling multifactor authentication.

However, the College have not documented policies and procedures for IT support staff to follow when raising
a ticket, including incident reporting or access approval procedures. We also noted that the cyber incident
policy has not been updated to reflect the need to report cyber incidents via the helpdesk.

Issues relating to performance management is highlighted in MAP 2.1.
Risk

Without documented policies and procedures for incident and request management in place, there is a risk that
IT staff may be unclear on the requirements and their roles and responsibilities. This could result in the
ineffective management of incidents and/or requests leading to increased service downtime and a failure to
meet the needs of service users.

Without defined and approved service levels relating to key functions of the IT Support helpdesk, such as
incident and request management, IT staff may be unclear on the requirements. This could result in the
ineffective management of incidents and/or requests leading to a failure in meeting the needs of service users.

Recommendation

We recommend that the College formalise and document their policies and procedures for IT support helpdesk
functions, including for incident and request management as well as access approval procedures. This
document should have clear requirements for completing requests with associated categorisation and
prioritisation, with clear approval requirements and escalation procedures defined where appropriate.

The cyber incident policy should be updated to reflect the requirements of staff to log incidents via the service
desk.
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A broader incident reporting process should also be defined and followed by all staff members who receive an
incident report. The process should include clear instructions on collecting and recording relevant information,
such as the type of incident, the time and date it occurred, and any actions taken to address it. By recording
these incidents in the helpdesk system, it can help to ensure that all incidents are recorded and tracked
consistently and can also provide a centralised repository for all incident-related information. It is important to
document incidents in detail, including the steps taken to address them, as this can help with future incident
response and prevention efforts. To provide consistency across the College, it is recommended that
requirements align to the communication and vendor response expectations for incident logging, defined
through business impact analysis.

The college should communicate these policies and procedures to relevant stakeholders and subsequently
review the effectiveness of IT support policies and procedures on a regular basis, identifying areas for
improvement and making necessary changes to continuously improve the service provided by the IT support
helpdesk.

Grade 3

Management Action (Design)

Agreed. Current arrangements will be reviewed and policy and procedural documentation formulated
and distributed to users. It is noted the Cyber Incident Policy will be revised to include a provision for
reporting incidents of this nature via the Helpdesk. In creating the documentation cognisance will be
taken of vendor service levels and that of internal users as defined within business impact analysis
documentation.

Action owner: Digital Infrastructure Manager Due date: 31 December 2023
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Control Objective 2: Effective governance and

reporting arrangements that support senior Amber
management in assessing the effectiveness of IT

Support Helpdesk performance.

2.1 Governance and reporting

The College has clear governance structures in place. However, from a performance reporting perspective,
there is a lack of clarity around what the IT Helpdesk should be reporting on, to whom this should be reported
to and when.

A core part of implementing service level management activities should be to embed continuous service
improvement. IT Management should routinely monitor performance against service levels to identify
opportunities to improve performance.

However, we noted that performance standards or key performance indicators have not been yet developed for
tracking IT support performance and there are no defined escalation procedures are in place to ensure optimal
performance of the IT support helpdesk.

Risk

There is a risk that management and those charged with governance will not be able to assess the
effectiveness of the IT Support Desk'’s performance due to the lack of formal reporting structure. The absence
of a defined process for reporting on the IT Support Desk's performance may lead to insufficient, inappropriate
or untimely reporting of significant risks and issues.

Recommendation

We recommend that the College develop and agree service levels for incident management and service
requests. This could be achieved through a short-life working group involving senior IT management and a
small group of senior College stakeholders.

The college should then consider if quarterly reports for performance against each service level should be
produced for senior leadership.

Grade 3

Management Action (Design)

Agreed. Consideration will be given to the most appropriate mechanism to work up the service level
agreement and to the frequency and method of reporting, likely to follow the college operating cycle.

Action owner: Head of Information Systems and Digital Infrastructure Due date: 31 December 2023
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Control Objective 3: Effective engagement and
communication with stakeholders to identify needs Yellow
and requirements and as well as assessing

provision and service quality.

3.1 User feedback

During our audit, we observed that the IT helpdesk system has the functionality to prompt users of the service
to provide feedback on their experience with the IT support desk. However, we noted that there is currently no
process in place for requiring a review of the surveys collected, nor is there any established procedure on how
to take action on the feedback received.

Our review further uncovered that where updates to IT systems have been made through user engagement,
these changes have not been consistently documented to demonstrate the modifications made in response to
user feedback. This inconsistency in documenting system changes makes it difficult to track the evolution of the
IT systems and how they have been improved over time in response to user feedback.

In addition, the College do not currently complete service quality assessments of the IT helpdesk system and
service.

Risk

Without a formal process for reviewing and taking action on the feedback received, the college may be missing
opportunities to identify areas of good practice and issues may not be addressed in a timely and effective
manner resulting in the services delivered by the IT Helpdesk not improving to meet the expectations of their
customers.

Recommendation

We recommend that the College implements a continuous improvement process through which they can use
outcomes from the customer satisfaction surveys and IT helpdesk feedback features to improve and enhance
IT service delivery. Additionally, the College should establish a procedure for documenting changes made to IT
systems in response to user feedback. This documentation should be standardised and easily accessible to
relevant stakeholders to demonstrate the evolution of IT systems over time and the improvements made based
on user feedback.

Reporting to College leadership on the feedback and the improvement actions being taken should be
considered.

Grade 2

Management Action (Design)

Agreed. Whilst the college has a culture and existing processes to support the continuous improvement of
services - through self-evaluation - it is accepted these should be documented and made transparent in
relation to the Helpdesk.

Action owner: Digital Infrastructure Manager Due date: 31 December 2023

azets.co.uk West Lothian College D2. IT Support Review 7



Appendix A — Definitions

Control assessments

Fundamental absence or failure of key controls.

Control objective not achieved - controls are inadequate or ineffective.

Y Control objective achieved - no major weaknesses but scope for improvement.

Control objective achieved - controls are adequate, effective and efficient.

| - |

Management action grades

*Very high risk exposure - major concerns requiring immediate senior
attention that create fundamental risks within the organisation.

.

*High risk exposure - absence / failure of key controls that create
significant risks within the organisation.

*Moderate risk exposure - controls are not working effectively and
efficiently and may create moderate risks within the organisation.

+Limited risk exposure - controls are working effectively, but could be
strengthened to prevent the creation of minor risks or address general
house-keeping issues.

. .
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Executive Summary
Conclusion

We have gained assurance that West Lothian College (the College) has good processes in place to
support effective budgetary control. There is a robust process in place for the creation of the 2023/24
budget. However, we have identified one improvement area relating to the need to formalise the
process for monitoring budgets.

The College has appropriate systems and controls in place for non-pay expenditure and creditor
payments, which are clearly defined within the Procurement Policy and Procedure document. Our
testing confirmed a good level of compliance with the College’s policy and procedure with all
payments examined supported by appropriate documentation and duly authorised.

Background and scope

Robust core financial systems are fundamental to the financial health and success of any organisation. As a
public sector body, West Lothian College is accountable for the proper use of public funds. In order to ensure
the economic, efficient and effective use of these monies, it is essential that the College has robust financial
processes and procedures in place.

In accordance with the 2022/23 Internal Audit Plan, we conducted a review of the College's budget setting and
monitoring arrangements and the procedures in place for non-pay expenditure and related payments.
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Co ntr0| assessment m 1. There is an appropriate budgeting model which reflects
and supports the structure and objectives of the

organisation, including as set out per budgeting
policies/procedures.

m 2. Budgets are subject to scrutiny prior to the start of the
year and authorisation by senior management and the
Board.

= 3. Budget performance is monitored against financial
targets with variations promptly identified, investigated, and
followed up.

m 4. Approved policies and procedures for non-pay
expenditure are in place, up to date and available to all
staff.

m 5. Purchasing procedures in practice reflect approved
arrangements, with appropriate use of purchase orders,
approved suppliers, and frameworks.

m 6. Payments are supported by appropriate documentation
and are subject to review and authorisation in line with the
College’s scheme of delegated authority.

m 7. Payments are made in a timely and controlled manner
for goods and services confirmed as received.

Improvement actions by type and priority

3 B Grade 4
Grade 3

2
Grade 2
W Grade 1

1

A D
0
Control Design Control Operation

One improvement action has been identified from this review, relating to control design. See Appendix A for
definitions of colour coding.
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Key findings
Good practice

We have gained assurance that West Lothian College’s procedures reflect good practice in a number of areas,
including:

PECOS system is used to record all relevant information for non-pay expenditure. All information is
available in one place from the purchase orders to matching of good received and relevant
authorisations.

Segregation of duties exist in relation to the budgeting process and non-pay expenditure. This allows
dual responsibility of tasks and mitigates the risk of human error and fraud.

Areas for improvement

We have identified one area for improvement which, if addressed, would strengthen the College’s control
framework. This relates to the need to agree and establish a documented budget management and monitoring
procedure.

This is further discussed in the Management Action Plan below.

Impact on risk register

This review is linked to the following risk from the Strategic Risk Register:

There is a risk that the College is not able to budget for or achieve break-even or a surplus on an annual basis
due to insufficient levels of SFC funding, failure to grow or secure alternative funding streams or unplanned
expenditure resulting in the College not being financially sustainable.

This links to the strategic goal - inspire and enable success for all.

We have identified one improvement action which will help strengthen the College’s controls in mitigating the
above risk.
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We would like to thank all staff consulted during this review for their assistance and co-operation.
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Management Action Plan

Control Objective 1: There is an appropriate
budgeting model which reflects and supports the
structure and objectives of the organisation
including as set out per budgeting policies/
procedures.

1.1 Budgeting procedure

In order to review the budgeting model, we obtained the documentation created for the 2023/24 budget process.
The budgeting process commences with the establishment of a budget timetable and a planning process
flowchart of activities. This necessitates the development of a comprehensive roadmap that delineates the
procedures and timelines by which budgetary goals are to be achieved. Roles and responsibilities are also
assigned to ensure clarity regarding expectations.

The process begins with a thorough review of the current year's budget performance to date and follows a
structured approach that culminates in final Board approval.

We obtained a copy of the 2023/24 budget process flowchart and conducted a review to ensure that it
incorporates the requisite details, actions, and timelines necessary to facilitate the successful development of a
budget that aligns with the College’s strategic objectives.

Our review revealed that the 2023/24 budget planning process documentation includes SMART objectives
pertaining to budgetary goal-setting. It specifies precise timelines for completion and designates
individuals/departments responsible for budgetary decision-making.

However, management advised that the College does not have a procedural document which clearly defines
how budgets are to be monitored and managed throughout the year following approval.
Risk

There is a risk that budgets are not monitored frequently and in a consistent manner as budget holders have
not been provided with appropriate guidance which could result in financial loss and ineffective use of
resources.

Recommendation

The College should develop a detailed procedure covering the management and monitoring of budgets which
should include the following:

Clearly defined roles and responsibilities;
Arrangements for budget reporting and monitoring including frequency;
Investigation and reporting of variances and action to be taken; and

Details of the advice and support available to budget holders from the Finance team.
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. Grade 1
Management Action:

(Design)

Agreed.

We will extend the budget timetable to incorporate budget reporting and monitoring procedures and
support from the finance team. Investigation of variances and action to be taken is recorded through
minutes of meeting and Team task function.

Action owner: Head of Finance, Procurement and Student Funds Due date: 31 August 2023
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Control Objective 2: Budgets are subject to scrutiny
prior to the start of the year and authorisation by
senior management and the Board.

No reportable weaknesses identified

The budgeting process at the College involves a review procedure that engages the College Leadership Team
(CLT), Executive Leadership Team (ELT), and the Finance and General Purposes Committee (F&GPC) before
the budget is approved by the Board. The Vice Principal, Finance & Corporate Services and Head of Finance,
Procurement & Student Funds are responsible for drafting the initial budget, which undergoes a high-level
analysis by ELT and CLT.A meeting is held with all faculties and departments to discuss staff and non-staff
budgets. Following these meetings, a review of staffing requirements is undertaken by ELT. Subsequently, duties
are assigned to ensure that the budget achieves an improved position.

The second budget draft is presented at the CLT meeting, where a detailed line-by-line analysis is conducted
with agreed actions to achieve the desired position. A final review is then undertaken by ELT. The F&GPC then
reviews the budget to ensure it aligns with the organisation's objectives and recommends it for approval to the
Board.

To ensure that the budget receives appropriate approval and sign-off, we obtained relevant meeting minutes for
the CLT, ELT, and Board meetings. We reviewed the minutes, verifying the College’s process of scrutinising
the budget and taking corrective action. During the April 2022 ELT meeting, the Vice Principal updated the
team that the budget had an £800k deficit, and subsequent actions were assigned to bring the budget to a
break-even position. We then reviewed the CLT, F&GPC and Board meeting minutes and confirmed that senior
management and the Board appropriately scrutinised the budget before final approval.
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Control Objective 3: Budget performance is
monitored against financial targets with variations
promptly identified, investigated, and followed up.

No reportable weaknesses identified

An internal process has been established for monitoring budgets, albeit as stated at MAP 1.1 above, this has
not been formalised within a documented procedure. Management advised that monthly management accounts
are produced and reviewed by Management Forum which comprises ELT, CLT, Learning & Skills Managers
and Department Managers. The budget holders are responsible for managing and monitoring their own
budgets and report any issues to the Management Forum. Additionally, management accounts are presented
to the F&GPC and the Board on a quarterly basis, which include explanations of variances.

In 2022-23 the majority of the variances relate to shortfalls in the funding provided or the economic crisis.
Management advised these issues are often outwith the College’s control and very little can be done about
them. Where possible, corrective actions are agreed upon and assigned to individuals, who then rectify the
issue and report progress at the next meeting. When a deficit is forecast it is reported to the SFC.

To ensure that this control is operating, we reviewed the three monthly management accounts to firstly ensure
the inclusion of all the relevant information in relation to financial performance and variations. We found that the
management accounts were detailed and provided line by line variance commentary and highlighted why each
variance has occurred. Additionally, we reviewed the minutes for the F&GPC meeting to ensure senior
management is scrutinising the deficit highlighted in the management accounts and identifying remedial
actions. We confirmed this through review of discussions around the deficit and actions assigned.

Management explained that the ‘Task’ function within MS Teams is used to assign and log any actions arising
from ELT and CLT meetings and these are marked as complete once actioned. We confirmed that evidence of
open and completed actions is retained within MS Teams.
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Control Objective 4: Approved policies and
procedures for non-pay expenditure are in place, up
to date and available to all staff.

No reportable weaknesses identified

The College has established a comprehensive Procurement Policy and Procedure document that
encompasses all necessary information to facilitate the processing of non-pay expenditure. The policy

document provides detailed guidance on purchase order procedures and the consequences of policy breaches.

It is easily accessible to all staff members, enabling them to reference and apply the policy and procedure in
their day-to-day activities.

Our review of the policy and procedure confirmed that it is up to date and fit for purpose.
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Control Objective 5: Purchasing procedures in
practice reflect approved arrangements, with
appropriate use of purchase orders, approved
suppliers, and frameworks.

No reportable weaknesses identified

We evaluated the College's policy for new suppliers, which requires a justification for supplier selection,
identification of value for money, and other benefits to the College. The Procurement Department processes
requests for new suppliers to be created upon receipt of a fully completed form, and the Finance team adds the
supplier to the Finance System and PECOS if there are no issues.

We selected a sample of five new suppliers that were set up on the system within the last 12 months. We
confirmed that new supplier creation request forms and new supplier details forms had been completed for
each of these suppliers thereby demonstrating compliance with the College’s policy and procedure.

The purchasing process commences with the initiation of a purchase order in PECOS, which is reviewed and
approved in accordance with the delegated authority guidelines. Upon approval, the order is placed with the
supplier. Each Centre or Department assumes responsibility for the verification of goods received against the
purchase order retained in the system. We reviewed a sample of 24 purchases selected from the past 12
months and confirmed that the procedure had been followed with all purchase orders being appropriately raised
and authorised.

All actions are performed in the PECOS system, excluding orders placed by the canteen staff. Canteen staff
match off goods received based on the physical delivery note which is subsequently filed. To gain assurance
over this process, we obtained the delivery notes where applicable.
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Control Objective 6: Payments are supported by
appropriate documentation and are subject to review
and authorisation in line with the College’s scheme of
delegated authority.

No reportable weaknesses identified

The College utilises the PECOS system and the Sun accounting system to maintain a record of payments
made.

Once the goods received note is matched with the invoice and purchase order, the invoice is authorised for
payment and recorded in the SUN accounting system. This system is used to maintain records of all supplier
invoices for payment and accounting purposes. For the sample of 24 purchases selected, we confirmed their
accurate recording in the SUN accounting system. Furthermore, we confirmed the purchases had been
accurately recorded in the PECOS system with the invoices being matched to the appropriate purchase order
and goods received details prior to being authorised for payment in line with the College’s scheme of delegated
authority.
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Control Objective 7. Payments are made in a timely
and controlled manner for goods and services
confirmed as received.

No reportable weaknesses identified

The preferred method of payment to suppliers is through BACS. Management advised that a standard payment
term of 30 days is typically granted by suppliers.

We conducted testing of the College’s controls over BACS and online payments. The Finance Assistant is
responsible for the first level of approval, which includes uploading the BACS file into the bank and checking the
BACS file against the creditors report. The Head of Finance performs the second level of approval. In the
absence of the Head of Finance, the Finance Officer can complete the second level of approval. We selected a
sample of 24 payments and verified this process is in operation.

We also confirmed that payments had generally been made to suppliers in a timely manner. We identified three
purchases where the payments had exceeded the 30-day payment term. However, on investigation, we
discovered that there was a reasonable explanation for the delay in these payments being made.
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Appendix A — Definitions

Control assessments

Fundamental absence or failure of key controls.

Control objective not achieved - controls are inadequate or ineffective.

Y Control objective achieved - no major weaknesses but scope for improvement.

Control objective achieved - controls are adequate, effective and efficient.

| - |

Management action grades

*Very high risk exposure - major concerns requiring immediate senior
attention that create fundamental risks within the organisation.

'

*High risk exposure - absence / failure of key controls that create
significant risks within the organisation.

*Moderate risk exposure - controls are not working effectively and
efficiently and may create moderate risks within the organisation.

+Limited risk exposure - controls are working effectively, but could be
strengthened to prevent the creation of minor risks or address general
house-keeping issues.

. ;

azets.co.uk West Lothian College Core Financial Systems 12
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Action: For Attention Agenda Item 3.5

Paper 7

West Lothian College
8 June 2023

Audit Committee

COLLEGE ROLLING AUDIT ACTION PLAN

The College Audit Action Plan shows progress in implementing previously
agreed Internal Audit recommendations. The attached table shows the
position as at June 2023.

Action

The Committee is asked to note the latest position.

Jennifer McLaren
Vice Principal, Finance and Corporate Services
8 June 2023

AC/08062023/Sharepoint



2020-21 — (1 August 2020 - 31 July 2021)

Status June 2022 June 2023
Grade | Grade | Grade | Grade | Grade | Grade
4-5 3 1-2 4-5 3 1-2

Completed recommendations by extended
deadline (subject to Internal Audit Review) - - - - - -

Outstanding recommendations on target

Total
- 1 1 - - -
2021-22 — (1 August 2021 - 31 July 2022)
Status June 2022 June 2023
Grade | Grade | Grade | Grade | Grade | Grade
4-5 3 1-2 4-5 3 1-2

Completed recommendations by extended
deadline (subject to Internal Audit Review) - - - - - -

Outstanding recommendations on target

Total

AC/08062023/Sharepoint 1



2021-22

No | Audit Report Topic Report | Background Recommendation College Response Responsibility | Deadline Status Update/ Revised
Date Comments Deadline
Core financial systems May 2022 [The financial ledger is backed-up on Back-ups should be periodically tested to |As part of the investment in our Digital December September 2022
a daily basis, with information stored|ensure that back-up information can be |new Digital Infrastructure we |Infrastructure 2022
off site. The back-up process is the |successfully restored in the event of an  |will include restore testing on  |Manager Purchase order raised to
responsibility of the College’s IT IT/systems failure. \various systems every quarter. upgrade and maintain
department. Grade 2 'This will include core college Sun Business with
However, we were unable to confirm systems like SUN. We will also upgrade date still to be
that the back-up process is subject build in an Immutable backup scheduled.
to periodic testing to ensure that which effectively means this is
information can be successfully locked and cannot be changed, Table top cyber incident
restored in the event of IT in the event of a cyber attack exercise scheduled for
failure/loss of data. the data will be safe from 2nd September, with
Malware that encrypts data. these planned quarterly
The new Infrastructure project during 22-23.
is underway and will be in place
before staff return in August. November 2022
. Infrastructure migration

project complete, with
Virtual Private Network
(VPN) access to the
offsite backup and
disaster recovery centre
(DRDC) established.

A new server has been
commissioned for the
Sun Business upgrade,
which forms part of the
new infrastructure.
Backups will be taken
locally at the Civic Centre
Data Centre (CCDC) and
offsite at DRDC.

Arevised go live forthe  Jgg January
upgraded system has 2023

been set for January
2023, with a test restore
schedule to be
established from that
point.

March 2023

The migration of Sun
Systems into the colleges
new server infrastructure
was tested and completed
in December 2022 and is
now fully integrated into our
revised backup and disaster
recovery schedules with
\West Lothian Council.

AC/08062023/Sharepoint




Detailed work continues
with the finance team
around the porting,
amending and creation of
statutory and bespoke
reporting, with a revised “go
live” date expected for July |End July
2023. 2023

June 2023

No further update from End July
March 2023 2023

AC/08062023/Sharepoint




Action: To Note Agenda Item 3.6 (i)

Paper 8
West Lothian College
8 June 2023

Audit Committee

ANNUAL AUDIT PLAN 2022-23

Following the appointment of Audit Scotland as the college’s external auditors
for a five-year period commencing August 2022, an annual audit plan has
been prepared for the year ended 31 July 2023 and is attached to this paper.

The document summarises the audit approach, significant audit risks and
areas of key judgement. It also outlines the key communications with the

college during the course of the audit, accounting issues and other issues
considered to be of interest.

Action

The committee is asked to note the annual audit plan for the year ended
31 July 2023.

Jennifer McLaren
Vice Principal, Finance and Corporate Services
8 June 2023

AC/08062023/Sharepoint 1
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Introduction

Summary of planned audit work

1. This document summarises the work plan for our 2022/23 external audit of
West Lothian College. The main elements of our work include:

e evaluation of the key controls within the main accounting systems

e an audit of the annual report and financial statements, and provision
of an Independent Auditor’s Report

e an audit opinion on regularity and other statutory information
published within the annual report and financial statements including
the Performance Report, the Board of Governors Report and the
Remuneration and Staff Report

e reviewing the appropriateness of the disclosures in the governance
statement and the financial sustainability of the body and its services

e consideration of Best Value arrangements.
Audit Appointment

2. We are pleased to be appointed as the external auditor of West Lothian
College for the period 2022/23 to 2026/27 inclusive. You can find a brief
biography of your audit team at Appendix 1.

3. In the first year of the audit appointment, we invest significant time gaining
an understanding of your business and identifying and assessing the risks of
material misstatement to the financial statements. While we use our initial
assessment of risk to inform our planned audit approach, we keep our
assessment of risks under review as the audit progresses. We will inform you
of any significant changes in assessed risks and any resulting changes in our
planned audit work.

4. The audit team will actively engage with you over the course of the audit to
ensure our audit work continues to be focused on risk.

Adding value

5. We aim to add value to West Lothian College through our external audit work

by being constructive and forward looking, by attending meetings of the Audit

Committee and by recommending and encouraging good practice. In so doing,
we will help West Lothian College promote improved standards of governance,
better management and decision making and more effective use of resources.
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Respective responsibilities of the auditor and West Lothian
College

6. The Code of Audit Practice sets out in detail the respective responsibilities of
the auditor and West Lothian College. Key responsibilities are summarised
below.

Auditor responsibilities

7. Our responsibilities as independent auditors are established by the Public
Finance and Accountability (Scotland) Act 2000 and the Code of Audit Practice
(including supplementary guidance) and guided by the Financial Reporting
Council’s Ethical Standard.

8. Auditors in the public sector give an independent opinion on the financial
statements and other information within the annual report and financial
statements. We also review and report on the wider scope arrangements in
place at West Lothian College. In doing this, we aim to support improvement
and accountability.

West Lothian College’s responsibilities

9. West Lothian College is responsible for maintaining accounting records and
preparing financial statements that give a true and fair view.

10. West Lothian College has the primary responsibility for ensuring the proper
financial stewardship of public funds, compliance with relevant legislation and
establishing effective arrangements for governance, propriety and regularity that
enable them to deliver their objectives.


https://www.audit-scotland.gov.uk/publications/code-of-audit-practice-2021
https://www.audit-scotland.gov.uk/publications/code-of-audit-practice-2021
https://www.audit-scotland.gov.uk/uploads/docs/um/as_code_audit_guidance_21_supp.pdf
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Financial statements audit
planning

Introduction

11. The annual report and financial statements are an essential part of
demonstrating West Lothian College’s stewardship of resources and its
performance in the use of those resources.

12. We focus our work on the areas of highest risk. As part of our planning
process, we prepare a risk assessment highlighting the audit risks relating to
each of the main financial systems relevant to the production of the financial
statements.

Materiality

13. The concept of materiality is applied by auditors in planning and
performing the audit, and in evaluating the effect of any uncorrected
misstatements on the financial statements. We are required to plan our audit
to obtain reasonable assurance that the financial statements are free from
material misstatement. The assessment of what is material is a matter of
professional judgement over both the amount and the nature of the
misstatement.

Materiality levels for the 2022/23 audit

14. We assess materiality at different levels as described in Exhibit 1, including
materiality values.

Exhibit 1
2022/23 Materiality levels for West Lothian College

Materiality Amount

Planning materiality — This is the figure we calculate to assess the £471,000
overall impact of audit adjustments on the financial statements. Materiality

has been set based on our assessment of the needs of the users of the

financial statements and the nature of West Lothian College’s operations.

For the year ended 31 July 2023 we have set our materiality at 2% of

gross expenditure based on the audited financial statements for 2021/22.

Performance materiality — This acts as a trigger point. If the aggregate £353,000
of errors identified during the financial statements audit exceeds

performance materiality, this could indicate that further audit procedures

should be considered. Using our professional judgement, we have

assessed performance materiality at 75% of planning materiality.
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Materiality Amount

Reporting threshold (i.e. clearly trivial) — We are required to report to £24,000
those charged with governance on all unadjusted misstatements more

than the ‘reporting threshold' amount. We have set this at 5% of planning

materiality.

Source: Audit Scotland

Significant risks of material misstatement to the financial
statements

15. Our risk assessment draws on our cumulative knowledge of West Lothian
College, its major transaction streams, key systems of internal control and risk
management processes. It is informed by our discussions with management,
meetings with internal audit, attendance at committees and a review of
supporting information.

16. Audit risk assessment is an iterative and dynamic process. Our assessment
of risks set out in this plan may change as more information and evidence
becomes available during the progress of the audit. Where such changes occur,
we will advise management and where relevant, report them to those charged
with governance.

17. Based on our risk assessment process, we identified the following
significant risks of material misstatement to the financial statements. These
are risks which have the greatest impact on our planned audit procedures.
Exhibit 2 summarises the nature of the risk, the sources of assurance from
management arrangements and the further audit procedures we plan to
perform to gain assurance over the risk.

Exhibit 2
2022/23 Significant risks of material misstatement to the financial statements

Significant risk of material Sources of Planned audit response
misstatement assurance
1. Risk of material Owing to the nature e Assess the design and
misstatement due to fraud of this risk, implementation of controls over
caused by management assurances from journal entry processing.
override of controls management are L .

: A Make inquiries of individuals
As stated in International not applicable in this involved in the financial
Standard on Auditing (UK) Instance. reporting process about
240, management is in a inappropriate or unusual activity
unique position to perpetrate relating to the processing of
fraud because of journal entries and other
management’s ability to adjustments.

override controls that
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Significant risk of material Sources of Planned audit response
misstatement assurance

otherwise appear to be e Test journals at the year-end
operating effectively. and post-closing entries and

focus on significant risk areas.

e Consider the need to test
journal entries and other
adjustments during the period.

¢ Evaluate significant transactions
outside the normal course of
business.

¢ We will assess any changes to
the methods and underlying
assumptions used to prepare
accounting estimates compared
to the prior year.

e Substantive testing of income
and expenditure transactions
around the year-end to confirm
they are accounted for in the
correct financial year.

2. Valuation of land and e Discussions to be e Assess the approach the
buildings. held with external College has adopted for the

There is a significant degree of valuers. valuation of land and buildings.

subjectivity in the valuation of e Valuations

land and buildings. Valuations carried out every
are based on specialist and five years with
management assumptions and interim valuation
changes in these can result in at year three by
material changes to valuations. an external

Land and buildings are valuer.

formally valued by external
valuers every five years with
an interim valuation at year
three. There is no valuation
exercise planned for 2022/23.
Values may change year on
year, and it is important that
West Lothian College ensures
the financial statements
accurately reflect the value of
the land and buildings.

Source: Audit Scotland
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18. As set out in International Standard on Auditing (UK) 240: The auditor’s
responsibilities relating to fraud in an audit of financial statement, there is a
presumed risk of fraud over the recognition of revenue. There is a risk that
revenue may be misstated resulting in a material misstatement in the financial
statements. We have rebutted this risk as the maijority of funding is received
from the Scottish Funding Council. This funding is clearly communicated and
can be readily agreed to third party confirmations. As such this can be verified.
West Lothian College’s other income streams comprise of individually low
valued transactions, and we have concluded this limits opportunities to
manipulate the recognition of income in the financial statements.

19. In line with Practice Note 10: Audit of financial statements and regularity of
public sector bodies in the United Kingdom, as most public-sector bodies are
net spending bodies, the risk of material misstatement due to fraud related to
expenditure recognition may in some cases be greater than the risk relating to
revenue recognition. We have rebutted this risk as the main expenditure
streams of West Lothian College can be readily forecast based on a predictable
pattern of spend and comprise a high volume of low value items, for example,
staff costs. This limits the opportunities to manipulate the way expenditure is
recognised.

20. We have not, therefore, incorporated specific work into our audit plan in
these areas over and above our standard audit procedures.

Other areas of audit focus

21. As part of our assessment of audit risks, we have identified other areas
where we consider there are also risks of material misstatement to the financial
statements. Based on our assessment of the likelihood and magnitude of the
risk, we do not consider these to represent significant risks. We will keep these
areas under review as our audit progresses.

22. The areas of specific audit focus are:

e Valuation of Pension: The college is an admitted body of Lothian
Pension Fund and recognised a net pension asset of £2.3 million as at
31 July 2022. The asset requires the use of an actuarial methodology
based on a range of assumptions including financial and demographic
assumptions. These assumptions should reflect the profile of the
college’s employees and be based on appropriate data. This is an area
of audit focus because the methodology applied could have a material
impact on the net pension asset (or liability) accounted for in the
financial statements. The basis of the assumptions should also be
derived on a consistent basis year to year.

We will assess the scope, independence and competence of the
professionals engaged in providing estimates for pensions and review
appropriateness of actuarial assumptions and results including
comparison with other bodies. We will establish officer’s arrangements
for ensuring the reasonableness of professional estimations and the
accuracy of information provided to Lothian Pension Fund and the
Actuary.
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Wider Scope and Best Value

Introduction

23. The Code of Audit Practice (including supplementary guidance) sets out
the four areas that frame the wider scope of public sector audit. The Code of
Audit Practice requires auditors to consider the adequacy of the
arrangements in place for the wider scope areas in audited bodies.

24. The Code provides for the Auditor General and the Accounts
Commission to specify an alternative audit approach where an audited body
might be considered less complex due to its size and its limited financial
activity. The guidance sets out the criteria for auditors to use to determine if a
body is less complex and the audit approach to be adopted in such
circumstances. Having considered the guidance, we are content that the
West Lothian College meets the definition of a ‘less complex’ body.

Other work

25. In addition to the work above we consider challenges which are
impacting the public sector. In 2022/23 we will consider tackling climate
change and responding to cyber security threats.

Climate Change

26. Tackling climate change is one of the greatest global challenges. The
Scottish Parliament has set a legally binding target of becoming net zero by
2045 and has interim targets including a 75% reduction in greenhouse gas
emissions by 2030. The public sector in Scotland has a key role to play in
ensuring these targets are met and in adapting to the impacts of climate
change.

27. The Auditor General and Accounts Commission are developing a
programme of work on climate change. In 2022/23, we will gather information
on West Lothian College’s arrangements for responding to climate change
covering areas such as the development of climate change strategies and
the monitoring and reporting of progress against targets for reducing
emissions.

Cyber Security

28. There continues to be a significant risk of cyber-attacks to public bodies,
and it is important that they have appropriate cyber security arrangements in
place. A number of recent incidents have demonstrated the significant impact
that a cyber-attack can have on both the finances and operation of an
organisation. In 2022/23, we will consider West Lothian College’s
arrangements for managing and mitigating cyber security risks.


https://www.audit-scotland.gov.uk/publications/code-of-audit-practice-2021
https://www.audit-scotland.gov.uk/uploads/docs/um/as_code_audit_guidance_21_supp.pdf
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Duty of Best Value

29. Ministerial Guidance to Accountable Officers for public bodies and the
Scottish Public Finance Manual (SPFM) explain that accountable officers
have a specific responsibility to ensure that arrangements have been made
to secure Best Value. We will be carrying out a high-level review to confirm
that such arrangements are in place within West Lothian College.


https://www.gov.scot/publications/best-value-public-services-guidance-accountable-officers/
https://www.gov.scot/publications/scottish-public-finance-manual/
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Reporting arrangements,
timetable, and audit fee

Reporting arrangements

30. Audit reporting is the visible output for the annual audit. All Annual Audit
Plans and the outputs, as detailed in Exhibit 3, and any other outputs on
matters of public interest will be published on our website: www.audit-
scotland.gov.uk.

31. Matters arising from our audit will be reported on a timely basis and will
include agreed action plans. Draft management reports will be issued to the
relevant officers to confirm factual accuracy.

32. We will provide an independent auditor’s report to West Lothian College, the
Scottish Parliament and the Auditor General for Scotland setting out our
opinions on the annual report and financial statements. We will provide West
Lothian College and the Auditor General for Scotland with an annual report on
the audit containing observations and recommendations on significant matters
which have arisen during the audit.

33. Exhibit 3 outlines the target dates for our audit outputs, and we aim to issue
the independent auditor’s report by the statutory deadline of 31 December
2023.

Exhibit 3
2022/23 Audit outputs
Audit Output Target date Audit Committee
Date
Annual Audit Plan 25 May 2023 8 June 2023
Independent Auditor's Report 23 November 2023 30 November 2023
Annual Audit Report 23 November 2023 30 November 2023

Source: Audit Scotland



http://www.audit-scotland.gov.uk/
http://www.audit-scotland.gov.uk/
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Timetable

34. To support an efficient audit, it is critical that the timetable for producing
the annual report and financial statements for audit is achieved. We have
included a proposed timetable for the audit at Exhibit 4 that has been
discussed with management.

35. Covid-19 has had a considerable impact on the conduct and timeliness of
the audit. We recognise that it is in the best interests of public accountability to
get the reporting of audited accounts back to pre-pandemic timelines. We are
identifying ways to work more efficiently to expedite the 2022/23 audits whilst
at the same time maintaining high standards of quality.

36. We intend to take a hybrid approach to the 2022/23 audit with a blend of
onsite and remote working. We will continue to work closely with management
to identify the most efficient approach as appropriate and will keep timeframes
and logistics for the completion of the audit under review. Progress will be
discussed with management and finance officers over the course of the audit.

Exhibit 4
Proposed annual report and accounts timetable

@ Key stage Provisional Date

Latest submission date for the receipt of the unaudited annual By 6 October 2023
report and financial statements with complete working papers

package.

Latest date for final clearance meeting with the Director of 17 November 2023

Finance (or equivalent)

Agreement of audited and unsigned annual report and financial 20 November 2023
statements

Issue of draft Letter of Representation and proposed 23 November 2023
Independent Auditor’'s Report

Issue of Annual Audit Report to those charged with governance. 23 November 2023

Signed Independent Auditor’'s Report 5 December 2023

Source: Audit Scotland

Audit fee

37. In determining the audit fee, we have taken account of the risk exposure
of West Lothian College and the planned management assurances in place.
The proposed audit fee for 2022/23 is £24,710.
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38. Our fees have increased in 2022/23 and this is a reflection of the current
audit market and the rising costs in delivering high quality audit work. There
are increased regulatory expectations and risks placed on audit and its quality,
as well as a widening in the scope of work audit must cover.

39. In setting the fee for 2022/23 we have assumed that West Lothian College
has effective governance arrangements and will prepare comprehensive and
accurate accounts for audit in line with the agreed timetable for the audit. The
audit fee assumes there will be no major change in respect of the scope of the
audit during the year and where our audit cannot proceed as planned, a
supplementary fee may be levied.
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Other matters

Internal audit

40. It is the responsibility of West Lothian College to establish adequate
internal audit arrangements. We will review the internal audit plan and the
results of internal audit’'s work.

41. While we are not planning to place formal reliance on the work of internal
audit in 2022/23, we will review internal audit reports and assess the impact
of the findings on our financial statements and wider scope audit
responsibilities.

Independence and objectivity

42. Auditors appointed by the Auditor General for Scotland or Accounts
Commission must comply with the Code of Audit Practice and relevant
supporting guidance. When auditing the financial statements, auditors must
also comply with professional standards issued by the Financial Reporting
Council and those of the professional accountancy bodies. These standards
impose stringent rules to ensure the independence and objectivity of
auditors.

43. Audit Scotland has robust arrangements in place to ensure compliance
with these standards including an annual fit and proper declaration for all
members of staff. The arrangements are overseen by the Executive Director
of Innovation and Quality, who serves as Audit Scotland’s Ethics Partner.

44. The appointed auditor for West Lothian College is Brian Battison, Senior
Audit Manager. Auditing and ethical standards require the appointed auditor
to communicate any relationships that may affect the independence and
objectivity of audit staff. We are not aware of any such relationships
pertaining to the audit of West Lothian College.

Audit Quality

45. Quality is at the core of public audit in Scotland and is the foundation for
building consistency and confidence across all audit work. High quality audits
provide assurance, add value and can support public bodies to achieve their
objectives.

46. Until 2021/22, the applicable audit quality standard was International
Standard on Quality Control 1 (ISQC (UK) 1). This set out an audit practice’s
responsibilities for its system of quality control for audits.


https://www.audit-scotland.gov.uk/publications/code-of-audit-practice-2021
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47. ISQC(UK) 1 has been replaced by two new audit quality standards:
Internal Standards on Quality Management (ISQM (UK) 1) applicable from 15
December 2022 and (ISQM(UK) 2) effective for the 2023/24 audits. Work is
underway at Audit Scotland to meet the requirements of these quality
standards.

48. Audit Scotland is committed to delivering high quality audits. The
foundation of our quality framework is our Audit Guide, which incorporates
the application of professional auditing, quality and ethical standards and the
Code of Audit Practice (and supplementary guidance) issued by Audit
Scotland and approved by the Auditor General for Scotland. To ensure that
we achieve the required quality standards, Audit Scotland conducts peer
reviews and internal quality reviews. Additionally, the Institute of Chartered
Accountants of England and Wales (ICAEW) have been commissioned to
carry out external quality reviews.

49. As part of our commitment to quality and continuous improvement, Audit
Scotland will periodically seek your views on the quality of our service
provision. We welcome feedback at any time, and this may be directed to the
engagement lead.


https://www.audit-scotland.gov.uk/publications/code-of-audit-practice-2021
https://www.audit-scotland.gov.uk/uploads/docs/um/as_code_audit_guidance_21_supp.pdf
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Appendix 1. Your audit team

50. The audit team involved in the audit of West Lothian College have significant
experience in public sector audit.

Brian Battison Brian has considerable public sector auditing
Senior Audit Manager experience and has delivered external audit
services to a range of bodies including local
authorities, health boards, colleges, and central
government bodies.

bbattison@audit-scotland.gov.uk

Jennifer Law Jennifer has considerable experience in
Senior Auditor planning and delivering audits across the public
sector. Jennifer will work alongside the Senior

llaw@audit-scotland.gov.uk Audit Manager to deliver the audit.

51. The local audit team is supported by a specialist technical accounting team, all of whom
have significant experience of public bodies and work with accounting regulatory bodies.
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Terms of Reference

The Board has established an Audit Committee as a Committee of the Board
to support them in their responsibilities for issues of risk, control and
governance and associated assurance through a process of constructive
challenge.

1 Membership

1.1 Members of the Audit Committee and its Chair are appointed by the
Board and will consist of Board Members with no executive
responsibility for the management of the College.

1.2  Atleast one Committee Member should have recent, relevant financial
or audit experience but membership should not be drawn exclusively
from people with such a background.

1.3  The Chair of the Board of Governors must not be a member of the
Audit Committee.

2 Reporting

2.1 The Audit Committee will formally report to the Board after each
meeting. A copy of the minutes of the meeting will be the basis of the
report.

2.2  The Audit Committee will provide the Board with an Annual Report,
timed to support finalisation of the accounts and the governance
statement, summarising its conclusions from the work it has done
during the year.

3 Responsibilities
4.1 The Audit Committee will advise the Board on:

3.1.1 the strategic processes for risk, control and governance and the
governance statement

3.1.2 the accounting policies, the accounts and the annual report of
the college, including the process for review of the accounts
prior to submission for audit, levels of error identified, and the
letter of representation to the external auditors.

3.1.3 The planned activity and results of both internal and external
audit.
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3.1.4 The adequacy of management response to issues identified by
audit activity, including external audit’s management
letter/report.

3.1.5 The effectiveness of the internal control environment and of
external audit.

3.1.6 Assurances relating to the corporate governance requirements
for the organisation.

3.1.7 Proposals for tendering for internal audit services or for
purchase of non-audit services from contractors who provide
audit services.

3.1.8 Anti-fraud policies, whistle-blowing processes and arrangements
for special investigations.

3.2  The Committee will review relevant reports from the Scottish Funding
Council, Audit Scotland and other organisations.

3.3 The Committee will review the college’s key performance indicators.

3.4 The Committee will ensure that the college has systems and
procedures to achieve value for money and is economical, efficient and
effective in its use of public funding. This may require identifying
specific value for money studies.

3.5 The Committee will provide assurances to the Board that the college
has in place appropriate policies and procedures to promote and
safeguard the health and safety of staff, students and all stakeholders
and satisfies current legislation.

3.6  The Committee will also periodically review its own effectiveness and
report the results of that review to the Board.

4 Rights

The Audit Committee may:

41

4.2

Co-opt additional members for a period not exceeding a year to provide
specialist skills, knowledge and experience

Procure specialist ad-hoc advice at the expense of the organisation,
subject to budgets agreed by the Board.
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5 Access

5.1

Internal Auditors and External Auditors will have free and confidential
access to the Chair of the Audit Committee.

6 Meetings

The procedure for meetings is:

6.1

6.2

6.3

6.4

6.5

6.6

6.7

The Audit Committee will meet at least four times per year. The Chair
of the Audit Committee may convene additional meetings as deemed
necessary.

A quorum shall be one half of the members entitled to vote upon the
question before the meeting.

Audit Committee meetings will normally be attended by the Principal, a
representative of Internal Audit, Vice Principal (Finance and Corporate
Services) and a representative from appointed External Auditors.

The Audit Committee may ask any other officials of the organisation to
attend or assist it with its discussions on any particular matter.

The Audit Committee may ask any or all of those who normally attend
but who are not members to withdraw to facilitate open and frank
discussion of particular matters.

The Committee shall meet with the internal and external auditors
without the executive team present at least annually.

The Board may ask the Audit Committee to convene further meetings
to discuss particular issues on which they want the Committee's
advice.

7 Information Requirements

For each meeting, the Audit Committee will be provided with:

7.1

7.2

A report summarising any significant changes to the organisation’s risk
register.

A report from Internal Audit summarising:

e key issues emerging from Internal Audit work

¢ management response to audit recommendations

¢ significant changes to the audit plan

e any resourcing issues affecting the delivery of Internal Audit
objectives
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7.3 A quarterly report on Health and Safety

When appropriate, the Audit Committee will also be provided with:

o Proposals for the Terms of Reference of Internal Audit

. The Internal Audit Strategy

o Internal Audit’s Annual Opinion and Report

o External Audit Planning Memorandum

o Draft Annual Financial Statements

o External Audit Management Report/Letter

o Report on any proposals to tender for Internal Audit functions

The above suggests minimum requirements for inputs to be provided to the
Audit Committee. In some cases, more may be provided.

8 Review of Audit Committee Remit

This remit shall be reviewed on an annual basis. The next review will be June
2024.

Audit Committee Remit/draft 5



Agenda Item 8.1

Paper 12

WeS'l' Iolllhia n For Attention
college

AUDIT COMMITTEE SELF-ASSESSMENT
2022-23

Committee Audit

Self-Assessment Review Date June 2023

Code of Good Governance Element C: Accountability

Commiittee Self Reflective Feedback

Areas of Strength Areas for Development
1 How well do we deliver on our Financial Reports are regularly brought | New Committee Members to be
Outcome Agreement and fulfil the | to the Committee for scrutiny and developed to improve understanding of
responsibilities of our grant? approval. the requirements of the Scottish Funding

Council’s Financial Memorandum.
The Audit Committee receives reports
which are sufficiently clear and detailed
to enable scrutiny.

The Audit Committee approves the
annual Management Accounts.
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How effectively do we set the
appetite for risk and communicate
this to senior staff?

The Board of Governors participates in
an annual Risk Management
Workshop to set the Board’s appetite
for risk.

The Executive Leadership Team is
fully involved in the Risk Management
Workshop with Board Members.

How well do we ensure effective
risk management?

Audit Committee receives an update to
the Strategic Risk Register at each
meeting and is able to review risk
ratings on a regular basis.

Audit Committee is made aware of
escalating risks which are reviewed by
the Audit Committee and
recommendations made to the Board
of Governors.

The Audit Committee should set aside
protected time within the Committee

Agenda to enable more detailed review of
escalating risks.

How effectively does the Audit
Committee review governance, risk
and control frameworks and
engage with internal and external
auditors to complete on
recommended audit actions?

Governance, risk and control
frameworks are reviewed through
Committee agenda items at each
meeting.

The Audit Committee reviews the
Internal Audit Plan at each meeting.
This includes reviews of Student
Support Services and Annual Reports.

There is a review of the College Rolling
Action Plan at each meeting.

Improve Audit Committee participation in
completion of internal and external audit
action plans.
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Internal and external Auditors receive
Committee agenda and papers in
advance of each meeting and are able
to participate in meetings.

5 How effectively do we ensure the Audit Committee receives regular
college’s sustainability through reports from the Executive Leadership
efficient and effective use of funds | Team on funding. These are
and adequate monitoring and scrutinised by the Committee and
reporting on use of funds? recommendations made to the Board

of Governors.

Audit Committee receives quarterly
reports on Health and Safety,
Complaints and Infrastructure and
Cybersecurity for review and approval.

6 How well do we ensure compliance
with charitable status?

New Board Members do not have
sufficient understanding of compliance
with Charitable Status and longer serving
Member knowledge is out of date.

C: Accountability: Actions - Board Development Plan 2023-24

Code of Good | Action Action Lead Action Deadline

Governance

Element

C1 Carry out training on Scottish Funding Council | Vice Principal, Finance and Dec 2023
financial memorandum Corporate Services

C4 Audit Committee to include Audit Actions in Chair of Audit Committee Dec 2023
meeting agenda
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C6

Board Members

Carry out training on Charitable Status for all

Board Governance Advisor June 2024

Code of Good Governance Element D: Effectiveness

Commiittee Self Reflective feedback

Areas of Strength

Areas for Development

How well balanced is the Board
and Committees in terms of skills,
experience, independence, and
knowledge to fulfil their role
effectively?

Audit Committee membership was
reviewed in March 2023 following
recruitment of new Board Members to
ensure the Committee has appropriate
finance and audit skills and expertise.

How well do we ensure collective
responsibility for decision making
in the interests of the college and
managing conflicts of interest
appropriately?

Committee membership was reviewed
in March 2023 to maximise the number
of non-executive members in
attendance at meetings.

Committee Members conduct open,
honest and inclusive discussions which
work towards collective decision
making.

Where a conflict of interest has been
identified, Committee Members are
asked to leave the meeting.
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3 How effective is new board Board Member Induction was carried
member induction and training? out in April 2023.

New Board Members participate in
College Development Network Board
Member Induction training as a
mandatory part of their induction.

College Development Network Board
Member Induction events do not always
occur at a time convenient to Members
which can result in too lengthy a gap
between appointment and completion of
training.

D: Effectiveness: Actions - Board Development Plan 2023-24

dates for College Development Network
Board Member Induction Training

Code of Good | Action Action Lead Action Deadline
Governance

Element

D3 Committee Members to be provided with Board Governance Advisor September 2023

Code of Good Governance Element E: Relationships and Collaboration

Committee Self Reflective feedback

Areas of Strength

Areas for Development

1 How well do we work in partnership | During AY 2022-23 Audit Committee

at local, regional and national level Members participated in a series of

to develop agreed priorities and college presentations prior to each
inform education provision? committee meeting to learn more about

local and regional priorities and how
these inform college strategy.
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Audit Committee Members participate in
two Board Strategy Events per
academic year. In December 2022, the
Strategy Event included presentations
and discussion with the Scottish
Funding Council and Skills
Development Scotland, allowing Board
Members to better understand national
education priorities

2 How well do we achieve commonly
agreed outcomes through effective
consultation and partnership
working?

The college has strong partnership links
with the local authority and employers.
Audit Committee Members are informed
about how the college consults and
works with partners to achieve common
goals through papers brought to the
Committee, regular updates from the
Principal and presentations from Faculty
Directors.

Audit Committee Members should
engage directly with external partners to
better understand common priorities.

E: Relationships and Collaboration: Actions - Board Development Plan 2023-24

engagement with partner events

Code of Good | Action Action Lead Action Deadline
Governance

Element

E2 Develop a schedule for Committee Audit Committee Chair December 2023
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