West Lothian College
Audit Committee

Meeting Date: 23 June 2022: 2.30pm - 4.30pm
Venue: Zoom meeting.
Online details provided:
Ref | Agenda Item | Paper | Lead | Time
1. Committee Administration
11 Welcome and Apologies SC 2.30
1.2 Declaration of any Conflicts of Interest SC 2.32
1.3 Minutes of Previous Meeting 1 SC 2.33
14 Matters Arising 2 SC 2.35
2. Matters for Board Attention
None
3. Matters for Attention
3.1 Infrastructure and Cyber Security Update
(i) Information Systems and Digital Infrastructure Report 3 BD
3.2 Health and Safety Update
(i) Health and Safety Quarterly Report 4 EP
4.1 Internal Audit
Progress against plan and reports 5 DE
(i) Core Financial Systems
(i) Student Induction and Enrolment
(iii) Portfolio Planning
4.2 (i) College Rolling Audit Action Plan 6 JMcL
4.3 (i) External Audit Strategy Memorandum 7 JMcL
4.4 External Audit Appointment 2022-2023 to 2026-2027 Verbal JMcL
4.5 Key Performance Indicators:
(i) Complaints Report 8 SE
5. Matters for Information
5.1 Sector Update Verbal | DE/LN | 3.40
6. Any Other Business SC 4.00
Review of Committee, Supporting Papers
Any matters for escalation or update of Risk Register? LA 4.10
8. Date of Next Meeting: 15 September 2022 SC
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Action: For Approval Agenda Item 1.3

Paper 1
West Lothian College
23 June 2022

Audit Committee

A pre-meeting was held to meet members of the Eco House Project Team, who gave
an overview of the new Eco House Project. Presentation was welcomed, and a follow
up meeting is planned for a future Board Meeting.

Minute of the Meeting of the Audit Committee of the Board of Governors held on
Thursday 3 March 2022 at 10.30am via Zoom online.

Present: Richard Lockhart (Chair)
Lynne Hollis
Colin Miller
Seonaid Crosby

In attendance: Jackie Galbraith (Principal and Chief Executive)
Alex Linkston (Board Chair)
Sarah-Jane Linton (Vice Principal, Learning and Attainment)
Jennifer McLaren (Vice Principal, Finance & Corporate Services)
Simon Earp (Vice Principal, Performance & Improvement)
Bill Dunsmuir (Head of Information Systems and Digital
Infrastructure) — Item 4.1 on Agenda
David Eardley (Azets, Internal Auditors)
Emily Purdie (Health and Safety Officer) — Item 4.2 on Agenda
Lesley Aitkenhead (Board Governance Advisor)
Lucy Nutley (Mazars, External Auditor)

1 Welcome/Apologies

The Chair welcomed everyone to the meeting, and gave a special welcome to
Virginia Toyi as a new Board Member and observer. Sue Cook gave apologies
due to illness.

2 Declarations of Interest
There were no declarations of interest.
3 Minute of Meeting of 2 December 2021

The Minute of the meeting of the Audit Committee of 2 December 2021 was
approved, with some minor amends noted.

4 Matters Arising from Minute of Meeting of 2 December 2021

All actions were on track, or recommended to close. Action A8 was agreed to
close, and further detail was captured in the minute of the previous meeting on
16 September 2021 to confirm closure of action A9.
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West Lothian College
23 June 2022

5 Infrastructure and Cyber Security Report

The Head of Information Systems and Digital Infrastructure joined the
committee to present Paper 3.

The committee welcomed the report and the updates provided in relation to
Information Security and Digital Infrastructure.

The committee welcomed the continued investment in digital capacity, following
a full review of the asset registers in the last quarter 2020-21. The presenter
was asked if the college will meet the IT needs of students and confirmed that
the additional 210 laptops on order will satisfy current demand.

The presenter advised of ongoing discussions with West Lothian Council in
terms of disaster recovery (DR) and plans to expand current capacity, with an
increase from 2 to 3 servers at the Civic Centre and development of a new DR
site in Bathgate. When completed, this work will reflect an increase in capacity
and security.

The presenter advised that the college continues to invest in skilled resource
with the appointment of a new Chief Information Security Officer who brings
industry experience of Cyber Threat Intelligence.

The committee agreed that this was timely given the increased global threat
and welcomed the appointment.

Committee members advised that they had attended the College Development
Network Cyber Security Conference on 2 March 2022 and found it to be
beneficial.

Action 1: The Board Governance Advisor will share the link to the video
recording of the event with all Board Members, for information.

The presenter advised that the college has increased the current threat level,
to be prudent, but there is nothing in existing information sources to suggest
that the threat has increased for the college sector or West Lothian.

The presenter advised of the work to consolidate existing student data from a
range of systems to a central platform. Initial feedback has been positive and
is aimed at providing greater insight and access to predicative data, aimed at
improving the student experience, and reducing the administrative overhead of
staff.
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The committee asked about the risk of increased FOI or GDPR breaches from
the capture and use of personal information and was advised that a Data
Protection Impact Assessment has been completed and confirmed that the
change of approach is included in the current Privacy Notice, and no further
action is required.

The committee thanked the presenter for the report and update and noted the
significant effort involved in reducing the level of risk for the college.

6 Health & Safety Report — Quarterly Report

The Health & Safety Officer presented Paper 5 covering the period October to
December 2021. COVID continues to be a main focus and impacts daily
activity, with an increase in walk arounds completed in the last quarter. The
presenter advised that the college continues to attend external sector updates
on COVID and has delivered a range of staff experience health and wellbeing
workshops, including epilepsy training.

It was noted that additional training is required for fire marshals but this is in
plan for the next quarter. An update will be included in the next quarterly report
in June 2022.

All risk assessments are complete and the committee were advised that a
revised plan on updating procedures was now completed and matters arising
A5 is now closed. The committee thanked the presenter for the significant effort
in updating the procedures, during a period of significant change.

7 Health & Safety Report — Annual Report

The Health & Safety Officer presented Paper 4 highlighting the annual data
collection for 2018 to 2021. The committee noted the paper and the significant
effort of the Health and Safety Officer in ensuring the college kept up to date
with changing regulations, throughout the pandemic.

9 College Rolling Plan

The Vice Principal, Finance & Corporate Services presented Paper 6 for
information. The committee was asked to approve a revised deadline for audit
action 4, Business Continuity and Disaster Recovery. The committee asked for
clarity on the revised deadline and were advised that the action was originally
agreed as 31 October 2021, then moved to November 2021 and is now
proposed for closure in 30 April 2022.

The move in date is to align with the wider programme of work that is ongoing
in terms of the development of a DR site and is not considered to increase the
risk to the college.
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23 June 2022

10

The committee asked that Paper 6 is updated to make it clear what the
committee is being asked to approve. The committee noted approval of the
revised date, subject to the updated paper.

Action 2: The Vice Principal, Finance & Corporate Services will update Paper
6 to reflect the required approval and will ensure that future reports to Audit
Committee are clear in terms of required approval.

The committee asked about an agenda item on Internal Audit Reports and was
advised that a report was due to this committee but has been delayed and will
be presented to the June 2022 Committee. The committee suggested that a
standing agenda item is included that requires Azets, the college’s internal
auditors, to give an update on progress on planned audits, and any delays as a
standing agenda item. The committee were advised that the audit plan was on
track to complete by the end of May and suggested a meeting to confirm plans
for an annual risk workshop in June 2022.

Action 3: The Board Governance Advisor will update the agenda to include a
standing agenda item for Azets to provide a brief update on progress on
planned audits.

Action 4: The Vice Principal, Finance & Corporate Services will agree a date
for a Risk Workshop with Azets and the Chair of the Audit Committee.

Complaints Report

Vice Principal, Performance and Improvement presented Paper 7 as a report of
all the complaints reported from 1 November 2021 to 31 January 2022. The
presenter advised of a small amend on the paper to show that the Level 2
complaint was upheld. The committee discussed whether any underlying
trends could be identified, but were assured that there was no pattern or trend.
The committee noted the report and asked that future reports include any
notable trends.

Action 5: The Vice Principal, Performance & Improvement will update Paper
7 and the format of future reports to include trends and to remove the underlying
detail

The committee asked if there were any other KPI reports that should be
presented to the Audit Committee that were not currently covered.

Action 6: The Vice Principal, Performance & Improvement will review KPI
reporting to all committees to ensure all current KPI data is being appropriately
reported.
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11

11

16

18

18

19

Self-Evaluation of Audit Committee

The Board Governance Advisor asked if there were any comments on the
effectiveness of the committee and nothing was noted.

Sector Update

Audit and External Audit Teams advised of a sector update, including a recent
update from Audit Scotland, which highlighted the key areas of concern across
the industry. This included financial sustainability, delivery of credit targets and
capital funding (linked to financial sustainability). The committee was advised
that a Sector Overview Report is expected to be published next month and is
likely to include the issues noted above, particularly on the impact of short-term
funding, and issues relating to a lack of investment in estates. The Principal
advised that the risks highlighted in the Sector Update were discussed at the
Board Committees and are under management by the college.

AOB

The committee asked for an update on the current industrial action and the
potential impact to the college, if a resolution is not agreed. The Principal and
Board Chair provided an update on the current situation.

Review of Meeting, development plan and supporting papers

Committee members discussed the papers, presentations and meeting and
commented on the quality of papers and updates provided. The committee
noted the importance of ensuring the increasing risks are covered at the Board.
Points were noted around the shortened agenda and papers, which was
considered a positive, but with a preference for more trend/KPI reporting.

Committee members welcomed the pre-meeting with the Eco House Project but
reflected on whether the Committee should consider which areas of the college,
linked to the Strategic Risk Register, that could attend future meetings.

Matters for Escalation

The risks associated with the current global threat should be noted and
escalated to the Board, for inclusion in the Strategic Risk Register.

Date of Next meeting

23 June 2022

Signed

Date
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ACTION: To Discuss

West Lothian College

Matters Arising - Board & Committees - Action Tracker

Agenda Item 1.4
Paper 02

Date: 23 June 2022

Board/Committee

Meeting

Ref

Source

Action

Owner

Priority

Target Date| Status [Update

Audit

16-Sep-21

A6

Health & Safety Report

The BGA will arrange for all Board Members to have access to mandatory training on PREVENT for
completion.

BGA

The action has been included in a wider project to update MOODLE for
Board Member information. Guidance has been issued to all Board
Members on how to access and use Moodle, with access to specific
training material. The action will be closed and covered as part of
annual 121 Reviews for all Board Members.

30-May-22

Strictly Private Confidential




Action: For Attention Agenda Item 3.1 (i)

Paper 3

West Lothian College
23 June 2022

Audit Committee

INFORMATION SYSTEMS AND DIGITAL INFRASTRUCTURE
Introduction

This paper provides an update on key projects completed or underway in the 2021-
22 academic year and an outline on planned activity for the first quarter of 2022-23.

DIGITAL INFRASTRUCTURE
Digital Capacity

Discussions with academic and support areas have concluded, relating to curriculum
and estates plans for 2022-23. An update of the asset registers is ongoing, taking
account of equipment received during 2021-22 and kit currently on order for 2022-
23.

In preparation for 2022-23

Further orders processed since March 2022, has added another 230 laptops to the
asset register, with an additional investment of £105,000 delivered from 2021-22
core student funding.

Our ongoing commitment to modernise audio visual capacity saw £48,000 of new
equipment ordered from 2021-22 core funding, to be installed across the college
estate as part of the scheduled summer works.

Planned for commissioning early September - two new fully functional teams
meeting spaces will be created on the top floor of No1 on the square, able to host
hybrid, fully remote or onsite meetings at a cost of £12,000.

A proposal to create a new “state of the art” hybrid learning and teaching area has
been approved to be located within No 5 on the square. The room will provide a fully
fitted Teams collaboration area and is planned to come on stream during 2022-23,
with an evaluation planned prior to a further expansion of these new areas across
the college campus.
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SFC funding for digital capacity 2022-23

Further to the publication of SFC final funding allocation final we have been allocated
£76,288 for digital learning support during 2022-23.

MS Teams Integration

During 2021-22, the Office365 - including MS Teams — platforms have provided
critical support to staff and students with the hybrid model of learning and teaching.

Whilst timetabling for 2022-23 indicates a predominate return to on campus learning,
these platforms will continue to be supported and developed as part of ongoing
learning and business continuity.

Teams telephony

A deeper look at Teams Telephony integration has been under consideration during
the last 12 months and a £30k budget has been identified to commence the project
for implemetation during 2022-23. This will see the replacement of our current
tradational phone system with a fully integrated model, running on the Teams
platform which will provide key functionality to further support hybrid working.

Server Infrastructure — server replacement project and disaster recovery

Further to a detailed consultation with West Lothian Council over the last 9 months
and the conclusion of an options appraisal exercise, the college has made
arrangement to procure, test and migrate our current server infrastructure hosted at
West Lothian Council’s (the Council) Civic Centre Data Centre (CCDC) to a new
compute and storage infrastructure.

Backups will be stored locally of the live services at CCDC, with the addition of offsite
backups stored at the council’s disaster recovery data centre (DRDC) located in
Whitehill Service Centre (WSC) in Bathgate.

To ensure complete disaster recovery in the event of a total loss at CCDC an additional
“‘warm” standby server will be installed, with an additional offline backup which is
immutable i.e. data is fixed, unchangeable and can never be deleted.

Planning meetings with the council are underway, with a full migration scheduled to

be in place by mid-August, ahead on the new session.
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Cyber Security

The college received single supplier approval from SFC, to secure a CISOaas —
Chief Information Security Officer - as a service in January 2022, providing 27 days
of dedicated and specialist support over 9 month period.

Meetings with the CISO and the digital infrastructure team have progressed well over
the past 5 months, with a full policy and procedure review competed and a revised
cyber security risk register developed, following the NIST - National Institute of
Standards and Technology - cyber security framework.

https://www.nist.qgov/cyberframework

Detect

Protect Respond

Identify

Recover

NIST

Cybersecurity
Framework

The register has been tailored to the Cyber Risk Technical Assessment (CRTA)
conducted in late May 2021, providing a more meaningful and focussed gap analysis
report.

The Microsoft A5 campus licence has now been purchased and in the process of
planned roll out, critically this upgrade provides the college with enhanced endpoint
security and the ability to update college devices with anti-virus software connected
to the network more efficiently, which use Microsoft applications.

Helpdesk
Following a successful procurement process in Q4 for 2021, the college has now
purchased, tested and implemented a new enterprise wide helpdesk solution called

TOPdesk.

Key benefits of new helpdesk include a self-service portal for users to track jobs,
incident and asset management and dashboard and reporting capabilities.
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The final piece of setup is being prepared to allow Estates to also operate through
the same application. This means staff can access both departments from the one
portal when support is required, and being cloud based is fully accessible off campus
to further support hybrid working.

INFORMATION SYSTEMS
Information Systems Team Changes

A new Information Sysems Officer joined the Information Systems team in January
2022 and has been working on moving forward a number of the projects identified
by the Systems Review Group.

The work undertaken to improve processes, remove repetitive data entry and ensure
data is validated on entry has led to efficiencies being realised across the student
records and enrolment area of the Information Systems team and allowing the wider
team to undertake additional support tasks and work in relation to projects identified
by the Systems Review Group as being priorities for the college.

Curriculum Planning/Builder - System and Process Change

The curriculum building elements have been rolled out and successfully deployed.
Additional support and training is being offered to users where necessary. The
implementation of this ensures validation of entered data and speeds up the
processes removing manual keying elements that could result in erroneous data.

The planning element is being verified against the current curriculum plan for 2022-
23 to allow for the system to be fully deployed for the 2023-24 curriculum planning
cycle.

Student Risk Register

The college has for some time kept a risk register in each faculty. This information
has never been stored in a single place and had a consistent method. This has now
been built into Staff Advantage, using templates from Hairdressing and Beauty
Therapy areas which were seen as best practice.

This has been built and tested and was deployed live with lecturers involved with
January 2022 start courses being used to live test and provide feedback before
moving to all courses from 2022-23 academic year. This single point and consistent
collection can therefore be used to automate the communication process to support
services who can provide feedback and ensure a full picture is shown.
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Additional work is being undertaken to automate the population of this Risk Register
from application and enrolment data, such as care experience flag and those who
have identified they are struggling with mental health and wellbeing on the
questionnaire that all students are asked to complete on enrolment.

Further demonstrations to the learning and attainment group have been undertaken
and we are working on providing documentation and video guides for this.

Workforce Development Enrolments

Enrolments for our workforce development students are one of the few areas still to
be moved online. The complicated mix of unit choice and fee responsibility means
this is a change that has not been easy to implement.

A process review has been undertaken by Education Software Solution (ESS)
providing options for this. The Information Systems team have taken this and
produced process maps, wireframes and prototypes which were recently presented
to the Systems Review Group and we are ensuring that those who would use the
system are fully involved in the building of this system.

We are hopeful of having this in place and working by Christmas 2022. Doing so
would mean that we would be the first college in Scotland to be able to introduce a
system that allows for enrolments in this way.

Systems Integration

The Information Systems team have been working on integrating the core student
records system (unit-e) with other systems including, but not limited to, Moodle,
Office 365 improvements, Smart Assessor, SQA (in relation to gathering past
qualification data), VTCT and other new awarding bodies.

Schools to College Transition Information

Amendments have been made to the schools portal allowing schools to provide
information about an applicant’s additional support needs in advance of them
enrolling on to a course. This will help facilitate a smoother process for students
transitioning from school to college.

Data Science and Business Intelligence

Development in Power Bi continues during 2021-22, with Office365 data being

collected and work progressing to refine the models used for reporting, prescriptive
and predictive analytics.
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Reporting on the revised curriculum planning and building tool is being implemented
within Power Bi and scheduled for the first quarter of the 2022-23 academic year.

As part of our vision to increase future adoption of PowerBl and make data driven
decision making easily accessible to staff, initial steps have been taken to produce
improved dashboard interfaces allowing users with a range of technical capabilities
to find and interrogate data relevant to their roles.

Our new data scientist took up their post in December 2021 and has settled well into
his new role. Initial projects include the creation of new tools enabling Faculty
Directors and Learning and Skills Management to identify courses at greatest risk of
not meeting enrolment targets.

The implementation of predictive analytics as we move ahead demonstrates the
potential for a proactive approach to student support. This approach enables the
real-time identification of issues that lead to withdrawals and partial successes.
While currently in its preliminary phase, this method promises to provide valuable
data to staff in identifying students most in need of assistance.

Systems Review Group

Project leads have been assigned to projects to provide clarity on reporting
responsibilities for 2021-22. Good progress has been made throughout the projects
allocated via Systems Review Group and an exercise will be undertaken soon to
update progress on these projects and add any additional projects that have been
identified.

A major online services project, which combines the application and enrolment
processes for students, has been completed and was launched in early December,
coinciding with the launch of recruitment to the 2022-23 cycle. The amalgamated
service is more transparent and reduces the overhead on students in time and
complexity, whilst supplying critical information and providing us with more insights
into our applicants. Additional work was undertaken in March 2022 to gather career
goal information from applicants allowing us to see where students intend to
progress onto after their current course and allowing course tutors to better support
students in achieving their goals.

Action
The committee is asked to note the paper.
Bill Dunsmuir

Head of Information Systems and Digital Infrastructure
23 June 2022
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Health and Safety Quarterly Report

January to March 2022

Author: Emily Purdie Health and Safety Officer
Date: June 2022
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Introduction

This report provides an overview of the health and safety standards at West Lothian
College from January to March 2022. During this period all social distancing restrictions
were removed but staff and students were still required to wear masks and adhere to
hand hygiene. Additional cleaning and Co2 monitoring of rooms continued.

Accidents, Incidents, Near Misses and Investigations

The monitoring, recording and reporting of accidents, incidents and near misses are a
legal requirement that the college actively promotes across the campus. As well as
meeting our legal obligation, it allows us to identify where and how risks arise. Each
report is fully investigated by the college Health and Safety Officer. Appendix 1 shows
details of all investigations during this period.

During this reporting period there have been 12 HSF1 forms completed relating to first
aid/accidents/incidents and near misses. In the same period in 2021 there were 2 HSF1
forms completed but the periods are not comparable due to lockdown. Certain work-
related injuries, cases of disease and near misses must be reported to the Health and
Safety Executive (HSE). None required to be reported during this period.

Data Collection 2022 to date.
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Health and Safety Management

The following arrangements are in place to control health and safety risks in order to
meet the legal requirements and show commitment to all stakeholders:

Health and Safety Committee

Last HS and E Committee meeting was held on | 9" March

Minutes from meeting have been posted on Yes

Sharepoint

Total Action points raised 12

Actions Raised against H and S officer | 3 H and S officer 0
currently outstanding

Next meeting scheduled for 8" June 2022

Employer’s Liability Insurance

Zurich Employers Liability Insurance Expires in August 2022

Interventions

HSE Inspections in the last 12 months

Improvement Notices issued in last 12 months

Prohibition Notices issued in last 12 months

[ellel{e]le)

Improvements issued by Fire Service in last 12
months

Risk assessments

Number of risk assessments due for review

Number of new Risk assessments. 1 x maternity assessment
1x staff safety risk assessment
3 x DSE assessment

Number of generic risk assessments due for All reviewed
review
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Fire Risk Assessment

Fire Risk Assessment in place Yes

Review Date October 2022
Health and Safety Policy

Policy Statement approved by Jackie Galbraith
Next Review date November 2022
Responsibilities currently unassigned 0

Health and safety Procedures Review date
Accident / Incident reporting December 2023
Lone Working February 2023
Inspection and Auditing February 2023
Emergency Evacuation September 2023
Work Placement August 2022
Excursions February 2023
COSHH December 2023
First Aid February 2023
Lock out / Tag out February 2023
Noise at Work February 2023
Business Continuity Policy Framework July 2022
Counter terrorism February 2023
Fire Safety Actions

Outstanding actions related to fire inspection 0

Overdue actions related to fire inspection 0

Last emergency evacuation drill (daytime) 29 April 2022
Last emergency evacuation drill (evening) 10t May 2022
Next emergency evacuation drill (daytime) October 2022
Next emergency evacuation drill (evening) October 2022

Scheduled events

Monthly CDN health and safety meetings continued with colleges and HSE to discuss
changes to Covid guidance and health and safety related issues. Good practice is
regularly shared and the potential move back to quarterly meetings has also been
discussed.

Fortnightly meetings between Health Protection Scotland, college and universities
moved to monthly due to the de-escalation of Covid measures. Testing and test and
protect ceased after April.

The H and S officer is attending monthly technician meetings with the Faculty of
Construction, Engineering and the Built Environment due to this being a high-risk area.

Zurich Insurance carried out a college business impact session with the college
management team, feedback is being used to inform business continuity plans.

Police Scotland Organised Crime and Counter Terrorism Unit came on site and
delivered Counter terrorism training to the Estates staff and receptionist. The training

4
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looked at the roles the Estates team play and how to react to a terrorism threat. There
was also a second session covering Postal threats and Mail handling where examples
were shown to staff on how to identify potential threats.

Staff Engagement

Throughout the quarter staff resilience training continued to be promoted and
delivered.

In February a staff wellbeing day was held.

Health promotion was undertaken to mark World Cancer Day in February and a
no smoking day on 10th March.

In March financial wellbeing information was shared with staff.

An employee discount ‘corporate membership’ was made available to staff with
Xcite West Lothian (sports and leisure centre provider).

The Hybrid Working Project Group continued its work and a staff accommodation
plan and a ‘people and communication’ guide were devised to be in place for the
new academic year.

Social activities undertaken included a staff 2021 quiz and a ‘spotlight’ on new
starts, introducing themselves to colleagues

People development

In February the college held Wellbeing Wednesday focus day to complement the other
range of wellbeing initiatives staff can access.

Learning and development activities have been sourced, delivered or supported in the
following subject areas during this quarter:

Epilepsy awareness training

Deaf awareness workshops

Emergency First Aid at Work

Resilience Workshops

Fire Marshal Training (50 identified fire marshals to be trained)
Evacu-Rite Chair Training (scheduled for May 2022)

Risk assessment training for new staff

Student Mental Health

The main issues are currently

mental health difficulties
alternative assessment arrangements support

5
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academic support

personal issues e.g. domestic abuse, family dynamics, bereavement
support for attendance and keeping students on-track

signposting where external agency input is needed e.g. homelessness
safeguarding support

Changes to Legislation/Guidance/Building Changes

The Scottish Government published the COVID strategic framework which showed
changes to legal requirements with a move to voluntary towards the end of this
reporting period.

Weekly recording and monitoring of staff and students’ positive results or those who
were self-isolating continued during this period.

Estates works which started during this period:

An extension to the main entrance to No. 1 on the square
Extension and enhancement of the engineering workshop
A new digital health suite

A reconfiguration of the former executive suite

New Washing machines and tumble dryers were added outside next to building no 2 to
be accessed by staff and students.

Work also started on two new outdoor smoking shelters at either end of the campus.

Consultations and Internal Audits or Walk round inspections.

Internal audits and walk round inspections haven’t happened due to Covid workload but
have been scheduled to start in the next period.

Covid cases

The following positive Covid cases were reported during this quarter. All of the cases
were reviewed and were found to be through community transmission.

Staff - 116

Students - 218
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Appendix 1 — Health and Safety Officers Investigation Findings

No. | Date Accident/Incident/ | HSF1 Detail Investigation
near miss
1 24/01/2022 | First aid Student felt very light headed and | No Further action
almost fainted in the kitchen as
hadn’t eaten. First aider
attended and he had a glass of
water and ate something.
2 24/01/2022 | First aid Student felt like he was going to H and S to discuss with
have a seizure. First aider department care plan
attended and after a while got a
lift home.
3 26/01/2022 | Student Student hit her hand with a No further action
hammer hurting left thumb,
advised by first aider to go to
A and E or minor injuries for X-ray
if still in pain. Dad came to pick
student up.
4 26/01/2022 | Accident There was a pile of wood stacked | No further action.
on the floor for a project Student
stepped on the wood and a piece
slipped causing her to fall onto
the pile. She got up quickly and
said she was ok. Hurt her left
elbow. No first aid required
5 27/01/2022 | Accident Tripped heavily from foot Member of staff had
catching electrical socket cover. opened the cover to
Jarred left knee. Taken painkillers | plugin laptop and
to ease swelling and pain. hadn’t closed it properly
Continued working. —H and S officer
discussed with the team
importance of closing
the lid properly as not
to cause a trip hazard.
6 30/01/2022 | incident After storm Corrie the estates After investigation the
technicians went onto campus to | frame that had blown
see if there was any damage. over had not been
There was an outdoor classroom | bolted to the concrete
blown over, the frame had hit floor as the bolts had
and damaged building no 3 sign not arrived from the
and roof section knocked over a suppliers All three
tree. There was also damage to canopies were now not
two other outdoor classrooms - able to be used and
Estates team made area safe until | dismantled and
the next day they could be scrapped due to the
dismantled before staff and storm.
students arrived on site.
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01/02/2022

First aid

Student punched the floor in
frustration hurting knuckles.
First aider attended with
antiseptic wipes and plasters.

No further action

21/02/2022

First aid

Student was complaining of a
sore left knee. First aider advised
them to appointment with his GP
or go to A and E for an X-ray. Also
advised to rest his leg until he
was collected.

No further action

10/03/2022

First aid

Student felt unwell after lunch.
Student was given some water to
drink and some fresh air.

Advised if he didn't feel better
later to contact his GP but
expected him to improve.

No further action

10

21/03/2022

First aid

Student was self-harming arm
when a member of staff caught
her. She had several flesh wounds
on her arm. First aider attended
and placed a dressing.

Referred to Support for
Learning

11

23/03/2022

First aid

Student was having problems
breathing and has previous
medical history. First aider
attended and advised to go home
but stayed in class until GP
appointment that day.

No further action

12

23/03/2022

First aid

Student working with pallet, foot
went down the gap, resulting in
pain and swelling. First aider
attended and applied ice pack,
student rested and did not carry
on with activity.

No further action
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Action: For Attention Agenda Item 4.1

Paper 5

West Lothian College
23 June 2022

Audit Committee

INTERNAL AUDIT

Internal Audit Programme 2021-22

The internal audit programme for 2021-22 has been fully completed. Four
reviews were undertaken between January and May 2022. The following
three reports are presented to the committee:

Core Financial Systems

Assurance has been gained that the college has robust policies and procedures in place
for both financial ledger and payroll processes, which reflect good practice and have
been generally well designed.

Student Induction and Enrolment

The review concluded that the college has good student induction and enrolment
processes in place. There are clear plans covering cross-college induction and the
course faculty induction, tailored to the course and student concerned. Appropriate use
is made of social media and the “Keep Warm” campaign helps to ensure consistent
communication with students prior to induction. Weekly posts via the Student
Association Teams Page provides appropriate and up to date information following
induction.

Portfolio Planning

Assurance has been gained that the college has generally well designed and
effective portfolio planning arrangements in place in the areas subject to
review. In particular, the college has a clear portfolio planning timeline and
documented policy for additions to the curriculum.

Management responses to the recommendations are provided within each of
the reports.

The final internal audit report for 2021-22 (Student Support services — mental
health and wellbeing) will be presented to the committee in September 2022.

Internal Audit Programme 2022-23

The internal audit programme for 2022-23 was agreed by the committee in
June 2021 and is set out below.
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Action: For Attention

West Lothian College

Agenda Item 4.1

Paper 5

23 June 2022

Review

Outline scope

Budget setting and monitoring

Review the budget setting and monitoring
arrangements in place, to inform monitoring,
scrutiny and challenge

Purchasing and payables

Evaluate procedures in place for non-pay
expenditure and related payments

Poverty funding

Scrutiny of the programme and resources
received/expended

Staff induction and onboarding

Review the processes and procedures for
inducting and on-boarding staff. The review
will include consideration of the recent
changes to the induction programme for
lecturers

IT support helpdesk

Review the effectiveness of the processes
around IT support provided to staff and
students. The review will consider both
proactive and reactive support and will
consider how the IT team engages with
those who need support

Risk management workshop — Support the risk management process, through
a facilitated risk workshop/risk support with key college personnel.

Detailed scope and objectives will be agreed with the Executive Leadership
Team and the timing of the reviews will be reported to the Audit Committee at
the meeting scheduled for September 2022.

Action

The Committee is asked to comment on the reports and note the position with
regard to the internal audit programmes for 2021-22 and 2022-23.

Jennifer McLaren

Vice Principal, Finance and Curriculum Services

23 June 2022
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West Lothian College
Internal Audit Report 2021/22

Core Financial Systems

Executive Summary
Management Action Plan

Appendix A — Definitions

Audit Sponsor Key Contacts
Jennifer McLaren, Vice Fiona Hudson, Head of Finance,
Principal — Finance and : Procurement and Student Funding

Corporate Services Derek O’Sullivan, Head of HR &

People Development

i Audit team

David Eardley, Director

Gillian Callaghan, Senior Audit

Manager

Eilidh Kerr, Internal Auditor
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Executive Summary

Conclusion

West Lothian College has robust policies and procedures in place for both financial ledger and
payroll processes, which reflect good practice and have been generally well designed. We have
identified some areas for improvement focusing on the consistent application controls, primarily in
relation to control account reconciliation and review of payroll amendments.

Background and scope

Robust core financial systems are fundamental to the financial health and success of any organisation. As a
public sector body, West Lothian College is accountable for the proper use of public funds. In order to ensure
the economic, efficient and effective use of these monies, it is essential that the College has robust processes
and procedures in place.

The purpose of this audit was to identify and appraise the adequacy, reliability and effectiveness of the internal
control systems surrounding the financial ledger and payroll and expenses.

We reviewed the appropriateness of the financial ledger for recording all financial transactions, ensuring
completeness and integrity.

We also evaluated and tested the controls in place over the administration of the payroll, including standing
changes to payroll data. This also included testing of expense claims. The College’s payroll function is
outsourced to West Lothian Council.
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Control assessment

8 - Green

1- Amber

2 - Yellow

1. Financial Ledger - Journals input into the ledger are
suitably authorised and control accounts are maintained to
ensure the accuracy of data held within the ledger

2. Financial Ledger - The financial ledger is subject to
sufficient and appropriate access controls and back-up
procedures

= 3. Financial Ledger - Regular reconciliations of
key/suspense accounts are performed and checked

m 4. Financial Ledger - Bank reconciliations are reviewed and
signed off appropriately

m 5. Payroll and expenses - Payroll payments are made to
valid employees only, at the correct and authorised rate

6. Payroll and expenses - Changes to payroll standing data
(including starters, leavers and processing of salary
changes) are authorised and processed on a timely basis

m 7. Payroll and expenses - Only valid travel and subsistence
expenses are paid at the correct and authorised rate

= 8. Payroll and expenses - Payroll and expense payments,
and related deductions (HMRC, pension funds), are made in
a timely manner, with accurate recording in the financial
ledger

Improvement actions by type and priority

Control Design

B Grade 4

Grade 3

Grade 2

B Grade 1

Control Operation

Four improvement actions have been identified from this review. See Appendix A for definitions of colour

coding.

azets.co.uk

West Lothian College Core Financial Systems

2



Key findings
Good practice
We have gained assurance that WLC’s procedures reflect good practice in a number of areas, including:

The Finance Procedure Manual clearly documents the processes involved in performing bank
reconciliations, handling payroll and expense claims.

The Service Level Agreement with West Lothian Council clearly defines the roles and responsibilities of
both the College and the Council in the provision of payroll services.

There are appropriate controls in place to ensure appropriate and authorised travel and subsistence
expense payments are made.

Areas for improvement

We have identified a number of areas for improvement which, if addressed, would strengthen the control
framework. These include:

Ensuring the control account reconciliations are performed in a timely manner, in line with documented
control arrangements.

Periodic testing of system back ups.

More robust and proactively demonstrable evidence of review checks on new start and payroll
amendments.

These are further discussed in the Management Action Plan below.

Impact on risk register

The WLC corporate risk register included the following risk relevant to this review:
Risk 3.1 Financial Management

The findings of our review have identified improvement actions which will strengthen the College’s controls in
mitigating the risk.

Acknowledgements

We would like to thank all staff consulted during this review for their assistance and co-operation.
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Management Action Plan

Control Objective 1: Journals input into the ledger

are suitable authorised and control accounts are AT
maintained to ensure the accuracy of data held

within the ledger.

1.1 Control account reconciliations

Control account reconciliations should generally be carried out by the Finance team on a monthly basis.
However, as a result of the pandemic and unavoidable staff absence, this has not consistently been the case
over the last two years.

We reviewed a sample of control account reconciliations which had been performed and confirmed that clear
segregation of duties had been observed within the reconciliation process and that the reconciliations had been
performed in a timely manner. However, beyond this testing, it was also noted (beyond the immediate sample)
that there were a number of reconciliations that had yet to be performed for previous months.

Risk

Whilst we acknowledge management’'s comments regarding the pandemic and staff absence, the failure to

perform reconciliations in a timely manner increases the risk of fraud and/or errors going undetected, which
could lead to financial loss and/or erroneous representation of the financial transactions and balances of the
College.

Recommendation

Control account reconciliations should be brought up to date. Going forward, reconciliations should be
performed each month in a timely manner.

Management Action: Grade 3
(Operation)

Agreed, control account reconciliations are performed monthly with the inconsistency due to

pandemic resolved.

Action owner: Head of Finance, Procurement & Student Funding Due date: Complete
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Control Objective 2: The financial ledger is subject
to sufficient and appropriate access controls and Yellow
back-up procedures.

2.1 Back-up testing

The financial ledger is backed-up on a daily basis, with information stored off site. The back-up process is the
responsibility of the College’s IT department.

However, we were unable to confirm that the back-up process is subject to periodic testing to ensure that
information can be successfully restored in the event of IT failure/loss of data.

Risk

Valuable information may not be able to be successfully restored in the event of IT failure/loss of data. This
may impair historic and/or current financial records and adversely impact robust financial reporting and
analysis.

Recommendation

Back-ups should be periodically tested to ensure that back-up information can be successfully restored in the
event of an IT/systems failure.

Management Action: Grade 2
(Design)

As part of the investment in our new Digital Infrastructure we will include restore testing on
various systems every quarter. This will include core college systems like SUN. We will also
build in an Immutable backup which effectively means this is locked and cannot be changed,
in the event of a cyber attack the data will be safe from Malware that encrypts data.

The new Infrastructure project is underway and will be in place before staff return in August.

Action owner: Digital Infrastructure Manager Due date: December 2022
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Control Objective 3: Regular reconciliations of
key/suspense accounts are performed and checked.

No reportable weaknesses identified

Regular reconciliations take place which are reviewed by the Head of Finance. Via Microsoft Teams, we
reviewed the purchase control desk/day book which holds accounts payable data before being posted into the
ledger. Any discrepancies are identified and queried at this step and there is a column designated to identify
who has posted the transaction and the date it was posted.

We confirmed that the reconciliation work has been performed regularly, with appropriate segregation of duties
involved in the process.

azets.co.uk West Lothian College Core Financial Systems
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Control Objective 4. Bank reconciliations are
reviewed and signed off appropriately.

No reportable weaknesses identified

Finance staff perform bank reconciliations on a monthly basis, with appropriate review and sign off duties
clearly defined. We reviewed a sample of 3 monthly bank reconciliations and were able to confirm that the
reconciliations had been performed and reviewed by separate individuals, and that they had been signed off by
an appropriate member of the Finance team.
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Control Objective 5: Payroll payments are made to
valid employees only, at the correct and authorised
rate.

No reportable weaknesses identified

There is a Service Level Agreement in place with West Lothian Council. We reviewed this document and
confirmed that it captures relevant and appropriate information expected. The SLA defines the roles and
responsibilities of both the College and the Council in regards to the payroll process. The College is ultimately
responsible for ensuring accurate information on each employee is uploaded onto the shared iTrent system,
and the Council is responsible for the calculation of payroll for each employee. The monthly payroll report
produced by the Council is reviewed by the College to ensure that only valid employees are being paid at the
correct and authorised rate. We reviewed a sample of pay runs and confirmed that the amounts reconciled to
the monthly payroll report.

azets.co.uk West Lothian College Core Financial Systems
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Control Objective 6: Changes to payroll standing vellow
data (including starters, leavers and salary changes)
are authorised and processed on a timely basis

6.1 New start forms —recording of review

New Start form information is entered by a member of the HR team, then transferred onto the shared iTrent
system. This should then be reviewed by another member of the HR team, and signed off to evidence as such.

Of a sample of eight New Start forms tested to confirm that there was clear segregation of duties in place and
that the information had been accurately entered onto the iTrent system, four forms did not clearly record this
secondary sign off.

Risk

There is a risk of inaccurate data being entered onto the payroll system, with lack of evidence to readily
demonstrate controls have been implemented as designed. Any errors could lead to financial loss if undetected
and not corrected.

Recommendation

The appropriate signature and date of secondary checks on New Start forms should be clearly and consistently
recorded.

Management Action: Grade 2
(Operation)

This is something that should already have been in place. The full team, and in particular HR

Assistants, were reminded of this in a minuted team meeting of 17t March.

Action owner: Head of HR & People Development Due date: Complete
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6.2 Amendments to standing data

Approved payroll amendments are collated and recorded by a member of the HR team, to then be reviewed
and uploaded by a HR Business Partner (HRBP).

We tested a sample of eight amendments to confirm that the information recorded on the master spreadsheet
had been accurately entered onto the shared iTrent system in a timely manner, along with appropriate review.
We were able to confirm that the information had been successfully entered accurately and on a timely basis,
but did not have clear and proactive evidence of documented review taking place.

Risk

There is increased risk of inaccurate or fraudulent if changes to payroll data are not reviewed, resulting in
financial loses.

Recommendation

We recommend that it is recorded when the HRBP reviews the changes on the spreadsheet and reviews the
amendments made to the payroll system.

Grade 2

Management Action: (Design)

In March extra columns were added to the change spreadsheet for the HRBP who has
performed the check to record their name to confirm

Action owner: Head of HR & people Development Due date: Complete
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Control Objective 7: Only valid travel and
subsistence expenses are paid at the correct and
authorised rate

No reportable weaknesses identified

West Lothian College has a comprehensive travel and subsistence policy in place. This includes details of the
process for claiming and authorising expenses. All expense claims must be supported by the appropriate
documentation and a completed expense form, before being sent through to the Finance team was processing
and payment.

We tested a sample of eight travel and subsistence expenses and were able to confirm that the relevant
supporting documentation had been provided and there had been appropriate authorisation in line with
requirements.
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Control Objective 8: Payroll and expense payments,
and related deductions (HMRC, pension funds), are
made in a timely manner, with accurate recording in
the financial ledger

No reportable weaknesses identified

As per the Service Level Agreement, West Lothian Council sends a Monthly Payroll Report to the College on a
timely basis. The Finance Officer utilises this document to ensure payments are made appropriately to HMRC
and the College pension funds.

We tested a sample of three months transactions and confirmed sufficient processes in place to ensure that
these payments were made in a timely manner and were accurately recorded.
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Appendix A — Definitions

Control assessments

Fundamental absence or failure of key controls.

Control objective not achieved - controls are inadequate or ineffective.

Y Control objective achieved - no major weaknesses but scope for improvement.

Control objective achieved - controls are adequate, effective and efficient.

| - |

Management action grades

*Very high risk exposure - major concerns requiring immediate senior
attention that create fundamental risks within the organisation.

'

*High risk exposure - absence / failure of key controls that create
significant risks within the organisation.

*Moderate risk exposure - controls are not working effectively and
efficiently and may create moderate risks within the organisation.

+Limited risk exposure - controls are working effectively, but could be
strengthened to prevent the creation of minor risks or address general
house-keeping issues.

. ;
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Executive Summary

Conclusion

The College has good student induction and enrolment processes in place. There are clear plans
covering cross-college induction and the course faculty induction, tailored to the course and student
concerned. Appropriate use is made of social media and the “Keep Warm” campaign helps to ensure
consistent communication with students prior to induction. Weekly posts via the Student
Association Teams Page provides appropriate and up to date information following induction.

One area for improvement relates to covering induction and enrolment more sufficiently and overtly
in survey feedback. This will help provide further, valuable student insight and assist in identifying
areas for continuous improvement.

Background and scope

The process of enrolling and being inducted into the College may be a daunting, exciting and/or somewhat
unchartered experience for students. This stage in the learner journey could crystallise initial impressions of the
College and set the tone for each learner’s formative weeks and months. Accordingly, it is important that new
students feel valued, informed and as comfortable as possible with the enrolment and induction arrangements.
As well as being key in impression-forming, this is a time and resource intensive process so there are clear
benefits from optimising efficiency and effectiveness.

As part of the Internal Audit Plan 2021/22, we have carried out an internal audit of Student Induction and
Enrolment. As part of this, we have considered how - once successful in application/admission - learners are
inducted and enrolled within the College and how their initial experiences and orientation are managed.
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Control assessment

4 - Yellow

m 1. There are SMART enrolment and induction plans in
place that clearly define roles and responsibilities and
provide relevant training/reference material to support a
smooth process

m 2. There is a clear flow to the College's enrolement and
induction, including communication, appropriate use being
made of IT and online mechanisms, signage (where in
person) and timetabling

m 3. There is sufficient support and reference material to help
new students understand the range of services available to
them and how best to access these services

4. There is a feedback process in place, to support student
feedback and to inform continuous improvements across
all key aspects of enrolment and induction

Improvement actions by type and priority

Control Design

B Grade 4
Grade 3
Grade 2

B Grade 1

Control Operation

One improvement action has been identified from this review, elating to control design. See Appendix A for

definitions of colour coding.

azets.co.uk
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Key findings
Good practice

We have gained assurance that West Lothian College’s procedures reflect good practice in a number of areas,
including:

The College has an Admissions and Enrolment Policy and Procedure document, which clearly defines
the roles and responsibilities of staff throughout the process, from application through to induction.

Induction plans are created prior to the summer before students are due to arrive, and this gives a clear
outline of what is to be expected. All relevant staff are also given induction briefing plans which help to
ensure lecturers are aware of the mandatory elements to be covered. More recently, this has included
information on COVID safety procedures for those attending in person.

The “Keep Warm” campaign helps to ensure that all new and returning students are kept in regular
contact with the College throughout the summer months. The emails contain valuable information for
students such as timetables, student funding and contact details for student support services.

Areas for improvement

We have identified one area for improvement which, if addressed, would strengthen West Lothian College’s
control framework. This relates to:

Developing and expanding the existing student survey to ensure sufficient feedback is obtained in
relation to the induction and enrolment processes. This will help the College to identify aspects of the
processes that are operating well and where potential improvements could be made.

These are further discussed in the Management Action Plan below.

Impact on risk register

The WLC corporate risk register included the following risks relevant to this review:

Risk 2.1 Delivery of the curriculum plan
Risk 2.2 Delivery of high quality learning, teaching and learning support
Risk 2.3 Student engagement

Risk 2.4 Retention of staff and students

We have identified one improvement action which will help strengthen the College’s controls in mitigating the
above risks.
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We would like to thank all staff consulted during this review for their assistance and co-operation.
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Management Action Plan

Control Objective 1: There are SMART enrolment
and induction plans in place that clearly define roles
and responsibilities and provide relevant training/
reference material to support a smooth process.

No reportable weaknesses identified

The College’s Admissions and Enrolment Policy and Procedure documentation clearly defines the roles and
responsibilities of all staff involved in induction and enrolment. In addition, there is an induction plan which is
drafted well in advance of students being welcomed to the College. This highlights the mandatory elements to
be communicated to students during induction, such as Student Support Services available, an introduction
from the Student Association, and library information. Staff are also made aware of the format of the induction
via an induction briefing, which assists in facilitating the process.

The second half of the induction is the course faculty induction, tailored and specific to the course being taken
by the student. Throughout the induction period, students who attend their sessions will automatically become
enrolled and will then be given prompts with their individual College log in details for the online systems to be
used. Materials are provided to help students complete this process, including use of infographics online for
logging into the College Microsoft Teams page.

azets.co.uk West Lothian College Student Induction and Enrolment
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Control Objective 2: There is a clear flow to the
College’s enrolment and induction, including
communication, appropriate use being made of IT
and online mechanisms, signage (where in person)
and timetabling.

No reportable weaknesses identified

The College’s “Keep Warm” campaign helps to ensures a clear flow of communication with students. From
application and over the summer months prior to induction, the marketing team regularly engages with students
via email. Key information is communicated such as access to timetables, contact details of student support
services, information on student funding, and links to information on the College website. The College also
utilises social media platforms such as Facebook, Instagram and Twitter to communicate key information
ahead of induction.

The College previously created a retention calendar, although this has been superseded by a new process
which we were able to review for student retention for the 2021/22 academic year. This new process involves
various departments holding weekly meetings to construct messages to be posted on the Student Association
Microsoft Teams Page, to which all students have access. This is visible to all students throughout the College,
so they are being consistently provided with relevant and up to date information.
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Control Objective 3: There is sufficient support and
reference material to help new students understand
the range of services available to them and how best
to access these services.

No reportable weaknesses identified

Alongside the student support and student association induction, there is also a Student Handbook made
available to all students attending the College. We reviewed and confirmed that the handbook details the
various support services offered and where on campus these can be accessed. We also reviewed the College’s
YouTube platform which also contains multiple videos offering information on the student support services
available, and campus tours to further aid students in accessing the services available. We confirmed that the
videos available to students contained appropriate information for those joining the College.

There is also a Support for Learning Assistant assigned to each full-time course, who liaises with lecturers on a
regular basis in order to identify any students who require additional support that was not declared during
induction. For a sample of students, we were provided with confirmation from management demonstrating that,
where applicable, additional support had been identified and was being provided to the students.
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Control Objective 4. There is a feedback process in

place, to support student feedback and to inform Yellow
continuous improvements across all key aspects of
enrolment and induction

4.1 Student Feedback

The College currently carries out a student survey organised by the Student Association (formally known as the
Sparkle Survey). This survey runs during the academic year and gathers appropriate feedback from students
which is then collated into a report and discussed with the Learning and Teaching Committee. This allows for
action plans to be determined and implemented in accordance with the feedback obtained. However, there is
little focus on feedback on the induction and enrolment processes.

We reviewed the current induction survey deployed by the marketing team and found that the questions tended
to have a strong focus on marketing and advertisements, as opposed to obtaining student opinion on the
induction and enrolment processes/experience. Whilst there were a few induction questions included, they are
closed questions and as such do not provide much insight into the students’ opinion and underlying insights.
Further, we were advised that the feedback is not formally reported to senior management or the Learning and
Teaching Committee as standard.

Risk

There is a risk that the College is unable to ensure continuous improvement within its student enrolment and
induction processes, if it does not obtain and act upon student feedback. The College may impair the student
experience as a result.

Recommendation

More overt focus on aspects of the induction and enrolment process should be considered within student
surveys. This information should then be analysed and reported on within the College, with action plans created
and implemented.

Grade 2

Management Action: (Design)

Marketing and the Student Association will revise the survey of students to be completed by
end of August 2022, to include qualitative and quantitative questions on the induction
experience and include the results of this survey and actions in reporting to the Learning and
Teaching Committee.

Action owner: Head of Quality, Student Support and Learning Resources Due date: end August 2022
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Appendix A — Definitions

Control assessments

Fundamental absence or failure of key controls.

Control objective not achieved - controls are inadequate or ineffective.

Y Control objective achieved - no major weaknesses but scope for improvement.

Control objective achieved - controls are adequate, effective and efficient.

| - |

Management action grades

*Very high risk exposure - major concerns requiring immediate senior
attention that create fundamental risks within the organisation.

'

*High risk exposure - absence / failure of key controls that create
significant risks within the organisation.

*Moderate risk exposure - controls are not working effectively and
efficiently and may create moderate risks within the organisation.

+Limited risk exposure - controls are working effectively, but could be
strengthened to prevent the creation of minor risks or address general
house-keeping issues.

. ;
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Executive Summary

Conclusion

We have gained assurance that West Lothian College has generally well designed and effective
portfolio planning arrangements in place in the areas subject to review. In particular, the College has
a clear portfolio planning timeline and documented policy for additions to the curriculum. We have
identified two minor opportunities for improvement to enhance controls in place.

Background and scope

The College has flexibility over how it plans and shapes its portfolio so that it best meets the needs of learners.
The portfolio can be amended in terms of the subject type, student type, full time/part time, duration etc. It is
important that the College understands the educational demands of its current and potential students and
adapts its portfolio accordingly.

We reviewed the College’s approach to portfolio planning, including how the College utilises internal and
external information to shape its future portfolio and meet key stakeholder expectations and requirements.
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Control assessment

= 1. The College’s portfolio is aligned to the Outcome
Agreement

m 2. The College has undertaken internal and external
analysis to identify strengths, opportunities, stakeholder
expectations and any additional requirements

m 3. Changes to existing portfolio are fully investigated in
terms of impact on workforce, timetabling considerations
and cost versus benefit

m 4. There is a formal, robust approval process for amending
the College’s portfolio and changes are appropriately
communicated both internally and externally

Improvement actions by type and priority

3 B Grade 4
Grade 3
2
Grade 2
B Grade 1
1
0

Control Design Control Operation

Two improvement actions have been identified from this review. See Appendix A for definitions of colour
coding.
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Key

findings

Good practice

azets.co.uk

In November 2020, the Learning and Teaching Committee noted the revised process for reviewing the
curriculum as well as approving the curriculum plan for 2021/22 and draft articulation maps. The
curriculum planning process includes a curriculum planning timeline, setting out the key stages in the
process.

The College curriculum is directly aligned with the Regional Outcome Agreement (ROA). The Learning
and Skills Team meets monthly to discuss and identify the impact of the Regional Skills Assessment
(RSA) on the College’s ROA and portfolio. The College’s involvement with the West Lothian
Community Planning Partnership helps ensure West Lothian regional requirements are identified and
considered as part of the ROA and portfolio planning processes.

A ‘curriculum planning event’ was held in October 2020 to gather opinion on how curriculum planning
could be improved in terms of resources used and stakeholders engaged with this area. The College
analysed results and used this information to prepare the 2021/22 curriculum.

Students are asked to complete the SPARKLE survey to provide feedback on strengths, opportunities
and expectations about their courses and College experience. Results are collated by the Student
Association and issued to Faculty Heads with proposed actions to be agreed and implemented.

Each Faculty Team is responsible for completing a self-evaluation of Learning and Teaching for all of
its courses on a biannual basis. The self-evaluation includes consultation between both staff and
students to ensure student course feedback is obtained. Self-evaluation results and course KPIs, which
include early withdrawals and successful completion rates, are analysed to identify areas of concern
and a course action plan is agreed and implemented to improve the performance of the College’s
portfolio.

The College consults with a wide range of external stakeholder groups, including the West Lothian
Community Planning Partnership and its Steering Group, as well as Employer Advisor Groups, to
provide an employability perspective on its curriculum planning. The College also has the Economic
Recovery Group with representatives from West Lothian Council, Skills Development Scotland and
Developing Young Workforce to direct curriculum plans.

The College has an Approval of Learning Course Policy and Procedure which sets out the process the
College must follow when changes to the approved portfolio are required. Portfolio amendment
proposals must be fully analysed and considered by an Approvals Panel, comprised of members of the
College Senior Management Team, the Quality and Learner Services Team, and an appropriate
external representative (such as the Chamber of Commerce). The Approvals Panel analyse
cost/benefit of portfolio proposals after which approved amendments are referred to the College’s
Learning and Teaching Committee for scrutiny and final approval.
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Areas for improvement

We have identified two minor areas for improvement which, if addressed, would strengthen the College’s
control framework:

Formalising a Terms of Reference (ToR) for the Learning and Skills Management Team; and

Reviewing and approving the Approval of Learning Course Policy and Procedure document per its
review cycle.

These are further discussed in the Management Action Plan below.

Impact on risk register

This review encompasses a humber of risks across the College’s Risk Register (dated June 2021) but is
particularly relevant to:

Risk 2.1 (delivery of the curriculum plan); and

Risk 2.2 (delivery of high quality learning, teaching and learning support).

We have identified two improvement actions which will strengthen the College’s controls in mitigating the risks.

Acknowledgements

We would like to thank all staff consulted during this review for their assistance and co-operation.
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Management Action Plan

Control Objective 1: The College’s portfolio is
aligned to the Outcome Agreement

1.1 Learning and Skills Management Team ToR

The College’s assigned Regional Outcome Agreement (ROA) Manager attends Learning and Skills
Management Team meetings. These are held monthly, to discuss progress towards achieving ROA targets as
well as student numbers on campus to inform the curriculum planning process.

We have reviewed recent agendas of the group and the action log kept. However, there are currently no Terms
of Reference for the group which set out its purpose and remit (including to cross-refer the agenda/business in
practice against).

Risk

There is a risk that the group does not cover all business required to help best align the curriculum to the ROA,
or that there is lack of shared understanding as to what the specific role, remit and responsibilities of the group
are. This could impair decision making and/or achievement of outcomes. In particular, newer staff members
may not be aware of the full responsibilities.

Recommendation

Whilst there appears to be a generally shared understanding in practice, the College should formally document
the Terms of Reference of the Learning and Skills Management Team and communicate these to relevant staff.
These should be reviewed regularly to reflect current practice and priorities of the group.

Management Action

ToR completed

Action owner: Vice Principal- Learning and Attainment Due date: N/A
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Control Objective 2: The College has undertaken
internal and external analysis to identify strengths,
opportunities, stakeholder expectations and any
additional requirements

No reportable weaknesses identified

The College regularly monitors performance of courses against Scottish Funding Council Performance
Indicators, including enrolment numbers, withdrawal rates, and successful course completion rates. There is
also consideration of student feedback when planning the curriculum, and the College will formally consider
making revisions to course structures to address any specific challenges and difficulties identified by students.

The College has processes to maintain effective relationships with a range of external stakeholder groups,
including the Local Employability Partnership, the Chamber of Commerce, and the West Lothian Community
Planning Partnership. The College engages in regular dialogue with regional employers through its provision of
Employer Advisory Groups. These relationships help enable the College to gather information which can be
used to shape the College portfolio in response to current labour and skills requirements within West Lothian
and beyond.
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Control Objective 3: Changes to existing portfolio are
fully investigated in terms of impact on workforce,
timetabling considerations and cost versus benefit

No reportable weaknesses identified

The College has robust processes in place for making amendments to the curriculum. For course additions, an
Application for Course Approval form must be completed which includes the need for clear documentation of
the perceived future benefits and the anticipated costs of the portfolio course to be considered. This includes
analysis of the staffing and estates requirements associated with the course. When removing courses from the
curriculum, the Learning and Skills Team considers previous demand, attainment, regional skills analysis and
relevance, as well as employer demand before reaching a decision.

We undertook curriculum amendments testing and, from our sample of five cases, confirmed that Application
for Course Approval forms were in place where necessary and clear cost benefit analysis had been undertaken
by the Approvals Panel in all cases.
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Control Objective 4: There is a formal, robust
approval process for amending the College’s portfolio
and changes are appropriately communicated both
internally and externally

4.1 Approval of Learning Course Policy Review

The Approval of Learning Course Policy and Procedure document clearly sets out:
responsibilities of College staff with respect to the approval of learning courses;
the procedure for internal approval of all learning courses; and
the procedure for the external approval of all learning courses.

The document was last reviewed in March 2018 and was due to be reviewed and approved again in March
2021. We reviewed the minutes from the Board and Learning and Teaching Committee for the relevant period
but were unable to identify evidence of any such review.

Risk

There is a risk that the policy does not reflect current practice, leading to possible inconsistencies in approach
and failure to properly consider the impact of changes to the curriculum and/or not reflecting good practice
developed since the last policy iteration.

Recommendation

We understand COVID-19 has had a delaying impact and the policy is pending review/approval. Once
reviewed, we recommend the document is presented to the appropriate group for final, formal approval.

Management Action

The policy and procedure has been updated and will be presented to the Executive
Leadership Team by the end of June.

Action owner: Head of Quality, Student Support & Learning Resources Due date: End June

azets.co.uk West Lothian College Portfolio Planning
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Appendix A — Definitions

Control assessments

Fundamental absence or failure of key controls.

Control objective not achieved - controls are inadequate or ineffective.

Y Control objective achieved - no major weaknesses but scope for improvement.

Control objective achieved - controls are adequate, effective and efficient.

| - |

Management action grades

*Very high risk exposure - major concerns requiring immediate senior
attention that create fundamental risks within the organisation.

'

*High risk exposure - absence / failure of key controls that create
significant risks within the organisation.

*Moderate risk exposure - controls are not working effectively and
efficiently and may create moderate risks within the organisation.

+Limited risk exposure - controls are working effectively, but could be
strengthened to prevent the creation of minor risks or address general
house-keeping issues.

. ;
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2020-21 — (1 August 2020 - 31 July 2021)

Status June 2021 June 2022
Grade | Grade | Grade | Grade | Grade | Grade
4-5 3 1-2 4-5 3 1-2
- - 1 - - -
Completed recommendations by extended
deadline (subject to Internal Audit Review) - - - - - -
Outstanding recommendations on target
- - 3 - 1 -
- - - - - 1
Total
- - 4 - 1 1

College Rolling Plan/230622/Sharepoint 1




2020-21

No | Audit Report Topic Report | Background Recommendation College Response Responsibility | Deadline Status Update/ Revised
Date Comments Deadline
1 Business Continuity and March If comprehensive and robust Recommend that the college develops | Accepted. The college will Digital 31 October September 2021 update | 31 July
Disaster Recovery 2021 incident response plans have not | effective recovery strategies for critical | complete the review and Infrastructure 2021 2022
(3.1 Incident response plans) been developed for the recovery services for inclusion in incident update of the IT Disaster Manager A first review of the IT

of critical systems, the response
to incidents will not be
appropriately managed. Also a
risk that the college will be unable
to recover technology
infrastructure and systems in an
effective manner if an IT disaster
recovery plan is not in place.

response plans. Incident response
plans, including responses to cyber
security threats and attacks, should be
agreed, documented and
communicated.

The college develops an IT disaster
recovery plan that provides IT
management with clear guidance and
processes to follow.

Incident response plans should be
reviewed and updated on an annual
basis.

Grade 3

Recovery plan by 30 June
2021.

The Disaster Recovery plan
will be linked and cross
referenced to the academic
and support service areas
and completed by 31
October 2021.

Cross referencing BlAs to the
college strategic risk register
will be undertaken on a
quarterly basis and shared
with the Audit Committee.

Disaster Recovery plan
has been completed.
Further revisions will be
required to account for re-
location of offsite backup
to the Whitehall site and
as to reflect server
infrastructure upgrades.

November 2021

Cyber incident policy
revised and to be further
reviewed as part of the
CISOaas.

February 2022

Cyber Incident and IT
Policies updated and to
be further reviewed via
CISOaas.

A cloud based backup is
now operational covering
Office365 staff and
student accounts, which
forms a critical part of the
disaster recovery plan.

An extended warranty has
been purchased on the
current infrastructure and
hardware, to allow time to
scope out and assess the
college requirements.
Currently have options
from West Lothian
Council and have started
dialogue with third parties
to compare pricing and
technology available. Plan
to have new Infrastructure
in place by July 2022,
including offsite and
immutable backups.

June 2022 update
Orders confirmed with

West Lothian Council for
the complete replacement
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or the college server
infrastructure, with
migration scheduled for
summer 2022, including
full offsite and immutable
backups.

Business Continuity and
Disaster Recovery

(4.1 Business continuity
testing)

March
2021

If there are not regular and planed
business continuity tests
completed with operational staff
and recover team members
present, relevant staff will not be
aware of their responsibilities
regarding the recovery of
systems.

Management should introduce a risk-
based programme of recovery testing
for key systems including a range of
tests, live testing and simulations of
different scenarios.

Outcomes of testing should be formally
documented.

Grade 2

Accepted. A schedule of
BCP testing and a scoping
plan will be developed.

Digital
Infrastructure
Manager

31 October
2021

September 2021 update

Revised schedule to be
published once Network
Officer post filled and
consultancy services are
agreed with external
supplier.

November 2021

Network Officer post has
been recruited to and
discussions ongoing to
agree the testing
schedule.

College virtual server
infrastructure hosted at
the Civic Centre due for
replacement by 2022 and
discussions ongoing with
West Lothian Council in
terms of options
appraisal. Migration to of
upgrading of cloud
services to MS Azure will
enhance our BCP and
DR.

February 2022

A cloud based backup is
now operational covering
Office365 staff and
student accounts, which
forms a critical part of the
disaster recovery plan.

Student Records system
now has copies of LIVE
system taken to TEST
and TRAIN as part of the
supplier managed service
agreement.

Schedule of recovery
simulations to be
formalised with business
application owners.

Revised deadline of 30
April 2022. Rationale is

30 April
2022
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that BCP testing of other
business applications
requires cooperation from
other areas of the college
to organise.

June 2022

Discussions on hold due
to the project planning
required with West
Lothian Council, to
migrate to the new college
server infrastructure and
the planned upgrading of
the Sun Business finance
system.

01 October
2022
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Action: To Note Agenda Item 4.3

Paper 7

West Lothian College
23 June 2022

Audit Committee

EXTERNAL AUDIT STRATEGY MEMORANDUM 2021-22

Mazars, the college’s external auditors, has produced an audit strategy
memorandum for the year ended 31 July 2022 which is attached to this paper.

The document summarises the audit approach, significant audit risks and
areas of key judgement. It also outlines the key communications with the

college during the course of the audit, accounting issues and other issues
considered to be of interest.

Action

The committee is asked to note the audit strategy memorandum for the year
ended 31 July 2022.

Jennifer McLaren
Vice Principal, Finance and Corporate Services
23 June 2022
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West Lothian College

Audit Strategy Memorandum
year ending 31 July 2022
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This document is to be regarded as confidential to West Lothian College. It has been prepared for the
sole use of the Audit Committee as the appropriate sub-committee charged with governance by the
Board of Governors. No responsibility is accepted to any other person in respect of the whole or part of
its contents. Our written consent must first be obtained before this document, or any part of it, is
disclosed to a third party.
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mazars

Mazars LLP
100 Queen Street
Glasgow
G1 3DN
The Audit Committee
West Lothian College
Almondvale Crescent
Livingston
West Lothian
EH54 7TEP
23 June 2022
Dear Members,

Audit Strategy Memorandum - Year ending 31 July 2022

We are pleased to present our Audit Strategy Memorandum for West Lothian College
for the year ending 31 July 2022.
The purpose of this document is to summarise our audit approach, highlight significant
audit risks and areas of key judgements and provide you with the details of our audit
team. As it is a fundamental requirement that an auditor is, and is seen to be,
independent of its clients, Section 7 of this document also summarises our
considerations and conclusions on our independence as auditors.
We consider two-way communication with you to be key to a successful audit and
important in:
* reaching a mutual understanding of the scope of the audit and the
responsibilities of each of us;
« sharing information to assist each of us to fulfil our respective responsibilities;
» providing you with constructive observations arising from the audit process; and
» ensuring that we, as external auditors, gain an understanding of your attitude
and views in respect of the internal and external operational, financial,
compliance and other risks facing West Lothian College which may affect the
audit, including the likelihood of those risks materialising and how they are
monitored and managed.
This document, which has been prepared following our initial planning discussions
with management, is the basis for discussion of our audit approach, and any questions
or input you may have on our approach or role as auditor.
Client service is extremely important to us and we strive to continuously provide
technical excellence with the highest level of service quality, together with continuous
improvement to exceed your expectations so, if you have any concerns or comments
about this document or audit approach, please contact me on 0738 724 2052.

Yours faithfully,
Lucy Nutley

Mazars



1. Engagement and responsibilities summary

We are appointed by the Auditor General for Scotland to perform the external
audit of West Lothian College for the year to 31 July 2022. This is our sixth and
final year of appointment.

Responsibilities

Our responsiblities, principally derived from the Code of Audit Practice (the Code)
issued by Audit Scotland, are outlined below.

We are responsible for forming and expressing an opinion on the
financial statements.

Audit The Audit Committee is responsible for the assessment of the
opinion College’s ability to continue as a going concern. As auditors, we
are required to consider the appropriateness of the use of the
going concern assumption in the preparation of the financial
statements and the adequacy of the disclosures made.

We are required to form and express an opinion on whether the
ACCUIENA College has, in all material respects, incurred expenditure and

opinion income in accordance with any applicable enactments and
guidance issued by the Scottish Ministers.

We are required to express an opinion on whether the audited part
Opinion on of the Remuneration and Staff Report, and the Governance Report
other have been properly prepared in line with relevant legislation and

directions. We also express an opinion on whether the
Performance Report is consistent with the audited financial
statements.

matters

The Code requires us to conclude and make a judgement on the
LLCEIEE N four dimensions of wider scope work. The four dimensions are

work Financial Sustainability, Financial Management, Governance and
Transparency, and Value for Money.

Our audit does not relieve the Board of Governors, as those charged with
governance, or management of their responsibilities. The responsibility for
safeguarding assets and for the prevention and detection of fraud, error and non-
compliance with law or regulations rests with both those charged with governance
and management. In accordance with International Standards on Auditing (UK), we
plan and perform our audit so as to obtain reasonable assurance that the financial
statements taken as a whole are free from material misstatement, whether caused

Mazars



by fraud or error. However our audit should not be relied upon to identify all such
misstatements.

As part of our audit procedures in relation to fraud we are required to enquire of
those charged with governance as to their knowledge of instances of fraud, the risk
of fraud and their views on management controls that mitigate the fraud risks.

Mazars



2. Our audit engagement team

A committed, accessible team

Mazars

Lucy Nutley

Director
lucy.nutley@mazars.co.uk
0738 724 2052

Lucy is the Engagement Lead for the audit and will be the
key point of contact for the Audit Committee. She will have
overall responsibility for delivering a high quality audit to
the College. Lucy will be responsible for the opinions
given on the financial statements and will liaise with the
Vice Principal: Finance and Corporate Services She will
attend Audit Committee meetings, and where appropriate,
Board meetings.

Ruth Holland

Audit Senior Manager
ruth.holland@mazars.co.uk
0788 128 3517

Ruth will manage and coordinate the audit and be the key
point of contact for the Head of Finance, Procurement and
Student Funding and Principal Accountant, as well as
liaising with Internal Audit. Ruth will oversee completion of
audit work to a high standard and attend Audit
Committees as appropriate.



3. Audit approach, scope and timeline

Our audit approach is designed to provide an audit that complies with all
professional requirements

Audit Scope

Our audit of the financial statements will be conducted in accordance with
International Standards on Auditing (UK), relevant ethical and professional
standards, our own audit approach and in accordance with the terms of our
engagement. Our work is focused on those aspects of your business which we
consider to have a higher risk of material misstatement, such as those affected by
management judgement and estimation, application of new accounting standards,
changes of accounting policy, changes to operations or areas which have been
found to contain material errors in the past.

Audit Approach

Our audit approach is a risk-based approach primarily driven by the risks we
consider to result in a higher risk of material misstatement of the financial
statements. Once we have completed our risk assessment, we develop our audit
strategy and design audit procedures in response to this assessment.

If we conclude that appropriately designed controls are in place then we may plan to
test and rely upon these controls. If we decide controls are not appropriately
designed, or we decide it would be more efficient to do so, we may take a wholly
substantive approach to our audit testing. Substantive procedures are audit
procedures designed to detect material misstatements at the assertion level and
comprise tests of details (of classes of transactions, account balances, and
disclosures) and substantive analytical procedures. Irrespective of the assessed
risks of material misstatement, which take into account our evaluation of the
operating effectiveness of controls, we are required to design and perform
substantive procedures for each material class of transactions, account balance, and
disclosure.

Our audit will be planned and performed so as to provide reasonable assurance that
the financial statements are free from material misstatement and give a true and fair
view. The concept of materiality and how we define a misstatement is explained in
more detail in section 8.

The diagram below outlines the procedures we perform at the different stages of the
audit.
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+ Final review and disclosure checklist of  Updating our understanding of the College

financial statements + Initial opinion and wider scope risk
* Final audit file review assessments
« Agreeing content of Letter of Representation « Development of our audit strategy
* Reporting to those charged with governance « Lessons learned from 2020/21 audit
* Reviewing post balance sheet events « Agreement of timetables

* Preliminary analytical procedures

Key reporting and communication

outputs Key reporting and communication
i outputs

* Independent Auditor’s Report Csmple;'on Planning OIS
« Annual Audit Report eggg‘z er June 2022 Audit Strategy Memorandum
* Review of draft annual report Fieldwork Interim * Documenting systems and
and accounts October September controls

2022 2022

* Reassessment of audit strategy

» Delivering our planned audit

+ testing

+ Continuous communication on emerging
issues

» Clearance meeting

» Walkthrough procedures
* Controls review, including general
and IT general controls

Key reporting and communication outputs

- Audit progress report

Key reporting and communication outputs

* Regular update meetings with the finance
team

Reliance on internal audit

Where possible we will seek to utilise the work performed by internal audit to modify
the nature, extent and timing of our audit procedures. We will meet with internal audit
to discuss the progress and findings of their work prior to the commencement of our
controls evaluation procedures.

Where we intend to rely on the work on internal audit, we will evaluate the work
performed by your internal audit team and perform our own audit procedures to
determine its adequacy for our audit.
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Management’s and our experts

Management makes use of experts in specific areas when preparing the College’s
financial statements. We also use experts to assist us to obtain sufficient
appropriate audit evidence on specific items of account.

Management’s

Item of account Planned audit approach

expert
We will consider the
Defined benefit pension liability reasonableness of the
and associated accounting Actuary — Hymans | actuarial assumptions
entries and disclosures Robertson made, referring to our in-
required by FRS 102. house pension scheme
experts.

Service organisations

International Auditing Standards define service organisations as third party
organisations that provide services to the College that are part of its information
systems relevant to financial reporting. We are required to obtain an understanding
of the services provided by service organisations as well as evaluating the design
and implementation of controls over those services. The table below summaries the
service organisations used by the College and our planned audit approach.

Service organisation Services provided Planned audit approach

We will review the College’s
controls over:

e The information provided to
the service organisation

e The outputs provided by the
service organisation to the
college

HR system, Payroll

West Lothian Council
system, Data centre

We will also consider any
internal audit or other

assurance reports on the
systems in place

Reporting to Audit Scotland

During the year we will continue to make returns to Audit Scotland as they collect
data to establish the impact on the further education sector and feed into any
national reporting as required.
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National Fraud Initiative

West Lothian College took part in the NFI exercise in 2021/22. All matches have
been reviewed by the College with no identified instances of fraud detected and no
issues noted. The work that the College has undertaken will be reviewed as part of
our audit fieldwork.

Adding value

We aim to add value to West Lothian College through our external audit work by
being constructive and forward looking, by identifying areas for improvement and by
recommending and encouraging good practice. In doing so, we intend to help the
College promote improved standards of governance, more effective use of resources
and better management and decision making.

The 2021/22 audit will be in line with the previous year and carried out on a hybrid
basis — with a mixture of on-site and remote working. The audit team and the College
will build upon the experiences of the prior year to increase the effectiveness of the
audit process.

10
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4. Significant risks and key judgement areas

Following our risk assessment approach, we have identified relevant risks to
the audit of the financial statements.

The audit risks we identify are categorised as significant, enhanced or standard, as
defined below :

Significant risk A significant risk is an identified and assessed risk of material
misstatement that, in the auditor’s judgment, requires special
audit consideration. For any significant risk, the auditor shall
obtain an understanding of the entity’s controls, including
control activities relevant to that risk.

Enhanced risk An enhanced risk is an area of higher assessed risk of material
misstatement at audit assertion level other than a significant
risk. Enhanced risks incorporate but may not be limited to:

» key areas of management judgement, including
accounting estimates which are material but are not
considered to give rise to a significant risk of material
misstatement; and

« other audit assertion risks arising from significant events
or transactions that occurred during the period

Standard risk This is related to relatively routine, non-complex transactions
that tend to be subject to systematic processing and require
little management judgement. Although it is considered that
there is a risk of material misstatement, there are no elevated or
special factors related to the nature, the likely magnitude of the
potential misstatements or the likelihood of the risk occurring.

The summary risk assessment, illustrated in the audit risk continuum below,
highlights those risks which we deem to be significant and other enhanced risks. We
have summarised our audit response to these risks on the next page.

11
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We provide more detail on the identified risks and our testing appraoch with respect
to significant risks in the table below. An audit is a dynamic process, should we
change our view of risk or approach to address the identified risks during the course

of the Audit, we will report this to the Audit Committee.

Mazars
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Significant risks
Description of risk
Management override of controls

Management at various levels within
an organisation are in a unique
position to perpetrate fraud because
of their ability to manipulate
accounting records and prepare
fraudulent financial statements by
overriding controls that otherwise
appear to be operating effectively.
Due to the unpredictable way in
which such override could occur
there is a risk of material
misstatement due to fraud on all
audits.

‘ Planned response

We will address this risk through performing
audit work over:

* Accounting estimates impacting amounts
included in the financial statements;

+ Consideration of identified significant
transactions outside the normal course of
business; and

« Journals recorded in the general ledger and
other adjustments made in preparation of the
financial statements

Revenue recognition

There is a presumption under
International Standards on Auditing
that there is a significant risk of
fraud and error in the timing of
revenue recognition leading to the
material misstatement of revenue
overall. This is because revenue is
an area of particular focus by users
of financial statements and can be
subject to judgements as to when
grant income should be recognised
and if clawback conditions apply to
the funding.

The risk above applies only to the
non-core grant income and other
non-grant income generated by the
College. The risk has been rebutted
in relation to the core grant income
received by the College, given the
highly regulated nature of this
income, and therefore the low
inherent risk associated with it.

We will address this risk through performing
audit work over:

+ the design and implementation of controls
management has in place to ensure income
is recognised in the correct period;

» cash receipts around the year end to ensure
they have been recognised in the right year;

+ the judgements made by management in
determining when non-grant income is
recognised;

 for major grant income, obtaining
counterparty confirmation; and

» expected credit loss provisions applied to
receivables at the year end, considering the
appropriateness of judgements made by
management.

Mazars
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Description of risk Planned response

Expenditure recognition

For public sector organisations, the
same risk in relation to fraud and .
error in respect of the timing of
recording of transactions can apply
to the recognition of non-payroll
related expenditure and contractual
obligations. The pressure to
manage expenditure to ensure that
budgeted outcomes are achieved
increases the risk surrounding .
fraudulent reporting of expenditure.

We will address the risk through performing
audit work over:

the design and implementation of controls
management has in place;

+ testing of non-payroll expenditure around the
year end to ensure transactions are
recognised in the correct year;

» testing material year end payables, accruals
and provisions; and

reviewing judgements about whether the
criteria for recognising provisions are
satisfied

Key areas of management judgement

Key areas of management judgement include accounting estimates which are
material but are not considered to give rise to a significant risk of material
misstatement. These areas of management judgement represent other areas of

audit emphasis.

Description of risk Planned response

Valuation of pension liabilities

The College makes contributions to two
pension schemes — the Scottish Teachers
Superannuation Scheme (STSS) and the
Lothian Pension Fund (LPF). While both are
defined benefit schemes, it is not possible to
identify the College’s share of the underlying
assets and liabilities in the STSS scheme and
it is therefore accounted for as a defined
contribution scheme.

The College’s share of the LPF’s underlying
assets and liabilities is identifiable and a net
liability is recognised in the accounts.

Given the scale of the liability recognised in the
accounts, a misstatement in the reported
position could be material to the financial
statements.

We will consider the College’s
arrangements, including the
existence of any relevant controls, for
making estimates in relation to
pension entries within the financial
statements. We will also consider the
reasonableness of the actuary’s
assumptions used in providing the
College with information in the
financial statements through the use
of our internal experts.

Mazars
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Description of risk
Valuation of land and buildings

The College holds land and buildings with a
net book value of £19.4m as at 31 July 2021.

In line with the requirements of the
Government Financial Reporting Manual, the
College has adopted a formal revaluation
policy of an external valuation every five years,
with a desktop, interim valuation performed
during the five year period. As the external
valuation was performed at 31 July 2020, no
revaluation is planned in the current year.

The College policy meets the requirement of
the FE SORP that assets are valued
sufficiently regularly so that the carrying value
of the asset is not materially different from its
fair value. The College is required to assess on
an annual basis whether there are indicators of
impairment to assets at the reporting date.

Given the significance of the value of fixed
assets held, a misstatement in the valuation
could be material to the financial statements.

H Planned response

We will undertake a range of
substantive procedures including:

review of management’s
assessment as to whether the
value still reflects the prior year
valuation;

review of the reconciliation
between the College’s asset
register and general ledger;
and

consider the College’s
impairment review process for
land and buildings.

Mazars
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5. Wider scope work
The Code requires us to conclude and make a judgement on the four
dimensions of wider scope work :

¢ Financial sustainablity

¢ Financial management

e Governance and transparency

e Value for money

In recognition that audit work should be based and proportionate to the nature and
size of the audited body, the Code allows auditors to determine whether application
of the full wider scope is appropriate in smaller bodies. We consider that the audit of
the Wider Scope audit work at West Lothian College should be carried out under the
small body provision of the Code. We have reached this conclusion through our
assessment of:

+ the relative size of the College;
» the relative simplicity of the College’s functions;
+ the College’s risk profile; and

» the results of our full review of wider scope dimensions in 2016/17 and audit
work performed in subsequent years that did not indicate any areas of higher
risk.

We set out on the following page the work that we intend to perform on financial
sustainability arrangements and the governance statement as our targeted and
tailored wider scope audit work for the College:
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Dimension

Financial
sustainability

Description

Extending our work on

the going concern
assumption in the
financial statements
looking forward two to
five years from the
reporting date,
reviewing and assessing
the College’s
arrangements for
financial planning and
affordable and
sustainable service
delivery.

Our planned approach
We intend to consider:

+ the financial planning system in
place for short, medium and long
term periods;

» the adequacy and accuracy of
financial reporting arrangements;

+ the reasonableness of affordability
assumptions made in financial
planning; and

+ the extent to which the financial
planning assumptions have been
updated and affected by the
COVID-19 pandemic

We will perform a detailed review of the governance statement ensuring it meets the
requirements set by the SFC and adequately and appropriately reflects the
governance arrangements in place during the 2021/22 year.

Mazars
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Identified significant risks to our wider scope work

We have also considered, as part of our planning, whether there are significant risks
that would impact on any of the four areas of our wider scope work that require
special audit consideration. At the planning stage we have identified one significant
risk, under the governance and transparency heading as detailed below. Should our
assessment of risk, or our planned approach to address the risk change during the
course of the audit, we will report this to the Audit Committee.

Description of significant risk

Planned response

Financial sustainability We intend to consider:

During 2020/21, the College prepared a
three-year forecast which highlighted a . . .
future funding gap, albeit not significant three-y.ear financial plans submitted
at £29k in each of 2022/23 and | ©SFC

2023/24. The College has taken steps | « alternative plans being considered by

to identify areas where savings can be the College to ensure a balanced
made to mitigate the funding gap in the budget is achieved;

FFR. Given the level of sector wide
uncertainties around future funding and

» the forecast financial position in the

« the financial reporting arrangements

of the general economic environment
that has arisen following Covid-19,
there is a risk the timing of the future
funding gap could be accelerated, or

in place at the College; and

how management have considered
the longer term implications of the
COVID-19 outbreak and return to

made greater without the plans
identified by the College being fully
implemented and / or additional funding
not being made available from the SFC.

hybrid learning.

We also note that the College is now
anticipating a deficit of over £150k in
2021/22 following strategic investment
decisions

18
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6. Audit fees

Fees for audit and other services

Our fees for the audit of the financial statements and for any other services are
outlined in the tables below.

Service 2021/22 proposed 2020/21 final fee
fee £
£
Auditor remuneration 15,000 14,260
Pooled costs 790 900
Contribution to Audit Scotland costs 710 590
Total Fee 16,500 15,750

The fees outlined above are provided on the basis that we will receive a high-quality
set of draft financial statements, supported by good working papers. Should we be
required to perform significant levels of additional audit work, or face significant delay
in our audit, we will discuss the impact of this on our proposed fee with management.

The proposed audit fee is in line with the scale fee set by Audit Scotland.
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7. Our commitment to independence

We are committed to independence and are required by the Financial
Reporting Council to confirm to you at least annually, in writing, that we
comply with the Financial Reporting Council’s Ethical Standard

In addition, we communicate any matters or relationship which we believe may have
a bearing on our independence or the objectivity of the audit team.

Based on the information provided by you and our own internal procedures to
safeguard our independence as auditors, we confirm that in our professional
judgement there are no relationships between us and any of our related or subsidiary
entities, and you and your related entities creating any unacceptable threats to our
independence within the regulatory or professional requirements governing us as
your auditors.

We have policies and procedures in place which are designed to ensure that we
carry out our work with integrity, objectivity and independence. These policies
include:

« all partners and staff are required to complete an annual independence
declaration;

» all new partners and staff are required to complete an independence
confirmation and also complete computer-based ethical training;

+ rotation policies covering audit engagement partners and other key members
of the audit team;

« use by managers and partners of our client and engagement acceptance
system which requires all non-audit services to be approved in advance by
the audit engagement partner.

We confirm, as at the date of this document, that the engagement team and others in
the firm as appropriate, and Mazars LLP are independent and comply with relevant
ethical requirements. However, if at any time you have concerns or questions about
our integrity, objectivity or independence please discuss these with Lucy Nutley in
the first instance.

Prior to the provision of any non-audit services, Lucy Nutley will undertake
appropriate procedures to consider and fully assess the impact that providing the
service may have on our auditor independence.

Any emerging independence threats and associated identified safeguards will be
communicated in our Annual Audit Report.
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8. Materiality and misstatements

Materiality is an expression of the relative significance or importance of a
particular matter in the context of financial statements as a whole.
Misstatements in financial statements are considered to be material if they,
individually or in aggregate, could reasonably be expected to influence the
economic decisions of users taken on the basis of the financial statements.

Summary of initial materiality thresholds
Initial Threshold

£000

Overall materiality 422

Performance materiality 337

Trivial threshold for errors to be reported to the Audit

Committee 13

Overall materiality

Judgements on materiality are made in light of surrounding circumstances and are
affected by the size and nature of a misstatement, or a combination of both.
Judgements about materiality are based on consideration of the common financial
information needs of users as a group and not on specific individual users.

The assessment of what is material is a matter of professional judgement and is
affected by our perception of the financial information needs of the users of the
financial statements. In making our assessment we assume that users:

* have a reasonable knowledge of business, economic activities and accounts;

* have a willingness to study the information in the financial statements with
reasonable diligence;

« understand that financial statements are prepared, presented and audited to
levels of materiality;

» recognise the uncertainties inherent in the measurement of amounts based on
the use of estimates, judgement and the consideration of future events; and

* will make reasonable economic decisions on the basis of the information in
the financial statements.

We consider materiality whilst planning and performing our audit based on
quantitative and qualitative factors.

Whilst planning, we make judgements about the size of misstatements which we
consider to be material and which provides a basis for determining the nature, timing
and extent of risk assessment procedures, identifying and assessing the risk of

21

Mazars



material misstatement and determining the nature, timing and extent of further audit
procedures.

The materiality determined at the planning stage does not necessarily establish an
amount below which uncorrected misstatements, either individually or in aggregate,
will be considered as immaterial.

We revise materiality for the financial statements as our audit progresses should we
become aware of information that would have caused us to determine a different
amount had we been aware of that information at the planning stage.

We consider that gross expenditure remains the key focus of users of the financial
statements and, as such, we base our materiality levels around this benchmark. We
will identify a figure for materiality but identify separate levels for procedures design
to detect individual errors, and also a level above which all identified errors will be
reported to the Audit Committee.

We expect to set a materiality threshold at 2% of gross expenditure (£422,000).

After setting initial materiality, we continue to monitor materiality throughout the audit
to ensure that it is set at an appropriate level.

Performance Materiality

Our audit testing is based on a level of performance materiality, which is a
percentage of overall materiality, but also dependent on the level of inherent risk
assessed on the area being tested. It is the level we use to calculate our sample
sizes, and is our acceptable difference in any substantive analytical procedures. Itis
lower than overall materiality as it helps to reduce the risk that the total of the
uncorrected or undetected misstatements does not exceed materiality for the
financial statements as a whole. It is based on between 50 — 80% of overall
materiality depending on the risk level. Our initial assessment of performance
materiality is based on low inherent risk, meaning that we have applied 80% of
overall materiality as performance materiality.

Specific Materiality

We assess specific materiality if there is one or more particular classes of
transactions, account balances or disclosures for which misstatements of lesser
amounts than materiality for the financial statements as a whole could reasonably be
expected to influence the users of the financial statements. Specific materiality
focuses on the qualitative nature, as well as the size, of an item. It recognises that, in
some circumstances, it may take a much smaller misstatement to influence the user
of the financial statements.

We are required to provide an opinion as to whether the audited part of the
Remuneration and Staff Report has been properly prepared. Given the sensitivity of
the disclosures made in the Remuneration and Staff Report, we have assessed a
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specific materiality for this work at £500, being the level that would impact rounding
for figures shown to the nearest £°000.

Misstatements

We aggregate misstatements identified during the audit that are other than clearly
trivial. We set a level of triviality for individual errors identified (a reporting threshold)
for reporting to the Audit Committee that is consistent with the level of triviality that
we consider would not need to be accumulated because we expect that the
accumulation of such amounts would not have a material effect on the financial
statements. Based on our preliminary assessment of overall materiality, our
proposed triviality threshold is £13,000 based on 3% of overall materiality.
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Appendix 1 — Key communication points

ISA (UK) 260 ‘Communication with Those Charged with Governance’, ISA (UK) 265
‘Communicating Deficiencies In Internal Control To Those Charged With
Governance And Management’ and other ISAs (UK) specifically require us to
communicate the following:

Audit Annual
Required communication Strategy Audit

Memorandum Report

Our responsibilities in relation to the audit of the
financial statements and our wider responsibilities

\

Planned scope and timing of the audit

Significant audit risks and areas of management
judgement

Our commitment to independence

Responsibilities for preventing and detecting
errors

\

Materiality and misstatements

NN XN N NS
N

Fees for audit and other services

Significant deficiencies in internal control

Significant findings from the audit

Significant matters discussed with management

Our conclusions on the significant audit risks and
areas of management judgement

Summary of misstatements

Management representation letter

NN N NN S

Our proposed draft audit report
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Contacts

Lucy Nutley
Director, Mazars
lucy.nutley@mazars.com

Mazars is an internationally integrated partnership,
specialising in audit, accountancy, advisory, tax
and legal services*. Operating in over 90 countries
and territories around the world, we draw on the
expertise of 40,400 professionals — 24,400 in
Mazars’ integrated partnership and 16,000 via the
Mazars North America Alliance — to assist clients of
all sizes at every stage in their development.

*where permitted under applicable country laws.

www.mazars.com
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