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West Lothian College 
Audit Committee 

Ref Agenda Item Paper Lead Time 
1. Committee Administration 
1.1 Welcome and Apologies SC 

1.2 Declaration of any Conflicts of Interest SC 

1.3 Minutes of Previous Meeting 1 SC 

1.4 Matters Arising  2 SC 

2. Matters for Board Attention 

None 

3. Matters for Attention 
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3.7 

Infrastructure and Cyber Security Update 
(i) Information Systems and Digital Infrastructure Report

Health and Safety Update – Quarterly Report 

Internal Audit  
Progress against plan and reports 
(i) Student Support Services
(ii) Annual Report

College Rolling Audit Action Plan

External Audit Progress Report

General Data Protection Regulation (GDPR) and 
Freedom of Information (FOI) update 2021-22 

Key Performance Indicators: 
(i) Complaints Report 
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10 

BD 

EP  

DE 
JMcL 

JMcL 

LN 
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SE 

4. Matters for Information 
4.1 Sector Update Verbal DE/LN 

5. Any Other Business SC 

6. Review of Committee, Supporting Paper 
Any matters for escalation or update of Risk Register 

7. Date of Next Meeting:  1 December 2022 SC 

Meeting Date: 15 September 2022:  1.00-3.30pm 

Venue: 
Zoom meeting - Online details provided:  
 
https://us02web.zoom.us/j/8190407992?pwd=elZQS2I0K0FsclNJTE9vMzFWTWRE
QT09 

Meeting ID: 819 040 7992 
Passcode: WLCboard 

https://us02web.zoom.us/j/8190407992?pwd=elZQS2I0K0FsclNJTE9vMzFWTWREQT09
https://us02web.zoom.us/j/8190407992?pwd=elZQS2I0K0FsclNJTE9vMzFWTWREQT09
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Audit Committee 

Minute of Meeting of the Audit Committee held on Thursday 23 June at 2.30pm via 
Zoom. 

Present: Colin Miller (Chair) 
Richard Lockhart 
Seonaid Crosby 
Vee Toyi  

In attendance: Beth Brownlee  
  (Head of Quality, Student Support and Learning Resources) 

Bill Dunsmuir  
(Head of Information Systems and Digital Infrastructure) 
David Eardley (Azets, Internal Auditors) 
Simon Earp (Vice Principal, Performance and Improvement) 
Jackie Galbraith (Principal and Chief Executive) 
Sarah-Jane Linton (Vice Principal, Learning and Attainment) 
Alex Linkston (Chair of Board of Governors) 
Jennifer McLaren  
(Vice Principal, Finance and Corporate Services) 
Lucy Nutley (Mazars, External Auditors) 
Emily Purdie (Health and Safety Officer) 
Michelle Montgomery (notes) (Executive Secretary) 

1 Welcome/Apologies 

The Chair welcomed everyone to the meeting. 
Apologies noted from: Sue Cook. 

2 Declarations of Conflict of Interest 

There were no declarations of conflict of interest. 

3 Minute of Meeting of 3 March 2022 

The Minute of the meeting of the Audit Committee of 3 March 2022 was 
approved as a correct record. One error was noted in the minute regarding 
the spelling of Vee’s name.  

Action 1: Executive Secretary will correct the error in the previous minute. 



Action: For Approval Agenda Item 1.3 

     Paper 1 
West Lothian College 

15 September 2022 

AC/150922/Sharepoint 
2 

4 Matters Arising from Minute of Meeting of 3 March 2022 

Vice Principal, Finance and Corporate Services advised regarding Action 
ref: A13. Risk Register workshop now noted as duly complete.  

Vice Principal, Performance and Improvement advised regarding Action 
ref: A15. All KPI’s are being reported to the recommended committees.  
Action can now be closed.  

Vice Principal, Performance and Improvement advised regarding Action  
ref: A14. Complaints report to be updated and the format of future reports 
to include trends and to remove some of the underlying detail.  

Action 2: Vice Principal, Performance and Improvement to meet with 
committee members Seonaid Crosby and Vee Toyi to discuss suggested 
formats for the report prior to September meeting.  

5 Matters for Attention 

(i) Information Systems and Digital Infrastructure Report

The Head of Information Systems and Digital Infrastructure presented
paper 3 to the committee which provided a summary of the last quarter.
He also presented an overview of the new server infrastructure which
will be in place by August.

It was noted that the team received a high number of awards at the
recent celebrate success staff awards ceremony which was testimony
to their contribution and achievements over the last year.

The chair of the committee noted this as a positive report. The plan for
migration to the new system will be from 22-25 July, with minimum
disruption expected for staff.

The student risk register was discussed as well as the college data
sharing agreement with schools and the course tutor role. Two new
members of staff have been supporting a variety of projects and have
brought new skills to the team. There has been some very good
partnership working with West Lothian Council in the lead up to the
installation of the new server infrastructure.

The committee noted the report.
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(ii) Health and Safety Quarterly Report

The Health and Safety Officer presented paper 4 Health and Safety 
Quarterly Report January to March 2022 to the committee and summarised 
the report. Covid was still at the forefront for this quarter with the continued 
use of facemasks and CO2 monitoring.  

The Health and Safety committee meetings have increased in frequency 
from quarterly to monthly meetings. Technicians nominated by the directors 
will be invited to the meetings going forward.  

The Health and Safety Officer attends regular meetings with CDN and 
Health Protection Scotland.  

Regular meetings are held with the Construction Engineering and Built 
Environment staff, as this is a high-risk area for health and safety issues. 

A recent Business Continuity session was delivered to the management 
forum by Zurich. This looked at Business Continuity Plans and was a 
worthwhile exercise.  

Key staff training has included: counter terrorism training by the police in the 
event of a weapons attack, mail handling training for frontline staff, resilience 
training offered to all staff, epilepsy training, deaf awareness, emergency first 
aid, fire marshal training, evac u chair training for estates staff and mental 
health support for students.  

The Health and Safety Officer kept the college informed regarding the ever 
changing Covid legislation via weekly Covid meetings. This guidance helped 
keep staff and students safe. Her work was recognised for this where she 
received an award at the recent staff awards ceremony.   

The committee noted this report. 

6 Internal Audit Programme 2021-2022 

The Internal Auditor presented Paper 5 noting that good work had been 
undertaken by the college. Three reports were presented:  

(i) Core Financial Systems

Good practice was acknowledged overall by the Auditor. Areas for 
improvement were discussed and measures have been implemented.  
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(ii) Student Induction and Enrolment

Auditor noted this as a positive report. One area for improvement was 
discussed. Committee discussed improvements which have been made to the 
student induction experience.  

(iii) Portfolio Planning

Auditor noted good practice and areas for improvement have been agreed.  

The Committee noted these reports. 

7 College Rolling Audit Action Plan 

Vice Principal, Finance and Corporate Services presented paper 6 to the 
committee. The committee was asked to agree that the timescale for 
implementing recommendation two be further extended to 31 October 2022.  
An update was provided by the Head of Information Systems and Digital 
Infrastructure that the implementation date is now 31 July 2022. The 
committee approved the new deadline for implementing recommendation two 
and noted progress against plan.   

8 External Audit Strategy Memorandum 2021-22 

External Auditor from Mazars produced an audit strategy memorandum for 
the year ended 31 July 2022.  

The report summarised the audit approach, significant audit risks and areas of 
key judgement.  

The committee was asked to note the audit strategy memorandum for the 
year ended 31 July 2022.  

It was noted this is the final year Mazars will be the college’s external 
auditors. Audit Scotland will be the college’s external auditors from 2022-23. 

Action 3: Vice Principal, Finance and Corporate Services to invite Audit 
Scotland to November committee meeting.  
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9 Complaints Report 

Vice Principal, Performance and Improvement presented paper 8 to the 
committee. All complaints were taken seriously, most complaints were 
resolved quickly at level 1 stage. Managers had been reminded of the 
complaints policy at self-evaluation and were advised on how to de-escalate 
situations to try to avoid complaints from happening. Volunteers from the 
committee Seonaid Crosby and Vee Toyi to meet with Vice Principal, 
Performance and Improvement to discuss improvements to the complaints 
report in terms of a shorter report which displays trends for analysis.  

10 Any Other Business 

Committee discussed the Risk Register. General approach is good. Full 
discussion on the risk register will take place at the Board meeting.  

11 Date of Next Meeting 

The next meeting is planned to take place on Thursday 15 September 2022. 

Note: There were no matters discussed during the meeting, during which Members 
declared any conflict of interest, or the Secretary to the Board was aware from the 
Register of Interests that discussion could give rise to such a conflict. 

Signed …………………………………………………. 
Chair, Audit Committee 

Date ………………………………………………… 
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Audit Committee 

Matters Arising / Action update from the Audit Committee Meeting of 23 June 
2022. 

Action 1 – Executive Secretary  
Committee Administration 
To correct the spelling of Vee Toyi’s surname in previous minute. 

Action status: Duly completed. 

Action 2: Vice Principal Performance and Improvement 
Matters Arising 
Vice Principal Performance and Improvement to meet with committee members 
Seonaid Crosby and Vee Toyi to discuss suggested formats of future complaints 
reports to include trends, meet prior to September meeting.  

Action status: Duly completed. 

Action 3: Vice Principal, Finance and Corporate Services 
External Audit Strategy Memorandum 2021-22 
Vice Principal, Finance and Corporate services to invite Audit Scotland to November 
committee meeting.  

Action status: Audit Scotland will be invited later in the year. 
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Audit Committee 

INFORMATION SYSTEMS AND DIGITAL INFRASTRUCTURE REPORT 

Introduction 

This paper provides an update on key projects completed in the last quarter of the 
2021-22 academic year, with a summary of annual spend for digital infrastructure. 

Key planned activity for the first quarter of 2022-23 is also included. 

DIGITAL INFRASTRUCTURE 

Infrastructure investment summary – 2021-22 

• c.700 digital assets - laptops, PCs (added at c.£340k)
• c.30 CleverTouch - touch screen, teams ready screens (added at c.£100k)
• Complete infrastructure replacement – physical, virtual and backup environment

(£125k).

Digital Capacity 

An update of the asset registers is ongoing, taking account of equipment received 
during 2021-22 and kit currently on order for 2022-23.   

Intensive work around the campus over the past few months has taken place to 
replace or upgrade kit in a range of teaching spaces and support areas, with many 
seeing new PCs, laptop carts and audio-visual upgrades as part of the planned 
summer works programme. 

Student support 

An additional 300 student laptops have been provisioned, providing a secure supply 
for loan equipment during 2022-23. 

Onsite short-term student laptop loans has been addressed with the commissioning 
of a self-service Lapsafe unit installed in the Learning Centre, with a current capacity 
of 24 units. 
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Teams meeting spaces 

Installation is scheduled from 27 September for two new fully functional teams 
meeting spaces, located on the top floor of No1 on the square, to be able to host 
hybrid, fully remote or onsite meetings. 

Installation is scheduled from 3 October to transform the current three executive 
suites in No.4 on the square to new fully functional hybrid classrooms. These spaces 
can be utilised independently or are able to host hybrid, fully remote or onsite 
classes. 

A new state-of-the-art hybrid learning and teaching area will be created in No.5 on 
the square and will provide a fully fitted Teams collaboration area. This will come on 
stream during 2022-23. 

SFC funding for digital capacity 2022-23 

Further to the publication of SFC final funding allocation final we have been allocated 
£76,288 for digital learning support during 2022-23. Initial scoping has commenced, 
with a proposal for spend to be brought forward in December 2022. 

MS Teams Integration 

During 2021-22, the Office365 - including MS Teams – platforms have provided 
critical support to staff and students with the hybrid model of learning and teaching. 

While timetabling for 2022-23 and now register data evidencing a predominate return 
to on campus learning, the platforms continue to be supported and developed as 
part of ongoing learning and business continuity. 

SharePoint  - Maintenance 

The college SharePoint solution is the backbone of document share, retention and 
control. In recognition of the criticallity of the application, a new service and 
maintenance contract has been put in place for 2022-23. 

Teams Telephony 

A Teams Telephony appraisal excercise is still in progress, with a £30k budget 
identified to undertake the project during 2022-23. Discussion with our current 
supplier continues, with quotes received from other suppliers for appraisal. 
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Server Infrastructure –  server replacement project and disaster recovery 

Further to over a year of detailed planning, the project to entirely replace the server 
infrastructure hosted at West Lothian Council’s Civic Centre Data Centre (CCDC) to a 
new compute and storage infrastructure was completed over the weekend of 22 to 25 
July.  

Backups are stored locally of the live services at CCDC, with offsite backups stored 
at the council’s disaster recovery data centre located in Whitehill Service Centre in 
Bathgate. 

Ensuring complete disaster recovery in the event of a total loss at CCDC an 
additional ‘war’” standby server has been installed. Work continues with the Council 
to amend some firewall regulations during September, with the complete project due 
for sign off, later in the month. 

The migration caused little or no disruption to services and the college is grateful to 
the staff in the Council’s IT department and our Digital Infrastructure team for the 
meticulous manner in which this complex and time-consuming critical infrastructure 
project was handled. 

Cyber Security 

Meetings with the CISO and the digital infrastructure team have progressed well over 
2021-22, with a full policy and procedure review completed and a revised cyber 
security risk register developed, following the NIST (National Institute of Standards 
and Technology) cyber security framework - https://www.nist.gov/cyberframework. 
Plans for 2022-23 include running a number of short assessment sessions to gauge 
the college’s maturity against the 108 standards, with a summary update to the 
December meeting. 

The college’s first cyber crisis table top exercise for 2022-23 – cyber incident 
response test – took place on campus on 2 September, with key staff from the digital 
infrastructure, West Lothian Council and our CISO present. 

The initial high level exercise was conducted and provided key outputs to help inform 
more focused and technical exercises planned for 2022-23 and to help refine both 
our cyber incident and disaster recovery policies and procedures. 

Cyber Essentials accreditation 

Initial discussions are underway to determine the impact of the changes to the Cyber 
Essentials scheme and engagement with IASME and our current supplier continues. 

https://www.nist.gov/cyberframework
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Re-accreditation will be required once our existing CE+ certificate expires on 
1 November 2022. 

Microsoft campus licence - update 

The Microsoft A5 campus licence has now been purchased and is in the process of a 
planned roll out for 2022-23. Critically this upgrade provides the college with 
enhanced endpoint security and the ability to update college devices with anti-virus 
software connected to the network more efficiently, which use Microsoft applications. 

Sun Systems Upgrade 

Continuing work around the security of the college infrastructure and key business 
applications that reside on it, a recent purchase order has been approved for 
2022-23, to upgrade and maintain the college finance system, Sun Accounts. 

The managed service arrangement, will ensure that this core application will be 
patched and maintained and forms a key part of cyber essentials (CE) and CE+ 
security compliance. 

INFORMATION SYSTEMS 

Data cleanse and anonymization 

Senior staff within the department have completed an exercise to improve the data 
quality of the student accounts held on our student records system. Ensuring we 
meet the needs of our GDPR and privacy notice requirements we have anonymised 
over 80,000 student accounts which relates to more than 4.5 million individual 
system records, addresses, phone numbers, enrolments, applications, messages 
and other records. Anonymising these records ensures we meet all our data 
obligations, removes over 13,000 duplicate records from the system whilst 
maintaining our ability to provide an accurate analysis of trends and meet all audit 
requirements. 

SFC FES (Further Education Statistics) Audit 

Preparations for the upcoming annual audit of credits and student funds scheduled 
for the week of the 12 September 2022 are continuing well, with the submission to 
SFC on target to be completed by 30 September 2022.  

A summary update will be provided to the committee in December. 
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Student Risk Register 

The college has for some time kept a risk register in each faculty. This information 
has never been stored in a single place and had a consistent method. This has now 
been built into Staff Advantage, using templates from Hairdressing and Beauty 
Therapy areas which were seen as best practice.  

Feedback of the pilot stage which commenced in January 2022 has proved positive, 
with a roll out planned for all courses during 2022-23. 

Further demonstrations to the learning and attainment group have been undertaken, 
with supporting documentation and video guides being finalised. 

Workforce Development Enrolments 

Enrolments for our workforce development students are one of the few areas still to 
be moved online. The complicated mix of unit choice and fee responsibility means 
this is a change that has not been easy to implement. 

A process review has been undertaken by Education Software Solution providing 
options for this. The Information Systems team have taken this and produced 
process maps, wireframes and prototypes which were recently presented to the 
Systems Review Group. 

Plans to implement by Christmas 2022 are still on track, meaning that we would be 
the first college in Scotland to be able to introduce a system that allows for 
enrolments in this way. 

Data Science and Business Intelligence 

Development in Power Bi continues during 2022-23, with a range of discussions 
underway to better improve, transform and increase the user experience of the “data 
dashboards”. 

As part of our vision to increase future adoption of PowerBI and make data driven 
decision making easily accessible to staff, initial steps have been taken to produce 
improved dashboard interfaces allowing users with a range of technical capabilities 
to find and interrogate data relevant to their roles. 

The implementation of predictive analytics as we move ahead demonstrates the 
potential for a proactive approach to student support. This approach enables the 
real-time identification of issues that lead to withdrawals and partial successes. 
While continues in its preliminary phase, this method promises to provide valuable 
data to staff in identifying students most in need of assistance. 
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Action 

The committee is asked to note the paper. 

Bill Dunsmuir 
Head of Information Systems and Digital Infrastructure 
15 September 2022 
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Introduction 

This report provides an overview of the health and safety standards at West Lothian 
College from April to June 2022. All legal Covid restrictions were lifted which meant that 
all mitigations in place became guidance. This meant mask wearing was not legally 
required. Masks continued to be worn in our close contact services as advised by 
Health Protection Scotland. There is still additional cleaning and Co2 monitoring of 
rooms to ensure rooms are being well ventilated.  

Accidents, Incidents, Near Misses and Investigations 

The monitoring, recording and reporting of accidents, incidents and near misses are a 
legal requirement that the college actively promotes across the campus. As well as 
meeting our legal obligation, it allows us to identify where and how risks arise. Each 
report is fully investigated by the college Health and Safety Officer. Appendix 1 shows 
details of all investigations during this period. 

During this reporting period, there have been 8 HSF1 forms completed relating to first 
aid/accidents/incidents and near misses. In the same period in 2021 there were 15 
HSF1 forms completed. Certain work-related injuries, cases of disease and near misses 
must be reported to the Health and Safety Executive (HSE). None were reportable 
during this period. 

Data Collection 2022 to date. 
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Health and Safety Management 

The following arrangements are in place to control health and safety risks in order to 
meet the legal requirements and show commitment to all stakeholders: 

Health and Safety Committee 
Last HS Committee meeting was held on 8 June 2022 
Minutes from meeting have been posted on 
Sharepoint 

Yes 

Total Action points raised  10 
Actions Raised against H and S officer  4 H and S officer currently 

outstanding   
 0 

Next meeting scheduled for 31 August 2022 
Employer’s Liability Insurance 
Zurich Employers Liability Insurance  Expires on 31 July 2022 
Interventions 
HSE Inspections in the last 12 months 0 
Improvement Notices issued in last 12 months 0 
Prohibition Notices issued in last 12 months 0 
Improvements issued by Fire Service in last 12 
months 

0 

Risk assessments 
Number of risk assessments due for review All faculty RA asked to be 

reviewed  
Number of new Risk assessments.  2 x return to work reasonable 

adjustments RA 
1 x maternity 
assessment/reasonable 
adjustments 
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Number of generic risk assessments due for 
review 

All reviewed 

Fire Risk Assessment 
Fire Risk Assessment in place Yes 
Review Date October 2022 
Health and Safety Policy 
Policy Statement approved by Jackie Galbraith 
Next Review date November 2022 
Responsibilities currently unassigned 0 
Health and safety Procedures Review due date  
Accident/Incident reporting December 2023 
Lone Working February 2023 
Inspection and Auditing February 2023 
Emergency Evacuation August 2024 
Work Placement August 2024 
Excursions February 2023 
COSHH December 2023 
First Aid February 2023 
Lock out/Tag out February 2023 
Noise at Work February 2023 
Business Continuity Policy Framework August 2024 
Counter terrorism February 2023 
Fire Safety Actions 
Outstanding actions related to fire inspection 0 
Overdue actions related to fire inspection 0 
Last emergency evacuation drill (daytime) 29 April 2022 
Last emergency evacuation drill (evening) 10 May 2022 
Next emergency evacuation drill (daytime) October 2022 
Next emergency evacuation drill (evening) October 2022 

Scheduled events 

CDN health and safety meetings have continued with other colleges on a monthly basis 
and topics moved from purely Covid to other health and safety issues. 

The Health and Safety officer attended a home office Hydra training session with others 
from the West Lothian CONTEST group learning about the function and role of the 
Prevent Multi-Agency Panel (PMAP).     

Health Protection Scotland, college and universities moved to monthly meetings due to 
the de-escalation of Covid measures and testing and test and protect ceasing after 
April. 
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Staff Health and Wellbeing 

In May staff participated in a college-wide walking challenge, improving health and 
social connections. There were 17 teams each comprises four team members and over 
a five-week period walked 24,750,291 steps. 

In June staff could participate in Desk Exercise live sessions delivered by Connect 
Health, our physiotherapy provider. 

Public health advice was provided to all staff regarding the monkeypox virus. 

Employee health and wellbeing benefits of free access to physiotherapy, counselling 
and the employee assistance service were promoted together with information on staff 
discounts for West Lothian Leisure Xcite gym membership. 

Learning and Development 

The final sessions of staff resilience training were delivered. These sessions were open 
to all staff throughout the year. 

Fire marshal training, including fire extinguisher use was completed for 32 members of 
staff. 

Evacuation chair training was delivered to the estates team. 

Student Mental Health 

Counselling 

102 students have fully engaged in the counselling service receiving a total of 623 
hours of counselling.  

Changes to Legislation/Guidance/Building Changes 

The Scottish Government issued guidance on living with Covid and nine guiding 
principles for colleges to follow following Covid mitigations moving from law to guidance 

As the general population were not to carry out Covid testing and with testing kit 
supplies stopping, we issued our outstanding stock to staff and students. We also 
stopped recording Covid positive results. 

Student improvement works were completed during this period including: 

• New electrical workshop in building No.2
• Digital Health Hub on first floor and flexible classroom in ground floor in building

No.3
• Extension to main entrance in building No.1
• New area for access, employability and schools called the Compass Point
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• Significant modernisation of classrooms in all buildings, including carpet 
replacement.    

 
Consultations and Internal Audits or Walk round inspections. 
  
Internal walk around of building no 2 was carried out. 
 
Building no 2 Computing, Engineering 
and Built environment 

Additional information 
    Work has taken place over the summer to 

complete the actions.  Issues identified     36 
        
Completed     0 
        
Not completed     0 
        
Outstanding     0 

 
Total number of recorded Covid cases    
 
The total number of Covid cases from when we started collecting data and testing was 
available to the general public:    
 
• Staff -131 
• Students- 258
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Appendix 1 – Health and Safety Officers Investigation Findings 
 
  

No. Date Accident/Incident/ 
near miss 

HSF1 Detail Investigation 

1 26/04/22 First aid Student was using saw to cut 
wood and thumb was cut in 
process, student went to SA to 
get a plaster, they then took 
them to first aider and wound 
was cleaned and dressed and 
they returned to class 
 

No further action 
required 

2 28/04/22 Near miss Storm Malik hit uk, Estate staff 
checked site for damage, 
discovered two outdoor 
classroom canopies had blown 
over also damaging a sign but had 
not hit the building.  A third 
canopy was bent.   
 

The canopies had not all 
been bolted to the slabs 
as was waiting on bolts 
arriving from the 
supplier.  The area was 
made safe and estate 
staff removed damaged 
canopies. 

3 10/05/22 Accident Student was outside of college 
campus, walking to shops when 
crossing a pedestrian crossing 
was hit by a car  

College staff witnessed 
aftermath and stayed 
with student until 
ambulance arrived, they 
were taken to hospital 
for checks but all ok and 
discharged.   

4 12/05/22 First aid Student had self-harmed at home 
and come into college, required 
sterile wipes and bandage 

Under supervision from 
support for learning 
team 

5 18/05/22 First aid Student was in SA room and took 
a seizure, first aider attended 
made comfortable until parent 
arrived 

Care plan to be put in 
place 

6 24/05/22 Accident School pupil was on tyre swing in 
outdoor classroom when rope 
snapped, hit head, first aider 
attended and applied cold 
compress 

H and S officer 
investigated and 
discussed need for 
check on tyre and rope, 
estate team will ensure 
correct rope and 
installation over 
summer with daily 
weekly checks in pace 
by staff 

7 27/05/22 Violence Student was assaulted in toilet, 
first aider attended and dressed 
wound, taken to hospital with 
friend, student did not press 
charges 

College staff 
investigated with 
students, awaiting 
outcome of meeting 
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8 29/06/22 Incident Large bang was heard in 
substation, estates investigated 
and smoke was seen. The fire 
brigade and Scottish power were 
called and college was evacuated.  
Fire brigade put out fire, 
Messages posted on social media 
to not attend college as an 
incident was occurring  

Scottish power 
investigated incident 
and was caused by 
corrosion in cables, 
other substation cables 
were investigated but 
no other damage found.  
Power was reinstated, 
cable was replaced a 
few days later by 
Scottish Power. 
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Audit Committee 

INTERNAL AUDIT  
 
Internal Audit Programme 2021-22 
 
The committee was informed in June 2022 that the internal audit programme for 
2021-22 had been fully completed. The final report, student support services, is 
presented to the committee. The conclusion of the report is that the college has 
effective student support services in place and management responses have been 
provided to the recommendations made. 
 
Internal Audit Programme 2022-23 
 
The table below shows the reporting timeline for the internal audit programme 
2022-23. There is one change proposed to the programme agreed in September 
2021 which is to remove the review of poverty funding and replace with a review of 
quality assurance processes.   
 
The rationale for the change is that the Scottish Funding Council will undertake an 
audit of the poverty fund and therefore an internal audit review would duplicate that 
work. The Executive Leadership Team discussed and agreed that, given how 
fundamentally important it is that quality assurance processes are applied 
consistently across the college, an internal audit review would be timely as the 
college has a number of new lecturing staff and is now moving towards a “new 
normal” given the easing of Covid restrictions. 
 
The revised programme is shown below with the outline scope together with the 
reporting timeline.   
 
Review Outline scope Audit Committee 

meeting 
Budget setting and 
monitoring 

Review the budget setting and 
monitoring arrangements in place, to 
inform monitoring, scrutiny and 
challenge 

March 2023 

Purchasing and 
payables 

Evaluate procedures in place for non-
pay expenditure and related payments 

March 2023 

Quality assurance 
processes 
 

Evaluate the adequacy and 
effectiveness of the college’s quality 
assurance systems with emphasis on 
the internal verification process 
 

March 2023 
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Staff induction and 
onboarding 

Review the processes and procedures 
for inducting and on-boarding staff. 
The review will include consideration 
of the recent changes to the induction 
programme for lecturers 

June 2023 

IT support helpdesk Review the effectiveness of the 
processes around IT support provided 
to staff and students. The review will 
consider both proactive and reactive 
support and will consider how the IT 
team engages with those who need 
support 

June 2023 

Risk management workshop May 2023 – Support the risk management process, 
through a facilitated risk workshop/risk support with key college personnel. 
 
Action 
 
The Committee is asked to  
 
• comment on the findings from the review of student support services  
• approve the revision to the internal audit programme for 2022-23 and 
• note the reporting timeline 
 
 
 
Jennifer McLaren 
Vice Principal, Finance and Curriculum Services 
15 September 2022 
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Executive Summary 

Conclusion 

West Lothian College has effective student support services in place, with routes of referral detailed 

in the mandatory staff training module and the student resources available online.  

The College was awarded additional wellbeing funding in respect of Covid-19 which has been 

allocated to several student and staff wellbeing projects, and considerations have been made as to 

the additional staffing and equipment required to deliver these. However, we found that plans should 

be made for 2022/23, to help ensure students will be adequately supported should this funding cease 

or otherwise change in nature or extent. 

There is also an opportunity to improve the design of controls by ensuring the written procedures for 

student mental health and wellbeing fully reflect current working practices. 

 

Background and scope 

The College has many different support services on offer to students. The Student Support Team works with 

students across the College in all centres, providing help with all learning issues. Students can access one-to-

one support or help in small groups. There is also support available for students that have specific learning 

difficulties such as dyslexia, a medical difficulty, a mental health difficulty and/or a range of other support 

needs. To ensure students receive the best assistance possible, the Student Support Team offers to meet with 

students to discuss what support they need and how the College can help them.  

We have assessed the effectiveness of the support services on offer to students from a process and controls 

perspective, with a particular focus on mental health and wellbeing support provided by the Student Support 

Team.   
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Two improvement actions have been identified from this review, relating to control design. See Appendix A for 

definitions of colour coding. 

  

1 - Green

2 - Green

3 - Green

4 - Yellow

5 - Yellow

Control assessment
1. Staff receive appropriate training and guidance to help
them to identify students who may need mental health and
wellbeing support

2.  There are clear channels that staff can refer students to
if they think they may need mental health and wellbeing
support

3.  The College provides easy to find, clear guidance on
how to access the mental health and wellbeing support
available to students. This draws on external expertise and
good practice

4.  Roles, responsibilities, and reporting requirements for
providing mental health and wellbeing support are
documented and understood

5.  Student feedback and activity data is obtained,
analysed and used by management to aid continuous
improvement in providing support

0

1

2

3

Control Design Control Operation

Improvement actions by type and priority

Grade 4

Grade 3

Grade 2

Grade 1
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Key findings 

Good practice 

We have gained assurance that West Lothian College’s procedures reflect good practice in a number of areas, 

including: 

• All College staff must complete mandatory training on an annual basis. The training includes a section 

relating to Student Support Services and covers student behaviour, approaching struggling students 

and effective communication techniques. Non-completion of training is followed up on a monthly basis 

and reminders are sent regularly. 

• Referral channels have been made clear to staff within the mandatory training section relating to 

Student Support Services and within the Student Support MS Teams channel. Learning & Attainment 

Team meetings are held every Wednesday to discuss departmental matters or to provide informational 

sessions. 

• Guidance on how to access mental health and wellbeing support is provided by the College through the 

Mentally Healthy College Moodle page on the College intranet, the Student Association Teams 

Channel, and the Student Support page on the external website. Guidance is also available via the 

Student Support Team out-of-office script. 

• Reporting on student mental health and wellbeing has been established within the College and is 

understood by staff. There is quarterly reporting for both the Learning & Teaching Committee and the 

Board of Governors, with ad-hoc reporting to the Executive Leadership Team. 

• Student feedback is sought at regular intervals throughout the academic year. The results are used to 

plan for additional resources which may be required and address gaps in support.  

Areas for improvement 

We have identified two areas for improvement which, if addressed, would strengthen the College’s control 

framework. These relate to: 

• Developing a student support policy which covers roles and responsibilities of staff members, training 

requirements, reporting requirements and information systems. These arrangements appear to be in 

place. However, the College will benefit from having them formalised within a documented policy. This 

will ensure staff and students have all information required to assist with mental health and wellbeing in 

one place, with adequate reference to support services available. 

• Reviewing the mental health and wellbeing projects resourced through the additional funding provided 

by the Scottish Funding Council, with a view to developing a plan for these projects should the funding 

be ceased or decreased. This resulting plan should ensure students will continue to be adequately 

supported. 

These are further discussed in the Management Action Plan below. 

Impact on risk register 

This review cuts across the College’s Risk Register risks but is particularly relevant to:  
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• Risk 2.2 Delivery of high quality learning, teaching and learning support 

• Risk 2.3 Student engagement 

The improvement actions identified will help strengthen the College’s controls in mitigating the above risks.  

Acknowledgements 

We would like to thank all staff consulted during this review for their assistance and co-operation.   
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Management Action Plan 

Control Objective 1: Staff receive appropriate training 
and guidance to help them to identify students who 
may need mental health and wellbeing support. 

No reportable weaknesses identified 

College staff are required to complete mandatory training on an annual basis. A module of this training relates 

to Student Support Services and - in particular for this review - Supporting Student Mental Health & Wellbeing. 

The training covers approaching struggling students and effective communication techniques, as well as 

supporting students and the teams to approach for follow-up. It is designed to heighten awareness of student 

behaviour, changes in behaviour, and behaviour suggesting a student may be struggling. 

We obtained the training records for the mandatory Moodle training (AY 2021/22 Staff Mandatory Training: 

Performance & Improvement) and found 232 staff have completed it, which is a completion rate of 66%. The 

deadline for completion is mid-June and we confirmed that reminder emails to complete this training were sent 

in May. The Learning & Development Officer prepares a monthly department/faculty extract and sends a listing 

of staff members to managers with details of training completion.  

Other more focused training opportunities and courses are available to staff members, although these are not 

mandatory and often more related to the specific roles/responsibilities of each staff member. In 2021/22, there 

have been a number of training courses offered to staff including SMILE Counselling training, Mental Wellbeing 

and Health, Wellbeing Recovery Action Plan training, Keep Yourself Well Training, and Resilience Training. 

Green 
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Control Objective 2: There are clear channels that 
staff can refer students to if they think they may need 
mental health and wellbeing support. 

 

No reportable weaknesses identified 

Referral channels have been made clear to staff within the mandatory training section relating to Student 

Support Services. Staff are encouraged to contact Student Support as early as possible if a student is 

struggling as they can “provide all kinds of academic, additional support for learning and mental health 

support.”  Within the training, staff have been informed of the college counselling service and the role of the 

Student Support Officer in encouraging student attendance and safeguarding arrangements. 

The Student Support Team has its own MS Teams channel which has a dedicated section for resources. This 

section includes information and links to subcategories of support available, including support for carers, 

gamblers, Scottish Association for Mental Health, financial wellbeing and health for parents. The Teams facility 

allows for discussion of issues between the team in order to identify appropriate pathways of support. In 

addition, the Learning & Attainment Team meet every Wednesday (either with individual teams within the 

College to discuss departmental matters or full teams including delivery staff) to provide information sessions. 

For example, a local officer who runs a counselling service for young people recently ran a session in which he 

spoke about his work, sharing related insights to support the wider awareness and work of colleagues. There 

was also a session about the mental wellbeing and health 7-week training course staff were encouraged to sign 

up for. 

 

 

  

Green 
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Control Objective 3: The College provides easy to 
find, clear guidance on how to access the mental 
health and wellbeing support available to students. 
This draws on external expertise and good practice. 

 

No reportable weaknesses identified 

There are many pathways students can access in order to obtain information on the mental health and 

wellbeing support available at the College, including the Mentally Healthy College Moodle Page which they can 

access with their student log in via the website. There are Mental Health & Wellbeing (MH&WB) resources 

available which have been categorised into distinct informational areas including winter wellbeing, support in 

college, support in community, helplines and organisations, learn from home, engagement sessions, curricular 

sessions and helpful tools and videos. 

Mentally Healthy College Moodle Page 

We obtained access to this and sampled three of the categories and were able to confirm the guidance 

available to students includes information about support services and draws on external expertise and good 

practice. We found students are provided with information about internal resources and initiatives developed by 

the College, as well as a support services directory for external expertise in a wide number of specialist areas 

including MOOD mental health and wellbeing, outdoor therapy service, SMILE counselling and Trauma 

support. It also allows students to search by support needed, a specific service and areas within West Lothian. 

Student Association Teams Channel 

New wellbeing initiatives and regular reminders are posted on the Student Association’s Teams Channel within 

the Support and Wellbeing Information 2021-22 section. This channel is accessible by all students and 

regularly provides updates or links to surveys to encourage students to partake. 

Student Support Pages 

Within the College’s external website, there is a page dedicated to student support services. This page 

provides information about the College’s internal resources including the Student Support Team and the 

counselling service, both of which clearly display contact details should students wish to access support. There 

is also information relating to external resources including emergency support services and a directory of 

support for students put together by the Scottish Association for Mental Health (SAMH), complete with links to 

the services. 

If students attempt to contact staff from the Student Support Team whilst they are out-of-office, they will receive 

an email which provides details about support services available, emergency services, crisis services, listening 

services and a link to a document of services available for wider issues. 

The Student Association Hub also provides details where students can attend and seek information about 

services available.  

 

 

Green 
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Control Objective 4: Roles, responsibilities, and 
reporting requirements for providing mental health 
and wellbeing support are documented and 
understood. 

4.1 Policy and Procedures 

From our testing we confirmed adequate student support service arrangements are in place. However, the 

College has no overt, specific Student Support Policy. We were directed to the Access & Inclusion Strategy 

2017-2018 which relates to widening access for potential and existing learners but there are no references to 

the student support team or the reporting requirements. 

From our discussions with management and review of the meeting minutes, we confirmed that there are 

reporting mechanisms in place: 

• Learning & Teaching Committee – Meetings take place quarterly and at each meeting, a Student

Association Report and a Student Support and Learning Resources Report is provided for awareness

and attention;

• Executive Leadership Team – Periodic updates are provided by the Vice Principal of Performance and

Improvement about potential projects and funding usage; and

• Board of Governors – Reports are provided quarterly by the Student Association, and updates are

provided by the Learning & Teaching Committee.

Although the reporting requirements are well established, occurring in practice and understood by staff, there is 

a lack of documented guidance available around various aspects of mental health and wellbeing within the 

College which brings together and formally records in a comprehensive, overarching manner the various 

mechanisms and arrangements demonstrably in place. There is also limited formal guidance around: 

• Roles and responsibilities of staff members, including delivery staff, support staff and Board

Committees;

• Training required and courses available for staff to increase awareness and knowledge about providing

support to students;

• Information systems available and key performance indicators, including annual student feedback

procedures; and

• Governance arrangements in place in terms of overall lead for wellbeing support and expenditure

governance.

Whilst we found that staff have a good working knowledge of the processes to be followed and the systems in 

use, more supporting procedural documentation needs to be in place – particularly for less experienced 

members of staff and to support consistency in application. We understand a Student Support Policy may be 

drafted for use from August onwards. 

Yellow 
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Risk 

There is a risk that roles, responsibilities, and reporting requirements are not formally and clearly 

asserted/communicated to the relevant staff, which could lead to students not being able to receive the proper 

support they require in as timely a manner as possible. 

Recommendation 

We note that a new Student Support Policy is currently being developed, with completion due by August. The 

College should ensure the policy covers the sections mentioned above, as well as detailing or linking the range 

of support available to students and referral channels available so all relevant information is detailed within one 

document. This will ensure staff have all information required to assist with mental health and wellbeing in one 

place, with adequate reference to support services available. As policies and procedures are published on the 

College website, students will also have access to this document. 

We recommend approval of the policy and subsequent review of content is added to the Learning & Teaching 

Committee workplan, to ensure this is captured within a formal review cycle. 

Management Action: 
Grade 2 

(Design) 

Agreed. 

Action owner: Head of Quality, Student Support & Learning Resources Due date: 31 July 2022 
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Control Objective 5: Student feedback and activity 
data is obtained, analysed and used by management 
to aid continuous improvement in providing support. 

5.1 SFC Mental Health and Wellbeing Funding 

Student feedback is collated by various surveys and mechanisms, as follows: 

• Pre-enrolment: The College collected data using a shortened Warwick-Edinburgh Mental Wellbeing

Scale. A short online questionnaire was introduced to the pre-enrolment process which students

undertake prior to induction. It was designed to give the College a reliable baseline of the services

required and an improved understanding of the general wellbeing of students at the start of their

course.

• SPARKLE: This survey was created by the Student Association in order to gauge students’ feelings

about their courses and wider College experience. From the Winter 2021 SPARKLE survey, 65

students indicated that their mental health was difficult, and 80 students said they did not know where

to access support.

• The SFC’s Student Satisfaction and Engagement Survey: The results of this survey have not been

reported yet, but to avoid overloading students with a second SPARKLE survey, a number of questions

were included from the Student Association.

There was an additional consultation process involving a group of staff and Student Association ambassadors 

to focus on mental and physical health and wellbeing through the creation of the Student Mental Health 

Agreement. The outcomes of these surveys and initiatives are reported to the relevant committees and groups 

for discussion and awareness. 

A Student Support and Learning Resources Report is provided quarterly to the Learning and Teaching 

Committee to present an insight into the work that has taken place to support students and develop learning 

resources in the previous 3 months. As part of this report, relevant ongoing initiatives and activities are 

discussed at a high-level, including the initiatives in place as a result of the SFC’s Mental Health and Wellbeing 

funding. 

In respect of COVID-19, the College has received additional funding from the SFC to be used on wellbeing 

projects. In 2021/22, funding of £112,572 was awarded for use on both staff and student wellbeing. We were 

provided with the plan for these funds and the actual expenditure incurred and we confirmed these costs 

related to mental health and wellbeing.  

Through review of Learning & Teaching Committee meeting minutes and papers, we confirmed that efforts 

have been made to assess the progress of the arrangements and activities established from the additional 

funding provided. For example, the funding was used to appoint a Specialist Mental Health Student Support 

Assistant who developed the Mentally Healthy Community page on Moodle; this now has a rich bank of digital 

resources, information and videos. They also developed sessions on mental health for students and delivered 

these in conjunction with lecturers, with positive feedback given by the students, as well as playing an active 

role in the refresh of the Student Mental Health Agreement.  

Yellow 



azets.co.uk West Lothian College Student Support Services 11 

Initial indications suggest additional funding for mental health and wellbeing will not be available in 22/23, and 

as such, discussions should be held and plans made about the future of arrangements and activities if the 

funding is not available going forward. We understand that initial informal discussions have taken place, but this 

should be structured, documented and finalised with a plan in place should funding be ceased or decreased. 

Risk 

Scrutiny of plans and outcomes in relation to student wellbeing projects resourced through additional funding 

may be impaired in the event of funding challenges. This may adversely impact current or future delivery, to the 

detriment of student wellbeing 

Recommendation 

The mental health and wellbeing projects resourced through additional funding should be fully assessed, with a 

resulting plan should the funding be ceased or otherwise change in the next year. 

Management Action: 
Grade 2 

(Design) 

Agreed. 

Action owner: Head of Quality, Student Support & Learning Resources Due date: 31 July 2022 
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Appendix A – Definitions  

Control assessments 

  

Management action grades 

 

 

 

 

 

Fundamental absence or failure of key controls.

Control objective not achieved - controls are inadequate or ineffective.

Control objective achieved - no major weaknesses but scope for improvement.

Control objective achieved - controls are adequate, effective and efficient.

•Very high risk exposure - major concerns requiring immediate senior 
attention that create fundamental risks within the organisation.

4

•High risk exposure - absence / failure of key controls that create 
significant risks within the organisation.

3

•Moderate risk exposure - controls are not working effectively and 
efficiently and may create moderate risks within the organisation.

2

•Limited risk exposure - controls are working effectively, but could be 
strengthened to prevent the creation of minor risks or address general 
house-keeping issues.  

1

R 

 A 

Y 

G 
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The Annual Internal Audit Report for 2021-22 is attached to this paper.  

The auditors’ opinion is that West Lothian College has a framework of controls 
in place that provides reasonable assurance regarding the organisation’s 
governance framework, internal controls, effective and efficient achievement 
of objectives and the management of key risks. 

Action 

The Committee is asked to discuss the findings within the report. 
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15 September 2022 
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Introduction 

The Public Sector Internal Audit Standards (PSIAS) state that: 

“The Chief Audit Executive must deliver an annual internal audit opinion and report that can be used by the 

organisation to inform its governance statement.” 

“The annual internal audit opinion must conclude on the overall adequacy and effectiveness of the organisation’s 

framework of governance, risk management and control.” 

To meet the above requirements, this Annual Report summarises our conclusions and key findings from the 

internal audit work undertaken at West Lothian College (the College) during the year ended 31 July 2022, including 

our overall opinion on the College’s internal control system. 

Acknowledgement 

We would like to take this opportunity to thank all members of management and staff for the help, courtesy and co-

operation extended to us during the year. 



Overall internal audit opinion 

Basis of opinion 

As the Internal Auditor of the College, we are required to provide the Audit Committee with assurance on the whole 

system of internal control. In giving our opinion it should be noted that assurance can never be absolute.  The most 

that the internal audit service can provide is reasonable assurance that there are no major weaknesses in the 

whole system of internal control. 

In assessing the level of assurance to be given, we have taken into account: 

• All reviews undertaken as part of the 2021/22 internal audit plan;

• Any scope limitations imposed by management;

• Matters arising from previous reviews and the extent of follow-up action taken including in year audits;

• Expectations of senior management, the Audit Committee and other stakeholders;

• The extent to which internal controls address the client’s risk management /control framework;

• The effect of any significant changes in the College’s objectives or systems; and

• The internal audit coverage achieved to date.

In my professional judgement as Head of Internal Audit, sufficient and appropriate audit procedures have been 

conducted and evidence gathered to support the basis and the accuracy of the conclusions reached and contained 

in this report.  The conclusions were based on a comparison of the situations as they existed at the time against 

the audit criteria.  The conclusions are only applicable for the entity examined.  The evidence gathered meets 

professional audit standards and is sufficient to provide senior management with proof of the conclusions derived 

from the internal audit work. 

Internal Audit Opinion 

In our opinion, West Lothian College has a framework of internal controls in place that provides reasonable 

assurance regarding the organisation’s governance framework, internal controls, effective and efficient 

achievement of objectives and the management of key risks. 

Azets 

September 2022 
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Internal audit work performed 

Scope and responsibilities 

Management 

It is management’s responsibility to establish a sound internal control system.  The internal control system 

comprises the whole network of systems and processes established to provide reasonable assurance that 

organisational objectives will be achieved, with particular reference to: 

• risk management;

• the effectiveness of operations;

• the economic and efficient use of resources;

• compliance with applicable policies, procedures, laws and regulations;

• safeguards against losses, including those arising from fraud, irregularity or corruption; and

• the integrity and reliability of information and data.

Internal auditor 

The Internal Auditor assists management by examining, evaluating and reporting on the controls in order to provide 

an independent assessment of the adequacy of the internal control system. To achieve this, the Internal Auditor 

should: 

• analyse the internal control system and establish a review programme;

• identify and evaluate the controls which are established to achieve objectives in the most economic and

efficient manner;

• report findings and conclusions and, where appropriate, make recommendations for improvement;

• provide an opinion on the reliability of the controls in the system under review; and

• provide an assurance based on the evaluation of the internal control system within the organisation as a

whole.

Planning process 

Our strategic and annual internal audit plans are designed to provide the Audit Committee with assurance that the 

College’s internal control system is effective in managing the key risks and best value is being achieved.  The 

plans are therefore informed by the College’s risk management system and linked to the Corporate Risk Register. 

The Strategic Internal Audit Plan was agreed in consultation with senior management and formally approved by the 

Audit Committee. 

The Annual Internal Audit Plan is subject to revision throughout the year to reflect changes in the College’s risk 

profile. However, no significant changes were made to the approved 2021/22 plan. 

We planned our work so that we have a reasonable expectation of detecting significant control weaknesses.  

However, internal audit can never guarantee to detect all fraud or other irregularities and cannot be held 

responsible for internal control failures. 



 

 

Cover achieved 

The 2021/22 Internal Audit Plan comprised 49 days of audit work and we completed the full programme.  As part of 

the audit plan, we facilitated a Risk Management workshop in accordance with the requirements of the Audit 

Committee. A comparison of actual coverage against the 2021/22 plan is attached at Appendix 1. 

We confirm that there were no resource limitations that impinged on our ability to meet the full audit needs of the 

College and no restrictions were placed on our work by management. 

We did not rely on the work performed by a third party during the period. 

Reports 

We prepared a report from each review and presented these reports to the Audit Committee. The reports are 

summarised in the table below. 

Where relevant, all reports contained action plans detailing responsible officers and implementation dates. The 

reports were fully discussed and agreed with management prior to submission to the Audit Committee.  We made 

no significant recommendations that were not accepted by management. 

 

Summary of reports by control assessment and action grade 

Review Control objective 
assessment 

No. of issues per grading 

  4 3 2 1 

Core Financial Systems 

 

- 1 3 - 

Portfolio Planning 

 

- - - 2 

Student Support Services 

 

- - 2 - 

Student Induction and Enrolment 

 

- - 1 - 

Credits, Student Funds and EMA N/A * - - - - 

 

* Different reporting style with no assessed control objectives, in line with funding body requirements. 
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Control objective assessment definitions 

  

 

Management action prioritisation definitions  
 

 
 
 
 
 
 
 
 
 
 
 
 
 

Fundamental absence or failure of key controls.

Control objective not achieved - controls are inadequate or ineffective.

Control objective achieved - no major weaknesses but scope for improvement.

Control objective achieved - controls are adequate, effective and efficient.
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Progress in implementing previous internal audit actions 

Management have continued to make good progress in implementing agreed actions from internal audit reports. 

We reviewed the 16 actions on the action tracker and obtained sufficient information to close 12 of the actions.   

 

Key themes from audit work in 2021/22 

Through our reviews we confirmed that the College had robust controls in place across the areas audited during 

the period and noted mainly minor improvements to strengthen the existing control frameworks. We only identified 

one significant finding during the period, as part of our review of Core Financial Systems. We found that incident 

account reconciliations were not being completed in a timely manner, in line with procedure. It has been confirmed 

by management that this issue has since been addressed.  

Overall, management have also made good progress in implementing previously agreed recommendations. 

Independence 

PSIAS require us to communicate on a timely basis all facts and matters that may have a bearing on our 

independence.  

We can confirm that the staff members involved in each 2021/22 internal audit review were independent of the 

College and their objectivity was not compromised in any way. 

Covid-19 impact  

In response to the Covid-19 pandemic, the UK Public Sector Internal Audit Standards Advisory Board (IASAB) 

published guidance to Heads of Internal Audit to support ongoing compliance with PSIAS alongside managing the 

impact of the pandemic[1]. This guidance includes reference to a number of challenges associated with undertaking 

internal audit work in the current circumstances, including  

• Diversion of internal audit staff to other work 

• Diversion of operational staff to other duties 

• Home-working of the majority of staff 

• Increased levels of sickness absence/sick leave 

We have maintained regular dialogue with both management and the Audit and Risk Committee to ensure our 

audit plan focuses on key risks to the organisation, whilst recognising the impact of the pandemic on the College 

 
[1] COVID-19 | CIPFA (iasab.org) 

75%

25%

0%

Status of Recommendations

Complete

Partially complete

Not yet due

http://www.iasab.org/covid-19
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staff. Our audit plan was open to refresh on a quarterly basis to give scope to respond to new and emerging risks. 

More generally, we have taken a flexible approach to delivering our internal audit plan over the year to allow us to 

provide support to management where necessary. 

In line with government guidance, our whole internal audit team has worked remotely since March 2020, but these 

arrangements have not impacted our ability to deliver audits in line with PSIAS. We have conducted all meetings 

via video-conferencing and have used electronic file protocols for the transmission of audit evidence and working 

papers. As such, our audit team has also been able to avoid resourcing challenges due to Covid-related sickness 

absence.  

Conformance with Public Sector Internal Audit Standards 

Having considered the impact of Covid-19, as outlined above, we confirm that our internal audit service conforms 

to the Public Sector Internal Audit Standards, which are based on the International Standards for the Professional 

Practice of Internal Auditing.  This is confirmed through our quality assurance and improvement programme, which 

includes cyclical internal and external assessments of our methodology and practice against the standards.  

A summary of the results of our most recent internal assessment is provided at Appendix 2. 



Appendix 1 – Planned v actual days 2021/22 

Ref and Name of report Planned 

Days 

Actual

Days 

Core Financial Systems 6.5 6.5 

Risk Workshop 5 5 

Student Induction and Enrolment 5 5 

Portfolio Planning 5 5 

Student Support Services 5 5 

Follow up 2 2 

Credits, Student Funds and EMA 14 16 

Audit Management 2.5 2.5 

Annual planning and annual reporting 2 2 

Audit Committee (attendance & prep) 2 2 

Total 49 51 
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Appendix 2 – Summary of Internal Quality 
Assurance Assessment 

We are pleased to disclose the outcome of our regular internal and external quality assessments with our 

clients to provide you with assurance that the service you receive is of high quality and fully compliant with 

internal audit standards.   

Our most recent annual internal quality assessment (completed August 2021) was used to assess the extent 

to which our internal audit methodology conforms to the standards. This assessment comprised a quality 

review of a sample of audit files from across our client base.  

In addition, every five years we commission a full External Quality Assessment, the most recent of which was 

completed in July 2018. 

Overall, our service conforms to the requirements of the PSIAS.  Our assessment is based on the overall 

service that is delivered to each client.  We are happy to provide the College’s Audit Committee members with 

further details of the information set out above and the assessment process, if required. 



© Azets 2022.  All rights reserved.  Azets refers to Azets Audit Services Limited. Registered in England & Wales 

Registered No. 09652677. VAT Registration No. 219 0608 22. 

Registered to carry on audit work in the UK and regulated for a range of investment business activities by the Institute 

of Chartered Accountants in England and Wales. 
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Audit Committee 

COLLEGE AUDIT ROLLING ACTION PLAN 

The College Audit Action Plan shows progress in implementing previously 
agreed internal audit recommendations. The attached table shows the 
position as at September 2022.   

Of the five recommendations, four are complete and one is expected to be 
completed within the agreed deadline.   

Action 

The Committee is asked to note progress against plan. 

Jennifer McLaren 
Vice Principal, Finance and Corporate Services 
15 September 2022 



2020-21 – (1 August 2020 - 31 July 2021) 

Status September 2021 September 2022 
Grade 

4-5
Grade 

3 
Grade 

1-2
Grade 

4-5
Grade 

3 
Grade 

1-2
Completed recommendations by original 
deadline (subject to Internal Audit Review) - - 3 - - - 

Completed recommendations by extended 
deadline (subject to Internal Audit Review) - - - - 1 1 

Outstanding recommendations on target 
- - - - - - 

Outstanding recommendations past agreed 
deadline - 1 5 - - - 

Total 
- 1 8 - 1 1 

2021-22 – (1 August 2021 - 31 July 2022) 

Status September 2021 September 2022 
Grade 

4-5
Grade 

3 
Grade 

1-2
Grade 

4-5
Grade 

3 
Grade 

1-2
Completed recommendations by original 
deadline (subject to Internal Audit Review) - - - - - 2 

Completed recommendations by extended 
deadline (subject to Internal Audit Review) - - - - - - 

Outstanding recommendations on target 
- - - - - 1 

Outstanding recommendations past agreed 
deadline - - - - - - 

Total 
- - - - - 3 

College Rolling Plan/150922/Sharepoint 1 
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2020-21 
No Audit Report Topic Report 

Date 
Background Recommendation College Response Responsibility Deadline Status Update/ 

Comments 
Revised 
Deadline 

1 Business Continuity and 
Disaster Recovery 
(3.1 Incident response plans) 

March 
2021 

If comprehensive and robust 
incident response plans have not 
been developed for the recovery 
of critical systems, the response 
to incidents will not be 
appropriately managed. Also a 
risk that the college will be unable 
to recover technology 
infrastructure and systems in an 
effective manner if an IT disaster 
recovery plan is not in place. 

Recommend that the college develops 
effective recovery strategies for critical 
services for inclusion in incident 
response plans. Incident response 
plans, including responses to cyber 
security threats and attacks, should be 
agreed, documented and 
communicated. 
The college develops an IT disaster 
recovery plan that provides IT 
management with clear guidance and 
processes to follow. 
Incident response plans should be 
reviewed and updated on an annual 
basis. 

Grade 3 

Accepted. The college will 
complete the review and 
update of the IT Disaster 
Recovery plan by 30 June 
2021. 
The Disaster Recovery plan 
will be linked and cross 
referenced to the academic 
and support service areas 
and completed by 31 
October 2021. 
Cross referencing BIAs to the 
college strategic risk register 
will be undertaken on a 
quarterly basis and shared 
with the Audit Committee. 

Digital 
Infrastructure 
Manager 

31 October 
2021 

September 2021 update 

A first review of the IT 
Disaster Recovery plan 
has been completed. 
Further revisions will be 
required to account for re- 
location of offsite backup 
to the Whitehall site and 
as to reflect server 
infrastructure upgrades. 

November 2021 

Cyber incident policy 
revised and to be further 
reviewed as part of the 
CISOaas. 

31 July 
2022 

February 2022 

Cyber Incident and IT 
Policies updated and to 
be further reviewed via 
CISOaas. 

A cloud based backup is 
now operational covering 
Office365 staff and 
student accounts, which 
forms a critical part of the 
disaster recovery plan. 

An extended warranty has 
been purchased on the 
current infrastructure and 
hardware, to allow time to 
scope out and assess the 
college requirements. 
Currently have options 
from West Lothian 
Council and have started 
dialogue with third parties 
to compare pricing and 
technology available. Plan 
to have new Infrastructure 
in place by July 2022, 
including offsite and 
immutable backups. 

June 2022 update 

Orders confirmed with 
West Lothian Council for 
the complete replacement 
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or the college server 
infrastructure, with 
migration scheduled for 
summer 2022, including 
full offsite and immutable 
backups. 

September 2022 
update 

Complete  
Infrastructure 
replacement project 
completed over 22-25 
July 2022 in conjunction 
with West Lothian 
Council.  

2 Business Continuity and 
Disaster Recovery 
(4.1 Business continuity 
testing) 

March 
2021 

If there are not regular and planed 
business continuity tests 
completed with operational staff 
and recover team members 
present, relevant staff will not be 
aware of their responsibilities 
regarding the recovery of 
systems. 

Management should introduce a risk- 
based programme of recovery testing 
for key systems including a range of 
tests, live testing and simulations of 
different scenarios. 
Outcomes of testing should be formally 
documented. 

Accepted. A schedule of 
BCP testing and a scoping 
plan will be developed. 

Digital 
Infrastructure 
Manager 

31 October 
2021 

September 2021 update 

Revised schedule to be 
published once Network 
Officer post filled and 
consultancy services are 
agreed with external 
supplier. 

30 April 
2022 

Grade 2 
November 2021 

Network Officer post has 
been recruited to and 
discussions ongoing to 
agree the testing 
schedule. 

College virtual server 
infrastructure hosted at 
the Civic Centre due for 
replacement by 2022 and 
discussions ongoing with 
West Lothian Council in 
terms of options 
appraisal. Migration to of 
upgrading of cloud 
services to MS Azure will 
enhance our BCP and 
DR. 

February 2022 

A cloud based backup is 
now operational covering 
Office365 staff and 
student accounts, which 
forms a critical part of the 
disaster recovery plan. 
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Student Records system 
now has copies of LIVE 
system taken to TEST 
and TRAIN as part of the 
supplier managed service 
agreement. 

Schedule of recovery 
simulations to be 
formalised with business 
application owners. 

Revised deadline of 30 
April 2022. Rationale is 
that BCP testing of other 
business applications 
requires cooperation from 
other areas of the college 
to organise. 

June 2022 

Discussions on hold due 
to the project planning 
required with West 
Lothian Council, to 
migrate to the new college 
server infrastructure and 
the planned upgrading of 
the Sun Business finance 
system. 

September 2022 update 

Complete 

Infrastructure 
replacement project 
completed over 22-25 
July 2022 in conjunction 
with West Lothian 
Council.  

Purchase order raised to 
upgrade and maintain 
Sun Business with 
upgrade date still to be 
scheduled. 

Table top cyber incident 
exercise scheduled for 2nd 
September, with these 
planned quarterly during 
22-23.

01 October 
2022 
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No Audit Report Topic Report 
Date 

Background Recommendation College Response Responsibility Deadline Status Update/ 
Comments 

Revised 
Deadline 

3 Core financial systems May 2022 The financial ledger is backed-up on 
a daily basis, with information stored 
off site. The back-up process is the 
responsibility of the College’s IT 
department.  
However, we were unable to confirm 
that the back-up process is subject 
to periodic testing to ensure that 
information can be successfully 
restored in the event of IT 
failure/loss of data. 

Back-ups should be periodically tested to 
ensure that back-up information can be 
successfully restored in the event of an 
IT/systems failure. 
Grade 2 

As part of the investment in our 
new Digital Infrastructure we 
will include restore testing on 
various systems every quarter. 
This will include core college 
systems like SUN. We will also 
build in an Immutable backup 
which effectively means this is 
locked and cannot be changed, 
in the event of a cyber attack 
the data will be safe from 
Malware that encrypts data.  
The new Infrastructure project 
is underway and will be in place 
before staff return in August. 

Digital 
Infrastructure 
Manager 

December 
2022 

September 2022 

Purchase order raised to 
upgrade and maintain 
Sun Business with 
upgrade date still to be 
scheduled. 

Table top cyber incident 
exercise scheduled for 
2nd September, with 
these planned quarterly 
during 22-23. 

4 Student induction and 
enrolment 

June 2022 The College currently carries out a 
student survey organised by the 
Student Association (formally known 
as the Sparkle Survey). This survey 
runs during the academic year and 
gathers appropriate feedback from 
students which is then collated into 
a report and discussed with the 
Learning and Teaching Committee. 
This allows for action plans to be 
determined and implemented in 
accordance with the feedback 
obtained. However, there is little 
focus on feedback on the induction 
and enrolment processes.  
We reviewed the current induction 
survey deployed by the marketing 
team and found that the questions 
tended to have a strong focus on 
marketing and advertisements, as 
opposed to obtaining student 
opinion on the induction and 
enrolment processes/experience. 
Whilst there were a few induction 
questions included, they are closed 
questions and as such do not 
provide much insight into the 
students’ opinion and underlying 
insights. Further, we were advised 
that the feedback is not formally 
reported to senior management or 
the Learning and Teaching 
Committee as standard. 

More overt focus on aspects of the 
induction and enrolment process should 
be considered within student surveys. 
This information should then be analysed 
and reported on within the College, with 
action plans created and implemented. 
Grade 2 

Marketing and the Student 
Association will revise the 
survey of students to be 
completed by end of August 
2022, to include qualitative and 
quantitative questions on the 
induction experience and 
include the results of this 
survey and actions in reporting 
to the Learning and Teaching 
Committee. 

Head of Quality, 
Student Support 
and Learning 
Resources 

August 2022 September 2022 
Questions revised 
Complete 
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5 Portfolio Planning June 2022 The Approval of Learning Course 
Policy and Procedure document 
clearly sets out:  
 
• responsibilities of College staff with 
respect to the approval of learning 
courses;  

• the procedure for internal approval 
of all learning courses; and  

• the procedure for the external 
approval of all learning courses.  
 
The document was last reviewed in 
March 2018 and was due to be 
reviewed and approved again in 
March 2021. We reviewed the 
minutes from the Board and 
Learning and Teaching Committee 
for the relevant period but were 
unable to identify evidence of any 
such review. 

We understand Covid has had a delaying 
impact and the policy is pending 
review/approval. Once reviewed, we 
recommend the document is presented 
to the appropriate group for final, formal 
approval. 
Grade 1 

The policy and procedure has  
been updated and will be  
presented to the Executive  
Leadership Team by the end  
of June.  

 

Head of Quality, 
Student Support 
and Learning 
Resources 

June 2022 

    

September 2022 
Complete. 
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Audit Committee 
 
EXTERNAL AUDIT PROGRESS REPORT 
 
The attached external audit report provides the Audit Committee with a 
progress update on the external auditors’ expected responsibilities in relation 
to the 2021-22 year-end audit. 
 
This report also seeks to highlight key emerging national issues and 
developments which may be of interest to members of the Audit Committee. 
 
Action 
 
For information. 
 
 
 
Jennifer McLaren 
Vice Principal, Finance and Corporate Services 
15 September 2022 
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This document is to be regarded as confidential to West Lothian College. It has been prepared for the sole use of the
Audit Committee as the appropriate sub-committee charged with governance by the Board of Governors. No responsibility 
is accepted to any other person in respect of the whole or part of its contents. Our written consent must first be obtained 
before this document, or any part of it, is disclosed to a third party.
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01
Purpose of this report

This report provides the Audit Committee with an update on progress in delivering our 
responsibilities as your external auditor.

National publications and other updates

This section of the report sets out summaries from national publications and other updates 
which may be of interest to Members of the Audit Committee.

Audit timetable

Our key stages are summarised in the diagram shown below.  Overall, work is on track and 
there are no significant issues arising.  

• Final review and disclosure checklist of financial 
statements

• Final audit file review
• Agreeing content of Letter of Representation
• Reporting to those charged with governance
• Reviewing post balance sheet events
Key reporting and communication 
outputs
• Annual Audit Report
• Independent Auditor’s Report

• Updated our understanding of the College
• Initial opinion and wider scope risk assessments

• Developed our audit strategy
• Lessons learned from 2020/21 audit

• Agreed timetables
• Preliminary analytical procedures

Key reporting and communication
outputs

• Audit Strategy Memorandum

• Review of draft annual report 
and accounts

• Reassessment of audit strategy
• Delivering our planned audit 

testing
• Continuous communication on emerging               

issues
• Clearance meeting
Key reporting and communication outputs
• Regular update meetings with the finance 

team

• Document systems and 
controls

• Walkthrough procedures
• Controls review, including general and 

IT controls

Key reporting and communication outputs
• Audit progress report

Planning
June 2022

Interim
September 

2022

Fieldwork
October 

2022

Completion
December 

2022



Audit progress

4

Audit progress

Since the issue of our Audit Strategy Memorandum in June 2022 we have:

• attended a College sector update virtual meeting with Audit Scotland;

• developed a draft Accounts final visit project plan setting out the key dates when we plan 
to undertake our work and the likely documents, working papers and information we will 
need to review. We will agree this with management in the coming weeks; 

• liaised with management regarding the valuation of land and buildings for the year ended 
31 July 2022. Due to the extensive refurbishment work recently undertaken, management 
have decided to engage professional valuers to undertake an interim valuation of the land 
and buildings;

• continued to update our risk assessment for our Wider Scope work conclusion, including 
review of agendas and minutes for relevant meetings and consideration of reports by 
external regulators.

Our audit work is on track and we have no matters to raise with the Committee at this stage 
of our audit. There are however changes to the significant risks reported in the Audit Strategy 
Memorandum due to the valuation of land and buildings which is referred to above, which 
due to the level of estimation involved we consider to be a significant risk of misstatement in 
the accounts. We have therefore raised the following risk:

02

Description of risk Planned response

Valuation of land and buildings 

The financial statements 
contain material entities for 
land and buildings. Land and 
buildings will receive an interim 
valuation as at 31 July 2022. It 
is likely that the revaluation 
amounts will be material to the 
financial statements. 

Valuations will be performed by 
an expert valuer. 

We will address the risk through performing audit work 
over;
• examining the professional qualifications of the 

valuer;
• challenge and substantiate the assumptions and the 

appropriateness of the date of the valuation used by 
management’s valuer in completing the valuations;

• considering the impact of any uncertainty arising 
from the professional valuation of College land and 
buildings, assessing against third party benchmark 
information where appropriate;

• ensuring that valuations and impairments have been 
completed on the correct basis for each item and 
that movements are in line with expectation; and

• assessing whether the report produced by the valuer 
has been correctly reflected in the accounts. 
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Management will use a professional valuer to undertake the valuation of land and buildings. 
We will consider the use of management’s expert as follows: 

Audit fieldwork

The final audit fieldwork is due to begin on 17 October 2022. We plan to carry out our audit 
fieldwork using a blended approach including remote audit work and on-site visits. The on-
site visits will follow College requirements for external visitors to ensure the health and safety 
of both our audit team and College staff.

We intend to report to the Audit Committee on 1 December 2022 with our Annual Audit 
Report and draft opinion on the financial statements. The financial statements are scheduled 
to be approved by the West Lothian College Board on 6 December 2022. 

We will work to this timetable where possible and although we do not anticipate any imminent 
reason why we will not meet the timetable, we will inform the Audit Committee as soon as 
possible if we identify there is a risk to our delivery. 

02
Item of account Management’s 

expert Planned audit approach

Valuation of land and
buildings Avison Young

We will consider the reasonableness of the 
valuer’s output, referring to relevant reporting 
on regional and national trends in property 
values.
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03
Planned output

Expected 
completion 
date

Final report 
issued to 
Audit 
Committee

Comments

2021-22 Audit Strategy
Memorandum June 2022 June 2022 ~

Audit Committee Progress Report 
and Briefing

September 
2022

September 
2022

~

2021-22 Annual Audit Report, 
incorporating:

• Opinion on the financial 
statements

• Conclusion on Wider Scope 
work

November 
2022

December 
2022

~
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04
Publication

1 Accounts direction for Scotland’s colleges 2021-22, Scottish Funding Council, July 2022
2 National Fraud Initiative in Scotland 2022, Audit Scotland, August 2022
3 Scotland’s colleges 2022, Audit Scotland, July 2022

1. Accounts direction for Scotland’s College’s 2021-22, Scottish Funding Council,
July 2022

On 19 July 2022, the Scottish Funding Council issued its accounts direction for Scotland’s 
Colleges for the 2021-22 year, along with supporting guidance.

Changes include:-

Performance Report
• An option to produce a summarised performance overview of the College,

permitted by the FReM, has been removed
• Performance Analysis section is required to include details of how the College has

promoted equality of delivery of service to different groups and had due regard to
public sector equality duty under the Equality Act 2010

• Performance Analysis section should include brief commentary outlining the Fair
Work practices that have been developed and progress in their implementation at
the College

Remuneration and staff report
• There are significant changes to Fair Pay disclosures with pay multiple

disclosures being extended to include upper and lower quartile ratios along with
explanations for year-on-year movements.
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2. The National Fraud Initiative in Scotland 2022, Audit Scotland, August 2022

The National Fraud Initiative (NFI) is a counter-fraud exercise across the UK public sector 
which aims to prevent and detect fraud. NFI is overseen by the Cabinet Office and led by 
Audit Scotland for all Scottish public bodies. The exercise takes place every two years. Data 
sets are submitted by public bodies and computer data matching techniques are used to 
detect fraud and error.

Overall, the 2020/21 exercise identified outcomes (the value of fraud, overpayments and 
error detected as well as an estimate of future losses that are prevented) of £14.9m. Total 
outcomes since NFI began in 2006/07 are now at £158.5m in Scotland.

While no direct outcomes are attributable to Colleges in the 2020/21 exercise, the 
importance of full public sector data being used in this exercise is illustrated.

https://www.audit-scotland.gov.uk/publications/the-national-fraud-initiative-in-scotland-2022

3. Scotland’s Colleges 2022, Audit Scotland, July 2022

The annual overview report produced by Audit Scotland reflecting on the financial and 
operational performance of Scotland’s Colleges in 2020/21. Overall, Colleges have 
responded well to Covid-19, but changes are required to ensure they remain financially 
sustainable in the long term and more students complete courses.

Covid-19 funding provided a healthier financial position across the sector, with an overall 
operating deficit of £47m across all Colleges and an adjusted operating position of £20m 
surplus. The report recognises these improvements in financial position are due to additional 
funding in year and the position is likely to deteriorate in the coming academic years. The 
report clearly sets out the capital funding gap for backlog and lifecycle maintenance costs.

https://www.audit-scotland.gov.uk/publications/scotlands-colleges-2022

https://www.audit-scotland.gov.uk/publications/the-national-fraud-initiative-in-scotland-2022
https://www.audit-scotland.gov.uk/publications/scotlands-colleges-2022
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05
Please let us know if you would like further information on any items in this report. 
www.mazars.co.uk

Lucy Nutley
Engagement Lead
07387 242 052
lucy.nutley@mazars.co.uk

Ruth Holland
Senior Manager
07881 283 517
ruth.holland@mazars.co.uk

Address: 
Apex 2
97 Haymarket Terrace
Edinburgh
EH12 5HD

http://www.mazars.co.uk/
mailto:gareth.davies@mazars.co.uk
mailto:ruth.holland@mazars.co.uk
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Audit Committee 

GENERAL DATA PROTECTION REGULATION (GDPR) AND FREEDOM 
OF INFORMATION (FOI) UPDATE 2021-22 

GDPR 

There were no significant GDPR breaches in 2021-22 and none required to 
be reported to the information commissioner’s office. 

FOI 

The table below shows the number of FOI and data subject access requests 
received during 2021-22. Comparative figures are provided for 2020-21. 

2021-22 2020-21 Increase/ 
(decrease)  

Comment(s) 

Data subject access 
requests 

1 2 (1) 

Subject access 
requests from other 
agencies e.g. 
Department for 
work and pensions 

0 4 4 

FOIs 19 13 6 In 2020-21  
two FOIs were 
received from 
either the EIS or 
UNISON and in 
2021-22 six were 
received  

Action 

The Committee is asked to note the position for 2021-22. 

Jennifer McLaren 
Vice Principal, Finance and Corporate Services 
15 September 2022 


	Agenda Audit Committee 15 September 2022
	Paper 01 Draft Minute of Audit Committee Meeting of 23 June 2022
	Paper 02 Matters Arising from Audit committee meeting on 23 June 2022
	Paper 03 Information Systems and Digital Infrastructure Report
	Paper 04 Health and Safety Update Quarterly Report
	Paper 05 Internal Audit Student Support FC
	Paper 05 Student Support Services
	Paper 06 Internal Audit Annual Report (FC)
	Paper 06 Internal Audit Annual Report
	Paper 07 College Audit Action Plan FC
	Paper 07 College Rolling Audit Action Plan
	Paper 08 External Audit Progress Report FC
	Paper 08 External Audit Progress Report
	Paper 09 GDPR and FOI update 2021-22
	Paper 10 Complaints Report



