West Lothian College - Audit Committee

Thursday 16 September 2021 at 10.30 am, via Zoom
10.00 am - Pre-Committee Meeting: Board Members — Student Funds Team
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Action: For Approval Agenda Item 3

Paper 1
West Lothian College
16 September 2021

Audit Committee

Minute of Meeting of the Audit Committee held on Thursday 24 June 2021 at 10am
via Zoom.

For information: A pre-meeting was held with Committee Members and
representatives from the Construction Team to enable Committee Members to meet
the staff team. The Committee thanked the team for providing a very positive and
authentic insight into the college. The Team provided detailed insight into how they
have met the challenges of the pandemic head on, and adapted processes that
engage students in a different way. The team provided examples of working with local
employers to introduce project work, which gave the students a positive focus and
challenge, while still meeting their course criteria. The committee thanked the team for
taking the time to present and for their hard work and enthusiasm.

Present: Sue Cook (Chair)
Seonaid Crosby
Lynne Hollis
Colin Miller
Richard Lockhart
Simon Ashpool

In attendance: Jackie Galbraith (Principal and Chief Executive)
Sarah-Jane Linton (Vice Principal, Learning and Attainment)
Jennifer McLaren (Vice Principal, Finance and Corporate
Services)

Bill Dunsmuir (Head of Information Systems and Digital
Infrastructure)

David Eardley (Azets, Internal Auditors)

Emily Parker (Azets, Internal Auditors) — Item 9

Emily Purdie (Health and Safety Officer) — Item 5
Lesley Aitkenhead (Board Governance Advisor)

Lucy Nutely (Mazars, External Auditor)

Alyce Russell (Mazars, External Auditor)

1 Welcome/Apologies

The Chair welcomed everyone to the meeting. A special welcome was
extended to Bill Dunsmuir who is attending for Simon Earp. Apologies received
from Simon Earp and Alex Linkston. It was noted that Jeremy Miles has
resigned as a committee and Board member, due to an unforeseen and direct
conflict with newly appointed role.
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2 Declarations of Interest
There were no declarations of interest.
3 Minute of Meeting of 4 March 2021

The Minute of the meeting of the Audit Committee of 4 March 2021 was
approved as a correct record.

4 Matters Arising from Minute of Meeting of 4 November 2021
All actions noted as being completed or on track.

5 Health and Safety
(i) Quarterly Health and Safety Report
The Health and Safety Officer presented the report which provided an overview
of the health and safety standards at West Lothian College from January 2021
to March 2021.
The Health and Safety Officer highlighted the key points of the report, noting
the memorandum of understanding with Napier University and the work with

CDN to share best practice during the pandemic.

The committee noted the work to continuously update risk assessments,
checking against changes in government guidelines.

The number of health and safety reports have reduced significantly since same
period previously, but it was noted that this was due to remote working.

The committee was advised that the Health and Safety Officer will be onsite
more frequently as services start to open up. The committee thanked the
presenter and noted the report.

6 Information Systems and Digital Infrastructure Update Presentation

The Head of Information Systems and Digital Infrastructure presented Paper 4
for information on Information Systems and Digital Infrastructure.
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The committee was advised of the work to obtain Cyber Security Essentials
Accreditation as a recognised industry standard.

The committee asked if this achievement meant the college was better
protected, and was advised that the work that underpins the accreditation for
Cyber Security Essentials Plus, provides assurance on the control environment
and requires increased levels of testing to be completed, including penetration
testing.

The committee were advised of the level of investment in this area, including
investment in people, with the appointment of new roles, and additional roles to
be appointed. The presenter welcomed the level of investment in the team,
which has allowed the college to attract and retain talent.

The committee was advised of the work to replace 2012 servers, and the
planned work on creating a new Disaster Recovery (DR) Site at the Civic
Centre, which is a major project and is a big step in terms of robust Business
Continuity Planning and effective DR.

The committee were advised of the significant investment in audio/visual
equipment, which was noted from previous presentation by the Construction
Team, which has been possible because of additional funding from the Scottish
Funding Council. The conditions of the funding were flexible and enabled the
college to invest intelligently.

The committee were advised that students had adapted well to blended working
and the focus was now on improving the integration, ensuring students had
access to material held on Moodle.

The committee commented on the changing environment in terms of cyber
security and the recommendations that were noted in the Cyber Security Audit
report. The presenter advised that cyber risk management is a continuous
process and set out on a clear roadmap.

Additional planning is also in place to ensure the college can continue should
there be additional or new lockdowns, resulting from variants.

The committee commented on the plans for use of Power Bl and the presenter
advised that further work would be shared with the committee and Board in
September. The committee collectively agreed that the power of data is in its
use, and examples of how this works in practice were shared to bring it to life.

The Chair thanked the Head of Information Systems and Digital Infrastructure
for excellent work and the report was noted for information.
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7 External Audit Strategy Memorandum 2021-21

The external auditor presented Paper 5 and noted that the content was similar
to previous strategies but the format was slightly different.

The presenter referred to page 4, setting out the role of the auditor, page 8
highlighting the areas of significant and enhanced risk, as the basis for the audit
plan.

Areas of focus included areas of financial control and sector wide funding,
although financial sustainability was not considered a key risk for 2021-22.

The committee asked about the returns for the college in respect of the National
Fraud Initiative and was advised that the return was completed but the number
of matches were very low for the college (particularly in comparison across the
sector), and action was taken to resolve.

The committee thanked the external auditor and noted the paper.
8 Approval of Internal Audit Contract

The internal audit team were asked to leave the meeting, to remove any conflict
on the discussion of Paper 6.

The Vice Principal, Finance and Corporate Services presented Paper 6 for
approval. The committee were supportive and approved the recommendation,
but raised some points of clarification in terms of level of tenure with current
internal audit firm and process of selection.

The points of clarification were all addressed and the committee noted
approval.

The internal audit team returned to the committee.

8 Internal Audit Reports
(i) Core Financial Systems
The internal audit team presented Paper 7, Core Financial Systems for
discussion. The presenter advised that the report provided strong assurance
on the effectiveness of financial systems in the college. The internal audit team

have noted a year on year improvement in financial controls and many areas
of best practice were noted including cash and bank controls.
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The presenter highlighted 2 minor issues that were identified during the audit,
including the use of SMART targets for income, with improved linkage to
operational targets.

The committee asked about debt management procedures and were advised
that there was a debt management policy in place and arrears were reviewed
on a monthly basis. It was noted that debts tend to be low value, as majority of
income comes for large grants and government bodies. An example of an area
that may result in a debt is a care home facility where the college has provided
training, but has gone out of business, but this is very rare.

The committee asked about a previously presented paper on the Commercial
Strategy, where there was an action captured around the use of SMART
actions. The committee enquired on whether the Commercial Strategy and
Income Strategy were the same thing and whether this was the same action.

The committee were advised that the actions in relation to the Commercial
Strategy were completed and this was a separate action, although the Income
Strategy was the replacement for the Commercial Strategy, and reflects a
broader view of income sources.

The committee asked about the provisions for debt and were advised that it
was in line with current policy and included in financial statements.

The external auditors commented that debt management and arrears it is an
area that they cover in the audit plan, including levels for write off.

The committee asked for some additional insight on plans for income growth
and targets and the Principal provided a summary of the update which was
presented to the Finance & General Purposes Committee. It was noted that
there are a number of threads, including an increase in SDS apprenticeships or
growth in SVQ modules delivered for public bodies. It is expected to work as a
more integrated approach, with income streams aligned to the strategic goals.

(ii) Business Continuity and Disaster Recovery

The internal audit team presented Paper 8 for discussion. The presenter
advised that the review was focused on the Business Management Area, and
not the whole college.

The presenter confirmed that the college had the controls that were expected
in terms of a business continuity framework, but highlighted recommended
actions in relation to the completion of Business Impact Assessments and how
these link to the Business Continuity Framework, and some areas of
documentation.
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The committee asked if the internal audit team would expect greater
involvement by the Board and Board Members and was advised that the college
completes a table assessment of Cyber Security on an annual basis, which the
Board is involved in.

The committee noted that disaster recovery was managed effectively by the
executive team, who brief the Board where required.

The committee noted the paper and thanked the internal audit team for their
presentation

Strategic Risk Register

The Vice Principal, Finance and Corporate Services presented Paper 9 for
discussion and highlighted that the committee were being asked to consider the
movement in risks and risk mitigation. The committee noted that the Finance &
General Purposes Committee and Learning & Teaching Committee reviewed
the Strategic Risk Register for those committees, as part of a standing agenda
item and were comfortable with the noted movements in risk profile,

The Head of Information Systems and Digital Infrastructure provided more
detail on the Strategic Risk Register and provided a rationale for the reduction
in risk scores for all 4 risks, oversighted by the Audit Committee.

The committee were advised that the reduction in likelihood for these risks had
reduced due to investment in core information security, staff recruitment and
completion of plans for improvements in infrastructure.

The committee were advised that the completion of Cyber Security Technical
Assessment was very detailed and provided insight into the mitigations that
were in place, and enabled a roadmap to be developed.

Further work is required on information systems to improve integration across
business process eg curriculum planning and timetable management.

The committee asked about risk 6.4 which relates to Business Continuity plans,
given the recent audit and recommended actions. The committee was advised
that this was a result of timing, as 1 of the recommendations was complete and
the other 3 were on track.

The committee asked about integration and use of MS Teams as opposed to
Zoom and were advised that the college uses MS Teams as preferred platform
but will support it for Board use, as it can reduce technical issues for use of
external email addresses.
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The committee asked about risk 6.3 and whether the college was able to
manage enrolments on phone and accept online payments. The Head of
Information Systems and Digital Infrastructure provided some insight on what
was in place now and plans for the future, including a review that was recently
completed for the online application process. The presenter advised that online
enrolment has moved from none in 2017 to all courses now online.

The committee discussed the impact of Cyber Essentials Plus and if that had a
direct impact on control improvements.

The Principal advised that the that the college has suffered a Cyber Attack in
the past and recognised the importance of investing in infrastructure and people
and this has led to an improvement in Risk 6.3. It was noted that the risk
remains Amber and is still significant.

Financial Regulations

The Vice Principal, Finance and Corporate Services presented Paper 10 and
requested the committee recommend approval by the Board.

The committee were advised that the changes reflected changes in accounting
policies relating to the treatment of capital grants.

The committee advised that this was a change across the sector, due to many
colleges managing low value capital assets, eg laptops.

The committee is comfortable to recommend approval by the Board.

Sector Update

The internal auditors highlighted areas of interest and focus across the sector,
which included the areas covered at the meeting, including cyber security and
resilience, National Fraud Initiative and noted that sector meetings are useful

sources of insight on changing practices as a result of COVID.

The external auditors agreed with the same points and advised on a change in
working practices to a hybrid model.

The committee noted the update and thanked the audit teams.
AOB

The committee noted the introduction of the new Head of Finance, Procurement
and Student Funding Fiona Hudson who will be replacing Danny Duffy.
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The chair noted the resignation of Simon Ashpool who will be leaving the Board
as a result of an appointment to a government role which was considered a
potential conflict. The chair thanked Simon for his contribution to the committee
and to the Board and advised that he will be sadly missed. This was noted by
all committee members, with best wishes for his new role.

1 Review of Meeting, development plan and supporting papers

Due to time restrictions the Chair requested that anything committee members
wished to bring up then feel free to email the Chair direct.

12 Date of Next meeting

16 September 2021
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Matters Arising - Audit Committee Tracker

Agenda Item 4
Paper 2

Date: 16 September 2021

Board/Committee Meeting Ref Source Action Owner Priority | Target Date | Status |Update
Audit 04-Mar-21 Al Annual Health & Safety Report |To amend future reports to show the last 5 years annual data for trend purposes H&SO 2 30-May-21
. Info Systems & Digital To invite the data scientist and the information systems manager to a future board in order to deliver a . .
Audit 04-Mar-21 A2 . IS&DI 2 01-Sep-21 Item to be included in Sept Board Agenda.
Infrastructure Update short presentation
To have the risk register as a standing agenda item at the board meetings as a discussion paper and ensure Strategic Risk Register is standai dait teachC itt
Audit 04-Mar-21 A3 Strategic Risk Register g & .g . . & . L pap BGA 1 30-May-21 rategic Risk Register 1s standaing agenda ftem, at each Lommittee
assurances were given from the committees that they are satisfied with the risk mitigations. and Board.
Audit 04-Mar-21 A4 AOB To ensure that Sector Update is a standing item on the audit agenda BGA 2 30-May-21

Strictly Private Confidential
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Health and Safety Quarterly Report

April to June 2021

Author: Emily Purdie Health and Safety Officer
Date: July 2021

Health and Safety Quarterly Report April to June 2021



Introduction

This report provides an overview of the health and safety standards at West Lothian
College from April to June 2021. More students were on campus during this period due
to Covid level restrictions lifting (an increase from 5% to 11% of the student population),
there was also a need for students to complete practical assessments. The work from
home rule was still in place so many staff were still home working.

Accidents, Incidents, Near Misses and Investigations

The monitoring, recording and reporting of accidents, incidents and near misses are a
legal requirement that the college actively promotes across the campus. As well as
meeting our legal obligation, it allows us to identify where and how risks arise. Each
report is fully investigated by the college health and safety officer. Appendix 1 shows
details of all investigations during this period.

During this reporting period, there have been fifteen HSF1 forms completed relating to
first aid/accidents/incidents and near misses. Normally we would compare the statistics
from this period with the same timeframe last year, however due to the pandemic there
were no students on campus in the same period in 2020 so a comparison would not be
realistic. Certain work-related injuries, cases of disease and near misses must be
reported to the Health and Safety Executive (HSE).

Data Collection 2021 to date.
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Health and Safety Management

The following arrangements are in place to control health and safety risks in order to
meet the legal requirements and show commitment to all stakeholders:

Health & Safety Committee

Last HS&E Committee meeting was held on

2nd June 2021

Minutes from meeting have been posted on Yes

iShare

Total Action points raised 9

Actions Raised against H&S officer 3 H&S Officer currently 1

outstanding

Next meeting scheduled for

15th September 2021

Employer’s Liability Insurance

Zurich Employers Liability Insurance

Expires on August 2022

Interventions

HSE Inspections in the last 12 months

Improvement Notices issued in last 12 months

Prohibition Notices issued in last 12 months

Improvements issued by Fire Service in last 12
months

[ellel{e]le)

Risk assessments

Number of risk assessments due for review

Number of new Risk assessments.

1 x DSE assessment
1 Maternity Assessment

Number of generic risk assessments due for
review

All departments to review RA for
start of 2021-2022 term
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Fire Risk Assessment

Fire Risk Assessment in place Yes

Review Date July 2021
Health and Safety Policy

Policy Statement approved by Jackie Galbraith
Next Review date August 2021
Responsibilities currently unassigned 0

Health and safety Procedures

Accident/Incident reporting June 2021

Lone Working May 2021
Inspection and Auditing July 2021
Emergency Evacuation July 2021

Work Placement August 2022
Excursions June 2021
COSHH April 2021

First Aid June 2021

Lock out/Tag out June 2021
Noise at Work June 2021
Business Continuity Policy Framework July 2022

Fire Safety Actions

Outstanding actions related to fire inspection 0

Overdue actions related to fire inspection 0

Last emergency evacuation drill (daytime) 8 June 2021
Last emergency evacuation drill (evening) 5 November 2020
Next emergency evacuation drill (daytime) September 2021
Next emergency evacuation drill (evening) September 2021

Scheduled events
No events have been scheduled on campus due to the Coronavirus lockdown.

Monthly CDN health and safety meetings have been taking place with other colleges
and HSE to discuss health and safety related issues, share best practice and changes
to guidance.

Fortnightly meetings between Health Protection Scotland, college and universities
proved invaluable with up to date information regarding Covid statistics, vaccine roll out
and testing.

A business continuity test exercise was carried out by Zurich testing the effectiveness of
the Business continuity plan for a major incident. The test was carried out using a major
cyber-attack as the example incident. This stress tested the college’s preparations for a
major incident including individual faculty and department and gave areas to learn and
improve. There were some recommendations given which will be incorporated into the
updated business continuity plans.
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Staff Experience Group

This quarter Staff Experience activities undertaken for health and wellbeing were the
organising of a six-week, college-wide walking challenge. Eighty staff participated and
collectively walked 22,000 miles! The winning teams and a lucky participant picked at
random were announced at June’s ‘Celebrate Success’ event. The challenge
encouraged staff to become more active, built up team spirit and kept up morale during
the period of ongoing Covid restrictions.

Whilst many staff continued to work remotely a live desk exercise class was arranged in
conjunction with Connect Health, the college’s physiotherapy provider, and West
Lothian Council.

A reminder of the staff mental health support mechanisms was publicised — together
with a new, further supportive measure of a listening service (Listening Time 4 U) which
supplements the employee counselling which is already available to staff.

A health promotion campaign was undertaken, ahead of the summer, about skin cancer
and keeping healthy in the sun.

People Development

As the deadline to complete the annual staff mandatory training approached at the end
of June, all staff were actively encouraged to complete this by both the HR and People
Development team, line managers and updates from the principal. This training covered
a range of topics including compliance around areas such as GDPR, Safeguarding and
health and safety.

Work is underway to review the staff mandatory training for academic year 2021-22
and, for the health and safety areas, the training will include e-learning modules around
student mental health, counter terrorism and working with Prevent.

In April, face to face training was delivered to college first aiders who were required to
renew their qualification and to ensure adequate cover could be provided.

It is anticipated that the level of people development around health and safety will
increase as the next academic year commences and more staff return to onsite
working.

Student Mental Health

This period continued to be a busy time for students who are continuing to submit work,
revise for assessments and exams and complete their course whilst juggling the
challenges of their home lives. Many students have engaged really well with online
support and meet the support for learning team members on a weekly basis for support
with both their learning and personal and emotional support. Being able to provide the
service in a range of different ways has enabled us to offer choice to the students about
how they access us and provide a more flexible service in relation to the range of
supports we offer through the team.
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The following services are offered to students

e Counselling service (21 students seen over 97 sessions)
Main issues: suicidal thoughts, depression, trauma, stress and anxiety, self-
esteem, mental health, confidence, illness and corona virus, college attainment
and college stress, tutors, family and relationships, homelessness and drug
alcohol, violence and courts

e Listening time 4 u (3 students seen)
Main issues: lockdown induced anxiety

e Togetherall (13 users seen)

e The man cave (15 students seen)
Main issues: isolation/depression/general anxiety

e Safeguarding team had 31 referrals during this period
Main issues: suicidal ideation/missing/no contact/homeless and other factors
present/domestic abuse/severe mental health difficulties

Prevent

The UK Counter-Terrorism (CONTEST) strategy was developed to tackle threats that
Scotland and the rest of the UK face from a range of extremist and terrorist ideologies,
groups and individuals. Prevent is one strand of this strategy, and sits alongside
Pursue, Protect and Prepare

In 2015, the UK Government placed a duty on specified authorities (including schools,
colleges and universities) to have, in the exercise of their functions, “due regard to the
need to prevent people from being drawn into terrorism”.

Prevent is about safeguarding individuals from being drawn into terrorism, ensuring
those vulnerable to extremist and terrorist narratives are given appropriate advice and
support at an early stage. Prevent is no different to any other form of safeguarding from
harm.

A prevent group has been established between Support for Learning, Safeguarding and
health and Safety to work on a collaborative approach to prevent and to formulate a
plan on the way forward.

This plan includes

Risk Assessment

Mandatory training to cover radicalisation and terrorism to all staff
Formation of prevent group members

Reviewing the safeguarding team to include new members across campus
community
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¢ Roll out of the national referral form

e Updated counterterrorism procedure to include Prevent

e Continuous collaboration with NHS Lothian and Lothian and Scottish Borders contest
groups.
The health and safety officer is the Prevent lead for the college.

Changes to Legislation/Guidance/Building Changes

There were no changes to legislation but Covid guidance was updated as with Level
changes in the country.

Further to consultation with college stakeholders the ground floor of the main college
building was completely refurbished to create a modern, welcoming and technology
enabled environment for students and staff to work, study and socialise in. This started
early June with a completion date of early August.

During this same timeframe the college fitted out a new barbering salon, the creation of
this area involved relocating staff into new work areas. The relocating of staff from
support areas as well as the college management team also started in June. Some of
the changes will allow us to create more flexible spaces for students.

Consultations and Internal Audits or Walk Round Inspections.

There were no consultations during this period

Walkaround inspection of college campus ventilation was carried out in line with Covid
guidance to assess areas of risk

Covid cases

The following positive Covid cases were reported during this quarter. All of the cases
were reviewed and were found to be through community transmission.

Staff - 4

Students -10
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Appendix 1 — Health and Safety Officers Investigation Findings

No | Date Accident/Incid | HSF1 Detail Investigation

ent/
near miss

1 21/04/2021 | Accident Student trapped their hand No further action
in their car door. First aider
attended and cleaned cut
and dressed wound.

2 | 22/04/2021 | Accident Student was in the corridor | Estates team
when a ceiling tile fell down | investigated and
and hit his hand. First aider | repaired ceiling tile.
attended and provided first
aid.

3 | 28/04/2021 | Accident Student hit his thumb with a | No further action
hammer causing a bruise
then felt faint. First aider
attended and sat with
student until feeling better.

4 29/04/2021 | Police incident Pills were found in a clear Manager asked
bag in changing area. lecturers to remind
Police 101 called and students they had
advised they would be signed a student
collected and taken off the agreement which
premises. states no drugs and

alcohol on campus
and be vigilant of
any suspicious
behaviour.

5 07/05/2021 | Near miss Member of staff was on This was an
campus. He tripped over his | exceptional evening
own feet and fell. Did not and the RA is being
result in an injury, as lone updated
working reported as a near | accordingly.
miss, no other college staff
working that evening.

6 11/05/2021 | Near miss Trainer was on an online Manager text the
call with candidates on first | student to see if he
day of training when they was ok and was
collapsed. Trainer called taken to hospital.
ambulance and manager Manager reviewing
and spoke to student until steps taken to be
was cut off. shared in college as

best practice.

7 14/05/2021 | Accident Student cut her finger on No further action
vice. A first aider attended
and provided first aid
treatment.
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8 18/05/2021 | Accident A student got cleaning liquid | No further action
in his eye while near
another student. First aider
attended and rinsed with
eye wash.

9 19/05/2021 | Accident Student was reaching into No further action
their backpack and cut their
finger with a razor. First
aider attended cleaned and
dressed wound.

10 | 25/05/2021 | Accident Student was on break in the | Student was
outdoor area, was swinging | released from
on shelter and fell and hospital then
banged her head. Was readmitted
pale, dizzy and being sick discovered to have
(signs of concussion). First | a fractured skull.
aider attended and called an | Lecturer reminded
ambulance. Taken to students not to
hospital. swing on shelters.

Student returned to
campus few days
later unwell, first
aider was called
and student sent
home.

11 | 25/05/2021 | Violence Student was on a break off | Faculty manager
campus when he was discussed incident
attacked. Advised to goto | with student and
A&E if was in pain, was advised to report to
collected and taken home. the police.

12 | 26/05/2021 | First aid Student was feeling faint, No further action
first aider attended and sat
with student until they had
something to eat and some
fresh air. They were able to
return to campus.

13 | 26/05/2021 | First aid Student fainted while lying No further action
on the beauty bed with
mask. First aider attended
but student was alert and
ok. Combination of heat,
mask and stress.

14 |1 09/06/2021 | First aid Student felt unwell while No further action

doing an assessment. First
aider attended and student
went home. First aider
called for support for
learning to provide further
support.
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15 | 16/06/2021 | Accident

Student had walked into the
building and slipped at
stairs. She fell backwards
and twisted her leg. The
First aider attended and
made student comfortable.
Advised to go to A&E if got
worse.

Student carried on
with class. Estates
checked area where
she fell and no
signs of damage or
issues.
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Audit Committee
EXTERNAL AUDIT PROGRESS REPORT

The attached external audit paper provides the Audit Committee with a
progress update on the external auditors’ expected responsibilities.

This paper also seeks to highlight key emerging national issues and
developments which may be of interest to members of the Audit Committee.

Action

For information

Jennifer McLaren
Vice Principal, Finance and Corporate Services
16 September 2021

AC/160921/iShare



Audit Progress Report
West Lothian College
Year ended 31 July 2021

September 2021



Contents

01
02
03
04
05

Summary

Audit progress

National publications

Position statement on 2020-21 audit

Contact details

This document is to be regarded as confidential to West College Scotland. It has been prepared for the sole use of the Audit
Committee as the appropriate sub-committee charged with governance by the Board of Governors. No responsibility is
accepted to any other person in respect of the whole or part of its contents. Our written consent must first be obtained before
this document, or any part of it, is disclosed to a third party.




Summary

Purpose of this report

This report provides the Audit Committee with an update on progress in delivering our responsibilities as your

external auditor.

National publications and other updates

This section of the report sets out summaries from national publications and other updates which may be of

interest to Members of the Audit Committee.

Audit timetable

Our key stages are summarised in the diagram shown below. Overall, work is on track and there are no significant
issues arising. We remain cognisant of the potential impact of the COVID-19 pandemic and will flex the timetable

with the College, as appropriate, if required.

* Final review and disclosure checklist of financial
statements

* Final audit file review

» Agreeing content of Letter of Representation

* Reporting to those charged with governance

» Reviewing post balance sheet events

Key reporting and communication

outputs

* Annual Audit Report

* Independent Auditor’'s Report

Completion

December
2021

» Updated our understanding of the College

* Initial opinion and wider scope risk assessments
» Developed of our audit strategy

* Lessons learned from 2019/20 audit

» Agreed timetables

* Preliminary analytical procedures
Key reporting and communication

outputs
Audit Strategy Memorandum

Planning

September .
2021

* Review of draft annual repo
and accounts

» Reassessment of audit strategy

» Delivering our planned audit

» testing

Fieldwork

October
2021

» Continuous communication on emerging
issues

» Clearance meeting

Key reporting and communication outputs

* Regular update meetings with the finance

team

Interim * Documented systems and

September controls
2021 » Walkthrough procedures

Controls review, including general and
application IT controls

Key reporting and communication outputs
* Audit progress report to Audit Committee




Audit progress

Audit progress

Since the issue of our Audit Strategy Memorandum in June 2021 we have:

» documented key controls and processes on material transaction streams in the accounts with no issues to
report;

» attended a College sector update virtual meeting with Audit Scotland;

» developed a draft Accounts final visit project plan setting out the key dates when we plan to undertake our
work and the likely documents, working papers and information we will need to review. We will agree this
with management in the coming weeks; and

» continued to update our risk assessment for our Wider Scope work conclusion, including review of agendas
and minutes for relevant meetings and consideration of reports by external regulators.

Our audit work is on track, and we have no matters to raise with the Committee at this stage of our audit. There
are no changes to the risks previously reported in our Audit Strategy Memorandum, however, we have and will

continue to consider whether additional audit procedures are required as a result of the impact of the Covid-19

pandemic.

Remote working

The final audit fieldwork is due to begin on 18 October 2021. As requested by management, we plan to carry out
the majority of the audit fieldwork remotely and have prepared accordingly to facilitate a smooth process. Any
on-site visits will follow College requirements for external visitors to ensure the health and safety of both our
audit team and College staff.

Our remote audit process will be facilitated by setting up secure online portals for sharing information — this
ensures easier tracking of information provided and is accessible to all members of the audit and finance team.
Detailed arrangements will be discussed and made with the finance team in the coming weeks to ensure the
audit is as efficient as possible.

We will report to the Audit Committee on 2 December 2021 with our Annual Audit Report and draft opinion on
the financial statements. The accounts are due to be approved by the West Lothian College Board of Governors
on 7 December 2021.



National publications

- Publication

1 Accounts direction for Scotland’s colleges 2020-21, Scottish Funding Council, June 2021

2 Fraud and irregularity 2020/21, Audit Scotland, July 2021

1. Accounts direction for Scotland’s College’s 2020-21, Scottish Funding Council, June 2021

On 3 June 2021, the Scottish Funding Council issued its accounts direction for Scotland’s Colleges for the
2020-21 year, along with supporting guidance.

Changes include:-
* Remuneration and staff report

A new best practice disclosure has been introduced for Diversity and Inclusion which encourages
institutions to include details and narrative of their own diversity and inclusion policies, initiatives and
longer term ambitions in the staff report.

* Governance statement

The Governance statement should now include the following:-

* The ongoing process and structures used to identify, evaluate and manage the principal
and emerging risks faced.

» A statement that internal control systems have been in place for the year under review and
up to the date of approval of the financial statements.

« The main features that support regular monitoring, review and assurance.

» The process applied in reviewing the effectiveness of the system of risk management and
internal control, including explaining what actions have been or are being taken to remedy
any significant failings of weaknesses.



National publications (continued)

2. Fraud and irregularity 2020/21, Audit Scotland, July 2021

Since the start of 2020/21, the Covid-19 pandemic and the associated lockdowns have brought significant
challenges across the public sector. Public bodies have sought to continue to deliver services in new working
environments while at the same time experiencing an increase in demand for many services. The challenges
during the last year include additional fraud risks for public bodies to identify and manage.

This report sets out a range of fraud risks emerging since the start of the Covid-19 pandemic along with
suggestions of what public bodies may do to help reduce these risks. It aims to help public bodies identify and
manage these risks.

Key fraud risks identified include, but are not limited to:-

» Covid-19 funding and reopening of premises and services
* Health and wellbeing

e IT and cybercrime

+ Governance

* Procurement

« Payment

* Payroll and recruitment

The next steps for Boards in scrutinising counter-fraud arrangements include:-
» Ensuring there are appropriate and up to date counter-fraud strategies in place;

» Ensuring there are appropriate governance and oversight arrangements for the counter-fraud strategies
which include performance reporting arrangements;

» Assessing where the fraud and error risks lie;

» Ensuring the risk from fraud and error risk has been measured and reported and updated regularly;

* Ensuring controls have been put in place to prevent and detect these risks;

* Ensuring the controls are regularly reviewed to ensure they are operating effectively and are appropriate; and

» Ensuring controls are amended or new controls implemented where new risks emerge.

www.audit-scotland.gov.uk/uploads/docs/report/2021/as_fraud_irregularity 2021.pdf



Planned output

2020-21 Audit Strategy Memorandum

Audit Committee Progress Report and
Briefing

2020-21 Audit Completion Report,
incorporating:

° Opinion on the financial statements.

o Conclusion on Wider Scope work

Final report
issued to Audit
Committee

Expected
completion date

By 24 June 2021 24 June 2021

By 16 September 16 September
2021 2021

By 31 December

2021 18C

Comments




Contact details

Please let us know if you would like further information on any items in this report.

www.mazars.co.uk

Lucy Nutley

Engagement Lead

07387 242 052
lucy.nutley@mazars.co.uk

Alyce Russell

Assistant Manager

07387 242 138
alyce.Russell@mazars.co.uk

Address:

100 Queen Street
Glasgow

G1 3DN

0141 227 2400



Action: To Approve Agenda Item 7

Paper 5

West Lothian College
16 September 2021

Audit Committee

INTERNAL AUDIT PLAN 2021-22 to 2023-24

At the June 2021 meeting of the Audit Committee, the committee approved
the appointment of Azets as the college’s internal auditors for the period
2021-22 to 2023-24.

As this is the start of a new contract, a three-year internal audit plan has been
prepared and is attached to this paper. The plan reflects discussions with the
college’s executive leadership team.

Scope and objectives will be prepared once the plan has been approved.

Risk Workshop

An assumption has been made that the board will hold an annual risk
management workshop facilitated by Azets.

Board Effectiveness Review

The plan assumes that a board effectiveness review will take place every
three years and therefore this has been allowed for in 2023-24.

Action

The Audit Committee is asked to approve the three-year internal audit plan.

Jennifer McLaren
Vice Principal, Finance and Corporate Services
16 September 2021

AC/160921/iShare
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Introduction

Internal auditing is an independent, objective assurance and consulting activity designed to add

value and improve an organisation’s operations. It helps an organisation accomplish its
objectives by bringing a systematic, disciplined approach to evaluate and improve the
effectiveness of risk management, internal control and governance processes.

i Section 3 — Definition of Internal Auditing, Public Sector Internal Audit Standards

Azets’ internal audit methodology complies fully with the Public Sector Internal Audit Standards (PSIAS), which
cover the mandatory elements of the Chartered Institute of Internal Auditors’ International Professional
Practices Framework.

Internal audit plan

The PSIAS require the Chief Internal Auditor to produce a risk-based plan, which takes into account West
Lothian College’s (the College) risk management framework, its strategic objectives and priorities, and the
views of senior managers and the Audit Committee.

The objective of audit planning is to direct audit resources in the most efficient manner to provide sufficient
assurance that key risks are being managed effectively and value for money is being achieved.

This document addresses these requirements by setting out a detailed plan for 2021/22 in the context of a
three-year internal audit plan for the period 2021 to 2024.

Audit Committee action

This plan reflects the comments provided at the August 2021 Executive Leadership Team meeting. The Audit
Committee is asked to review and approve the plan.

The plan will remain flexible to react to the College’s emerging needs. Any changes to the plan will be agreed
with management and the Audit Committee.
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Internal audit approach

Supporting the Governance Statement

Our internal audit plan is designed to provide the College, through the Audit Committee, with the assurance it
needs to prepare an annual Governance Statement that complies with best practice in corporate governance.
We also aim to contribute to the improvement of governance, risk management, and internal control processes
by using a systematic and disciplined evaluation approach.

Risk based internal auditing

Our internal audit methodology links internal audit activity to the organisation’s risk management framework.
The main benefit to the College is a strategic, targeted internal audit function that focuses on the key risk areas
and provides maximum value for money.

We have reviewed the College’s risk management arrangements and have confirmed that they are sufficiently
robust for us to place reliance on the risk register as one source of the information we use to inform our audit
needs assessment.

Audit needs assessment

Internal audit plans are based on an assessment of audit need. “Audit need” represents the assurance
required by the Audit Committee from internal audit that the control systems established to manage and
mitigate the key inherent risks are adequate and operating effectively. The objective of the audit needs
assessment is therefore to identify these key controls systems and determine the internal audit resource
required to provide assurance on their effectiveness.

Our audit needs assessment takes both a top-down and bottom-up approach followed by a reasonableness
check. The top-down approach involves identifying the areas of highest inherent risk and the control systems
in place to manage those risks. The bottom-up approach involves defining the College’s audit universe
(potential auditable areas) and covering all systems on a cyclical basis in line with their relative risk and
significance. The reasonableness check involves us using our experience of similar organisations, together
with discussions with other internal auditors, to ensure that all key risk areas and systems have been
considered and the resulting internal audit plan seems appropriate.

Our audit needs assessment involved the following activities:

Reviewing risk register documentation;

Reviewing strategic and operational plans;

Reviewing previous internal audit reports

Reviewing external audit reports and plans;

Reviewing the website and internal policies and procedures; and

Discussions with the Senior Team and the Audit Committee, including a detailed scoping meeting with

input from the Vice Principals and Principal in the College.
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The audit needs assessment is revised on an on-going basis (at least annually) to take account of any changes
in the College’s risk profile. Any significant changes to the internal audit plan are approved by the Audit
Committee.

Best value

Our work helps the College to determine whether services are providing best value. Each year, the Internal
Audit Plan contains specific work that focus on assessing whether the current processes provide best value.
Every report includes an assessment of value for money; i.e. whether the controls identified to mitigate risks are
working efficiently and effectively. Where we identify opportunities for improving value for money, we raise
these with management and include them in the report action plan.

Liaison with external audit

We seek to complement the areas being covered by the College’s external auditor. This helps us to target our
work in the most effective manner, avoiding duplication of effort and maximising the use of the total audit
resource.
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Delivering the internal audit plan
Internal Audit Charter

At Appendix 4 we have set out our Internal Audit Charter, which details how we will work together to deliver the
internal audit programme.

Assignment planning

We would like internal audit to be seen as part of the wider management team at the College, working closely
with senior and operational managers to develop and deliver a programme of internal audit work that adds
value to the College and encourages continuous process improvement.

To achieve this, we will ensure that assignment plans for all internal audit reviews are agreed with the audit

sponsor and key contacts well in advance of the fieldwork commencing. To facilitate this, we need the audit
sponsors to identify key contacts for each review and help us to focus the reviews in the right areas.

Audit reporting

We will ensure all audit reports will be fully discussed and agreed with management before being submitted to
the Audit Committee

Confirmation of independence

PSIAS require us to communicate on a timely basis all facts and matters that may have a bearing on our
independence.

We can confirm that the staff members identified to complete the reviews in the annual plan are independent
and their objectivity has not been compromised.

Internal Audit Team Contacts

Internal Audit Director, Chief Internal Auditor
email: david.eardley@azets.co.uk
telephone: 0131 473 3500
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Internal Audit Manager

email: andrew.odonnell@azets.co.uk
telephone: 0141 567 4500
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Proposed Internal Audit Plan

Appendix 1 presents the Internal Audit Plan for 2021/22 to 2023/24.

As our internal audit approach is based on risk, the proposed plan is also cross-referenced to the Risk Register,
which is included at Appendix 2 for reference.

The table below demonstrates how the total internal audit days for 2021/22 are allocated across each area of

audit activity.

Allocation of audit days

B Financial Systems

W Strategic areas

M Operational areas
Follow up

B Credits & student funds

B |IA Management
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Appendix 1 — Internal Audit Plan 2021/22 — 2023/24

Audit area

A. Finance and financial
management reviews

2021/22

2023/24

Risk
Register
Ref

Outlines scopes

A.1 Budget setting and monitoring

A.2 Purchasing and payables

Review the budget setting and monitoring arrangements in
place, to inform monitoring, scrutiny and challenge.

Evaluate procedures in place for non-pay expenditure and
related payments. To consider including analytics on range
and type of purchasing, with focus on volume of
recurring/lower-value items.

Review appropriateness of financial ledger for recording all

A.3 Financial ledger 3
Financial ._financial transactions, ensuring completeness and integrity.
A4 Income (Non-SFC) 3 rgsl;s,slrllc Assess the processes in place for identifying income, raising
sl invoices, and receiving/recording non-SFC income.
. Review the approach to receivables management, including
A.5 Receivables and debt 15 . .
management . ensuring funds due are received and accounted for
appropriately.
Evaluate and test the controls in place over payroll, including
A.6 Payroll and expenses 3.5 standing changes to payroll data. Will also include testing of
expense claims.
A.7 Treasury and cash management 2 To review procedures surrounding cash and bank.
Subtotal A: 6.5 6.5
B. Strategic reviews
5 Various, inc | We will evaluate strategic performance management (including
B.1 Performance Management 11,22, reporting against the ROA), including the timeliness and
31,4.1 robustness of management information.
B.2 Risk Management - Workshop 5 5 Al risks Support the risk management process, through a facilitated

risk workshop/risk support with key college personnel.
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B.3 Board Effectiveness Review

In line with SFC requirement, we will undertake a review of the
College’s Board effectiveness against agreed aspects of the
Code of Good Governance for Scotland’s Colleges. Our
approach will take full cognisance of and comply with SFC’s

(Corporate Governance) 6 Allrisks  guidance. This allocation of days will be put towards the
effectiveness work (the exact scope and extent of which will be
agreed nearer the time). The work will be scoped with input
from senior management and Governors/Board Chair and take
cognisance of SFC direction.

Subtotal B: 5 5 16

Operational reviews
We will consider how, once successful in

C1. Student Induction and Enrolment 5 21_24 application/admission, learners are inducted and enrolled
within the College and how their initial experiences and
orientation are managed.

To review the College’s approach to learner provision to meet

C.2 Portfolio planning S 21,22 key stakeholder expectations and requirements. To take
cognisance of college’s curriculum review.

We will assess the effectiveness of the support services on

C.3 Student Support Services S 22,23  offer to students, with a particular focus on mental health and
wellbeing support provided by the Student Support Team.

The exact nature of the audit will be determined by the funding

C.4 Poverty Funding S 3.1,34  agreement, but the planned time reflects a need for scrutiny of
the programme and resources received/expended.

We will review the processes and procedures for inducting and

C.5 Staff induction and onboarding 5.5 2.2 on-boarding staff. The review will include consideration of the
recent changes to the induction programme for lecturers.

Subtotal C: 15 10.5 -

Information systems reviews

D.1 IT Strategy 5 ré::tl—;i We will assess the adequacy of IT strategic engagement and

risks planning processes undertaken to develop the IT Strategy. We
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will also assess the governance and operational planning
processes in place to ensure the efficient and effective delivery
of IT strategic objectives.

We will review the effectiveness of the processes around IT
support provided to staff and students. The review will

D.2 IT support helpdesk 5 22
PP P consider both proactive and reactive support and will consider
how the IT team engages with those who need support.
Subtotal D: = 5 5
C. Other reviews
E.1 Follow up of prior 2 2 2 ) To assess progress in implementing outstanding internal audit
recommendations recommendations.
. 14 14 )
E.2 Credits, Student Funds and EMA 14 1.2,3.1 SFC requirements
Subtotal E: 16 16 16
D. Internal audit management
Audit management 2 2 -
Annual planning and annual reporting 1 1 -
Audit Committee (attendance and 25 25 25 )
prep)
Management support / contingency _ ) ) )
days
Subtotal F: 6.5 5.5 5.5
TOTAL 49 49 49
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Appendix 2 — Corporate Risk Register

The table below shows how each risk in the Risk Register (as presented to the June 2021 Audit Committee) is considered within the Internal Audit Plan.

1. Strategic
1.1 There is a risk of inadequate strategic oversight due to lack of engagement 6
Board : with external stakeholders in the strategic planning process resulting in : Current - 6 (3 x 2) :
! reputational loss. :
VPL&A Link to S.trateglc Goals: :
- Inspire and enable success for all :
- Support economic recovery and growth
- Strengthen our communities
. l H
1.2 There is a risk the college is unable to meet demand due to insufficient SFC Gross — 25 (5 x 5) 16
Board credit allocation resulting in the college not meeting the needs of the region. Current -8 (4 x 2) :
i Link to strategic goals: :
VPL&A : - Support economic recovery and growth

- Strengthen our communities
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2. Learning and Attainment

21

Learning &
Teaching
Committee

VPL&A

2.2

Learning &
Teaching
Committee

23

Learning &
Teaching
Committee

There is a risk that the college fails to deliver the curriculum plan for 2020-
21 due to disruption in the ongoing COVID19 pandemic resulting in
disengagement of students.

Link to strategic goals:

* Inspire and enable success for all

» Support economic recovery and growth
« Strengthen our communities

* Lead with vision and empathy

There is a risk that the college fails to deliver high quality learning, teaching
and learning support due to poor alignment of resources and/or poor
quality of teaching resulting in poor retention, attainment and progression
for students.

Link to strategic goals:

* Inspire and enable success for all
 Support economic recovery and growth
« Strengthen our communities

* Lead with vision and empathy

Gross — 20 (5 x 4)

There is a risk of limited student engagement due to disruption due to
COVID19 resulting in negative student feedback.

Link to strategic goals:

* Inspire and enable success for all
+ Strengthen our communities

* Lead with vision and empathy

Gross — 16 (4 x 4)
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24

Learning &
Teaching
Committee

3 Financial

3.1

Finance &
General
Purposes
Committee

VPF&CS

3.2

Finance &
General
Purposes
Committee

VPF&CS

3.3

Finance &
General
Purposes
Committee

VPL&A &
VPP&I

There is a risk that the college fails to meet its access targets and
obligations under The Equality Act to progress Equality Mainstreaming
under our Public Sector Equality Duty resulting in increased likelihood of
failure to retain staff and students and increased likelihood of legal action
resulting in financial and reputational loss.

Link to strategic goals:
* Inspire and enable success for all
* Lead with vision and empathy

Gross — 16 (4 x 4)

There is a risk that the college is not able to set a balanced budget and/or
does not adequately monitor its financial position due to poor financial
management resulting in the college not being financially sustainable.

Link to strategic goal:
* Inspire and enable success for all

There is a risk that pay awards and terms and conditions negotiated
through the national bargaining process are unaffordable resulting in the
college not being financially sustainable.

Link to strategic goals:
* Inspire and enable success for all
* Lead with vision and empathy

Gross — 25 (5 x 5)

There is a risk of failure to deliver or meet compliance standards for Skills
Development Scotland (SDS) and Flexible Workforce Development Fund
(FWDF) contracts due to poor contract administration resulting in a
clawback of funding and reputational damage.

Link to strategic goals:

* Inspire and enable success for all
* Support economic recovery and
growth
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3.4

Finance &
General
Purposes
Committee

VPL&A &
VPP&I

3.5

Finance &
General
Purposes
Committee

VPF&CS

« Strengthen our communities
* Lead with vision and empathy

There is a risk that the college fails to secure alternative income streams
due to economic challenges and poor horizon scanning resulting in a loss
of income and/or investment opportunity for the college.

Link to strategic goals:

» Support economic recovery and
growth

* Lead with vision and empathy

Gross — 16 (4 x 4)

There is the risk of a significant GDPR breach due to non-compliance with
regulation resulting in a significant financial penalty.

Link to strategic goals:
* Inspire and enable success for all
* Lead with vision and empathy

4 HR & People Development

41

Finance &
General
Purposes
Committee

VPF &CS

There is a risk of not engaging and communicating effectively with staff
resulting in a demotivated workforce and a failure to deliver high quality
learning, teaching and service delivery.

Link to strategic goals:
* Inspire and enable success for all
* Lead with vision and empathy
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4.2

Finance &
General
Purposes
Committee

VPF &CS

4.3

Finance &
General
Purposes
Committee

HoHR

4.4

Finance &
General
Purposes
Committee

HoHR/HolS&DI

5 Estate

5.1

Finance &
General
Purposes
Committee

There is the risk of an inflexible organisational structure due to national
bargaining restrictions resulting in an unaffordable staffing structure and
limited student experience.

Link to strategic goals:

* Inspire and enable success for all
» Support economic recovery and
growth

* Lead with vision and empathy

There is the risk of a breakdown in relationship with the local JNCCs due to
ineffective engagement resulting in local disputes and/or industrial action.
Link to strategic goal:

* Lead with vision and empathy

There is a risk that staff are not upskilled to cope with new ways of working
and digital developments due to inadequate training and resources
resulting in a demotivated workforce and a poor student experience.

Link to strategic goals:
* Inspire and enable success for all
* Lead with vision and empathy

There is a risk that the estate is not adequately reconfigured in line with the
college’s ambition for growth due to insufficient resources resulting in the

college not meeting the needs of the region.
Link to strategic goals:
* Inspire and enable success for all
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VPF &CS

5.2

Finance &
General
Purposes
Committee

HoE

5.3

Finance &
General
Purposes
Committee

VPF &CS

* Strengthen our communities
* Lead with vision and empathy

There is the risk that the college fails to maintain the building due to a lack
of resources resulting in a build-up of back log maintenance.

Link to strategic goal:
Inspire and enable success for all

There is a risk that the college fails to complete capital projects within
timescale

and budget due to poor project planning and control resulting in cost
overrun.

Link to strategic goal:
Inspire and enable success for all

6. Digital Infrastructure

6.1

Audit
Committee

HolS&DI

There is a risk of a Cyber Security breach due to an inadequate allocation
of investment in digital security and training, resulting in insecure IT
infrastructure and lack of staff specialist expertise.

Link to strategic goal:
Inspire and enable success for all

West Lothian College Internal Audit Plan 2021/22 — 2023/24
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Appendix 3 — Audit timetable 2021/22

Review Audit Sponsor Days Start audit Complete Draft Mgmt response Final report Audit
5 : : : fieldwork  : report : Committee
Vice Principal ; 65 i Feb22 i Feb22 i Mar22 : Mar22 i Mar 22 f Jun22
Core Financial Systems _ : : : : : :
A.3 Financial ledger — [FIETEs &
A.6 Payroll and expenses Corporate :
Services :
Vice Principal 5 i Feb22 i Feb22 i NA i N/A N/A N/A
B.1 Risk Workshop — Finance &
Corporate :
Services
Vice Principal - 5 i Nov21 i Dec21 i Jan22 i Jan22 i Feb 22 ! Mar22
C1. Student Induction and — Finance & : : : : : :
Enrolment i Corporate
! Services
Vice Principal 5 { Apr22 i Apr22 | May22 | May22 i May 22 { Jun22
— Finance & : : : : :
C.2 Portfolio planning :
Corporate :
Services
: Vice Principal : :
C.3 Student Support o 5 i Jan22 ! Jan22 i Feb22 i  Feb22 Feb 22 ! Mar22
Services : Corporate : : : : : :
! Services
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Review : Audit Sponsor

Start audit : Complete Draft

: Mgmt response : Final report

fieldwork report

Audit
Committee

Vice Principal

E.2 Credits, Student Funds & — Finance &
EMA : Corporate
Services

Annual Report

18
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Appendix 4 — Internal Audit Charter

Internal auditing is an independent and objective assurance and consulting activity that is guided by a
philosophy of adding value to improve the operations of West Lothian College (the College).

It helps the College accomplish its objectives by bringing a systematic, disciplined approach to evaluate and
improve the effectiveness of risk management, control, and governance processes

Aim

The aim of this protocol is to set out the management by both parties of the internal audit process. The
protocol sets out and outlines in detail, the context of the internal audit function. This includes the place of the
Audit Committee, the key personnel involved, and the timescales and processes to be followed for each
internal audit review.

This Charter is in line with the best practice guidance set out by the Chartered Institute of Internal Auditors. It
has however been developed and enhanced to meet the needs and requirements of the College.

Personnel

The senior staff employed by the respective parties to manage this protocol are as follows:

Azets
Chief Audit Executive:  David Eardley, Exchange Place 3, Semple Street, Edinburgh, EH3 8BL
Tel: 0131 473 3500

Email: david.eardley@azets.co.uk

West Lothian College

Vice Principal, Jennifer McLaren, West Lothian College, Almondvale Crescent, Livingston, West
Finance & Corporate Lothian, EH54 7EP
Services: Tel: 01856 888 225

Email: jmclaren@west-lothian.ac.uk

Role

Internal auditing is an independent and objective assurance and consulting activity designed to add value and
improve the operations of the College. It helps the College accomplish its objectives by bringing a systematic,
disciplined approach to evaluate and improve the effectiveness of risk management, control, and governance
processes.

Professionalism

The internal audit activity will adhere to mandatory guidance of The Chartered Institute of Internal Auditors
(ClIA) including the Definition of Internal Auditing, the Code of Ethics, and the International Standards for the
Professional Practice of Internal Auditing (Standards). This mandatory guidance constitutes principles of the
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fundamental requirements for the professional practice of internal auditing and for evaluating the effectiveness
of the internal audit activity's performance.

The CIlIA's Practice Advisories, Practice Guides, and Position Papers will also be adhered to as applicable to
guide operations. In addition, the internal audit activity will adhere to the College’s relevant policies and
procedures. Internal audit activity will also reflect relevant Scottish Government directions, as relevant to the
College.

Authority

The internal audit activity, with strict accountability for confidentiality and safeguarding records and information,
is authorised full, free, and unrestricted access to any and all of the organisation's records, physical properties,
and personnel pertinent to carrying out any engagement. All employees are requested to assist the internal
audit activity in fulfilling its roles and responsibilities. The internal audit activity will also have free and
unrestricted access to the Board.

Accountability

The Chief Audit Executive will be accountable to the Audit Committee and will report administratively to the
Vice Principal — Finance & Curriculum Services.

The Audit Committee will approve all decisions regarding the performance evaluation, appointment, or removal
of the Chief Audit Executive.

The Chief Audit Executive will communicate and interact directly with the Audit Committee, including between
Audit Committee meetings as appropriate.

Independence and objectivity

The internal audit activity will remain free from interference by any element in the College, including on matters
of audit selection, scope, procedures, frequency, timing, or report content. This is essential in maintaining the
internal auditors’ independence and objectivity.

Internal auditors will have no direct operational responsibility or authority over any of the activities audited.
Accordingly, auditors will not implement internal controls, develop procedures, install systems, prepare records,
or engage in any other activity that may impair the internal auditor's judgement.

Internal auditors must exhibit the highest level of professional objectivity in gathering, evaluating, and
communicating information about the activity or process being examined. Internal auditors must make a
balanced assessment of all the relevant circumstances and must not be unduly influenced by their own
interests or by others in forming judgments.

The Chief Audit Executive will confirm to the Audit Committee, at least annually, the organisational
independence of the internal audit activity.
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Scope and responsibility

The scope of internal auditing encompasses, but is not limited to, the examination and evaluation of the
adequacy and effectiveness of the College’s governance, risk management, and internal control processes.
Internal control objectives considered by internal audit include:

Consistency of operations with established objectives and goals;
Effectiveness and efficiency of operations and use of resources;
Compliance with significant policies, plans, procedures, laws, and regulations ;

Reliability and integrity of management and financial information processes, including the
means to identify, measure, classify, and report such information; and

Safeguarding of assets.

Internal audit is responsible for evaluating all processes, the 'audit universe', of the College, including
governance processes and risk management processes. In doing so, internal audit maintains a proper degree
of coordination with external audit.

Internal audit may perform consulting and advisory services related to governance, risk management and
control. It may also evaluate specific operations at the request of the Audit Committee or management, as
appropriate.

Based on its activity, internal audit is responsible for reporting significant risk exposures and control issues
identified to the Audit Committee and to senior management, including fraud risks, governance issues, and
other matters needed or requested by the College.

Annual internal audit plan

The audit year runs from 1 August to 31 July.

The Chief Audit Executive will submit an annual internal audit plan for the forthcoming year to the Audit
Committee for review and approval. The draft plan will be presented to the Committee in May of each year,
unless there are exceptional circumstances. The internal audit plan will detail, for each subject review area:

The outline scope for the review
The number of days budgeted
The timing, including which Audit Committee the final will report will go to

The Audit Sponsor

The internal audit plan will be developed based on a prioritisation of the audit universe using a risk-based
methodology, including input of senior management. Prior to submission to the Audit Committee for approval,
the plan will be discussed with senior management. In particular, the outline scope and timing of each review

will be agreed with the relevant Audit Sponsor (member of senior management).
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Any significant deviation from the approved internal audit plan will be communicated through the periodic
activity reporting process.

Assignment Planning and Conduct

An assignment plan will be drafted prior to the start of every assignment setting out the scope, objectives,
timescales, and key contacts for the assignment.

Specifically, the assignment plan will detail the timescales for carrying out the work, issuing the draft report,
receiving management responses and issuing the final report. The assignment plan will also include the
number and categories of the staff to be interviewed. Where appropriate, the staff interviewed should include
both the providers and the consumers of the process or service being audited.

The assignment plan will be agreed with the Audit Sponsor before the review starts.

The assignment plan will be formally signed off by the Audit Sponsor. Any subsequent amendments to scope
must be approved and signed off by the Audit Sponsor.

The internal auditor will discuss key issues arising from the audit as soon as reasonably practicable with the
Key Contacts and/or Audit Sponsor, as appropriate.

Reporting and Monitoring

A written report will be prepared and issued by the Chief Audit Executive or designee following the conclusion
of each internal audit engagement. Each report will be distributed to the Audit Sponsor for management
responses and comments. The draft reports will also be copied to the Vice Principal — Finance & Curriculum
Services.

At a minimum each internal audit report will include the following sections:

Audit scope;
Summary of findings;
Conclusions; and

Management action plan.

Draft reports will be issued by email within two weeks of fieldwork concluding. The covering email will specify
the deadline for management responses, which will normally be within a further two weeks.

The management comments and response to any report will be overseen by the named co-ordinator, approved
by the Audit Sponsor and then sent to the Vice Principal — Finance & Curriculum Services. The management
comments will also be subject to review and approval by the wider Senior Team before being returned to the
internal auditor. Internal audit will issue the final report to the Audit Sponsor. The final report will be issued
within one week of the management responses being received. Finalised internal audit reports will be
presented to the Audit Committee.

The timings set out above are maximum timescales expected for each review. Tighter timescales may be
agreed for a review and these will be set out in the assignment plan.
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Follow-up

The internal audit activity will be responsible for appropriate follow-up on audit findings and recommendations.
All significant findings will remain in an open issues file until cleared.

Audit Committee

The Audit Committee meets regularly during the year a year. Dates for Audit Committee meetings will be
provided to internal audit as soon as they are agreed.

The Chief Audit Executive and / or Internal Audit Manager will attend all meetings of the Audit Committee.

Internal audit will schedule its work so as to spread internal audit reports over the Audit Committee cycle of
meetings. The annual internal audit plan will detail the internal audit reports to be presented to each Audit
Committee meeting.

Finalised internal audit reports must be sent to the Vice Principal — Finance & Curriculum Services at least
one week before the date of each Audit Committee meeting.

The Chief Audit Executive will present specific reports to the Committee throughout its annual cycle. These
reports and the expected timescales are as follows:

Output : Meeting

Audit needs assessment April/May

Annual internal audit plan June (draft) and September (final) — note that timing
: impacted this year given College retender timetable

Annual follow-up reports September
Annual report November
Status report All meetings

The Audit Committee will meet privately with the internal auditors at least once a year.

Periodic Assessment

The Chief Audit Executive is responsible for providing a periodic self-assessment on the internal audit activity.
This self-assessment will cover performance against the internal audit plan and also highlight any issues
relating to the implementation or compliance with this Internal Audit Charter.

In addition, the Chief Audit Executive will communicate to senior management and the College on the internal
audit activity's quality assurance and improvement program, including results of ongoing internal assessments

23 West Lothian College Internal Audit Plan 2021/22 — 2023/24 azets.co.uk



and external assessments conducted at least every five years in accordance with Public Sector Internal Audit
Standards.

Review of Protocol

This protocol will be reviewed by both parties each year and amended if appropriate.
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Action: To Note Agenda Item 8

Paper 6

West Lothian College
16 September 2021

Audit Committee

COLLEGE AUDIT ROLLING ACTION PLAN

The College Audit Action Plan shows progress in implementing previously
agreed Internal Audit recommendations. The attached table shows the
position as at September 2021.

Action

The committee is asked to note progress against plan.

Jennifer McLaren
Vice Principal, Finance and Corporate Services
16 September 2021
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College Audit Action Plan

2020-21 — (1 August 2020 - 31 July 2021)

Status September 2020 September 2021
Grade | Grade | Grade | Grade | Grade | Grade
4-5 3 1-2 4-5 3 1-2
- - - - 3

Completed recommendations by extended
deadline (subject to Internal Audit Review) - - - - - -
Outstanding recommendations on target

- - - - 1 5
Total

- - - - 1 8
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College Audit Action Plan

2020-21
No | Audit Report Topic Report | Background Recommendation College Response Responsibility | Deadline Status Update/ Revised
Date Comments Deadline
1 Cyber Security Jan Without risks being considered We recommend that cyber security Agreed. Head of 31 July 2021 June 2021 update 31 October
(1.1 Cyber risk governance 2021 and managed at a strategic, risks are governed at a strategic, Information 2021
framework) — tactical and operational level, tactical and operational level, in line The college working in Systems and On track
A robust cyber risk there is a risk that senior with the corporate risk management collaboration with an external | Digital
management and management and the Board of framework, and to allow appropriate supplier, JISC (Joint Infrastructure Cyber Risk Technical

governance framework has
been established and
implemented which
considers risks to the
college’s information assets.

Management will not have
appropriate oversight of the
college’s cyber security risks, nor
will it be clear how IT projects,
which include email security and
firewall upgrades, are working to
mitigate identified risks. This may
result in actions and investments
not being prioritised, increasing
the risk that vulnerabilities are
exploited.

identification, management, and
monitoring of cyber security risks. A
cyber security risk management policy
should be developed, which
determines and clearly expresses the
college’s risk tolerance as quantifiable
measures for acceptable risk. This
standard should be used when
performing risk assessments, which
will ultimately inform policies.

It would be beneficial to perform risk
assessments of the college’s cyber
security threat landscape using the
National Cyber Security Centre
(NCSC) risk management guidance to
help make decisions about cyber
security risk. This guidance includes
information on risk assessment
techniques, including aligning risk
assessments to best practice
frameworks. The college should
consider using risk assessment
guidance, such as the cyber /
information risk assessment
requirements within the Scottish Public
Sector Cyber Resilience Framework.

Grade 2

Information Systems
Committee) and West
Lothian Council, will develop
and implement a cyber risk
governance framework,
cyber security risk
management policy with
accompanying risk register
including a review cycle
implemented quarterly.

Assessment now
complete, undertaken by
external supplier and
report due week
commencing 17" May.
Supplier will work in
partnership to establish
cyber risk governance
framework, cyber security
risk management policy
with accompanying risk
register.

Cyber Essentials (CE)
certification awarded on
04 May 2021.

Date for CE+ discussed
with external supplier and
details of pre-requisites
received.

September 2021 update

CRTA roadmap document
received late June,
detailing a range of
managed and
collaborative services. 9
days consultancy has
been booked with a
schedule of works due to
be published late
September.

CE+ plus review took
place on 15t July and a
few remedial actions
currently being worked on
to obtain full accreditation.
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College Audit Action Plan

No Audit Report Topic Report | Background Recommendation College Response Responsibility | Deadline Status Update/ Revised
Date Comments Deadline
Cyber Security Jan There is a risk that, if there is not | A risk assessment of new systems Agreed. Head of 31 July 2021 June 2021 update
(2.1 Cyber risk management | 2021 a process in place to assess the should be completed for any project Information 31 October
within projects) — security risks of all projects, cyber | that will, or has the potential to, impact | By March 2021 a Cyber Risk | Systems and On track 2021
Cyber-related risks to security risks will not be identified | confidential information being Technical Assessment Digital
information assets which and managed appropriately, in processed within the college. This risk | (CRTA) will be Infrastructure
emanate from projects and line with the cyber risk assessment should align with the commissioned which will be Cyber Risk Technical
changes to business as governance framework college’s cyber risk governance compliant with NIST Assessment now
usual activities are identified, development. framework (see MAP 1.1), with risks (National Institute of complete, undertaken by
recorded and managed identified feeding into the cyber risk Standards and Technology) external supplier and
appropriately. register and associated action plan. Cyber Security Framework report due week
Cyber security responsibilities should (CSF). The report will be commencing 17" May.
be defined and allocated to specified used to assist the
roles defined in the project development of risk September 2021 update
management methods, to ensure risks | assessment procedures and
are managed throughout the lifecycle documentation to be used in CRTA report delivered on
of the project. new system and project 11June and meetings
implementations. took place with supplier to
Grade 2 agree professional service
requirements, as per item
1.
Cyber Security Jan If vulnerability management, We recommend that the college Agreed. Digital June 2021 update 31 October
(3.1 Extended vulnerability 2021 including penetration testing, is extends their vulnerability Infrastructure 31 July 2021 2021
management) — not conducted across the entire management processes, to include By end February 2021 the Manager On track

There are adequate controls
to detect and address new
and emerging cyber-related
threats/vulnerabilities to
information assets from
existing technologies.

college estate, attackers could
exploit vulnerabilities to gain
unauthorised access to college
systems, disrupt business
operations and steal or leak
sensitive data. If this were to
occur, it could result in significant
financial penalties, as a result of
data protection breaches, and a
lack of trust amongst service
users.

end-user devices. Authenticated scans
on both internal and external devices
should be performed every month.
Management should consider staff with
security responsibilities as part of their
roles meeting to conduct ‘vulnerability
triage’. This group should meet once a
vulnerability assessment has been
performed, to triage all vulnerabilities
found. The triage process should
divide the vulnerabilities identified into
three categories: Remediate,
Acknowledge and Investigate.
Vulnerability remediation should be
prioritised by concentrating on issues
that are accessible to the largest
number of potential attackers, and
those issues that would have the
largest impact if exploited.

Grade 2

college will evaluate the use
of F-secure and receive a
quotation for services,
providing scanning tools for
end user devices connected
to the College LAN (Local
Area Network).

By the end of February 2021,
the college will have
discussed and agreed on a
date for Cyber Essentials
Plus accreditation.

By end March 2021 an
outcome of the CRTA (see
2.1) — we will identify overall
status of vulnerability
management, penetration
testing and other existing
controls. Actions from CRTA
will then be undertaken.

An evaluation of the tools
and services provided by
F-secure undertaken, with
the College pursuing
other options. The CTRA
report will be used to
inform solution and award
supplier.

Cyber Essentials (CE)
certification awarded on
04 May 2021.

Date for CE+ discussed
with external supplier and
details of pre-requisites
received.

CRTA action plan to be
agreed, with report due
week commencing 17"
May.

September 2021 update

As per and linked to item
1 and 2.
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College Audit Action Plan

of critical systems, the response
to incidents will not be
appropriately managed. Also a
risk that the college will be unable
to recover technology
infrastructure and systems in an
effective manner if an IT disaster
recovery plan is not in place.

response plans. Incident response
plans, including responses to cyber
security threats and attacks, should be
agreed, documented and
communicated.

The college develops an IT disaster
recovery plan that provides IT
management with clear guidance and
processes to follow.

Incident response plans should be
reviewed and updated on an annual
basis.

Grade 3

Recovery plan by 30 June
2021.

The Disaster Recovery plan
will be linked and cross
referenced to the academic
and support service areas
and completed by 31
October 2021.

Cross referencing BlAs to the
college strategic risk register
will be undertaken on a
quarterly basis and shared
with the Audit Committee.

Disaster Recovery plan
has been completed.
Further revisions will be
required to account for re-
location of offsite backup
to the Whitehall site and
as to reflect server
infrastructure upgrades.

No | Audit Report Topic Report | Background Recommendation College Response Responsibility | Deadline Status Update/ Revised
Date Comments Deadline
Business Continuity and March Without an up to date business Recommended that the framework and | Accepted. The policy Head of Estates| June 2021 September 2021 update
Disaster Recovery 2021 continuity framework, there is a policy is updated at least every three framework will be refreshed and
(1.1 Business continuity risk that the college’s ability to years, as per the framework and policy | with further updates at least Sustainability Complete
management framework) respond effectively incidents in document, or in response to a every three years or as and Health and
negatively impacted. significant business change. required. Safety Officer
Recommended that the policy is
assigned an owner who will hold
responsibility for ensuring the policy is
reviewed and updated appropriately.
Grade 2
Business Continuity and March If the Business Continuity The framework should detail the Accepted. BCPs will be Head of 31 October September 2021 update | 31
Disaster Recovery 2021 documentation does not following information for each key reviewed with functional Information 2021 December
(2.1 Defining business critical demonstrate a comprehensive service: application owners and Systems and A Business Continuity 2021
systems) understanding of the college’s key | Critical services and key systems to updated to include the Digital Planning stress test took
information systems, the college the college identified through regular identification of the critical Infrastructure place on 18 June, led by
cannot restore critical services business impact assessments. business services. The Zurich Municipal. The
identified in the BlAs. Interdependencies of these services, college Disaster Recovery report has been published
including intra-departmental, inter- Policy to be refreshed and which 7 learning and
departmental and external linked to functional BlAs. action points to follow up
dependencies. on.
The Recovery Time Objectives (RTOs)
and Recovery Point Objectives (RPOs) The College Disaster
for each service. Recovery Policy is under
Links to disaster recovery plans for review and scheduled to
these information systems. be published by
31/10/2021.
Grade 2
Reviews of functional
business continuity plans
to be scheduled between
September and
December 2021.
Business Continuity and March If comprehensive and robust Recommend that the college develops | Accepted. The college will Digital 31 October September 2021 update [ 31
Disaster Recovery 2021 incident response plans have not | effective recovery strategies for critical | complete the review and Infrastructure 2021 December
(3.1 Incident response plans) been developed for the recovery services for inclusion in incident update of the IT Disaster Manager A first review of the IT 2021
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College Audit Action Plan

No | Audit Report Topic Report | Background Recommendation College Response Responsibility | Deadline Status Update/ Revised
Date Comments Deadline
Business Continuity and March If there are not regular and planed | Management should introduce a risk- Accepted. A schedule of Digital 31 October September 2021 update | 31
Disaster Recovery 2021 business continuity tests based programme of recovery testing BCP testing and a scoping Infrastructure 2021 December
(4.1 Business continuity completed with operational staff for key systems including a range of plan will be developed. Manager Revised schedule to be 2021
testing) and recover team members tests, live testing and simulations of published once Network
present, relevant staff will not be different scenarios. Officer post filled and
aware of their responsibilities Outcomes of testing should be formally consultancy services are
regarding the recovery of documented. agreed with external
systems. supplier.
Grade 2
Core Financial Systems May There is a risk that the college The current position, aims and The current 3 year Head of End Sept September 2021 update
(1.1 Income Generation 2021 has not clearly articulated and indicators of success outlined in the operational plan is due for Business 2021
Strategy) quantified its strategy for growing | college’s Income Generation Strategy | renewal and updating in the Development Complete
non-SFC income. There may not | should be sufficiently quantified. summer. As previously
be a shared understanding of Operational SMART targets should be | outlined in the college Rolling Plan prepared and will be
what is expected, and this may overtly linked to the strategic aims and | Action Plan aspects of this approved by ELT in
only be realised after the event supported by detailed operational plan were suspended in light September.
and without sufficient time for any | action plans with assigned action of Covid-19. As part of the
corrective action to be taken to owners that set out how the targets will | 2021/22 budget setting
resolve. be achieved. The strategy should be exercise new income targets
reviewed on an annual basis to ensure | will be set and these will be
it remains in line with the wider reflected in the revised
strategic objectives of the college. annual operational plan
which will be finalised by end
Grade 2 | September. The revised plan
takes into account the audits
recommendations.
Core Financial Systems May There is a risk that receivables The college should review the aged In terms of the current Head of Immediate September 2021 update
(4.1 Frequency of aged debt | 2021 and aged debt are not monitored | debt on a sufficiently-frequent (egg process we informally review | Finance &
review) and managed effectively. monthly) basis. A more frequent review | the aged debt twice per Procurement Complete
should reduce the depth and detail annum and we receive
required and also maximise monthly reports from our
opportunity to proactively take relevant | debt collection agency in
action(s). The process should be terms of collections and
clearly documented and areas where the debt is
communicated to all relevant staff. An becoming close to the point
analysis of aged debt, recoveries and of write off. Going forward to
write-offs should be reported to address the potential risk and
management or the Finance and to mitigate the risk of aged
General Purposes Committee on a debt increasing the process
regular basis. will be:- « Aged Debt
reviewed monthly by Head of
Grade 2 | Finance, Sustainability and
Student Funds  Aged Debt
reports submitted to Vice
Principal, Finance and
Corporate Services on a
quarterly basis « Quarterly
review of Bad Debt Provision
(HoF & VP) to ensure
provision is adequate and
covers any potential debt
write off The above actions
will reduce the risk and
ensures the college is at less
risk of writing off significant
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College Audit Action Plan

amount of aged debt in any
given financial period.
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Action: To Discuss Agenda Item 9

Paper 7

West Lothian College
16 September 2021

Audit Committee

INTERNAL AUDIT REPORT: REVIEW OF ESTATES PLAN

Internal audit has undertaken a review of the development stages of the
college’s 5-year estates plan including assessment of relevant legislation and

consideration of stakeholder needs.

The review identified areas of good practice and two areas for improvement
both of which relate to the design of the controls in place.

Action

The committee is asked to comment on the report.

Jennifer McLaren
Vice Principal, Finance and Corporate Services
16 September 2021
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Management Action Plan
Appendix A — Definitions

Appendix B — Areas of Good Practice
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Executive Summary

Conclusion

The West Lothian College (“the College™) draft 2021-26 Estates Plan is clearly linked to strategic
objectives and has been developed through extensive consultation with college management and
external stakeholders.

Whilst significant work has gone into the development of the Estates Plan, several of the key
processes supporting the delivery of the plan have still to be documented in the plan prior to it being
finalised in June 2021. This includes clearly defining SMART targets, with assigned action owners,
and reporting arrangements in the plan.

Background and scope

The College primarily operates out of a single campus and is relatively well equipped with a range of learning
and teaching facilities. The College recognises in its Outcome Agreement that IT infrastructure is dated and,
whilst the fabric of the campus building has been maintained, there has been limited significant reconfiguration
and investment in learning spaces since 2001. In the years 2018-2021 the college has started to redress this
and reconfigured and refurbished the top floor of the Street Building (2018), expanded the construction &
engineering workshop (2021) and refurbished the ground floor of the street building (2021).

The College has an Estates Strategy for the period 2015-25 to help ensure maintenance of high-guality fit for
purpase facilities, aiming for minimum environmental impact, and to support operational sustainability of the
College’s estate.

The impact of COVID19 has prompted the College to consider redesigning the campus to prepare for a new
blended approach to learning and teaching which has a mixture of both on-line and campus delivery. A 2021-26
Estates Plan has been developed as a result, superseding the Estates Strategy.

Consultation took place with the College’s Directors and Heads before the draft plan was presented to the
Executive Leadership Team and the College Leadership Team in April 2021. In addition to obtaining approval
at the meetings, the prioritisation of planned estates projects was also discussed. The plan is scheduled to be
presented to the Finance and General Purposes Committee and the Board in June 2021.

We have reviewed the development stages of the Estates Plan, including assessment of relevant legislation
and consideration of stakeholder needs.
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Control assessment

1. The 5-year Estates Plan is aligned to the College's
strategic objectives and supported by clear operational
plans.

2. The implementation of the 5-year Estates Plan is
monitored and reported on a regular basis, including an
e ongoing assessment of space utilisation.

3- Yellow 2-Yellow 3. The Plan addresses the requirements of all relevant
legislation (e.g. the Disability Discrimination Act) as well as
considering the impact of the estate portfolio on the
environment

® 4. The needs and concerns of stakeholders (both internal
and external) have been considered as part of the estate
planning arrangements.

Improvement actions by type and priority

W Grade 4
Grade 3
Grade 2

W Grade 1

Control Design Control Operation

Two improvement actions have been identified from this review, both of which relate to the design of the
controls in place rather than compliance with existing procedures. See Appendix A for definitions of colour
coding.
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Key findings
Good practice
We have gained assurance that the College's procedures reflect good practice in several areas, including:

The College has considered the impact of COVID19 in planning a redesign of the campus, to prepare
for a new blended approach to learning and teaching. This reflects a mixture of both on-line and
campus delivery.

Extensive consultation took place with college management as part of the development of the Estates
Plan before the plan was presented to the Executive Leadership Team and the College Leadership
Team in April 2021.

The College facilitated a workshop to discuss curriculum and estates planning for the next five years, in
conjunction with the Estates Plan development. This was attended by several external stakeholders.

Areas for improvement

Whilst significant work has gone into the development of the Estates Plan, it remains in draft at the time of our
audit fieldwork. The plan is due to be finalised in June 2021. We have identified are some areas that we would
expect the College to have articulated in advance, considering the stage of the plan development, including:

Clearly defining SMART targets in the Estates Plan and developing more detailed operational action
plans with assigned action owners.

Clearly addressing the requirements of all relevant legislation in the Estates Plan.

These are further discussed in the Management Action Plan below. We have also included a summary of the
key areas of good practice that the College should consider and reflect in the plan at Appendix B to this report.

Impact on risk register

The College’s corporate risk register (dated October 2020) included the following risks relevant to this review:

5.1 - There is a risk that the estate is not adequately reconfigured in line with the college’s ambition for
growth due to insufficient resources resulting in the college not meeting the needs of the region. (Risk
score 20)

5.2 - There is the risk that the college fails to maintain the building due to a lack of resources resulting
in a build-up of back log maintenance. (Risk 15)

5.3 - There is a risk that the college fails to complete capital projects within timescale and budget due
to poor project planning and control resulting in cost overrun. (Risk Score 12)

Acknowledgements

We would like to thank all staff consulted during this review for their assistance and co-operation.
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Management Action Plan

Control Objective 1: The 5-year Estates Plan is
aligned to the College's strategic objectives and Yellow
supported by clear operational plans

1.1 Estates Plan

The Estates Plan articulates the estates needs of each faculty. However, operational plans and budgets
supporting the delivery of the plan have not been developed.

Management's approach is that once projects have been prioritised, proposed budgets will be discussed and
agreed at a Finance and General Purposes Committee meeting. Management then intend to create detailed
operational plans details, including estimated costs and timelines, and append these to the Estates Plan. Given
the dynamic nature of developments and the evolving position, we have not raised a formal recommendation
on this matter but we have included points to consider when drafting the operational plans at Appendix B of this
report.

However, beyond the above, we note that the current position, aims and indicators of success have not been
clearly quantified. For example, the plan cites an intention to upgrade learning spaces for health and care
students to enable them to carry out practical work in a simulated setting and to create an outdoor sports
facility. In these examples, what would constitute an upgrade to learning spaces and what would be included in
an outdoor sports facility have not been specified. This leaves scope for subjectivity in assessing achievement
of the outcome, which could also impair clarity and shared understanding of what constitutes a reasonable
target in practice and/or what success looks like. We recognise that management have begun the process of
capturing this detail within the plans that will be appended to the Estate Plan.

Risk

There is a risk that there may not be a shared understanding of what is expected, and this may only be realised
after the event and/or without sufficient time for any corrective action and clarification of expectations to
resolve.

Recommendation

As far as possible, the College should sufficiently specify the current position, aims and indicators of success
by clearly defining SMART targets in the Estates Plan for each aim. This can then be supported by a more
detailed operational action plan with assigned action owners.

Performance against the targets should be monitored and reported on a regular basis. Supporting narrative
should be provided to explain progress, particularly in any areas below trajectory/target. This may involve
setting a variance threshold and recording actions identified to support improve outcomes.

Progress against the plan actions should be reported and reviewed on an annual basis to ensure it remains in
line with the wider strategic objectives of the College. This will also provide for any revisions as and if the
operating environment necessitates this.
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Management Action
Grade 2

(Design)

The Estates Plan is a high-level document. Information about the current position, aims and indicators of
success, SMART targets and legislation will be captured in a detailed operating/project plan. Appendix 1 to
the estates plan sets out target dates for implementing each project listed although this will be subject to the
availability of funding. If funding constraints prevent projects being implemented by the target date, a re-
prioritisation exercise will take place. A final decision on projects being implemented each year will be made
by the Executive Leadership Team (ELT). Approval will be obtained from the Finance & General Purposes
Committee if the value of the project is over £100k. For 2021-22 the investment budget has been agreed
and the Faculty Directors & Vice Principal Learning & Attainment will bring forward recommendations as to
which projects are being taken forward to the ELT for approval.

Once a project has ELT approval the detailed operating/project plan will be prepared. After completion of
the project the final section of the operating/project plan will be completed to show whether the aims of the
project were met. This document will require sign-off by all relevant parties.

The Estates Plan will be revisited in-year should any additional estates funding become available and on an
annual basis as part of the budget process to determine projects being taken forward the following year.

Action owner: Vice Principal, Finance & Corporate Services Due date: Ongoing
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Control Objective 2: The implementation of the 5-
year Estates Plan is monitored and reported on a
regular basis, including an ongoing assessment of
space utilisation

Yellow

2.1 Monitoring and reporting

Management explained that actual spend against budget will be reported to the Finance and General Purposes
Committee on a quarterly basis. Overspend above a set criteria will require approval from either the Executive
Leadership Team or the Finance and General Purposes Committee, depending on the value.

However, the monitoring and reporting arrangements - along with processes for assessing space utilisation -
have not yet been documented in the Estates Plan. We have raised a recommendation in relation to this at
section 1.1 above and we have therefore not raised a separate recommendation under this control objective.
We have included points to consider when documenting these arrangements at Appendix B of this report.
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Control Objective 3: The Plan addresses the
requirements of all relevant legislation (e.g. the
Disability Discrimination Act) as well as considering
the impact of the estate portfolio on the environment

Yellow

3.1 Relevant legislation

Legislation relevant to estates is considered at individual estates project planning stages as part of the
procurement process. Every estates project requires requests for quotes or tenders to be issued, depending on
the value of the project. A section on relevant legislation and sustainability is included within the procurement
documentation issued.

Several supporting documents are referenced as part of the Estates Plan, including the draft Net Zero Plan,
(the latter which sets out the College’s aims and plans for achieving Scottish Government environmental
targets). However, the Estates Plan itself does not yet clearly address the overall requirements of relevant
legislation as part of its aims for developing the estate, such as the Disability Discrimination Act, health and

safety legislation and local development planning.
Risk

There is a risk that the College has not clearly articulated how the requirements or relevant legislation will be
addressed as part of the plan (at the strategic level).

Recommendation

The College faces challenges in responding to a constantly changing legislative environment and needs to
define arrangements for ensuring relevant legislation is considered as part of the Estates Plan delivery and
evolution.

The College should firstly identify all relevant legislation that it must comply with when developing its estates.
The College should then define the overall arrangements for ensuring each legislation is addressed as part of
the Estates Plan.

Grade 2

Management Action (Design)

Agreed — all relevant legislation will be added to the operating/project plans.

Action owner: Head of Estates & Sustainability Due date: Ongoing
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Control Objective 4: The needs and concerns of
stakeholders (both internal and external) have been
considered as part of the estate planning
arrangements

No reportable weaknesses identified

Several meetings were held with Faculty Directors, Heads and Managers to discuss their needs and concerns
as part of the development of the Estates Plan. The Head of Estates and Sustainability collated the comments
from the meetings and presented the needs and concerns to the Executive Leadership Team for consideration
and approval.

In October 2020 the College facilitated a workshop to discuss curriculum and estates planning for the next five
years, in conjunction with the Estates Plan development. The workshop was attended by representatives from
all faculties within the College in addition to several external stakeholders (including local construction and
leisure organisations, West Lothian Council and several colleges and universities). We found that comments
from attendees were recorded and considered as part of the development of the plan. Particular feedback
received in relation to moving towards a mixture of both on-line and campus delivery, has been reflected in the
plan.
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Appendix A — Definitions

Control assessments

Fundamental absence or failure of key controls.

Control objective not achieved - controls are inadequate or ineffective.

Y Control objective achieved - no major weaknesses but scope for improvement.

Control objective achieved - controls are adequate, effective and efficient.

Management action grades

*\Very high risk exposure - major concerns requiring immediate senior
attention that create fundamental risks within the organisation.

=High risk exposure - absence / failure of key controls that create
significant risks within the organisation.

*Moderate risk exposure - controls are not working effectively and
efficiently and may create moderate risks within the organisation.

Limited risk exposure - controls are working effectively, but could be
strengthened to prevent the creation of minor risks or address general
house-keeping issues.
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Appendix B — Areas of Good Practice
. Acon

Develop operational plans that are aligned to the Estates Plan and include clear
documentation of the following areas:
« Project specific objectives that are linked to objectives in the Estates Plan;
« Resourcing analysis;
Operational plans
e Funding analysis that is aligned to the College’s budget;
e Detailed timeline for completion;
e Any disruption caused to current courses and related action plan; and
e Approval, reporting and monitoring structure.
Clearly defining the monitoring and reporting arrangements for the implementation of
the Estates Plan within the plan, including:
e Reporting to the Finance and General Purposes Committee on a quarterly
basis;
« More frequent reporting to management groups; and
« Establishment of project and working groups for estates projects, including

consideration of reporting to relevant external stakeholders.

Monitoring and The monitoring and reporting arrangements should include an assessment of:
reporting
e Costincurred against budget, with an agreed criterion for what variances

require further explanation in management and committee reports (>10%
variance, for example);

« Building and physical condition:
« Valuation;

+ Functional suitability;

« Ownership/tenure; and

e Usage and space utilisation.
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Audit Committee
INFORMATION SYSTEMS AND DIGITAL INFRASTRUCTURE UPDATE
Introduction

This paper provides a summary update on key projects completed since and
preparations underway for the new academic year.

DIGITAL INFRASTRUCTURE
Digital Capacity

A full review of the college’s information technology (IT) and audio visual (AV) asset
registers is complete, indicating approximately 280 assets due for replacement
across the college’s digital estate (approximately 15%).

In response, 140 new desktop PCs have arrived in college over the last quarter and
arrangements are underway to replace onsite kit due for retirement, as part of the
annual PC refresh programme. Orders for an additional 165 laptops for student loan
use have also been placed as we continue with a blended model of learning and
teaching during 2021-22 and also look to mitigate the impact future changes to
government guidance concerning the pandemic may have during the session.

We have installed 15 new Clevertouch interactive screens — including lecture capture
software — these replace existing screens used around the college, which include the
recent changes to the ground floor of number 1 on The Square. These new screens
are able to be connected up and controlled through a software console, which will
improve corporate and targeted communication and information giving across the
campus.

In addition, SFC have announced an indicative funding allocation of £127,923 for
digital learning support for 2021-22. It is likely that spend linked to infrastructure and
services that enable blended learning, advances the college’s digital strategy and/or
progresses the ‘College Digital Ambition’ report will be included as eligible. At the
time of the report the detailed criteria for spend was still to be received.

MS Teams Integration

Office365 use, in particular MS Teams, has bedded in well during 2020-21,
supporting staff and students with remote learning.
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A review of the functionality of MS Teams has been undertaken with our partner
supplier and provisions have been made for staff and student access, to support
learning and teaching activities during 2021-22. In addition an Office365 cloud
backup solution has been procured and is in the process of being configured in
support of our more general backup and Disaster Recovery (DR) strategy.

SharePoint

On Friday 20 August a re-launch took place of the college’s intranet site along with a
new look landing page, with this now accessible to staff through their internet
browser.

New features include up to date news to reduce the number of access servers going
out and a college calendar where key dates and information on college events can
be found. There are also quick links to other college systems.

Server Infrastructure

Work continues to modernise and secure the core server infrastructure of the
college, with the replacement of two critical information systems webservers
undertaken during 2021 and plans in place to renew the Capita pay360 server - used
for online secure payments - by the end of October 2021

Cyber Security

Our Cyber Essentials+ assessment took place as scheduled on 1July 2021, with the
initial report providing strong reassurances across the board. Some areas are
currently being addressed via remedial action, with a forecast date for accreditation
likely to be in the next few weeks.

During May, an external security supplier completed a full Cyber Risk Technical
Assessment (CRTA) with the subsequent report now having been received. A
roadmap has now been worked up and nine days of supplier consultancy has been
procured to assist with implementation of key recommendations within the CRTA
itself.

The new role of IT Security Project Officer is bedding in well, with the post holder
continuing to develop strong relationships with external key suppliers and with West
Lothian Council.

Recruitment is underway to fill a new Network Officer post, with interviews set for

later this month. These posts will help enhance our security and underlying resilience
of our IT infrastructure.
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In terms of staff awareness, additional content continues to be posted to the cyber
security new SharePoint site and staff are regularly updated with security advice and
tips.

Multi-factor authentication is being added to staff accounts, with good progress
achieved to date.

A mandatory — an annual — staff development and refresher programme for the
college is progressing well, with a cyber security module now embedded.

IT Network — Backups, Disaster Recovery

Productive meetings are continuing with the IT Manager at West Lothian Council and
arrangements are underway to relocate the current backup infrastructure held at the
Civic Centre Data Centre to the Council’s new site at Whitehill which is now online.

This will provide the college with rapid recovery in the event of a complete loss of the
main data centre.

INFORMATION SYSTEMS
Curriculum Planning/Builder - System and Process Change

Feedback from the Business Process Review published in January 2021 identified
the need for the production of a system specification for a web-based solution to be
used by teaching staff to manage courses in terms of curriculum planning and
building.

Fifteen days of consultancy have now been undertaken with our Student Records
supplier and a fully working system is now in place. Demonstrations to staff have
been positive over the past few months, with the system due to go live in support of
the curriculum planning cycle due to start late September for 2022-23.

Data Science and Business Intelligence

Power Bl has now been connected to Office365 and work is continuing to examine
available reporting, insights and other benefits from this rich data source. Staff from
across the college have been canvassed for views as we continue to refine the
practical benefits of applying this intelligence in support of our staff and students
during 2021-22 and beyond.
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Examining the practical application of the use of predicative analytics suggests using
Python within Power Bl and initial discussions and training have continued over the
past three months since the last update.

Working alongside the Quality, Student Support and Learning Resources colleagues,
we are now requesting baseline mental health information from students at
enrolment, allowing an analysis on a number of factors and protected characteristics.

We will be working with these same colleagues in the future to test and implement
sentiment analysis alongside further mental health wellbeing reviews.

Power Bi — Content Development

A number of updated reports have been added to the Power Bi suite over the last
quarter including SFC PI sector comparisons for 2019-20, Exam results for 2020-21
along with provisional PI's for 2020-21.

A demonstration is planned for the autumn Board meeting, to provide an overview of
progress to date and an insight into future developments.

Information Systems Officer

Plans are underway to recruit a second Information Systems officer, with the post
being advertised by the end of October 2021 for a January 2022 start. The new post
holder will join the Information Systems team and provide assistance in some
additional project work in preparation for further major systems updates to be in
place for the 2022-23 academic year.

Systems Review Group

Project leads have been assigned to projects that provide clarity on reporting
responsibilities for 2021-22 and with the addition of a second Information Systems
Officer, overall capacity will increase to directly support to projects later in the year.
Online services for students are being expanded, with online booking, enrolment and

payment options being introduced for workforce development students during
2021-22, with work to implement this expansion on track.
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Action

The committee is asked to note the paper.

Bill Dunsmuir
Head of Information Systems and Digital Infrastructure
16 September 2021

AC/160921/iShare 5



	Agenda Audit Committee 16 September 2021
	Paper 01 Minute of Meeting of 24 June 2021 - Draft 
	Paper 02 Matters Arising Audit 16 Sept
	Paper 03 Quarterly Health and Safety Report April 
	Paper 04 External Audit Progress Report FC 
	Paper 04 WLC 2020-21 Progress Report
	Paper 05 Internal Audit Plan 2021-22 to 2023-24 FC 
	Paper 05 Internal Audit Plan 2021-22 to 2023-24
	Paper 06 College Audit Rolling Plan FC
	Paper 06 College Audit Rolling Plan
	Paper 07 Internal Audit Review of Estates Plan FC
	Paper 07 Internal Audit Review of Estates Plan
	Paper 08 Information Systems and Digital Infrastructure Update

