
 

 

 
 
West Lothian College -  Audit Committee 
 
Thursday 24 June 2021 at 10.00 am, via Zoom  
9.30 am - Pre-Committee meeting: Board members meet Construction team (30 mins) 
 

AGENDA 
 

 Item Paper Action 
    
1 Welcome/Apologies    
     
2 Declarations of Interest    
     
3 Minute of Meeting of 4 March 2021 1 For Approval 
    
4 Matters Arising from Meeting of 4 March 2021 2 To Discuss 
    
5 Quarterly Health & Safety Report 3 For information 
    
6 Information Systems and Digital Infrastructure 4 For Information 

7 External Audit Strategy Memorandum 2020-21 5 To Discuss  
    
8 Approval of Internal Audit Contract 6 For Approval 
    
9 Internal Audit Reports      
    
 i) Core Financial Systems 

ii) Business Continuity and Disaster Recovery 
7 
8 

To Discuss 
To Discuss 

    
10 Strategic Risk Register 2020-21 9 To Discuss 
    
11 Financial Regulations  10 For Approval 
    
12 College Rolling Action Plan 11 To Note 
    
13 Sector Update - Verbal 
     
14 Any Other Business    
     
15 
 

Review of Meeting, Development Plan and Supporting 
Papers without Management 
 

 Verbal 

16 Date of Next Meeting: Thursday 16 September 2021 at 10.00 am   
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Audit Committee 
 
Minute of Meeting of the Audit Committee held on Thursday 4 March 2021 at 10am 
via Zoom. 
 
Present:  Sue Cook (Chair) 
   Seonaid Crosby 

Lynne Hollis 
Colin Miller 

    
     
In attendance: Alex Linkston (Chair, Board of Governors) 

Jackie Galbraith (Principal and Chief Executive) 
Sarah-Jane Linton (Vice Principal, Learning and Attainment) 
Jennifer McLaren (Vice Principal, Finance and Corporate 
Services) 
Simon Earp (Vice Principal, Performance and Improvement) 
Bill Dunsmuir (Head of Information Systems and Digital 
Infrastructure) 
David Eardley (Azets, Internal Auditors) 
Mitchell Collins (Azets, Internal Auditors) 
Ruth Holland (Mazars, External Auditors) 

   Emily Purdie (Health and Safety Officer)  
Sandra Callan (Executive Secretary) 
 
 

Virtual Visit to the Endurance Fitness Suite  
 
Claire Glen, Director of the Faculty of Care, Health and Sport conducted a virtual 
visit to the health and sport area and in particular to the endurance fitness suite.  
 
The tour concluded with a question and answer session with the staff from this area 
who had joined this part of the meeting. 
 
The staff from the sport/fitness/exercise courses were invited to speak about the 
challenges they and their students had faced during the lockdown.  The feedback 
was very positive and it was noted that links with other colleges had strengthened 
throughout the lockdown and there was a lot of sharing good practice. Students had 
been very good at engaging with tutors and some of the courses ran drop in 
sessions for students to chat.  
 
Risk Assessments were in place for students returning to college.  
 
The Chair thanked the sport/fitness/exercise staff for participating in this session.  
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1 Welcome/Apologies 
 

The Chair welcomed everyone to the meeting. A special welcome was 
extended to Bill Dunsmuir. 
 
Apologies received from Simon Ashpool and Richard Lockhart. 

 
 
2 Declarations of Interest 
 

There were no declarations of interest. 
 
  

3 Minute of Meeting of 26 November 2020 
 

The Minute of the meeting of the Audit Committee of 26 November 2020 was 
approved as a correct record. 
 
 

4 Matters Arising from Minute of Meeting of 26 November 2020 
 

All actions noted as being completed. 
 
Regarding Action 1, the 22nd March (1pm-4pm) best suited the Board to hold 
the risk workshop.  Invites would follow. 
 
Regarding Action 7, the Principal advised that she would be doing a 
presentation next week at the board meeting and found that the set of 
questions helped to gather some useful information.  

 
Regarding Action 9, the chair requested that her thanks be passed onto the 
sport/fitness/exercise staff and how impressed the committee had been with 
their participation and enthusiasm. 

  
 
5 Health and Safety 
 
 (i)  Quarterly Health and Safety Report 

 
The Health and Safety Officer presented the report which provided an 
overview of the health and safety standards at West Lothian College 
from October 2020 to December 2020.  

 
The Health and Safety Officer provided main highlights from the report 
and also updated the committee with the most up to date figures 
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regarding staff undertaking the Display Screen Equipment (DSE) 
assessment. A total of 240 staff had now completed. 
 
COVID-19 risk assessments were continually being kept up to date 
with government guidance. 
 
The Health and Safety Officer confirmed that fire alarm testing takes 
place every week and normally twice a year for full evacuation. 
 
The college had also been re-awarded the silver Healthy Working Lives 
award and was working towards the gold award.   
 

 (ii) Annual Health and Safety Report 
 

The Health and Safety Officer presented the annual report and it was 
noted that a lot of regular activities did not take place due to not being 
on campus and priorities had been changed due to COVID-19.  The 
main priority was ensuring that risk assessments were kept up to date 
with government guidance. 

 
 The annual data collection contained in the annual report went back 

seven years and the committee felt that they only required to see  
5-years data for trend purposes. 

 
 The Health and Safety Officer agreed to amend future reports to show 

the last five years annual data. 
  
 Action 1: Health and Safety Officer 
 
 The mental health and wellbeing of the students was discussed. The 

Principal informed the committee that the college carries out surveys 
with the students and assesses the feedback received on an ongoing 
basis. 

 
 A lot of activity and additional support had been put in place.  The 
most recent survey undertaken by the student association showed that 
there was an increase in the number of students taking part in the 
survey and about one quarter of the students were reporting 
challenges with their mental health.  

 
The college was doing a lot of work through the student support team, 
lecturers and other support staff.  An example being, a ‘Man Cave’ had 
been set up by an engineering lecturer for males to talk about their 
mental health.  
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 The last staff survey in November demonstrated that the mood 
amongst college staff was good but acknowledged that there were 
challenges.  

 
 The committee thanked the Health and Safety Officer for the 

informative reports and also noted the good work being undertaken by 
the college to address mental health challenges among staff and 
students. 

 
 

6 Information Systems and Digital Infrastructure Update Presentation 
 

The Head of Information Systems and Digital Infrastructure delivered a 
presentation which focussed on a reflection of last year and information on the 
key projects being undertaken over the remainder of this academic year.  
 
It was agreed that the presentation captured well what the college was doing 
across the remit of digital and information systems. It was acknowledged that 
data was critical for organisations getting through any sort of change process 
and the Principal would be delivering a presentation to all staff around being a 
data driven organisation.  
 
The Chair thanked the Head of Information Systems and Digital Infrastructure 
for delivering the interesting presentation and commented on the excellent 
work which was carried out regarding the distribution of laptops to staff and 
students. 

 
The role of the data scientist and the number of projects he was working on 
around PowerBi (a Microsoft business intelligence product) was also 
discussed. 
 
The committee agreed that it would be of benefit if the data scientist and the 
information systems manager deliver a short presentation at a future board 
meeting. 
 
Action 2: Vice Principal, Performance and Improvement 
 

 
7 Internal Audit Report 
 

(i) Cyber Security 
 

The internal auditor presented paper 5. 
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The report focussed on cyber risks, risk management, governance, and 
cyber threats and vulnerabilities. 

 
Four grade 2 recommendations (no major weaknesses but scope for 
improvement) had been identified and assurance had been gained 
that, in general, the college’s operational cyber security procedures 
reflected good practice. 

 
A small discrepancy in the report was highlighted where the Board of 
Management was referred to and it was clarified that West Lothian 
College has a Board of Governors.  
 
The Principal confirmed that a proactive approach is taken by the 
college regarding scam emails. Regular communications are sent to all 
college staff. 
 
The committee noted the positive report. 
 

 
8 Strategic Risk Register 
 
 At the last Audit meeting a discussion had taken place about its role in relation 

to risks that other committees have a responsibility to review. In light of that 
discussion the Vice Principal, Finance and Corporate Services, in her role as 
secretary to the board, had produced a risk management responsibilities 
paper (Appendix 3) outlining each of the committee’s risk responsibilities.   

 
 A discussion on the paper took place and the committee agreed that the 

board would have the complete overview of the risk register. The risk register 
would be a standing agenda item at the Board of Governors meetings and 
would be a discussion paper.  It was also agreed that at the board meeting, 
assurances would be given from the Audit, Learning and Teaching and 
Finance and General Purposes Committees that they were satisfied with the 
risk mitigations 

 
 Action 3: Secretary to the Board  
 
 The Vice Principal, Performance and Improvement presented paper 6 which 

contained the four digital infrastructure risks. It was noted that there had been 
no change to the risk scores and an explanation had been provided as to why 
each score had remained unchanged at this point.  

 
Regarding risk 6.2, it was noted that early student withdrawal numbers had in 
fact went down.  
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 Regarding risk 6.4, Vice Principal, Performance and Improvement was 
optimistic that this score could decrease in future.  

 
 The Principal advised that the current risk appetite would be reviewed at the 

risk management workshop and different factors could be considered. 
  
  
9 College Key Financial Indicators (KPIs) 2020-21 
 
 The committee noted the above paper  
  
 
10 AOB 
 

Sector Update – noted that this had been omitted from the agenda and would 
be added back on as a standing item. 
 
Action 4: Secretary to the Board 
 
Sector Update - Internal and external auditors both reported that a sector 
group meeting for Audit Scotland was taking place on Monday 8 March which 
would be discussing accounting estimates and ongoing work around regional 
boards. 

 
The Principal updated the committee regarding the national and potential local 
industrial action that the college was facing at the moment. 
 
 

11 Review of Meeting, development plan and supporting papers 
 
 Due to time restrictions the Chair requested that anything committee members 

wished to bring up then feel free to email the Chair direct. 
 
 
12 Date of Next meeting 
 
 24 June 2021 
 
   
Note: There were no matters discussed during the meeting, during which Members 
declared any conflict of interest, or the Secretary to the Board was aware from the 
Register of Interests that discussion could give rise to such a conflict. 
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Signed …………………………………………………. 
  Chair, Audit Committee 
 
Date  ………………………………………………… 
 



Agenda Item 4

Paper 2

Date: 24 June 2021

Board/Committee Meeting Ref Source Action Owner Priority Target Date Status Update

Audit 04-Mar-21 A1 Annual Health & Safety report
To amend future reports to show the last 5 years annual data for trend 
purposes

H&SO 2 30-May-21 Completed

Audit 04-Mar-21 A2
Info Systems & Digital 
Infrastructure Update

To invite the data scientist and the information systems manager to a future 
board in order to deliver a short presentation

IS&DI 2 01-Sep-21 On Track Item to be included in Sept Board Agenda.

Audit 04-Mar-21 A3 Strategic Risk Register
To have the risk register as a standing agenda item at the Board meetings as a 
discussion paper and ensure assurances were given from the Committees 
that they are satisfied with the risk mitigations

BGA 1 30-May-21 Completed
Strategic Risk Register is standaing agenda item, at each committee 
and Board.

Audit 04-Mar-21 A4 AOB To ensure that Sector Update is a standing item on the audit agenda BGA 2 30-May-21 Completed

ACTION: To Discuss

West Lothian College
Matters Arising - Board & Committees - Action Tracker

Strictly Private Confidential
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Introduction 
 
This report provides an overview of the health and safety standards at West Lothian 
College from January to March 2021. The activity on college was greatly reduced due 
to the ongoing pandemic and lockdown in the first few months of 2021. The stay at 
home and working from home rule has been in place with only up to 5% of students 
returning on campus late March for essential assessment purposes. Information has 
been collated from all areas of the college, which demonstrates the commitment we all 
have to make the college a safe and welcoming environment in which to work and 
study. 
 
Accidents, Incidents, Near Misses and Investigations 
 
The monitoring, recording and reporting of accidents, incidents and near misses are a 
legal requirement that the college actively promotes across the campus. As well as 
meeting our legal obligation, it allows us to identify where and how risks arise. Each 
report is fully investigated by the college health and safety officer. Appendix 1 shows 
details of all investigations during this period. 
 
During this reporting period, there have been two HSF1 forms completed relating to first 
aid/accidents/incidents and near misses. In the same period in 2020 there were thirty-
nine HSF1 forms completed, this isn’t a true comparison as this period saw all staff and 
students mainly working online. Certain work-related injuries, cases of disease and near 
misses must be reported to the Health and Safety Executive (HSE).  
 

 
 

Data Collection 2021 to date. 
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Health and Safety Management 
 

The following arrangements are in place to control health and safety risks in order to 
meet the legal requirements and show commitment to all stakeholders: 

 
 

Health & Safety Committee  
Last HS&E committee meeting was held on 3rd March 2021 
Minutes from meeting have been posted on   
iShare 

Yes 

Total Action points raised  6 
Actions Raised against H&S officer  1 H&S Officer currently 

outstanding   
0 

Next meeting scheduled for 2nd June 2021 
Employer’s Liability Insurance  
Zurich Employers Liability Insurance   Expires on August 2021 
Interventions  
HSE Inspections in the last 12 months 0 
Improvement Notices issued in last 12 months 0 
Prohibition Notices issued in last 12 months 0 
Improvements issued by Fire Service in last 12 
months 

0  

Risk Assessments  
Number of risk assessments due for review COVID-19 RA reviewed as 

guidance changes  
Number of new Risk assessments. 3-DSE assessments 

1-Maternity RA 
1-Event (election) 
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Number of generic risk assessments due for 
review 

All due for reviewed by H&S officer  

Fire Risk Assessment  
Fire Risk Assessment in place Yes 
Review Date July 2021 
Health and Safety Policy  
Policy Statement approved by Jackie Galbraith 
Next Review date August 2021 
Responsibilities currently unassigned 0 
Health and Safety Procedures  
Accident/Incident reporting June 2021 
Lone Working May 2021 
Inspection and Auditing July 2021 
Emergency Evacuation  July 2021 
Work Placement August 2022 
Excursions  June 2021 
COSHH  April 2021 
First Aid  June 2021 
Lock out/Tag out June 2021 
Noise at Work June 2021 
Business Continuity Policy Framework July 2022 
Fire Safety Actions  
Outstanding actions related to fire inspection 0 
Overdue actions related to fire inspection 0 
Last emergency evacuation drill (daytime) 5th November 2020 
Last emergency evacuation drill (evening) 5th November 2020 
Next emergency evacuation drill (daytime) 3rd June 2021 
Next emergency evacuation drill (evening) 3rd June 2021 

  
Policies and Procedures   

 
A memorandum of understanding with Napier University has now been finalised. The 
agreement relates to the sharing of workspaces in the event of an emergency as part of 
business continuity planning.  
  
Scheduled events 
  
No events have been scheduled on campus due to the Coronavirus lockdown. 
 
Monthly College Development Network (CDN) health and safety meetings have been 
taking place with other colleges and HSE to discuss health and safety related issues, 
share best practice and changes to guidance. 
 
Fortnightly meetings between Health Protection Scotland, college and universities 
proved invaluable with up to date information regarding COVID-19 statistics, vaccine 
roll out and testing. 
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Staff Experience Group 
 
In this quarter the following Staff Experience work was undertaken: 
 
• An online Virtual Winter Health Expo, delivered by the occupational health provider, 

was run for staff together with a Mindfulness webinar. 
• Endometriosis awareness and health promotion were undertaken; No Smoking Day 

was publicised and COVID-19 vaccination information was circulated. 
• Mental health support was offered to all staff with a Scottish Association for Mental 

Health (SAMH) self-care guide being distributed together with a reminder of the full 
range of supports available. 

• With COVID-19 lockdown returning, the popular college weekly quiz returned 
together with a range of fun activities to maintain staff engagement: ‘guess who the 
cute child colleague is?’, homemade pizza competition (judged by our expert 
hospitality lecturer Paul Devonshire), lockdown photo competition, Valentine’s Day 
staff appreciation messages (https://sway.office.com/d6DmMmHvGrQMGED1 ), a 
‘bring your pet to work day’, Easter egg decoration competition and a range of events 
to mark Red Nose Day including sharing best jokes. 
(https://sway.office.com/ACRTWWdQMZ89AVgU ), quiz and charity fund raising 
involving the Sports & Fitness team guessing their fitness activity totals. 

  
People Development Activities  

 
All staff are being actively encouraged, including those on furlough during this period, to 
complete the staff mandatory training which includes compliance around areas such as 
GDPR, safeguarding and health and safety.  

 
During this quarter many of the college’s staff were managing their workload while 
home schooling and the planned managing yourself as a remote worker courses was 
delayed until April. This was to ensure as many staff as possible engaged once schools 
re-opened. 

 
It is anticipated that the level of people development around health and safety 
measures will increase as the college makes a gradual return to normality. 
 
Lone working and a personal safety training session was delivered by the health and 
safety officer to the student association staff. 
 
Changes to Legislation/Guidance/Building Changes 
 
COVID-19 guidance from the Scottish Government changes when there is a lockdown 
or levels change. The information is reviewed as it is announced. Weekly COVID-19 
meetings are held by the management team to discuss actions required. 
 
Weekly recording and monitoring of staff and students’ positive results or those who 
were self-isolating continued during this period. 
 
   
 

https://sway.office.com/d6DmMmHvGrQMGED1
https://sway.office.com/ACRTWWdQMZ89AVgU
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Consultations and Internal Audits or Walk round inspections. 
  
Internal audits and walk round inspections haven’t happened due to COVID-19 
lockdown. 

 
COVID-19 cases   
 
The following positive COVID-19 cases were reported during this quarter. All of the 
cases were reviewed and were found to be through community transmission.  
 
Staff - 4 
 
Students -17
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Appendix 1 – Health and Safety Officers Investigation Findings 
 
  

No. Date Accident/Incident/ 
near miss 

HSF1 Detail Investigation 

1 30/03/2021 First aid  Student reported they had 
taken a large number of tablets 
intending to overdose. 

First aiders attended 
until ambulance 
arrived. Support for 
Learning and 
safeguarding team 
now supporting the 
student. 

2 31/03/2021 Accident Student tripped while in forest 
classroom cutting hand and 
knee. First aider attended and 
provided first aid. 

No further action. 
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Audit Committee 
 
INFORMATION SYSTEMS AND DIGITAL INFRASTRUCTURE 
 
Introduction 
 
This paper provides a broad update on key projects completed during 2020-21 since 
the last update in March and progress of those underway as we plan for 2021-22. 
 
 
DIGITAL INFRASTRUCTURE 
 
Digital Capacity 
 
A full review of the college’s information technology (IT) and audio visual (AV) asset 
registers is complete, indicating approximately 280 assets due for replacement 
across the college’s digital estate (approximately 15%). 
 
250 new laptops have arrived in the last quarter and arrangements are underway to 
replenish both staff and student use kit. Recent orders have also been placed for 
100 desktop PC’s and 165 additional laptops for student loan use in 2021-22, as we 
planned for a mixed model of learning and teaching next session. 
 
SFC have recently announced an indicative funding allocation of £127,923 for digital 
learning support for 2021-22. It is likely that spend linked to infrastructure and 
services that enable blended learning, advances the college’s digital strategy and/or 
progresses the ‘College Digital Ambition’ report will be included as eligible. 
 
MS Teams Integration 
 
Office365 use, in particular MS Teams, has bedded in well during 2020-21, 
supporting staff and students with remote learning.  
 
Plans for 2021-22 indicate a continuation of a blended approach to learning and 
teaching, with investment planned to support this and to provide a cloud based 
solution for additional storage capacity and backup. 
 
Server Infrastructure 
 
Work continues to modernise and secure the core server infrastructure of the 
college, with the replacement of two critical information systems webservers  
undertaken during 2021 and plans in place to renew the Capita pay360 server - used 
for online secure payments - by the end of 2021. 
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Cyber Security 
 
Cyber Essentials accreditation was achieved on 4 May 2021 and pre-requisite 
planning underway for the Cyber Essentials+ assessment scheduled for by  
1 July 2021. 
 
During May an external security supplier completed a full Cyber Risk Technical 
Assessment with the subsequent report now having been received. A roadmap – 
action plan – is being compiled, with a progress report to be provided at the next 
meeting. 
 
The relatively new role of IT Security Project Officer has now been made permanent 
in the department and recruitment is planned over the coming weeks to fill a new 
Network Officer post. These posts will help enhance our security and underlying 
resilience of our IT infrastructure. 
 
In terms of staff awareness, additional content is regularly posted to the new cyber 
security SharePoint site and staff are regularly updated with security advice and tips. 
Most recently, a policy communication has been circulated around changing 
passwords and e-mail security. Multi-factor authentication is being added to staff 
accounts, with good progress achieved to date. 
 
A mandatory – an annual – staff development and refresher programme for the 
college is progressing well, with a cyber security module now embedded. Current 
data indicates that staff completion is on schedule for the end of June.  
 
IT Network – Backups, Disaster Recovery 
 
Productive meetings have continued with the IT Manager at West Lothian Council 
and arrangements are underway to relocate the current backup infrastructure held at 
the Civic Centre Data Centre to the Council’s new site at Whitehill due to come 
online later this month. This will would provide the college with rapid recovery in the 
event of a complete loss of the main data centre. 
 
 
INFORMATION SYSTEMS 
 
Curriculum Planning/Builder - System and Process Change 
 
Feedback from the Business Process Review published in January 2021 identified 
the need for the production of a system specification for a web-based solution to be 
used by faculty staff to manage courses in terms of curriculum planning and building. 
 
Good progress has been made with eleven out of fifteen days consultancy 
completed and a fully demonstrable system in place. Demonstrations to staff have 
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been positive with further testing, training and snagging taking up the remainder of 
the consultancy days. 
Data Science and Business Intelligence 
 
Power BI has now been connected to Office365 and work is underway to examine 
available reporting, insights and other benefits from this rich data source. Staff from 
across the college have been canvassed for views as we continue to refine the 
practical benefits of applying this intelligence in support of our staff and students. 
 
Examining the practical application of the use of predicative analytics suggests using 
Python within Power BI and initial discussions and training are underway. 
 
Working alongside the Quality, Student Support and Learning Resources colleagues 
we will be requesting baseline mental health information from students at enrolment, 
allowing an analysis on a number of factors and protected characteristics. We will be 
working with these same colleagues in the future to test and implement sentiment 
analysis alongside further mental health wellbeing reviews. 
 
Power BI – Content Development 
 
A number of new reports have been added to the Power Bi suite over the last quarter 
including College Leaver Destination, School Leaver Destination, and Preferred 
Occupation and Preferred Route. 
 
A demonstration is planned to the autumn Board meeting, to provide an overview of 
progress to date and an insight into future developments. 
 
Datafest 2021 
 
A successful live Datafest event took place on 14 May – with all sessions recorded 
for staff who could not attend on the day – and 45 staff and a representative from 
Skills Development Scotland participated in a calendar of events that showcased 
some of the new and updated datasets the Information Systems team has been 
working on. 
 
Online Enrolment 
 
Online enrolment for our full time and school college partnership courses has now 
opened. This allows us to capture all necessary data prior to the new academic year 
in a validated secure method, and is the third year running we have undertaken this 
in this way. 
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Information Systems Officer 
 
This new post came on-board in 2020-21 assisting with the provision of systems 
updates and improvements alongside assisting with the ongoing data cleansing 
exercises. This has allowed us to increase our ability to support new projects and 
integrations between systems. The postholder, began life at the college as a Modern 
Apprentice and has now been made permanent in this role. 
A second Information Systems officer post will be advertised in the latter half of 
2021-22 to assist in some additional project work in preparation for further major 
systems updates to be in place for the 2022-23 academic year 
 
Systems Review Group 
 
Project leads have been assigned to projects that provide clarity on reporting 
responsibilities. In addition a new role of Information Systems Officer has been 
approved subject to formal approval of the 2021-22 college budget that will increase 
direct support to these projects later in the year.  
 
Online services for students are being expanded, with online booking, enrolment and 
payment options being introduced for workforce development students during  
2021-22. 
 
Staff Survey feedback 

Positive results from the recent staff survey, indicate staff in the newly created 
department are clear on their roles and responsibilities and are positive in their 
influence over and contribution to key business improvements. 
 
 
 
Action 

The committee is asked to note the paper. 

 
 
 
Bill Dunsmuir 
Head of Information Systems and Digital Infrastructure 
24 June 2021 
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Audit Committee 
 
EXTERNAL AUDIT STRATEGY MEMORANDUM 2020-21 

Mazars, the college’s external auditors, have produced an audit strategy 
memorandum for the year ended 31 July 2021 which is attached to this paper.   

The document summarises the audit approach, significant audit risks and 
areas of key judgement. It also outlines the key communications with the 
college during the course of the audit, accounting issues and other issues 
considered to be of interest. 
 
  
Action 
 
The committee is asked to note the audit strategy memorandum for the year 
ended 31 July 2021. 
 
 
 
 
Jennifer McLaren 
Vice Principal, Finance and Corporate Services 
24 June 2021 
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Mazars LLP    
100 Queen Street  

Glasgow
G1 3DN

The Board of Governors
West Lothian College 
Almondvale Crescent 
Livingston 
West Lothian
EH54 7EP

24 June 2021

Dear Members,

Audit Strategy Memorandum – Year ending 31 July 2021

We are pleased to present our Audit Strategy Memorandum for West Lothian College for the year ending 31 
July 2021.

The purpose of this document is to summarise our audit approach, highlight significant audit risks and areas of 
key judgements and provide you with the details of our audit team. As it is a fundamental requirement that an 
auditor is, and is seen to be, independent of its clients, Section 7 of this document also summarises our 
considerations and conclusions on our independence as auditors.

We consider two-way communication with you to be key to a successful audit and important in:

• reaching a mutual understanding of the scope of the audit and the responsibilities of each of us;

• sharing information to assist each of us to fulfil our respective responsibilities; 

• providing you with constructive observations arising from the audit process; and

• ensuring that we, as external auditors, gain an understanding of your attitude and views in respect of the 
internal and external operational, financial, compliance and other risks facing West Lothian College which 
may affect the audit, including the likelihood of those risks materialising and how they are monitored and 
managed.

This document, which has been prepared following our initial planning discussions with management, is the 
basis for discussion of our audit approach, and any questions or input you may have on our approach or role as 
auditor. 

Client service is extremely important to us and we strive to continuously provide technical excellence with the 
highest level of service quality, together with continuous improvement to exceed your expectations so, if you 
have any concerns or comments about this document or audit approach, please contact me on 0738 724 2052.

Yours faithfully

Lucy Nutley

Mazars LLP

3
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Overview of engagement
We are appointed by the Auditor General for Scotland to perform the external audit of West Lothian College for 
the year to 31 July 2021. This is our fifth year of appointment. During 2020, our contract with Audit Scotland was 
extended for a further year, meaning this is our penultimate year of appointment.

Responsibilities 
Our responsibilities, principally derived from the Code of Audit Practice (‘the Code’) issued by Audit Scotland, 
are outlined below.

Audit opinion

We are responsible for forming and expressing an opinion on the financial 
statements.  

The Audit Committee is responsible for the assessment of the College’s 
ability to continue as a going concern. As auditors, we are required to 
consider the appropriateness of the use of the going concern assumption 
in the preparation of the financial statements and the adequacy of the 
disclosures made. 

Regularity opinion

We are required to form and express an opinion on whether the College 
has, in all material respects, incurred expenditure and income in 
accordance with any applicable enactments and guidance issued by the 
Scottish Ministers.

Opinion on other 
matters

We are required to express an opinion on whether the audited part of the 
Remuneration and Staff Report, and the Governance Report have been 
properly prepared in line with relevant legislation and directions.  We also 
express an opinion on whether the Performance Report is consistent with 
the audited financial statements. 

Wider scope work

The Code requires us to conclude and make a judgement on the four 
dimensions of wider scope work.  The four dimensions are Financial 
Sustainability, Financial Management, Governance and Transparency, 
and Value for Money. 

Our audit does not relieve the Board of Management, as those charged with governance, or management of 
their responsibilities.  The responsibility for safeguarding assets and for the prevention and detection of 
fraud, error and non-compliance with law or regulations rests with both those charged with governance and 
management. In accordance with International Standards on Auditing (UK), we plan and perform our audit so 
as to obtain reasonable assurance that the financial statements taken as a whole are free from material 
misstatement, whether caused by fraud or error. However our audit should not be relied upon to identify all 
such misstatements.

As part of our audit procedures in relation to fraud we are required to enquire of those charged with 
governance as to their knowledge of instances of fraud, the risk of fraud and their views on management 
controls that mitigate the fraud risks.



Our audit engagement team and experience
A committed, accessible team

Lucy Nutley 
Director
lucy.nutley@mazars.co.uk
0738 724 2052

Lucy is the Engagement Lead for the audit and will be the key point of contact for 
the Audit Committee. She will have overall responsibility for delivering a high 
quality audit to the College. Lucy will be responsible for the opinions given on the 
financial statements and will be the key point of contact for the Vice Principal of 
Finance and Corporate Services and the Head of Finance, Procurement and 
Student Funding. She will attend Audit Committee meetings, and where 
appropriate, Board meetings. 

Alyce Russell 
Audit Manager
alyce.russell@mazars.co.uk 
07387 242 138

Alyce will manage and coordinate the audit and be the key point of contact for the 
Head of Finance, Procurement and Student Funding and Financial Accountant, as 
well as liaising with Internal Audit. Alyce will oversee completion of audit work to a 
high standard and attend Audit Committees as appropriate.

. 

Carmen Lau
Audit Assistant Manager
carmen.lau@mazars.co.uk 
07580 435 102

Carmen will be responsible for leading the onsite work, reviewing the work 
of more junior members of the team and performing the audit work in more 
specialised areas.

02



Audit scope, approach and timeline
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Audit scope

Our audit approach is designed to provide an audit that complies with all professional requirements. 

Our audit of the financial statements will be conducted in accordance with International Standards on Auditing
(UK), relevant ethical and professional standards, our own audit approach and in accordance with the terms of
our engagement. Our work is focused on those aspects of your business which we consider to have a higher
risk of material misstatement, such as those affected by management judgement and estimation, application of
new accounting standards, changes of accounting policy, changes to operations or areas which have been
found to contain material errors in the past.

Audit approach

Our audit approach is a risk-based approach primarily driven by the risks we consider to result in a higher risk of
material misstatement of the financial statements. Once we have completed our risk assessment, we develop
our audit strategy and design audit procedures in response to this assessment.

If we conclude that appropriately designed controls are in place then we may plan to test and rely upon these
controls. If we decide controls are not appropriately designed, or we decide it would be more efficient to do so,
we may take a wholly substantive approach to our audit testing. Substantive procedures are audit procedures
designed to detect material misstatements at the assertion level and comprise tests of details (of classes of
transactions, account balances, and disclosures) and substantive analytical procedures. Irrespective of the
assessed risks of material misstatement, which take into account our evaluation of the operating effectiveness
of controls, we are required to design and perform substantive procedures for each material class of
transactions, account balance, and disclosure.

Our audit will be planned and performed so as to provide reasonable assurance that the financial statements
are free from material misstatement and give a true and fair view. The concept of materiality and how we define
a misstatement is explained in more detail in section 8.

The diagram below outlines the procedures we perform at the different stages of the audit.

• Final review and disclosure checklist of financial 

statements

• Final audit file review

• Agreeing content of Letter of Representation

• Reporting to those charged with governance

• Reviewing post balance sheet events

Key reporting and communication 

outputs

• Annual Audit Report

• Independent Auditor’s Report

• Updating our understanding of the College

• Initial opinion and wider scope risk assessments

• Development of our audit strategy

• Lessons learned from 2019/20 audit

• Agreement of timetables

• Preliminary analytical procedures

Key reporting and communication

outputs

• Audit Strategy Memorandum

• Documenting systems and 

controls

• Walkthrough procedures

• Controls review, including general and 

application IT controls

Key reporting and communication outputs

• Audit progress report to Audit Committee

• Review of draft annual report 

and accounts

• Reassessment of audit strategy

• Delivering our planned audit 

• testing

• Continuous communication on emerging               

issues

• Clearance meeting

Key reporting and communication outputs

• Regular update meetings with the finance 

team

Planning

June 2021

Interim

July 2021

Fieldwork

October 
2021

Completion

December 
2021
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Reliance on internal audit
Where possible we will seek to utilise the work performed by internal audit to modify the nature, extent and
timing of our audit procedures. We will meet with internal audit to discuss the progress and findings of their work
prior to the commencement of our controls evaluation procedures.

Where we intend to rely on the work on internal audit, we will evaluate the work performed by your internal audit
team and perform our own audit procedures to determine its adequacy for our audit.

Management’s and our experts
Management makes use of experts in specific areas when preparing the College’s financial statements. We
also use experts to assist us to obtain sufficient appropriate audit evidence on specific items of account.

Service organisations

International Auditing Standards define service organisations as third party organisations that provide services
to the College that are part of its information systems relevant to financial reporting. We are required to obtain
an understanding of the services provided by service organisations as well as evaluating the design and
implementation of controls over those services. The table below summaries the service organisations used by
the College and our planned audit approach.

Reporting to Audit Scotland
During the year we will continue to make returns to Audit Scotland as they collect data to establish the impact on
the further education sector and feed into any national reporting as required.

National Fraud Initiative
Returns were required to be made to the Cabinet Office who run the National Fraud Initiative in November 2020.
Colleges are required to submit payroll and creditors data for matching nationwide. West Lothian College made
their return within the deadline and received their completed matches in March 2021. Work is progressing to
review the matches and update the NFI software We will report to Audit Scotland and the Audit Committee on
the College’s progress during the year.

Adding value
We aim to add value to West Lothian College through our external audit work by being constructive and forward
looking, by identifying areas for improvement and be recommending and encouraging good practice. In doing
so, we intend to help the College promote improved standards of governance, more effective use of resources
and better management and decision making.

Items of account Management's expert Planned audit approach

Defined benefit pension liability 
and associated accounting 
entries and disclosures 
required by FRS 102.

Actuary – Hymans Robertson

We will consider the reasonableness of 
the actuarial assumptions made, 
referring to our in-house pension 
scheme experts. 



Significant risks and key judgement areas
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Following the risk assessment approach discussed in section 3 of this document, we have identified relevant 
risks to the audit of financial statements. The risks that we identify are categorised as significant, enhanced or 
standard, as defined below:

The summary risk assessment, illustrated in the audit risk continuum below, highlights those risks which we 
deem to be significant and other enhanced risks.  We have summarised our audit response to these risks on the 
next page.

04
Significant risk A significant risk is an identified and assessed risk of material misstatement that, in the

auditor’s judgment, requires special audit consideration. For any significant risk, the auditor
shall obtain an understanding of the entity’s controls, including control activities relevant to
that risk.

Enhanced risk An enhanced risk is an area of higher assessed risk of material misstatement at audit
assertion level other than a significant risk. Enhanced risks incorporate but may not be
limited to:

• key areas of management judgement, including accounting estimates which are material
but are not considered to give rise to a significant risk of material misstatement; and

• other audit assertion risks arising from significant events or transactions that occurred
during the period.

Standard risk This is related to relatively routine, non-complex transactions that tend to be subject to
systematic processing and require little management judgement. Although it is considered
that there is a risk of material misstatement, there are no elevated or special factors related to
the nature, the likely magnitude of the potential misstatements or the likelihood of the risk
occurring.

H
igh

HighLow

Low

Likelihood

F
inancial 

im
pact

1

2

Risk

1 Management override of control

2 Revenue recognition

3 Expenditure recognition 
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We provide more detail on the identified risks and our testing approach with respect to significant risks in the 
table below.  An audit is a dynamic process, should we change our view of risk or approach to address the 
identified risks during the course of our audit, we will report this to the Audit Committee.

Significant risks

Description of risk Planned response

1 Management override of controls

Management at various levels within an 
organisation are in a unique position to 
perpetrate fraud because of their ability 
to manipulate accounting records and 
prepare fraudulent financial statements 
by overriding controls that otherwise 
appear to be operating effectively. Due to 
the unpredictable way in which such 
override could occur there is a risk of 
material misstatement due to fraud on all 
audits. 

We will address this risk through performing audit work over: 
• Accounting estimates impacting amounts included in the 

financial statements; 
• Consideration of identified significant transactions outside 

the normal course of business; and 
• Journals recorded in the general ledger and other 

adjustments made in preparation of the financial 
statements 

2 Revenue recognition

There is a presumption under 
International Standards on Auditing that 
there is a significant risk of fraud and 
error in the timing of revenue recognition 
leading to the material misstatement of 
revenue overall. This is because revenue 
is an area of particular focus by users of 
financial statements and can be subject 
to judgements as to when grant income 
should be recognised and if clawback 
conditions apply to the funding.

The risk above applies only to the non-
core grant income and other non-grant 
generated by the College.  The risk has 
been rebutted in relation to the core grant 
income received by the College, given 
the highly regulated nature of this 
income, and therefore the low inherent 
risk associated with it.

Given the unconventional academic year 
in 2020-21 arising from COVID-19 we 
consider that there is a risk that revenue 
could be impacted as a result of deferred 
students, reduced credit delivery and 
reduced commercial funding. Provisions 
should be carefully considered, using 
forward looking data where appropriate 
and steps taken to ensure that revenue is 
recorded in the correct period where 
appropriate.   

We will address this risk through performing audit work over:
• the design and implementation of controls management 

has in place to ensure income is recognised in the correct 
period;

• cash receipts around the year end to ensure they have 
been recognised in the right year;

• the judgements made by management in determining when 
non-grant income is recognised; 

• for major grant income, obtaining counterparty 
confirmation; and

• expected credit loss provisions applied to receivables at the 
year end, considering the appropriateness of judgements 
made by management. 
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Significant risks (continued)
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Key areas of management judgement

Key areas of management judgement include accounting estimates which are material but are not considered to
give rise to a significant risk of material misstatement. These areas of management judgement represent other
areas of audit emphasis.

Description of risk Planned response

Valuation of pension liabilities
The College makes contributions to two pension schemes –
the Scottish Teachers Superannuation Scheme (STSS) and
the Lothian Pension Fund (LPF). While both are defined benefit
schemes, it is not possible to identify the College’s share of the
underlying assets and liabilities in the STSS scheme and it is
therefore accounted for as a defined contribution scheme.

The College’s share of the LPF’s underlying assets and
liabilities is identifiable and a net liability is recognised in the
accounts.

Given the scale of the liability recognised in the accounts, a
misstatement in the reported position could be material to the
financial statements.

We will consider the College’s arrangements, 
including the existence of any relevant 
controls, for making estimates in relation to 
pension entries within the financial 
statements. We will also consider the 
reasonableness of the actuary’s assumptions 
used in providing the College with 
information in the financial statements 
through the use of our internal experts.

Grouped assets accounting policy
During 2020-21 digital funding was made available to the
College for the purchase of equipment to provide to students to
enable and support remote learning that was required as a
consequence of Covid-19. The College is required to account
for this as capital funding as a term of the funding.

Any assets acquired using this funding, although distributed to
students, are considered the property of the College and will be
capitalised under a grouped asset accounting policy.

We will consider the College’s grouped asset 
accounting policy and whether this is 
consistent with the requirements of the digital 
funding provided. Enquiry will be made with 
management as to how the College has 
satisfied itself that it has appropriate 
processes in place around the stewardship of 
the associated assets and what 
consideration of impairment has been made.

Valuation of land and buildings
The College holds land and buildings with a net book value of 
£20m as at 31 July 2020. 

In line with the requirements of the Government Financial 
Reporting Manual, the College has adopted a formal 
revaluation policy of an external valuation every five years, with 
a desktop, interim valuation performed during the five year 
period. As the external valuation was performed at 31 July 
2020, no revaluation is planned in the current year. 

The College policy meets the requirement of the FE SORP that 
assets are valued sufficiently regularly so that the carrying 
value of the asset is not materially different from its fair value. 
The College is required to assess on an annual basis whether 
there are indicators of impairment to assets at the reporting 
date. 

Given the significance of the value of fixed assets held, a 
misstatement in the valuation could be material to the financial 
statements

We will undertake a range of substantive 
procedures including: 
• review of management’s assessment as 

to whether the value still reflects the prior 
year valuation;

• review of the reconciliation between the 
College’s asset register and general 
ledger; and

• consider the College’s impairment review 
process for land and buildings. 
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Our approach to wider scope work

The Code requires us to conclude and make a judgement on the four dimensions of wider scope work. These are:
• financial sustainability;
• financial management;
• governance and transparency; and
• value for money.

In recognition that audit work should be based and proportionate to the nature and size of the audited body, the 
Code allows auditors to determine whether application of the full wider scope is appropriate in smaller bodies. We 
consider that the audit of the College should be carried out under the small body provision of the Code.  We have 
reached this conclusion through our assessment of:
• the relative size of the College;
• the relative simplicity of the College’s functions;
• the College’s risk profile; and
• the results of our full review of wider scope dimensions in 2016/17 and audit work performed in subsequent 

years that did not indicate any areas of higher risk.

We set out on the following page the work that we intend to perform on financial sustainability arrangements and 
the governance statement as our targeted and tailored wider scope audit work for the College:

We will perform a detailed review of the governance statement ensuring it meets the requirements set by the SFC 
and adequately and appropriately reflects the governance arrangements in place during the 2020/21 year.
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Fees for audit and other services
Our fees for the audit of the financial statements and for any other services are outlined in the tables below.

We set out below the work that we intend to perform to reach these judgements:

Service
2020/21 proposed fee

£

2019/20 final fee

£

Auditor remuneration 14,260 13,490

Pooled costs 900 770

Contribution to Audit Scotland costs 590 740

Total Fee 15,750 15,000

The fees outlined above are provided on the basis that we will receive a high-quality set of draft financial
statements, supported by good working papers. Should we be required to perform significant levels of additional
audit work, or face significant delay in our audit, we will discuss the impact of this on our proposed fee with
management.
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We are committed to independence and are required by the Financial Reporting Council to confirm to you at least
annually, in writing, that we comply with the Financial Reporting Council’s Ethical Standard. In addition, we
communicate any matters or relationship which we believe may have a bearing on our independence or the
objectivity of the audit team.

Based on the information provided by you and our own internal procedures to safeguard our independence as
auditors, we confirm that in our professional judgement there are no relationships between us and any of our
related or subsidiary entities, and you and your related entities creating any unacceptable threats to our
independence within the regulatory or professional requirements governing us as your auditors.

We have policies and procedures in place which are designed to ensure that we carry out our work with integrity,
objectivity and independence. These policies include:

• all partners and staff are required to complete an annual independence declaration;

• all new partners and staff are required to complete an independence confirmation and also complete computer-
based ethical training;

• rotation policies covering audit engagement partners and other key members of the audit team;

• use by managers and partners of our client and engagement acceptance system which requires all non-audit
services to be approved in advance by the audit engagement partner.

We confirm, as at the date of this document, that the engagement team and others in the firm as appropriate, and
Mazars LLP are independent and comply with relevant ethical requirements. However, if at any time you have
concerns or questions about our integrity, objectivity or independence please discuss these with Lucy Nutley in
the first instance.

Prior to the provision of any non-audit services, Lucy Nutley will undertake appropriate procedures to consider and
fully assess the impact that providing the service may have on our auditor independence.

Any emerging independence threats and associated identified safeguards will be communicated in our Annual
Audit Report
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Definitions

Materiality is an expression of the relative significance or importance of a particular matter in the context of
financial statements as a whole. Misstatements in financial statements are considered to be material if they,
individually or in aggregate, could reasonably be expected to influence the economic decisions of users taken on
the basis of the financial statements.

Summary of initial materiality thresholds

Overall Materiality
Judgements on materiality are made in light of surrounding circumstances and are affected by the size and nature
of a misstatement, or a combination of both. Judgements about materiality are based on consideration of the
common financial information needs of users as a group and not on specific individual users.

The assessment of what is material is a matter of professional judgement and is affected by our perception of the
financial information needs of the users of the financial statements. In making our assessment we assume that
users:

• have a reasonable knowledge of business, economic activities and accounts;

• have a willingness to study the information in the financial statements with reasonable diligence;

• understand that financial statements are prepared, presented and audited to levels of materiality;

• recognise the uncertainties inherent in the measurement of amounts based on the use of estimates, judgement
and the consideration of future events; and

• will make reasonable economic decisions on the basis of the information in the financial statements.

We consider materiality whilst planning and performing our audit based on quantitative and qualitative factors.

Whilst planning, we make judgements about the size of misstatements which we consider to be material and
which provides a basis for determining the nature, timing and extent of risk assessment procedures, identifying
and assessing the risk of material misstatement and determining the nature, timing and extent of further audit
procedures.

The materiality determined at the planning stage does not necessarily establish an amount below which
uncorrected misstatements, either individually or in aggregate, will be considered as immaterial.

We revise materiality for the financial statements as our audit progresses should we become aware of information
that would have caused us to determine a different amount had we been aware of that information at the planning
stage.

Threshold
Initial threshold

£’000

Overall materiality 408

Performance materiality 327

Trivial threshold for errors to be reported to the Audit Committee 12
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We consider that gross expenditure remains the key focus of users of the financial statements and, as such, we
base our materiality levels around this benchmark. We will identify a figure for materiality but identify separate
levels for procedures design to detect individual errors, and also a level above which all identified errors will be
reported to the Audit Committee.

We expect to set a materiality threshold at 2% of gross expenditure (£408,000).

After setting initial materiality, we continue to monitor materiality throughout the audit to ensure that it is set at an
appropriate level.

Performance Materiality
Our audit testing is based on a level of performance materiality, which is a percentage of overall materiality, but
also dependent on the level of inherent risk assessed on the area being tested. It is the level we use to calculate
our sample sizes, and is our acceptable difference in any substantive analytical procedures. It is lower than
overall materiality as it helps to reduce the risk that the total of the uncorrected or undetected misstatements does
not exceed materiality for the financial statements as a whole. It is based on between 50 – 80% of overall
materiality depending on the risk level. Our initial assessment of performance materiality is based on low inherent
risk, meaning that we have applied 80% of overall materiality as performance materiality.

Specific Materiality
We assess specific materiality if there is one or more particular classes of transactions, account balances or
disclosures for which misstatements of lesser amounts than materiality for the financial statements as a whole
could reasonably be expected to influence the users of the financial statements. Specific materiality focuses on
the qualitative nature, as well as the size, of an item. It recognises that, in some circumstances, it may take a
much smaller misstatement to influence the user of the financial statements.

We are required to provide an opinion as to whether the audited part of the Remuneration and Staff Report has
been properly prepared. Given the sensitivity of the disclosures made in the Remuneration and Staff Report, we
have assessed a specific materiality for this work at £500, being the level that would impact rounding for figures
shown to the nearest £’000.

Misstatements
We aggregate misstatements identified during the audit that are other than clearly trivial. We set a level of triviality
for individual errors identified (a reporting threshold) for reporting to the Audit Committee that is consistent with the
level of triviality that we consider would not need to be accumulated because we expect that the accumulation of
such amounts would not have a material effect on the financial statements. Based on our preliminary assessment
of overall materiality, our proposed triviality threshold is £12,000 based on 3% of overall materiality.
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A1
ISA (UK) 260 ‘Communication with Those Charged with Governance’, ISA (UK) 265 ‘Communicating Deficiencies
In Internal Control To Those Charged With Governance And Management’ and other ISAs (UK) specifically
require us to communicate the following:

Required communication Audit Strategy 
Memorandum

Audit 
Completion 

Report

Our responsibilities in relation to the audit of the financial statements and 
our wider responsibilities 

Planned scope and timing of the audit 

Significant audit risks and areas of management judgement 

Our commitment to independence  

Responsibilities for preventing and detecting errors 

Materiality and misstatements  

Fees for audit and other services 

Significant deficiencies in internal control 

Significant findings from the audit 

Significant matters discussed with management 
Our conclusions on the significant audit risks and areas of management 
judgement 

Summary of misstatements 

Management representation letter 

Our proposed draft audit report 
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Audit Committee  
 
CONTRACT FOR INTERNAL AUDIT SERVICES FROM 1 SEPTEMBER 
2021 
 
The contract for the Internal Audit service expires on 31 August 2021 and is 
currently held by Azets. A mini-competition under the Advanced Procurement 
for Universities and Colleges (APUC) Framework for Internal Audit Services 
was therefore undertaken. 
 
Responses to the mini competition were evaluated on best price quality ratio 
to allow the college to achieve the most economically advantageous tender. 
The commercial/technical ratio used for evaluation was 40:60. The invitation 
was sent to the eight framework suppliers in total, with four tenders received. 
 
 
BDO 
Azets FKA Scott-Moncrieff 
TIAA 
Wylie & Bisset 

 
 
The commercial evaluation was undertaken by APUC and the technical by a 
tender evaluation panel comprising: 
 
Jennifer McLaren  West Lothian College 
Danny Duffy   West Lothian College 
Chris Naismith  West Lothian College/APUC 
 
Clarification presentations were held with all four tenderers and, as the Audit 
Committee recommends the appointment of the Internal Auditors to the Board 
of Governors, the chair of the Audit committee took part in this element of the 
tender evaluation. 
 
The outcome of the exercise was Azets secured the highest score and the 
Audit Committee is asked to recommend to the Board of Governors the 
appointment of Azets from 1 September 2021 for a period of 35 months with 
the option of two 12-month extensions (giving a maximum contract duration of 
59 months) at a cost of £23,912 per annum (excluding VAT).    
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Action 
 
The Audit Committee is asked to recommend approval to the Board of 
Governors of the appointment of Azets to provide the internal audit service 
from 1 September 2021 for a period of 35 months with the option of two 12-
month extensions at a cost of £23,912 per annum (excluding VAT).    
 
 
 
 
 
Jennifer McLaren 
Vice Principal, Finance and Corporate Services 
24 June 2021 
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Audit Committee 
 
INTERNAL AUDIT REPORT: CORE FINANCIAL SYSTEMS 
 
Internal Audit has undertaken a review of the college’s core financial systems 
as part of the 2020-21 internal audit programme. 
 
Assurance has been gained that the college’s financial procedures in the 
areas reviewed are generally well designed and operating effectively. 
Arrangements in relation to cash and bank were found to be particularly 
effective, helping to ensure that balances are appropriately managed. 
 

Management responses to the recommendations are contained within the 
report. 
 
 
Action 
 
The committee is asked to comment on the report. 
 
 
 
 
Jennifer McLaren 
Vice Principal, Finance and Corporate Services 
24 June 2021 
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Executive Summary 

Conclusion 

We have gained assurance that West Lothian College’s (“the College’s”) financial procedures in the 

areas reviewed are generally well designed and operating effectively.  Arrangements in relation to 

cash and bank were found to be particularly effective, helping to ensure that balances are 

appropriately managed. 

We have identified two opportunities to improve the design of the controls in place, in relation to 

managing non-SFC income and receivables (debt) management.  

Background and scope 

Robust core financial systems are fundamental to the financial health and success of any organisation. As a 

public sector body, the College is accountable for the proper use of public funds. In order to ensure the 

economic, efficient and effective use of these monies, it is essential that the College has robust processes and 

procedures in place. 

The purpose of this audit was to identify and appraise the adequacy, reliability and effectiveness of the internal 

control systems surrounding non-SFC income, receivables and debt management, and treasury and cash 

management.   

We have assessed the processes in place for identifying income, raising invoices and receiving/recording non-

SFC income. 

We have reviewed the approach to receivables management and ensure that funds due are received and 

accounted for appropriately. 

We have reviewed the procedures surrounding cash and bank to ensure that balances are appropriately 

managed. 
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Two improvement actions have been identified from this review, both of which relate to the design of the 

controls in place rather than compliance with existing procedures.  See Appendix A for definitions of colour 

coding.  

1 - Yellow

2 - Green

3 - Green

4 - Yellow5 - Yellow

6 - Green

7 - Green

8 - Green

Control assessment 1. A clear strategy for growing non-SFC income has been
documented and income generation activities are considered as
part of the strategic and operational planning process

2. There are robust procedures in place to ensure that all income
due is invoiced, received and appropriately recorded

3. Board and management regularly monitor income levels
against target and takes appropriate action where targets are not
met

4. Receivables are managed appropriately, in line with
documented policies and procedures, to minimise aged debt and
maximise income

5. Timely, relevant and accurate management information is
available and reviewed on a regular basis

6. Bank and cash reconciliations are performed and reviewed
with appropriate frequency

7. Cash is held securely and banked with appropriate frequency
in a timely fashion

8. Funds are appropriately managed with the aim of having
adequate cash flow

0

1

2

3

Control Design Control Operation

Improvement actions by type and priority

Grade 4

Grade 3

Grade 2

Grade 1
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Key findings 

Good practice 

We have gained assurance that the College’s procedures reflect good practice in several areas, including: 

• The College has developed an Income Generation Strategy that outlines its strategic approach to 

generating non-SFC income.  

• Procedures for processing and approving invoices, collecting income and recording income is clearly 

documented within the College’s Finance Procedure Manual. 

• Bank and cash reconciliations are completed on a monthly basis by a member of the Finance Team 

and reviewed and authorised by a senior member of the team.  

• Cash and cheques are held in a secure safe within a Finance Department office. The keys for the safe 

are kept in a secure key box, which only the Finance Team has access to and requires a code to open 

that is changed on an annual basis. 

Areas for improvement 

We have identified two areas for improvement which, if addressed, would strengthen the College’s control 

framework: 

• Developing an operational action plan with assigned action owners to support the achievement of 

SMART targets for each aim in the College’s Income Generation Strategy.  

• Developing a clearly documented process for reviewing aged debt on a sufficiently frequent basis (eg 

monthly).   

These are further discussed in the Management Action Plan below. 
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Management Action Plan 

Control Objective 1: A clear strategy for growing non-
SFC income has been documented and income 
generation activities are considered as part of the 
strategic and operational planning process 

 

1.1 Income Generation Strategy 

The College's Income Generation Strategy 2019-22 outlines its strategic approach to generating non-SFC 

income. The document provides narrative on the College’s current position, where it wants to be, how it aims to 

reach its goals, and, to some extent, the indicators of their success. However, the current position, aims and 

indicators of success have not been sufficiently quantified in the strategy.  

For example, one of the College’s aims is to be “A college that has a diversified range of income sources and 

works in partnership with sponsors to deliver a dynamic and attractive offering” with one of the methods of 

achieving this being to “review the funding opportunities provided by trusts and to identify areas of provision or 

activity that would be attractive to potential sponsors.” An indicator for measuring the success of this aim is by 

seeing an “increase in the level of income generated from sponsorship and fundraising.” In this example, the 

level of income has not been quantified and there is no target date set.  In setting such a broad metric, it leaves 

significant scope to be (technically) successful and achieve the outcome even if there are only wholly 

immaterial increases in income generated.  It also impairs clarity and shared understanding of what constitutes 

a reasonable target in practice and/or what success looks like. 

The College has incorporated income targets into the annual budget which are regularly monitored by the 

Business Development Team. However, the College has not developed detailed operational plans which clearly 

link the operational targets to the strategic aims (as outlined in the strategy) and set out how the targets will be 

achieved. 

Risk 

There is a risk that the College has not clearly articulated and quantified its strategy for growing non-SFC 

income. There may not be a shared understanding of what is expected, and this may only be realised after the 

event and without sufficient time for any corrective action to be taken to resolve. 

Recommendation 

The current position, aims and indicators of success outlined in the College’s Income Generation Strategy 

should be sufficiently quantified.  

Operational SMART targets should be overtly linked to the strategic aims and supported by detailed operational 

action plans with assigned action owners that set out how the targets will be achieved.  

The strategy should be reviewed on an annual basis to ensure it remains in line with the wider strategic 

objectives of the College. 

 

Yellow 
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Management Action 
Grade 2 

(Design) 

The current 3 year operational plan is due for renewal and updating in the summer. As previously 

outlined in the college Rolling Action Plan aspects of this plan were suspended in light of Covid-19. As 

part of the 2021/22 budget setting exercise new income targets will be set and these will be reflected in 

the revised annual operational plan which will be finalised by end September. The revised plan takes into 

account the audits recommendations.  

 

Action owner: Daniel Evans      Due date: End Sept 2021 
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Control Objective 2: There are robust procedures in 
place to ensure that all income due is invoiced, 
received and appropriately recorded 

 

No reportable weaknesses identified 

The procedure for processing and approving invoices, collecting income, and recording income is clearly 

documented within the College’s Finance Procedure Manual.  It is easily accessible to staff on the shared 

finance drive.  

Sales in relation to fee-paying students are processed by relevant faculties and recorded on the College’s 

Unite-E system. Other sales, such as room bookings, are recorded on the College’s SUN system.  The Finance 

Team subsequently extracts the income information from the systems and generates an invoice.  

We selected a sample of 24 invoices transactions within the last year, from a combination of student fees and 

general sales invoices. We found that all invoices were raised in a timely manner and appropriately recorded. 

  

Green 
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Control Objective 3: Board and management 
regularly monitor income levels against target and 
takes appropriate action where targets are not met 

 

No reportable weaknesses identified 

The Finance and General Purposes Committee reviews management accounts prepared by the Finance Team 

on a quarterly basis.  

The College’s Vice Principal, Performance and Improvement presents a Business Development Report to the 

Finance and General Purposes Committee every six months. The report outlines performance against the 

operational targets set for non-SFC income and includes supporting narrative should be provided to explain the 

numbers, particularly in any areas below trajectory/target.   

 

 

  

Green 
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Control Objective 4: Receivables are managed 
appropriately, in line with documented policies and 
procedures, to minimise aged debt and maximise 
income 

 

4.1 Frequency of aged debt review 

The Head of Finance and the Vice Principal, Finance and Corporate Services reviewed the College’s aged debt 

in July 2020 and wrote off balances that were deemed irrecoverable. However, a review of aged debt has not 

been completed since, and there is no process or requirement to regularly do so that has been documented in 

the College’s procedures. 

Risk 

There is a risk that receivables and aged debt are not monitored and managed effectively. 

Recommendation 

The College should review the aged debt on a sufficiently-frequent (eg monthly) basis. A more frequent review 

should reduce the depth and detail required and also maximise opportunity to proactively take relevant 

action(s). The process should be clearly documented and communicated to all relevant staff. An analysis of 

aged debt, recoveries and write-offs should be reported to management or the Finance and General Purposes 

Committee on a regular basis. 

 

  

Management Action 
Grade 2 

(Design) 

In terms of the current process we informally review the aged debt twice per annum and we receive monthly 

reports from our debt collection agency in terms of collections and areas where the debt is becoming close 

to the point of write off.   

Going forward to address the potential risk and to mitigate the risk of aged debt increasing the process will 

be:- 

• Aged Debt reviewed monthly by Head of Finance, Sustainability and Student Funds 

• Aged Debt reports submitted to Vice Principal, Finance and Corporate Services on a quarterly basis 

• Quarterly review of Bad Debt Provision (HoF & VP) to ensure provision is adequate and covers any 
potential debt write off  

 

The above actions will reduce the risk and ensures the College is at less risk of writing off significant amount 

of aged debt in any given financial period. 

 

Action owner: Head of Finance & Procurement   Due date: Immediate 

 

Grade 2 

(Design) 

< > 

 

Action owner:    Due date:  

Yellow 
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Control Objective 5: Timely, relevant and accurate 
management information is available and reviewed 
on a regular basis 

 

5.1 Aged debt reporting 

The Finance and General Purposes Committee reviews management accounts prepared by the Finance Team 

on a quarterly basis. Whilst income levels against budget are monitored, there is no reporting in relation to aged 

debt, recoveries and write-offs. We have raised a recommendation in relation to this at section 4.1 above and 

we have therefore not raised a separate recommendation under this control objective. 

 

 

 

  

Yellow 
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Control Objective 6: Bank and cash reconciliations 
are performed and reviewed with appropriate 
frequency 

 

No reportable weaknesses identified 

Bank and cash reconciliations are completed on a monthly basis by a member of the Finance Team and 

reviewed and authorised by a senior member of the team.  

We selected a sample of three monthly reconciliations from the past year and found that these had been 

prepared and authorised appropriately in accordance with the documented process. 

 

 

  

Green 
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Control Objective 7: Cash is held securely and 
banked with appropriate frequency in a timely fashion 

 

No reportable weaknesses identified 

The process for requesting, approving, recording and storing petty cash is clearly documented in the Finance 

Procedure Manual, which can be easily accessed by all relevant staff on the College’s shared network drive. 

Cash and cheques are held in a secure safe within a Finance Department office. The keys for the safe are kept 

in a secure key box, which only the Finance Team has access to and requires a code to open that is changed 

on an annual basis. Access to the safe is also monitored through a security camera.  

 

 

  

Green 
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Control Objective 8: Funds are appropriately 
managed with the aim of having adequate cash flow 

 

No reportable weaknesses identified 

The Head of Finance produces a monthly cashflow statement which is submitted to the SFC. We reviewed a 

sample of three statements from the past year and found that each clearly outlined the cash received and paid 

against forecast.  

Cashflow statements are also presented to the Finance and General Purposes Committee on a quarterly basis. 

Supporting narrative is provided by management in a covering paper to explain variances in actual figures 

compared to forecast.  

 

 

  

Green 
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Appendix A – Definitions  

Control assessments 

  

Management action grades 

 

 

 

 

 

Fundamental absence or failure of key controls.

Control objective not achieved - controls are inadequate or ineffective.

Control objective achieved - no major weaknesses but scope for improvement.

Control objective achieved - controls are adequate, effective and efficient.

•Very high risk exposure - major concerns requiring immediate senior 
attention that create fundamental risks within the organisation.

4

•High risk exposure - absence / failure of key controls that create 
significant risks within the organisation.

3

•Moderate risk exposure - controls are not working effectively and 
efficiently and may create moderate risks within the organisation.

2

•Limited risk exposure - controls are working effectively, but could be 
strengthened to prevent the creation of minor risks or address general 
house-keeping issues.  

1

R 

 A 

Y 

G 
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Audit Committee 
 
INTERNAL AUDIT REPORT: BUSINESS CONTINUITY AND DISASTER 
RECOVERY 
 
Internal audit has undertaken a review of the arrangements in place for 
business continuity and disaster recovery for the college’s IT systems as 
part of the 2020-21 programme.   
 
The review included coverage of the college’s financial, HR and student 
systems as well as any shared service agreement in place to deliver these 
systems. Internal audit identified that the college has implemented several 
processes and procedures to support the business continuity programme.   
 
Areas for improvement were also identified and management responses to 

the recommendations are contained within the report. 
 
 
Action 
 
The committee is asked to comment on the report. 
 
 
 
 
Jennifer McLaren 
Vice Principal, Finance and Corporate Services 
24 June 2021 
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Audit Committee 
 
STRATEGIC RISK REGISTER 2020-21 
 
Introduction 
 
The strategic risk register is set in the context of the 2020-23 Outcome Agreement.  
Attached to this paper is the section which contains all risks in relation to digital 
infrastructure (Appendix 1). 
 
The committee is asked to discuss and agree that the risk mitigations and future 
actions to be taken are sufficient to mitigate against the digital infrastructure risks as 
set out in the 2020-21 risk register. 
 
Board Appetite for Risk   
 
The risk policy states that the Board of Governors should set the tone and influence 
the culture of risk management within the college by establishing the college’s risk 
appetite. Through this, we will be aware of the most significant risks facing the 
organisation.  
  
At a risk workshop held in March 2021 the board of governors discussed risk 
appetite and agreed a risk tolerance level for each strategic risk in the risk register.  
The risk register has been updated to reflect this discussion. 
 
June 2021 update 
 
Risk 6.1 
 
There is a risk of a cyber security breach due to an inadequate allocation of 
investment in digital security and training, resulting in insecure IT infrastructure and 
lack of staff specialist expertise.   
 
 Impact Likelihood Score Change 
November 2020 5 3 15  
March 2021 5 3 15  
 
June 2021 
 

 
5 

 
2 

 
10 

 

 
A cyber security internal audit was completed in January 2021, whilst no major risks 
were identified in either the control design or control operations, four grade 2 control 
design recommendations were identified.  
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Since the March update one of the four recommendations is now complete, this 
combined with the recent accreditation of Cyber Essentials (CE) and planning 
underway for the CE+ by 31 July 2021 has contributed to an overall risk reduction. 
 
Subject to the formal approval of the 2021-22 college budget, the current IT Security 
Project Officer post will be made permanent and an additional permanent Network 
Officer will be recruited. Both posts will help enhance the underlying resilience and 
security of the IT infrastructure.  
   
The above developments have resulted in the risk rating being reduced. 
 
Risk 6.2 
 
There is a risk of reduced student retention, attainment or progression due to 
insufficient investment in underlying digital learning technologies or devices resulting 
in a reduced classroom experience or ability of students to undertake learning.  
 
 Impact Likelihood Score Change 
November 2020 3 3 9  
March 2021 3 3 9  
 
June 2021 
 

 
3 

 
2 

 
6 

 

 
Significant investment in additional resources has been put in place over the last 
quarter, with 250 laptops for student and staff use distributed, with all current student 
loan requests met for the current session. 
 
A full review of the college audio visual and PC asset registers has been concluded, 
with initial resourcing and spending plans being worked up for 2021-22. Prioritisation 
of assets for renewal and the introduction of new learning technologies to support 
both classroom and remote learning will remain the central focus. 
 
In addition, SFC have recently announced an indicative funding allocation of 
£127,923 for digital learning support for 2021-22, which will positively impact on both 
staff and learner experience. 
 
The Learning and Continuity Support team has bedded in well and continues to 
support teaching staff and students with access to a variety of learning platforms and 
technologies. 
 
Development and integration of the MOODLE platform continues and work to further 
improve online services for both staff and students is progressing well for 2021-22. 
 
On balance the risk rating has been reduced as the impact of these changes are felt 
by both staff and students alike. 
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Risk 6.3 
 
There is a risk that the college fails to achieve efficiencies due to a failure to 
integrate and streamline our information systems resulting in reliance on manual 
input, increased levels of duplication and re-work and reduced ability to make 
evidenced based decisions.  
 
 Impact Likelihood Score Change 
November 2020 3 3 9  
March 2021 3 3 9  
 
June 2021 
 

 
3 

 
2 

 
6 

 

 
The Information Systems and Digital Infrastructure department is on track to deliver 
a range of information management projects, including online service improvements 
for staff and students, with these projects being monitored via the Systems Review 
group.  
 
Project leads have been assigned to projects which provides clarity on reporting 
responsibilities. In addition a new role of Information Systems Officer has been 
approved subject to formal approval of the 2021-22 college budget which will 
increase direct support to these projects later in the year.  
 
Online services for students are being expanded, with online booking, enrolment and 
payment options being introduced for workforce development students during 2021-
22. 
 
A business process review has been completed around the core functions of 
curriculum planning, building and timetabling, with new online services being 
developed to support planning and timetabling for the 2022-23 cycle. 
 
Positive results from the recent staff survey, indicate staff within the newly created 
department are clear on their roles and responsibilities and are positive in their 
influence over and contribution to key business improvements. 
 
Taking these additional mitigations into account, the risk rating has been reduced, as 
many of the projects are underway, complete or scheduled to come online in the 
coming months. 
 
Risk 6.4 
 
There is a risk that the college has an inadequate business continuity plan due to a 
lack of an appropriate off-site IT resulting in the college not being able to effectively 
operate in the event of a major incident. 
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 Impact Likelihood Score Change 
November 2020 4 4 16  
March 2021 4 4 16  
 
June 2021 
 

 
4 

 
3 

 
12 

 

 
A business continuity planning/disaster recovery internal audit was completed in 
January 2021, whilst no major risks were identified in either the control design or 
control operation, the recommendations of the full report are not likely to be 
undertaken before 31 July 2021. 
 
Discussions with West Lothian Council have continued with planning underway to 
locate the college offsite backup solution at the Whitehill site by the end of July 2021. 
 
An update to the Corporate Business Continuity plan was completed in March 2021, 
including the Information Systems and Digital Infrastructure plan. 
 
Recovery point objectives (RPO’s) and Recovery Time Objectives (RTO’s) have 
been defined for information systems and digital infrastructure services and are 
under review in other support and teaching areas. 
 
Taking these additional mitigations into account, the risk rating has been reduced, as 
many of the projects are underway, complete or scheduled to come online in the 
coming months. 
 
 
Action 
 
The committee is asked to agree that the digital infrastructure risk mitigations and 
future actions to be taken are sufficient to mitigate against the risks as set out in the 
2020-21 risk register.   
. 
 
 
 
Simon Earp  
Vice Principal, Performance and Improvement  
24 June 2021 
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Executive Summary – Board Strategic Risk Register – Audit Committee 

 
 
VPF&CS 

 
Vice Principal Finance & Corporate Services 

VPL&A Vice Principal Learning & Attainment 

VP P&I Vice Principal Performance & Improvement 

HoIS&DI Head of Information Systems & Digital Infrastructure 

  

Overall, the Risk Profile of the College remains MEDIUM and improving with reductions in the overall risk profile.   A review of the risks was completed by senior 
leadership resulting in a decrease in the likelihood of the risks materialising, due to mitigating actions.   The following table shows the strategic risks that are the 
responsibility of the Audit Committee.   
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Risk Numbers & Board 

Committees 

POTENTIAL CONTRIBUTING FACTORS TREATMENT POST MITIGATION EVALUATION 

Risks 

 

Im
pact 

Likelihood 

Score 

Tolerance 

Controls/Mitigation Actions Im
pact 

Likelihood 

Score 

Further actions planned  Previous Score 

6 Digital Infrastructure 

6.1 
Audit 
Committee 
 
HoIS&DI 

There is a risk of a Cyber Security breach 
due to an inadequate allocation of 
investment in digital security and training, 
resulting in insecure IT infrastructure and 
lack of staff specialist expertise.   
 
Link to strategic goal: 
Inspire and enable success for all 
 

5 4 20 10-
16 

Enhanced security introduced to improve 
defence against email exploits.  
 
Installation of a wide range of additional 
network security protection to enhance 
resilience against attack.  
Currently in discussion with West Lothian 
Council regarding an offsite backup solution. 
 
Cyber Security E-Learning modules for staff 
available on Moodle.   
Cyber security internal audit was completed in 
January 2021. No major risks were identified in 
either the control design or control operations, 
four grade 2 control design recommendations 
were identified and dates set for their 
completion. 

5 2 10 A cyber security internal audit 
was completed in January 
2021, whilst no major risks 
were identified in either the 
control design or control 
operations, four grade 2 
control design 
recommendations were 
identified. 
 

Subject to the formal approval 
of the 2021/22 college budget, 
the current IT Security Project 
Officer post will be made 
permanent and an additional 
permanent Network Officer will 
be recruited. Both posts will 
help enhance the underlying 
resilience and security of the 
IT infrastructure.    
 
 

Since the March update one of 
the four recommendations is 
now complete. This combined 
with the recent accreditation of 
Cyber Essentials (CE) and 
planning underway for the CE 
plus by 31 July 2021 has 
contributed to an overall risk 
reduction. 
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Risk Numbers & Board 

Committees 

POTENTIAL CONTRIBUTING FACTORS TREATMENT POST MITIGATION EVALUATION 

Risks 

 

Im
pact 

Likelihood 

Score 

Tolerance 

Controls/Mitigation Actions Im
pact 

Likelihood 

Score 

Further actions planned  Previous Score 

6 Digital Infrastructure 

6.2 
Audit 
Committee  
 
VPP&I 
 
 
 
 
 
 

There is a risk of reduced student 
retention, attainment or progression due to 
insufficient investment in underlying digital 
learning technologies or devices resulting 
in a reduced classroom experience or 
ability of students to undertake learning.  
 
Link to strategic goals: 
 
• Inspire and enable success for all 
• Lead with vision and empathy 
 

4 4 16 12 Significant investment in new student and staff 
lap tops. 
 
Learning Continuity Support Group established 
to develop staff digital skills. The Learning and 
Continuity Support team has bedded in well 
and continues to support teaching staff and 
students with access to a variety of learning 
platforms and technologies. 
 
External funding opportunities being identified 
to supplement existing budgets. 
 
New Moodle host appointed and latest version 
implemented.  
 
New equipment being piloted facilitated by 
Learning and Teaching Innovation Fund.  
A further 250 new student and staff lap tops 
will start to be distributed late Feb/early March.  

3 2 6 Significant investment in 
additional resources has been 
put in place with all current 
student loan requests met for 
the current session. 
 
A full review of the college 
audio visual and PC asset 
registers has been concluded, 
with initial resourcing plans 
being worked up for 2021-22. 
Prioritisation of assets for 
renewal and the introduction of 
new learning technologies to 
support classroom and remote 
learning will remain the central 
focus. 
 
SFC announced an indicative 
funding allocation of £128k for 
digital learning support for 
2021-22, which will positively 
impact on both staff and 
learner experience. 
 
Development and integration 
of the MOODLE platform 
continues and work to further 
improve online services for 
both staff and students is 
progressing well for 2021-22. 
 
On balance the risk rating has 
been reduced as the impact of 
these changes are felt by both 
staff and students alike. 
 

9 
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6.3 
Audit 
Committee 
 
VPP&I 

There is a risk that the college fails to 
achieve efficiencies due to a failure to 
integrate and streamline our information 
systems resulting in reliance on manual 
input, increased levels of duplication and 
re-work and reduced ability to make 
evidenced based decisions.  
 
Link to strategic goals: 
 
• Inspire and enable success for all 
• Lead with vision and empathy 
 

4 4 16 9-15 New department created– Information 
Systems and Digital Infrastructure, to provide a 
more streamlined support service.  
 
The Systems Review Group reviewing projects 
in the rolling 3 year Information Systems and 
Digital Infrastructure roadmap. 
Continued development of online services has 
led to greater efficiencies with more projects 
underway and in planning. 
Twenty two new potential projects have been 
identified and are undergoing evaluation and 
prioritisation. 

3 2 6 The Information Systems and 
Digital Infrastructure 
department is on track to 
deliver a range of information 
management projects, 
including online service 
improvements for staff and 
students, with these projects 
being monitored via the 
Systems Review Group.  
Project leads have been 
assigned to projects which 
provides clarity on reporting 
responsibilities. In addition, a 
new role of Information 
Systems Officer has been 
approved subject to formal 
approval of the 2021/22 
college budget which will 
increase direct support to 
these projects later in the year.  
Online services for students 
are being expanded, with 
online booking, enrolment and 
payment options being 
introduced for workforce 
development students during 
2021/22. 
A Business Process Review 
has been completed around 
the core functions of 
curriculum planning, building 
and timetabling, with new 
online services being 
developed to support planning 
and timetabling for the 
2022/23 cycle.  
Taking these additional 
mitigations into account, the 
risk rating has been reduced, 
as many of the projects are 
underway, complete or 
scheduled to come online in 
the coming months. 

9 
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6.4 
Audit 
Committee  
 
HoIS&DI 
 
 
 

There is a risk that the college’s business 
continuity plan is sub-optimal due to a lack 
of a fully comprehensive off-site IT back-up 
facility resulting in the college not being 
able to fully operate efficiently in the event 
of a major incident. 
 
Link to strategic goals: 
 
• Inspire and enable success for all 
• Lead with vision and empathy 
 

5 4 20 1-8 IT shared services agreement with West 
Lothian Council has been refreshed. 
 
Critical support systems are backed-up offsite 
at the Civic Centre. 
 
Staff and students on one tenant means most 
teaching can now be delivered online. 
 
Business Continuity Planning/Disaster 
Recovery internal audit was completed. No 
major risks were identified in either the control 
design or control operation.  
Recommendations should be implemented by 
31 July 2021. 
 
Proposal under discussion with West Lothian 
Council for the provision of both cloud and 
offsite backups being provided at the Whitehill 
site by the end of July 2021. 
 

4 3 12 A Business Continuity 
Planning/Disaster Recovery 
internal audit was completed in 
January 2021, whilst no major 
risks were identified in either 
the control design or control 
operation, the 
recommendations of the full 
report are not likely to be 
undertaken before 31 July 
2021. 
  
Discussions with West Lothian 
Council have continued with 
planning underway to locate 
the College offsite backup 
solution at the Whitehill site by 
the end of July 2021. 
  
An update to the corporate 
Business Continuity Plan was 
completed in March 2021, 
including the Information 
Systems and Digital 
Infrastructure plan. 
Recovery point objectives 
(RPO’s) and Recovery Time 
Objectives (RTO’s) have been 
defined for Information 
Systems and Digital 
Infrastructure services and are 
under review in other support 
and teaching areas. 
 
Taking these additional 
mitigations into account, the 
risk rating has been reduced, 
as many of the projects are 
underway, complete or 
scheduled to come online in 
the coming months. 
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Appendix 1 - Risk Tolerance Matrix 

 

Routine Minor Significant Major Catastrophic
1 2 3 4 5

Access – More 
Equal Society

- Majority of access targets met with only 
one or two exceptions.

- Overall  stakeholders, communities, 
schools  and universities engaged with 
college.

 -Recruitment from the most deprived 
postcodes has reduced slightly.

 - Number of students getting advanced 
standing to University declines.  

 - Recruitment across a number of equality 
measures is below target.

 - Stakeholder engagement with communities, 
stakeholders, schools and universities is not 
effective in supporting targets.

 - College overall  activity target being impacted on.

 - Insufficient progress made with equality 
targets, resulting in reduced activity target 
and clawback of funds for specific initiatives.

 - Poor stakeholder relations and reputational 
damage.

 - Failure to deliver on equalities targets 
leaving the college open to challenge and 
significant reputational damage.

 - Claw back of funds and inabil ity to 
access any related initiatives or future 
projects.

Responding to 
the Economy 

 - One subject area not delivering but 
credit target/budget delivered.

 - Overall  schools and appropriate 
stakeholders  are engaged.

 - One Centre/ Department not delivering but 
credit target/budget delivered.

 - Schools and Stakeholders fairly engaged.

 - Up to 10% of credit target/budget not achieved due 
to supply and demand. mismatch or lack of 
engagement with key partners.

 - Some schools and stakeholder dissatisfaction 
with the college.

 - >25 %  of credit target/budget not achieved 
due to supply and demand mismatch. 

 - Major shortfall  in recruiting to vocational 
pathway programmes.

 - Majority of schools and stakeholders 
dissatisfied with the college.

 - Major shortfall  in recruitment and 
retention leading to clawback of funds or 
activity.

 - Major reputational damage arising from 
poor performance.

Student Success  - Isolated cases of poor learner retention 
and attainment.

 - Under sector average for attainment in one 
PI success category.

 - Positive feedback from Education Scotland 
Progress Review

 - Few instances of quality targets not being 
met.

 - Less than sector average in FE and HE full  time 
success indicators. 

 - Downward trend in FE and HE full  time success 
indicators.

 - Increasing negative destinations and activity 
targets under threat.

 - Education Scotland progress review 
unsatisfactory.

 - Majority of Centres with poor learner 
retention, attainment and negative 
destinations.

 - Activity target shortfall  and funds clawback 
indicated.

 - Education Scotland progress review 
unsatisfactory.

 - High negative learner destinations with 
major funds clawback and activity targets 
significantly under achieved.

 - Education Scotland/Scottish Funding 
Council  intervention.

Innovation and 
Enterprise

 - Commercial targets achieved overall  
albeit individual contract variance in 
performance.

 - Apprenticeship expansion within 10% of 
target.

 - Key account management in the main 
successful.

 - Shortfall  in commercial targets but abil ity 
to make up for this across college.

 - Apprenticeship expansion within 20% of 
target.

 - Shortfall  in commercial targets and reduction in 
college surplus forecast.

 - Apprenticeship numbers static.

 - Business engagement weak.

 - Major shortfall  in commercial surplus 
resulting in more significant interventions.

 - Reductions in Apprenticeship places.

 - Business and Employer dissatisfaction.

 - Commercial surplus significantly 
reduced and major impact on college core 
operations.

 - Withdrawal of Apprenticeship contract.

 - Business and employer complaints.

Financial and 
organisation 
Sustainability

 - One instance <£50k or a number of 
instances where the cumulative value is 
<£50k. 

£50k-£99k. £100k- £299k. £300k - £499k. >£500k.
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Audit Committee 
 
FINANCIAL REGULATIONS  
 
The college’s Financial Regulations are based on the Chartered Institute of 
Public Finance and Accountancy (CIPFA) model set of regulations which aim 
to reflect best practice and provide a practical source of guidance. The 
regulations were last reviewed and approved by the Board of Governors in 
2020.   
 
Although the regulations are not due to be reviewed until 2023, an 
amendment is proposed due to a change in the college’s accounting policies 
to permit the capitalisation of grouped assets.   
 
The background to this is that the Scottish Funding Council (SFC) allocated 
capital funding to colleges in 2020-21 to tackle digital poverty. The purchase 
of IT is not normally capitalised because of the low value of individual pieces 
of equipment. SFC indicated that if the college’s accounting policy did not 
permit capitalisation then the college should not accept the funding. 
 
As this was a sector wide issue, college representatives engaged with Audit 
Scotland who advised that in order to be able to capitalise IT equipment, 
assets could be “grouped”. However, to do this the college needs to have a 
group capitalisation policy.   
 
For clarity this does not mean that all assets of a low value will now be 
grouped. The college is free to use this policy only when it is considered 
appropriate.   
 
The amendment and wording have been agreed with Mazars, the college’s 
external auditors and is highlighted in red below. 
 
FINANCIAL REGULATIONS 

 
13.4   Capitalisation and depreciation 
 

New land and buildings will be recorded in the balance sheet at actual 
build or acquisition cost, except where they are received as gifts, where 
they will be recorded at depreciated replacement value. Buildings will 
be depreciated in equal instalments over their estimated remaining 
useful life. Freehold land will not be depreciated.  
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Expenditure incurred on repair, refurbishment or extension of existing 
buildings will not be capitalised unless it can be demonstrated that the 
resultant value of the building, on the basis of depreciated replacement 
value, is greater than the current book value. 

 
Expenditure incurred on the acquisition of assets other than land and 
buildings and grouped assets will be recorded in the balance sheet 
where the acquisition is expected to be in use within the business on a 
continuing basis for at least three years. Capitalised assets other than 
land and buildings will be depreciated in accordance with a policy 
approved annually by the Finance and General Purposes Committee. 

 
Grouped assets 

 
‘Grouped assets’ are a collection of assets which individually may be 
valued at less than £250 but which together form a single collective 
asset with a group value in excess of £2,500, including VAT where this 
is not recoverable, because the items fulfil all the following criteria: 

 
•  the items are functionally interdependent; 
•  the items are acquired at about the same date and within the same 

financial year and are planned for disposal at about the same date; 
•  the items are under single managerial control; and 
•  each individual asset thus grouped has a value of over £250. 

 
The rationale behind permitting such a form of ‘grouping’ is that smaller 
items of expenditure should be recognised as having a useful life, in 
relation to the overall strategy over a number of years, and as a result 
should be capitalised rather than written off in the current year.  
 
In order to justify the adoption of this approach, the items should all be 
purchased within a reasonable time frame (no more than one financial 
year), and the total combined cost of the individual assets should be no 
less than £2,500.  

 
Action 
 
The committee is asked to recommend approval to the Board of Governors of 
the update to the Financial Regulations 
 
 
Jennifer McLaren 
Vice Principal, Finance and Corporate Service 
24 June 2021 
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Audit Committee 
 
COLLEGE AUDIT ROLLING ACTION PLAN 
 
The college Audit Action Plan shows progress in implementing previously 
agreed internal audit recommendations. The attached table shows the 
position as at June 2021. 
 
 
 
Action 
 
The committee is asked to note progress against plan. 
 
 
 
 
Jennifer McLaren 
Vice Principal, Finance and Corporate Services 
24 June 2021 
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2020-21 – (1 August 2020 - 31 July 2021) 
 
Status June  2020 June 2021 
 Grade     

4-5 
Grade     

3 
Grade  

1-2 
Grade 

4-5 
Grade  

3 
Grade 

1-2 
Completed recommendations by original 
deadline (subject to Internal Audit Review) 
 

-  
- 

 
- 

 
- 

 
- 

 
1 

Completed recommendations by extended 
deadline (subject to Internal Audit Review) 
 

 
- 

 
- 

 
- 

 
- 

 
- 

 
- 

Outstanding recommendations on target  
 

 
- 

 
- 

 
- 

 
- 

 
-  

 
3 

Outstanding recommendations past agreed 
deadline 
 

 
- 

 
- 

 
- 

 
- 

 
- 

  

Total 
 

 
- 

 
- 

 
- 

 
- 

 
-  

 
4 
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2020-21 
  No Audit Report Topic  

 
Report 
Date 

Background Recommendation College Response Responsibility  Deadline 
 

Status Update/ 
Comments 

Revised 
Deadline 
 

1 Cyber Security 
(1.1 Cyber risk governance 
framework) –  
A robust cyber risk 
management and 
governance framework has 
been established and 
implemented which 
considers risks to the 
college’s information assets.  
 

Jan 
2021 

Without risks being considered 
and managed at a strategic, 
tactical and operational level, 
there is a risk that senior 
management and the Board of 
Management will not have 
appropriate oversight of the 
College’s cyber security risks, nor 
will it be clear how IT projects, 
which include email security and 
firewall upgrades, are working to 
mitigate identified risks. This may 
result in actions and investments 
not being prioritised, increasing 
the risk that vulnerabilities are 
exploited. 

We recommend that cyber security 
risks are governed at a strategic, 
tactical and operational level, in line 
with the corporate risk management 
framework, and to allow appropriate 
identification, management, and 
monitoring of cyber security risks. A 
cyber security risk management policy 
should be developed, which 
determines and clearly expresses the 
College’s risk tolerance as quantifiable 
measures for acceptable risk. This 
standard should be used when 
performing risk assessments, which 
will ultimately inform policies.  
It would be beneficial to perform risk 
assessments of the College’s cyber 
security threat landscape using the 
National Cyber Security Centre 
(NCSC) risk management guidance to 
help make decisions about cyber 
security risk. This guidance includes 
information on risk assessment 
techniques, including aligning risk 
assessments to best practice 
frameworks. The college should 
consider using risk assessment 
guidance, such as the cyber / 
information risk assessment 
requirements within the Scottish Public 
Sector Cyber Resilience Framework. 
 

Grade 2 

Agreed. 
 
The College working in 
collaboration with an external 
supplier, JISC (Joint 
Information Systems 
Committee) and West 
Lothian Council, will develop 
and implement a cyber risk 
governance framework, 
cyber security risk 
management policy with 
accompanying risk register 
including a review cycle 
implemented quarterly.  
 

Head of 
Information 
Systems and 
Digital 
Infrastructure 

31 July 2021 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 June 2021 update 
 
On track 
 
 
Cyber Risk Technical 
Assessment now 
complete, undertaken by 
external supplier and 
report due week 
commencing 17th May. 
Supplier will work in 
partnership to establish 
cyber risk governance 
framework, cyber security 
risk management policy 
with accompanying risk 
register. 
 
Cyber Essentials (CE) 
certification awarded on 
04 May 2021. 
 
Date for CE+ discussed 
with external supplier and 
details of pre-requisites 
received.  
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 

2 Cyber Security 
(2.1 Cyber risk management 
within projects) –  
Cyber-related risks to 
information assets which 
emanate from projects and 
changes to business as 
usual activities are identified, 
recorded and managed 
appropriately.  
 

Jan 
2021 

There is a risk that, if there is not 
a process in place to assess the 
security risks of all projects, cyber 
security risks will not be identified 
and managed appropriately, in 
line with the cyber risk 
governance framework 
development. 

A risk assessment of new systems 
should be completed for any project 
that will, or has the potential to, impact 
confidential information being 
processed within the College. This risk 
assessment should align with the 
College’s cyber risk governance 
framework (see MAP 1.1), with risks 
identified feeding into the cyber risk 
register and associated action plan. 
Cyber security responsibilities should 
be defined and allocated to specified 
roles defined in the project 
management methods, to ensure risks 
are managed throughout the lifecycle 
of the project. 
 

Grade 2 

Agreed.  
 
By March 2021 a Cyber Risk 
Technical Assessment 
(CRTA) will be 
commissioned which will be 
compliant with NIST 
(National Institute of 
Standards and Technology) 
Cyber Security Framework 
(CSF). The report will be 
used to assist the 
development of risk 
assessment procedures and 
documentation to be used in 
new system and project 
implementations.  
 

Head of 
Information 
Systems and 
Digital 
Infrastructure 

31 July 2021 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 June 2021 update 
 
On track 
 
 
Cyber Risk Technical 
Assessment now 
complete, undertaken by 
external supplier and 
report due week 
commencing 17th May. 
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  No Audit Report Topic  Report 
Date 

Background Recommendation College Response Responsibility  Deadline 
 

Status Update/ 
Comments 

Revised 
Deadline 
 

3 Cyber Security 
(3.1 Extended vulnerability 
management) – 
There are adequate controls 
to detect and address new 
and emerging cyber-related 
threats/vulnerabilities to 
information assets from 
existing technologies.  
 

Jan 
2021 

If vulnerability management, 
including penetration testing, is 
not conducted across the entire 
College estate, attackers could 
exploit vulnerabilities to gain 
unauthorised access to College 
systems, disrupt business 
operations and steal or leak 
sensitive data. If this were to 
occur, it could result in significant 
financial penalties, as a result of 
data protection breaches, and a 
lack of trust amongst service 
users. 

We recommend that the College 
extends their vulnerability 
management processes, to include 
end-user devices. Authenticated scans 
on both internal and external devices 
should be performed every month.  
Management should consider staff with 
security responsibilities as part of their 
roles meeting to conduct ‘vulnerability 
triage’. This group should meet once a 
vulnerability assessment has been 
performed, to triage all vulnerabilities 
found. The triage process should 
divide the vulnerabilities identified into 
three categories: Remediate, 
Acknowledge and Investigate. 
Vulnerability remediation should be 
prioritised by concentrating on issues 
that are accessible to the largest 
number of potential attackers, and 
those issues that would have the 
largest impact if exploited. 
 

Grade 2 

Agreed. 
 
By end February 2021 the 
college will evaluate the use 
of F-secure and receive a 
quotation for services, 
providing scanning tools for 
end user devices connected 
to the College LAN (Local 
Area Network).  
By the end of February 2021, 
the College will have 
discussed and agreed on a 
date for Cyber Essentials 
Plus accreditation.  
By end March 2021 an 
outcome of the CRTA (see 
2.1) – we will identify overall 
status of vulnerability 
management, penetration 
testing and other existing 
controls. Actions from CRTA 
will then be undertaken.  

Digital 
Infrastructure 
Manager 

 
31 July 2021 

 
 
 
 
 
 
 
 
 
 
 

June 2021 update 
 
On track 
 
An evaluation of the tools 
and services provided by 
F-secure undertaken, with 
the College pursuing 
other options. The CTRA 
report will be used to 
inform solution and award 
supplier. 
 
Cyber Essentials (CE) 
certification awarded on 
04 May 2021. 
 
Date for CE+ discussed 
with external supplier and 
details of pre-requisites 
received.  
 
CRTA action plan to be 
agreed, with report due 
week commencing 17th 
May.  

 

4 Cyber Security 
(4.1 Cyber security 
awareness) – 
There is adequate education 
and training provided to staff 
to raise and maintain 
awareness of Cyber security 
risks and procedures  
 

Jan 
2021 

Without centralised awareness of 
cyber security threats, staff may 
be unaware of how best to protect 
the College’s information assets 
from attack. This could increase 
the risk of a successful cyber-
attack, and lead to financial and 
reputational damage.  

We recommend that a cyber security 
section is established on the Staff 
Zone (hosted on SharePoint’s ishare) 
This section should provide clear 
guidance on how to protect against 
current threats. To support this 
guidance, further links to advice and 
information from the National Cyber 
Security Centre (NCSC), and other 
reputable sources, should be included. 
Training resources provided by 
HEFESTIS should also be placed 
here.  
We also recommend that there is 
ongoing monitoring of completion rates 
for mandatory cyber security training to 
ensure that all relevant staff have 
completed this by the June 2021 
deadline. Information on progress 
should be shared with line managers 
monthly and those with low completion 
rates should be asked to remind staff 
to complete this promptly. 
 

Grade 2 

Agreed.  
 
By February 2021 a new 
area will be created within 
the Staff Zone section of the 
College’s SharePoint site – 
labelled Cyber Security - 
which will be maintained with 
regular and appropriate 
governance updates, 
publications, advice and tips.  
Staff will be signposted to 
relevant updates using a 
range of communication 
channels. These include 
College wide emails, 
targeted emails to specific 
groups of staff, relevant 
updates to staff via the 
College committee structure, 
and other cyber security 
events.  
 

Digital 
Infrastructure 
Manager 
 

26 February 
2021 

 
 
 
 
 
 
 
 
 
 
 

June 2021 update 
 
Complete 
 
Regular and appropriate 
cyber security 
intelligence, governance 
updates and keep safe 
advice, posted in the new 
Staff Zone area. 
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